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Figure 5: SDG&E Risk Spend Efficiency  

9 Alternatives Analysis 

The Companies considered alternatives to the proposed mitigations as it developed the proposed 
mitigation plan for the Cyber Security risk.  Typically, alternatives analysis occurs when implementing 
activities, and with vendor selection in particular, to obtain the best result or product for the cost.  The 
alternatives analysis for this risk plan also took into account modifications to the proposed plan and 
constraints, such as budget and resources.   

9.1 Alternative 1 – Address All Known Issues  
The first alternative considered was to more aggressively mitigate risk by quickly addressing all known 
issues.  If the organization is less risk tolerant, then the Information Security program will address more 
of the medium and low risks more aggressively, reducing windows of vulnerability and addressing 
identified control capability risks sooner. 

More aggressively addressing risk would increase capital spending, maintenance costs, and staffing in 
order to implement and operate more cyber security controls in a shorter period of time.  Also, a more 
aggressive approach would lead to more business function-specific solutions instead of enterprise 
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solutions, also increasing the cost of ownership. The amount of the cost increase depends on the degree 
of the accelerated activity.  An increase in capital project costs also has a longer-term increase in labor 
and non-labor O&M costs in future years. 

This alternative was dismissed in favor of the proposed plan due to resource, financial, and affordability 
constraints.  The proposed plan balances resources and affordability by prioritizing projects and 
programs rather than addressing all known issues, while also reducing potential risk exposure to the 
extent it is feasible. 

9.2 Alternative 2 – Delay Security Capability Implementation 
The second alternative that was considered was to delay security capability implementation in response 
to a cyber threat, and business and Cyber Security technology changes.  If the organization had a higher 
risk tolerance, then the Information Security program would slow down the implementation of security 
controls and focus on a smaller set of risks and business areas, increasing overall risk exposure. 

Moderating the Cyber Security risk management would reduce capital spending and maintenance costs, 
as well as reduce increased staffing requirements.  The amount of the decrease in cost would depend on 
the amount of moderation. 

The Companies believe their risk management culture does not allow for this approach given the 
commitments to safety and cyber security.  The current potential drivers of increasing capabilities of 
threat agents and higher risk exposure due to innovative technologies are increasing the Companies’ 
risk.   Only moderating cyber security activities and spending would not be beneficial to customers with 
respect to safe and reliable energy delivery and protecting sensitive customer information. 
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Executive Summary 
Aviation Incident is the risk of an aviation event by SDG&E contractors, subcontractors or other third 
parties who may enter SDG&E’s service territory that results in damages to electric transmission, 
distribution and/or gas transmission facilities.  SDG&E’s 2015 baseline controls include:

Aviation Safety Management System (SMS) – comprehensive safety management approach 
consisting of policies and procedures applicable for aviation
Job Site Observation Program – program that provides SDG&E aviation oversight of internal 
and contractor aviation construction operations 
Service Provider Audit Program – third party oversight program that provides an independent 
perspective regarding how to meet a standard of safety recognized through the aviation industry. 
“Best Practices” Training – training implementing best safety practices from throughout the 
aviation industry from a variety of sources.

These controls focus on safety-related impacts (i.e., Health, Safety, and Environment) per guidance 
provided by the Commission in Decision 16-08-018 as well as controls and mitigations that may address 
reliability. The 2015 baseline mitigations will continue to be performed in the proposed plan.  In 
addition, SDG&E proposes to expand and add new mitigations to address the risk of Aviation Incident.  
The expanded and new mitigation activities are: 

Service Provider Audit Program – expand the program by requiring audits be performed before a 
contractor flies on company property for the first time and audit all contracted vendors on an 
annual basis.
Purchase a Twin-engine Helicopter – helicopter enables a dual-redundant system where single-
point failure exists; thereby cutting the frequency of an accident (if one were to occur) by half. 
Aviation Safety Training – the policy and procedure foundation consisting of an initial training 
manual for internal use of pilot development, continued training costs for currency and 
performance development, and case-by-case skills performance development.   
Currency and Proficiency Training with New Helicopter – a training that socializes the best 
procedural practices and promotes institutional knowledge and safety.   

A risk spend efficiency was calculated for the Aviation Incident risk.  The risk spend efficiency is a new 
tool that was developed to attempt to quantify how the proposed mitigations will incrementally reduce 
risk.  For purposes of the risk spend efficiency, the proposed mitigations were grouped into two:  
Effective SMS Program (include training, on-site observation, and audits); and More Reliable 
Equipment.  Based on a benefit-cost assessment (e.g. risk spend efficiency), the mitigations for this risk 
can be ranked as follows: 

1. Effective SMS program 
2. More reliable equipment  
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Risk: Aviation Incident 
1 Purpose

The purpose of this chapter is to present the mitigation plan of San Diego Gas & Electric Company 
(SDG&E or Company) for the risk of Aviation Incident.  For the purposes of this filing, this risk is an 
aviation incident by SDG&E contractors, subcontractors or other third parties who may enter SDG&E’s 
service territory that results in damages to electric transmission, distribution and/or gas transmission 
facilities.  Additionally, Aviation Incident can be described as the combination of the Federal Aviation 
Administration’s (FAA) definitions for incident and accident.  For reference, an aircraft accident is an 
occurrence associated with the operation of an aircraft which takes place between the time any person 
boards the aircraft with the intention of flight and all such persons have disembarked, and in which any 
person (either inside or outside the aircraft) suffers death or serious injury, or in which the aircraft 
receives substantial damage.  An aircraft incident, by the FAA’s definition, is an occurrence, other than 
any accident, that affects or could affect the safety of operations.1  Direct and indirect damage is also 
accounted for in these evaluations of risk, as they directly impact the cost accountancy of accidents 
associated with any aviation incident.   

This risk is a product of SDG&E’s September 2015 annual risk registry assessment cycle.  Any events 
that occurred after that time were not considered in determining the 2015 risk assessment, in preparation 
for this Report.  Note that while 2015 is used a base year for mitigation planning, risk management has 
been occurring, successfully, for many years within the Company.  SDG&E and Southern California 
Gas Company (SoCalGas) (collectively, the utilities) take compliance and managing risks seriously, as 
can be seen by the number of actions taken to mitigate each risk.  This is the first time, however, that the 
utilities have presented a Risk Assessment Mitigation Phase (RAMP) Report, so it is important to 
consider the data presented in this plan in that context.  The baseline mitigations are determined based 
on the relative expenditures during 2015; however, the utilities do not currently track expenditures in 
this way, so the baseline amounts are the best effort of each utility to benchmark both capital and 
operations and maintenance (O&M) costs during that year.  The level of precision in process and 
outcomes is expected to evolve through work with the California Public Utilities Commission 
(Commission or CPUC) and other stakeholders over the next several General Rate Case (GRC) cycles. 

The Commission has ordered that RAMP be focused on safety related risks and mitigating those risks.2
In many risks, safety and reliability are inherently related and cannot be separated, and the mitigations 
reflect that fact.  Compliance with laws and regulations is also inherently tied to safety and the utilities 
take those activities very seriously.  In all cases, the 2015 baseline mitigations include activities and 
amounts necessary to comply with the laws in place at that time.  Laws rapidly evolve, however, so the 
RAMP baseline has not taken into account any new laws that have been passed since September 2015.  
Some proposed mitigations, however, do take into account those new laws.   

1 49 C.F.R. 830.2. 
2 Commission Decision (D.) 14-12-025 at p. 31. 
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The purpose of RAMP is not to request funding.  Any funding requests will be made in the GRC.  The 
forecasts for mitigation are not for funding purposes, but are rather to provide a range for the future 
GRC filing.  This range will be refined with supporting testimony in the GRC.  Although some risks 
have overlapping costs, the utilities have made efforts to identify those costs. 

The risk assessment provided herein focuses on the drivers or hazards and potential resulting events for 
which SDG&E is aware,3 and in which the leading regulatory and professional organizations that deal 
with flight are most concerned.4  Hazards and events that are unknown to SDG&E are beyond the scope 
of this risk; however, SDG&E is making every effort to create a system by which new hazards can be 
identified quickly, moved upwards continuously, and evaluated through empowered employees and 
contractors such that new risks will be captured and evaluated pro-actively.   Flying aircraft in support of 
SDG&E missions is within the scope of this risk.

2 Background 

SDG&E’s Aviation Services Department (ASD) supports electric transmission, electric distribution, and 
gas operations with manned and unmanned aircraft.  Manned operations are primarily flown with rotary 
wing aircraft and include:  scheduled powerline patrols, fault patrols, infrared camera patrols, vegetation 
management surveys, external load work, LiDAR5 data collections, and aerial assessments.  In addition, 
ASD provides an air-rescue capability to structures and areas that are accessible by helicopter only, and 
in close proximity to powerlines.  Unmanned operations include pole-top and structure integrity 
assessments, environmental and sensitive area surveys, LiDAR data collection, and post storm or fire 
damage assessments. 

3 Risk Information 

As stated in the testimony of Jorge M. DaSilva in the Safety Model Assessment Proceeding (S-MAP) 
Application (A.) 15-05-002, “SDG&E is moving towards a more structured approach to classifying risks 
and mitigations through the development of its new risk taxonomy.  The purpose of the risk taxonomy is 
to define a rational, logical and common framework that can be used to understand analyze and 
categorize risks.”6  The Enterprise Risk Management (ERM) process and lexicon that SDG&E has put in 
place was built on the internationally-accepted IS0 31000 risk management standard. In the application 
and evolution of this process, the Company is committed to increasing the use of quantification within 

3 SDG&E Aviation Services Department. SDG&E Draft Aircraft Operations Manual, Draft Version 1. June 2016.  
4 Federal Aviation Administration. Safety Management Systems: SMS Explained. June 5, 2016. 
https://www.faa.gov/about/initiatives/sms/explained/. 
5 LiDAR stands for Light Detection and Ranging.  According to https://www.LiDARusa.com, it is “used to detect 
and measure the distance of an object or surface from an optical source.” 
6 A.15-05-002, filed May 1, 2015, at p. JMD-7.  
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its evaluation and prioritization of risks.7  This includes identifying leading indicators of risk.  Sections 3 
– 9 of this plan describe the key outputs of the ERM process and resultant risk mitigations.    

In accordance with the ERM process, this section describes the risk classification, possible drivers and 
potential consequences of the Aviation Incident risk. 

3.1 Risk Classification 
Consistent with the taxonomy presented by SDG&E and SoCalGas in A.15-05-002, SDG&E classifies 
this risk as an electric, operational risk as shown in Table 1.

Table 1: Risk Classification per Taxonomy 

Risk Type Asset/Function
Category

Asset/Function Type 

OPERATIONAL ELECTRIC/OTHER 
FACILITIES

Elect Transmission OH; Electric Distribution 
OH

3.2 Potential Drivers8

When performing the risk assessment for Aviation Incident, SDG&E identified potential indicators of 
risk, referred to as drivers.  The term “drivers” is consistent with the risk lexicon approved by the 
California Public Utilities Commission in the S-MAP Decision (D.) 16-08-018.  However, in accordance 
with industry best practices within the aviation industry, such “drivers” are referred to as hazards.9  It 
should be recognized that SDG&E does not believe incidents or accidents are caused by a single failure, 
but often are the culmination of both active errors and latent conditions aligning to create an incident or 
accident.10  This understanding is pervasive throughout many industries, and is considered an aviation 
industry best practice as established by such governing authorities as the international Civil Aviation 
Organization (ICAO), FAA, and academia.11  Based on reviewing events in the industry, SDG&E 
identified the following drivers that could lead to an incident or accident. 

7 Testimony of Diana Day, Risk Management and Policy (SDG&E-02), submitted on November 14, 2014 in 
A.14-11-003.  
8 An indication that a risk could occur. It does not reflect actual or threatened conditions. 
9 International Civil Aviation Organization. Doc. 9859 Safety Management Manual (SMM). 2013 
http://www.icao.int/safety/SafetyManagement/Documents/Doc.9859.3rd%20Edition.alltext.en.pdf 
10 Civil Aviation Safety Authority of Australia. SMS for Aviation—A Practical Guide. 2nd Edition. 2014 Pg14 
https://www.casa.gov.au/sites/g/files/net351/f/_assets/main/sms/download/2014-sms-book1-safety-management-
system-basics.pdf.
11 Reason, James. Managing the Risk of Organizational Accidents Ashgate Publishing, UK. 2013. 
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Active Errors – An error can that occur due to someone not doing something correctly, in 
accordance with procedure or policies, even when the intent is to act in accordance with policy 
or procedure. The drivers that fall into this category are: 

o Pilot error or inexperience inclusive of intrusion into airspace 
o Inadequate pre-flight risk assessment 
o Field error or inexperience of ground crew 
o Loss of situational awareness, confusion (Controlled Flight into Terrain) 

Latent Conditions – A failure of programs/procedures intended to maintain safe flight or 
operation, yet creates conditions that lead directly to failure. Often these lead to non-regulation 
“workarounds” or “shortcuts” that can create unsafe environments, and in which active errors 
create incidents.  The drivers that fall into this category are: 

o Inadequate visual markings or lighting of overhead transmission/distribution lines 
o Incorrect policy or procedure 
o Lack of oversight, complacency 
o Normalization of deviance that is uncorrected 
o Weather conditions that change rapidly 

Hardware Failure – A failure of the system from any elements in the aircraft that contributes to 
normal flight operations, such as material or avionics failure.  The drivers that fall into this 
category are: 

o Aircraft or other equipment failure not related to maintenance 
o Maintenance failure leading to system failure 
o Malicious third-party software or signal 
o Incorrect automation inputs 
o On-board communications interference 

Table 2 maps the specific drivers of Aviation Incident to SDG&E’s risk taxonomy.  
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Table 2: Operational Risk Drivers 

Driver Category Aviation Incident Driver(s)

Asset Failure Aircraft or other equipment failure not related to maintenance 
Maintenance failure leading to system failure 

Asset-Related 
Information Technology 
Failure 

Incorrect automation inputs 
On-board communications interference 

Employee Incident 

Pilot error or inexperience inclusive of intrusion into airspace 
Inadequate pre-flight risk assessment 
Field error or inexperience of ground crew 
Loss of situational awareness, confusion (Controlled Flight into 
Terrain) 
Inadequate visual markings or lighting of overhead 
transmission/distribution lines 
Incorrect policy or procedure 
Lack of oversight, complacency 
Normalization of deviance that is uncorrected 

Contractor Incident 

Pilot error or inexperience inclusive of intrusion into airspace 
Inadequate pre-flight risk assessment 
Field error or inexperience of ground crew 
Incorrect policy or procedure 
Lack of oversight, complacency 
Normalization of deviance that is uncorrected 

Public Incident 

Malicious third-party software or signal 
Pilot error/inexperience 
Disgruntled individual or terrorist attack 
Negative separation with aircraft
Inadequate visual markings or lighting of overhead 
transmission/distribution lines 

Force of Nature Weather conditions that change rapidly 

The abovementioned drivers capture the most probable causes of an aviation incident on SDG&E 
property or in support of SDG&E activities.

Failure rates in the aviation environment are fairly well known and, therefore.  Based on these aviation 
industry statistics applicable to this risk, SDG&E determined that risks associated with failures in 
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communication, situational awareness and risk-assessment, which can all be categorized as pilot error, 
will continue to attribute to over 90% of all incidents or accidents.12  By understanding that human error 
(pilot error) is the leading cause of a large majority of aviation accidents and incidents, the prime 
mitigation strategy should likewise address these failures.  Likewise, while material failures (asset 
failure) are less prevalent than human error focused incidents, they still can occur and, therefore, must 
be acknowledged and assessed. 

3.3 Potential Consequences 
The above drivers/hazards exist in all aviation oriented operations, and it is up to employees/contractors 
to develop proper mitigation strategies to eliminate incident or accident.  The “Swiss-Cheese Model” of 
Aircraft Accident Causation illustrates that many layers of defense can be instituted to prevent these 
hazards from manifesting incidents or accidents.  This model of accident causation and mitigation can be 
seen in Figure 1 below.  The model, widely accepted as industry best practice in the aviation industry, is 
the foundation for a robust Safety Management System (SMS).  It provides that while there are many 
layers of protection between potential drivers and accidents, there are flaws in each layer that, if aligned, 
can result in an incident.  The overall system produces failures when a hole in each slice (a slice 
representing mitigation attempts such as policies, procedures, IT security, training, redundant systems, 
etc.) momentarily aligns, permitting an opportunity for a potential event to occur.  When multiple layers 
of the mitigation fail, the incident or opportunity for accident can manifest an event.13

The goal of safety management is to identify these gaps in mitigations, before they culminate in the 
production of accidents – proactively through hazard (driver) identification, documentation, and 
education.  Understanding that latent conditions often lead to active errors, it is important to create 
policies and procedures that evaluate and monitor all aspects of the operation for appropriateness. 
Monitoring incidents of pilot error and ensuring proper training is driven by these problems, helps fill 
these “holes” in the various mitigation layers, and therefore protects against catastrophic accidents. 

12 Hansen, Frederick. Human Error: A Concept Analysis. Journal of Air Transportation, at p 62.  
http://ntrs.nasa.gov/archive/nasa/casi.ntrs.nasa.gov/20070022530.pdf.
13 Daryl Raymond Smith; David Frazier; L W Reithmaier & James C Miller (2001). Controlling Pilot Error. 
McGraw-Hill Professional. p. 10. ISBN 0071373187. 
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Figure 1: Swiss-Cheese Model of Hazards and Losses 

Conversely, if proper mitigations are not in place to reduce the frequency of an event occurring, or the 
severity of the event is not diminished to a satisfactory result, then the following potential consequences, 
in a reasonable worst case scenario, could include: 

A few employees, customer, or non-involved public fatalities. 
SDG&E infrastructure damage leading to service interruption and outage. 
Minimal property damage to non-involved public. 
Operations disruption and/or loss of reputation. 
Violation of regulatory approval and investigation/audit by federal regulators or law 
enforcement. 
Costs associated with litigation or policy/procedural changes. 

These potential consequences were used in the scoring of Aviation Incident that occurred during the 
SDG&E’s 2015 risk registry process.  See Section 4 for more detail.   

3.4 Risk Bow Tie 
The risk “bow tie,” shown in Figure 2, is a commonly-used tool for risk analysis that shows the 
relationship between hazard conditions and the potential result if an event were to occur.  The left side 
of the bow tie illustrates potential drivers/hazards that lead to a risk event and the right side shows the 
potential consequences of a risk event.  SDG&E applied this framework to identify and summarize the 
information provided above. 
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Figure 2: Risk Bow Tie 

4 Risk Score 

The SDG&E and SoCalGas ERM organization facilitated the 2015 risk registry process, which resulted 
in the inclusion of Aviation Incident as one of the enterprise risks.  During the development of the risk 
register, subject matter experts from SDG&E’s Electric Distribution Operations department assigned a 
score to this risk, based on empirical data to the extent it is available and/or using their expertise, 
following the process outlined in this section.   

The resulting risk score was calculated in the interest of providing acceptable knowledge of mitigation 
strategies prior to any Aviation Incident in accordance with the FAA Safety Management Manual 
(SMM), and the International Civil Aviation Organization (ICAO) Annex 19.  This best approach for 
risk scoring is to analyze the severity of the potential outcome of a hazardous event, and the likelihood 
of that event occurring.  This is calculated using both qualitative and quantitative methods, using subject 
matter expertise, industry rates of failures and accident causation, and studies conducted in support of 
aviation operations.  There is an extensive amount of industry information for manned aviation and, 
therefore, encountering reliable quantitative methods for accident rates provides a pathway for reliable 
risk mitigation strategies.  The risk score presented is based upon a worst case, but reasonable, scenario 
as identified as necessary by the FAA, ICAO, and other industry stakeholders to protect organizational 
interests.    
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4.1 Risk Scenario – Reasonable Worst Case 
There are many possible ways in which an aviation incident can occur.  For purposes of scoring this risk, 
subject matter experts used a reasonable worst case scenario to assess the impact and frequency.  The 
scenario represented a situation that could happen, within a reasonable timeframe, and lead to a 
relatively significant adverse outcome.  These types of scenarios are sometimes referred to as low 
frequency, high consequence events.  The subject matter experts selected a reasonable worst case 
scenario to develop a risk score for Aviation Incident:

A Company-contracted helicopter experiences a mechanical failure inflight and enters out-of-
control flight, leading to a crash with employee injuries or fatalities and a post-crash fire.  This 
affects service to customers and results in litigation and financial impacts. 

Note that the following narrative and scores are based on this scenario; they do not address all 
consequences that can happen if the risk occurs. 

4.2 2015 Risk Assessment 
Using this scenario, subject matter experts then evaluated the frequency of occurrence and potential 
impact of the risk using SDG&E’s 7X7 Risk Evaluation Framework (REF).  The framework (also called 
a matrix) includes criteria to assess levels of impact ranging from Insignificant to Catastrophic and 
levels of frequency ranging from Remote to Common.  The 7X7 framework includes one or more 
criteria to distinguish one level from another.  The Commission adopted the REF as a valid method to 
assess risks for purposes of this RAMP.14  Using the levels defined in the REF, the subject matter 
experts applied empirical data to the extent it is available and/or their expertise to determine a score for 
each of four residual impact areas and the frequency of occurrence of the risk.   

Table 3 provides a summary of the Aviation Incident risk score in 2015.  This risk has a score of 4 or 
above in the Health, Safety, and Environmental impact area and, therefore, was included in the RAMP.  
These are residual scores because they reflect the risk remaining after existing controls are in place.  For 
additional information regarding the REF, please refer to the RAMP Risk Management Framework 
chapter within this Report. 

14 D.16-08-018 Ordering Paragraph 9. 
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Table 3: Risk Score 

Residual Impact Residual
Frequency

Residual
Risk 
Score

Health, Safety, 
Environmental

(40%) 

Operational & 
Reliability 

(20%) 

Regulatory,
Legal,

Compliance 
(20%) 

Financial

(20%) 
6 2 2 3 3 23,108 

In addition to the risk assessment performed as part of the ERM risk registry process, a risk assessment 
was also conducted for the Aviation Incident risk in accordance with the ICAO Doc. 9859, industry best 
practices/FAA guidance, denoting appropriate severity and likelihood criteria for Aviation Incidents in 
order to compare the resulting risk scoring.15  This alternative risk assessment produced comparable 
results to that of SDG&E’s ERM risk evaluation; thereby validating the results of both.  The results of 
the industry best practices/FAA guidance assessment determined that some of the baseline mitigations 
should be adapted.  Largely this is due to the catastrophic nature of an accident leading to one or more 
fatalities.  It should be recognized that the likelihood of the event selected in the risk scenario is 
extremely improbable; largely due to a fatal accident rate of .59 per 100,000 flight hours, and a 
representation in the utility industry of only 2.4%.

4.3 Explanation of Health, Safety, and Environmental Impact Score 
A score of 6 (severe) was given in the Health, Safety, and Environmental impact area.  In determining 
this risk score, ASD evaluated the most likely outcome of a helicopter crash, based off industry and 
National Transportation and Safety Board (NTSB) data.  In examining industry accident rates, it is noted 
that the environmental conditions, within which SDG&E will be most likely to operate, provide the most 
likely environments for helicopter accidents to occur. In a 2012 report by the FAA, recognized that 88% 
of all helicopter accidents occur in daylight conditions, and over 95% occur in Visual Meteorological 
Conditions (VMC). This makes the most sense as these conditions have the vast majority of flights 
taking place. Utility Patrols/Construction provided for 2.1% of all aircraft accidents between 2000 and 
2006 (523 total accidents).16 When looking at the likelihood of the event occurring, we can also see that 
there is an accident rate for the industry of roughly 3.64 helicopter accidents per 100,000 flight hours in 
2014. With respect to the severity of these accidents, the rate dropped to a new industry low in 2014 as 
well, reaching .59 fatal accidents per 100,000 flight hours.17  The most common reasons given for fatal 

15 International Civil Aviation Organization. Safety Management Manual Document 9859 AN/474. ICAO 2013, 
at p. 2-28. 
16 Roskop, Lee. FAA. US Rotorcraft Accident Data and Statistics January 2012. PPT, at p. 13. 
https://www.aea.net/events/rotorcraft/files/US_Rotorcraft_Accident_Data_And_Statistics.pdf.
17 Jackman, F. US Helicopter Accident Rates Down in 2014. Flight Safety Foundation. May 2015 
http://flightsafety.org/aerosafety-world-magazine/may-2015/us-helicopter-accident-%E2%80%A8rates-down-in-
2014. 



Page SDGE 8-12 
310080

accidents are “loss of control, obstacle and wire strikes, degraded visibility, system component failures 
and fuel issues.” It should be noted that the close proximity to ground crews and “wires and obstacles” 
increases the likelihood of a fatal accident if any accident were to occur.18

Should a crash occur, likely fatalities will include pilot(s) and passengers, with the potential to affect 
personnel on the ground.  This is especially true during construction operations, during which the 
helicopter is positioned in a hover above ground crews, often with external loads.  

4.4 Explanation of Other Impact Scores
Based on the selected reasonable worst case risk scenario, SDG&E gave the other residual impact areas 
each a score for the following reasons: 

Operational and Reliability:  Aviation Incident was assigned a score of 2 (minor) as any 
service disruption to customers was determined using empirical data to the extent it is available 
and/or subject matter expertise to be minimal, affecting a small area or greater than 100 
customers for a short period of time.  An incident which would affect vital infrastructure, or 
customers directly, is mitigated by onboard pilot emergency procedures, standard operating 
limitation for proximity to distribution networks, and other items.  
Regulatory, Legal, and Compliance:  SDG&E scored this risk a 2 (minor) due to the well-
regulated and documented environment for manned aviation.  Commercial manned aviation has 
had a long history of regulatory, legal, and compliance foundations and therefore procedures to 
align the program within these limitations are also well known.  The responsibilities of an 
operator are well understood by SDG&E and training and policy protects the organization.
While there is potential impact from litigation, regulatory and compliance elements would have 
little impact.  
Financial:  A score of 3 (moderate) was given in this impact area.  In accordance with SDG&E’s 
7X7 matrix, a 3 is defined as a financial impact ranging from $1 to $10 million.  SDG&E subject 
matter experts determined this to be reasonable given the potential for litigation, as well as 
damage to private property or Company facilities, that could result from an aviation incident.

4.5 Explanation of Frequency Score 
Based off Company, industry and NTSB data, the frequency of an incident related to this risk is 
infrequent (Extremely Improbably) - once every 10-30 years.  Accordingly, a score of 3 (infrequent) was 
given for the Aviation Incident risk.  This is reflective of industry findings and accident rates, especially 
within the utility industry.

5 Baseline Risk Mitigation Plan19

As stated above, Aviation Incident risk entails an aviation-related event by SDG&E contractors, 
subcontractors or other third parties that may result in damages to electric and/or gas facilities.  The 
2015 baseline mitigations discussed below includes the current evolution of the utilities’ risk 

18 Id.
19 As of 2015, which is the base year for purposes of this Report. 
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management of this risk.  The baseline mitigations have been developed over many years to address this 
risk.  They include the amount to comply with laws that were in effect at that time.  The baseline 
controls include an aviation safety management system, a job site observation program, an audit 
program and “best practices” training.  These controls focus on safety-related impacts20 (i.e., Health, 
Safety, and Environment) per guidance provided by the Commission in D.16-08-01821 as well as 
controls and mitigations that may address reliability.22  Accordingly, the controls and mitigations 
described in Sections 5 and 6 address safety-related impacts primarily.  Note that the controls and 
mitigations in the baseline and proposed plans are intended to address various aviation-related events, 
not just the scenario used for purposes of risk scoring. 

1. Aviation Safety Management System 

In 2015, SDG&E began implementing an aviation SMS - the leading mitigation currently in 
place.  In essence, the SMS is the international leading, comprehensive safety management 
approach consisting of policies and procedures applicable for aviation.  It is an absolutely critical 
system of management recognized as an industry best practice for minimizing aviation risk to the 
significant benefit and protection of SDG&E’s employees, contractors, and the public at large.
This mitigation stands on the four pillars outlined below as required by ICAO, FAA, and 
industry stakeholder certifications.  It does this by establishing industry recognized best practices 
in risk management and safety focus from the top down.  The public, contractors, and employees 
enjoy reduced risk benefits, increased access and communication to leadership, and continuous 
proactive safety program developments in a systematic and data driven manner.  The additional 
baseline mitigations fall into one of the four categories below. 

a. Safety Policy — Establishes senior management's commitment to continually improve 
safety; defines the methods, processes, and organizational structure needed to meet safety 
goals.

b. Safety Risk Management (SRM) — Determines the need for, and adequacy of, new or 
revised risk controls based on the assessment of acceptable risk.  

c. Safety Assurance (SA) — Evaluates the continued effectiveness of implemented risk 
control strategies; supports the identification of new hazards.  

d. Safety Promotion — Includes training, communication, and other actions to create a 
positive safety culture within all levels of the workforce.  

20 The Baseline and Proposed Risk Mitigation Plans may include mandated, compliance-driven mitigations. 
21 D.16-08-018 at p. 146 states “Overall, the utility should show how it will use its expertise and budget to 
improve its safety record” and the goal is to “make California safer by identifying the mitigations that can 
optimize safety.”     
22 Reliability typically has an impact on safety.  Accordingly, it is difficult to separate reliability and safety. 
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2. Job Site Observation Program 

The job site observation program is a function of “Safety Assurance” and is associated with the 
SMS mitigation.  It provides SDG&E aviation oversight of internal and contractor aviation 
construction operations.  It provides direct oversight and “fact finding” to see how policies and 
procedures are being handled in a “live” environment.  This position is staffed with an employee 
having both aviation and electrical line experience to maximize the effectiveness of the safety 
oversight.

3. Service Provider Audit Program 

Auditing and third-party oversight and qualification is another portion of the Safety Assurance 
function within SMS, and is directly related to acquiring feedback and unbiased assessment of 
any aviation operation.  The FAA and ICAO have all identified auditing and third-party 
inspection as a vital element of a healthy aviation organization.  Audits require bringing in 
external companies for three to four days at a time to examine documentation of policies and 
procedures, data acquisition, and witness operations, both announced and unannounced.  A third 
party audit program and oversight is a fundamental best practice in the aviation industry.
Utilizing one of the major oversight programs such as IS-BAO or Wyvern, the aviation program 
will have “fresh” eyes to meet a standard of safety recognized through the industry.  

4. “Best Practices” Training 

Implementing best safety practices from throughout the industry from a variety of sources helps 
mitigate any number of risks and their drivers continuously and in support of the SMS approach 
to safety management.  It is low cost, pro-active in nature, and able to be immediately pursued. 
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6 Proposed Risk Mitigation Plan 

The 2015 baseline mitigations outlined in Section 5 will continue to be performed in the proposed plan, 
in most cases, to maintain the current residual risk level.  In addition, SDG&E is proposing expanded 
and new mitigations to further address the risk of Aviation Incident.  These incremental changes, along 
with updates about other controls are described in below and in Section 6. 

SDG&E’s proposed plan has many benefits in applying, implementing, and evolving the operational 
framework envisioned for mitigating the risk of Aviation Incident.  By adopting industry best practices 
that touch upon SMS, Crew Resource Management (CRM), and aircraft with redundant capabilities that 
provide much greater protection against the most common fatal failure types, SDG&E will take a huge 
leap forward in eliminating errors that can be attributed to the majority of aviation accidents.23  While 
helicopter accident rates are considered among the lowest in aviation (due to many factors, including 
less flight hours by amateur pilots, and a requirement for more training than much of aviation), Vertical 
Take-Off and Landing (VTOL) flight is still prone to very specific incident drivers (hazards), including 
airworthiness or maintenance problems, situational-awareness reduction, human error, a lack of area of 
operation knowledge, and problems of non-detailed communications.  By adopting the measures above 
– especially through the implementation of a robust SMS that captures hazards, analyzes them for risk, 
and mitigates risk before they become accidents – safety and security of the Aviation program and its 
tangential operations will follow.    

Likewise, it is an industry practice to invite third party auditing and internal on-site verification for all 
operations.  These elements provide the ongoing external expertise to identify hazard drivers that 
organizations often become accustomed to and don’t see directly.  These elements are vital to the Safety 
Assurance component of SMS that can be very difficult to develop and are considered an industry best 
practice throughout aviation. 

SDG&E’s proposed plan is further discussed in detail below. 

1. Aviation Safety Management Systems  

SDG&E will continue with its aviation SMS.  Developing a robust SMS program enables the 
support and expansion of manned aviation activity throughout SDG&E strategic operations.  The 
FAA has identified SMS as the main enabling operational approach to aviation operations that 
provides succinct and successful operations.  This will allow continued integration of operations 

23 Wiegmann, D. et. Al; Federal Aviation Administration. Human Error and General Aviation Accidents: A 
Comprehensive, Fine-Grained Analysis using HFACS. December 2005.  
https://www.faa.gov/data_research/research/med_humanfacs/oamtechreports/2000s/media/0524.pdf. 
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through the incorporation of data processing, fleet management, and operational training, for all 
operations.  SMS comes with a cost, but the return on investment comes through continued 
safety, proactive hazard identification, and minimized loss through incidents and accidents.  By 
avoiding even one fatal accident, the cost of the program is recovered.24

Additionally, according to Subject Matter Experts, Safety Management Systems is the future of 
all aviation operations, and will likely be required by FAA in accordance with International Civil 
Aviation Organization, Annex 19.25  Currently, Part 121 and 135 aircraft operators are required 
to implement SMS into their operations; however, the FAA has expressed an interest in 
continuing to implement SMS through all commercial operations.  SDG&E will be positioned to 
avoid the risk of a costly program overhaul when the proposed requirement becomes reality; 
avoiding a necessity to change the procedures in place that often leads to residual and 
unidentified risk.  Implementing a robust SMS mitigates the following risks:  asset failure, policy 
or procedure failure, employee incident, contractor incident, and public incident.

2. Job Site Observation Program   

This program is also continuing from the 2015 baseline control.  Line Operations Safety Audits 
(LOSA) and job site inspections will be adapted and integrated into the ongoing SMS oversight 
program to maintain policies and procedures without organizational drift or the normalization of 
deviance – which is a major contributor to incidents and accidents in aviation as noted above.
This increased oversight will mitigate the risk of an employee or contractor incident related to 
helicopter operations. 

3. Service Provider Audit Program  

This program is also continuing from the 2015 baseline control.  Utilizing experienced aviation 
consultants to conduct audits is a function of “Safety Risk Management” and “Safety 
Assurance.”  The “Safety Risk Management” portion deals with continuing to update existing 
procedures.  Procedures will be updated to require that audits be performed before a contractor 
flies on company property for the first time and that all contracted vendors are audited annually.

24 https://www.rand.org/content/dam/rand/pubs/reports/2007/R3421.pdf. 
25 EASA. ICAO ANNEX 19. https://www.easa.europa.eu/system/files/dfu/ICAO-annex-19.pdf Accessed 2016.  
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4. Purchase a Twin-engine Helicopter  

Purchasing a twin-engine helicopter for SDG&E use provides a unique opportunity in aviation to 
enable a dual-redundant system where single-point failure exists; thereby cutting the frequency 
of an accident (if one were to occur) by half.  This increases the SDG&E safety margin by 2-fold 
in cases of engine failure (one of the most important safety increases possible), as the engine 
point of failure leads directly to loss of life and expansive costs to operation, mission, personnel, 
and litigation.  It is likely that if a single engine helicopter accident were to occur, the aircraft in 
question would enter immediately into an autorotation and be required to land directly below the 
current location, whereas a twin-engine helicopter may continue powered flight to a safe landing.  
As an aviation accident at the catastrophic level may potentially harm the public and/or 
employees and contractors, as well as reach the tens of millions of dollars (if striking another 
aircraft, or killing multiple individuals), reducing the likelihood of such an event is paramount.26

SDG&E strives to operate all its assets safely and in a manner that will avoid potential serious 
injuries or fatalities.  It is estimated a twin-engine helicopter will help reduce the frequency of 
this type of an accident from once every 10 years to once every 20 years.27  This represents a 
significant avoidance of a safety incident (lives both in the air and on the ground), and costs 
associated with physical damage, extensive litigation, and reputation.

Operating a twin-engine helicopter with advanced avionics will provide the Company with a 
reduction in the risk of engine failure and many human factors, due to an increase in automation.  
As human error is considered to be a causal factor in roughly 90% of all aviation accidents; 
reducing that occurrence in any form pays tremendous dividends.  Further, if an accident were to 
occur that is related to single engine failure, the resulting accident would be catastrophic in a 
single point failure configuration.  For a twin-engine aircraft, the risk is still serious, however the 
aircraft has an extended ability to fly and the severity, therefore, is significantly reduced.  

5. Aviation Safety Training and Dispatch and Advisor Roles within ASD 

Training and operational codifications provide the policy and procedure foundation upon which 
all operations must be based.  It is estimated the training will require constant development in the 
early and middle phases of program development.  The training program consists of an initial 
training manual for internal use of pilot development, continued training costs for currency and 
performance development, and case-by-case skills performance development.  Training is the 
core element of the fourth pillar (Safety Promotion) of SMS and, therefore, required in an on-
going programmatic methodology that goes beyond that required by other operational core 
competencies of SDG&E.  Further, providing an Aviation advisor and leadership role continues 

26 Schuffman, P et al. Direct and indirect cost of general aviation crashes. 
https://www.ncbi.nlm.nih.gov/pubmed/12234034.

27 Measuring Safety in Single- and Twin Engine Helicopters. http://flightsafety.org/fsd/fsd_aug91.pdf. 
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to reinforce the needed management engagement and guidance at the senior supervisor level, 
required by SMS in both the ICAO and FAA frameworks.  

This mitigation addresses the risk of communication errors, lack of codified rules, and provides 
institutional foundation for operations. 

6. Currency and Proficiency Training with New Helicopter

The purpose of currency and proficiency training is to socialize best procedural practices and 
promote institutional knowledge and safety.  While it is a vital element in any aviation operation, 
it is even more important for pilots unfamiliar with a new aircraft.  Familiarity within a system 
fosters good flying, but it takes time and vigilance through training to cultivate that ease of flight 
and expertise.  The FAA went so far as to identify training problems and insufficient training as a 
direct contributor to many aviation accidents throughout the United States.28  As new systems are 
introduced into the flight operations environment, training will need to be incorporated to 
educate and adapt pilots to new policies, procedures, and technological elements.  

The mitigation addresses the drivers of equipment misuse, recurrent training deficiencies, and 
limitations operational knowledge. 

7 Summary of Mitigations

Table 4 summarizes the 2015 baseline risk mitigation plan, the risk driver(s) a control addresses, and the 
2015 baseline costs for Aviation Incident.  While control or mitigation activities may address both risk 
drivers and consequences, risk drivers link directly to the likelihood that a risk event will occur.  Thus, 
risk drivers are specifically highlighted in the summary tables.  

SDG&E does not account for and track costs by activity, but rather, by cost center and capital budget 
code.  So, the costs shown in Table 4 were estimated using assumptions provided by SMEs and 
available accounting data. 

28 Federal Aviation Administration. Fact Sheet General Aviation Safety. July 30, 2014 Accessed 10/4/2016 
http://www.faa.gov/news/fact_sheets/news_story.cfm?newsId=16774.
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Table 4: Baseline Risk Mitigation Plan29

(Direct 2015 $000) 30

ID Control Risk Drivers Addressed Capital31 O&M Control
Total32

GRC
Total33

1 Aviation Safety 
Management System

On-going Hazards 
Inadequate Policies or 
Procedures

$20 $30 $50 $50

2 Job Site Observation 
Program

Pilot Error 
Crew or other support 
personnel error
Communication Issues 

n/a 10 10 10

3 Service Provider Audit 
Program

Aircraft/equipment 
failure (due to either 
maintenance or non-
maintenance-related 
causes 
Crew or other support 
personnel error 
Inadequate Policies 
and Procedures  
Communication Issues 

n/a 10 10 10

5 “Best Practices” 
Training

Communication
Issues  
Situational
Awareness
Crew or other support 
personnel error 

10 0 10 10

29 Recorded costs were rounded to the nearest $10,000. 
30 The figures provided in Tables 4 and 5 are direct charges and do not include Company overhead loaders, with 
the exception of vacation and sick.  The costs are also in 2015 dollars and have not been escalated to 2016 
amounts. 
31 Pursuant to D.14-12-025 and D.16-08-018, the Company is providing the “baseline” costs associated with the 
current controls, which include the 2015 capital amounts.  The 2015 mitigation capital amounts are for illustrative 
purposes only.  Because projects generally span several years, considering only one year of capital may not 
represent the entire mitigation. 
32 The Control Total column includes GRC items as well as any applicable non-GRC jurisdictional items.  Non-
GRC items may include those addressed in separate regulatory filings or under the jurisdiction of the Federal 
Energy Regulatory Commission (FERC). 
33 The GRC Total column shows costs typically presented in a GRC. 
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ID Control Risk Drivers Addressed Capital31 O&M Control
Total32

GRC
Total33

Operational 
Limitations 

TOTAL COST $30 $50 $80 $80

The costs identified in the Table 4 were primarily gathered using data from SDG&E’s accounting 
systems.   

Table 5 summarizes SDG&E’s proposed mitigation plan and associated projected ranges of estimated 
O&M expenses for 2019, and projected ranges of estimated capital costs for the years 2017-2019.  It is 
important to note that SDG&E is identifying potential ranges of costs in this plan, and is not requesting 
funding approval.  SDG&E will request approval of funding, in its next GRC.  There are non-CPUC 
jurisdictional mitigation activities addressed in RAMP; the costs associated with these will not be 
carried over to the GRC. 

Table 5: Proposed Risk Mitigation Plan34

(Direct 2015 $000)

ID Mitigation Risk Drivers 
Addressed

2017 - 2019 
Capital35

2019 
O&M 

Mitigation
Total36

GRC
Total37

1 Aviation Safety 
Management 
Systems  

On-going Hazards 
Inadequate Policies or 
Procedures

n/a $60 - 80 $60 - 80 $60 - 80 

2 Job Site Observation 
Program

Pilot Error 
Crew or other 
support personnel 
error
Communication
Issues

n/a 10 - 20 10 - 20 10 - 20 

3 Service Provider 
Audit Program  

Aircraft/equipment 
failure (due to either 

n/a 18 - 24 18 - 24 18 - 24

34 Ranges of costs were rounded to the nearest $10,000. 
35 The capital presented is the sum of the years 2017, 2018, and 2019 or a three-year total.  Years 2017, 2018 and 
2019 are the forecast years for SDG&E’s Test Year 2019 GRC Application.   
36 The Mitigation Total column includes GRC items as well as any applicable non-GRC items. 
37 The GRC Total column shows costs typically represented in a GRC. 
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maintenance or non-
maintenance-related 
causes 
Crew or other 
support personnel 
error
Inadequate Policies 
and Procedures  
Communication
Issues

4 Purchase a Twin-
Engine Helicopter

Aircraft/equipment 
failure (due to either 
maintenance or non-
maintenance-related 
causes 
Pilot Error 

7,650 - 
11,050 

200 - 260 7,850 - 
11,310 

7,850 - 
11,310 

5 Aviation Safety 
Training

Pilot Error 
Crew or other 
support personnel 
error
Communication
Issues

n/a 18 - 23 18 - 23 18 - 23 

6 Currency and 
Proficiency Training 
with New Helicopter 

Pilot Error 
Crew or other 
support personnel 
error
Communication
Issues

n/a 3 - 4 3 - 4 3 - 4 

TOTAL COST $7,650 - 
11,050

$310 - 
410

$7,960 - 
11,460

$7,960 - 
11,460

Generally, the costs were developed utilizing the subject matter experts’ knowledge of how much 
similar projects and programs will cost to implement.  As seen in Table 5, the SMS and the Job Site 
Observation Program are maintained or even slightly declining compared in the 2015 baseline levels.
The Service Provider Audit Program is expanding and the remaining proposed mitigations are new.  The 
range of costs provides flexibility as SDG&E implements these programs and finalizes the scope of 
these activities.   

- Status quo is maintained 
- Expanded or new activity 

* Includes one or more mandated activities 
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1. Aviation SMS 
The costs associated with the SMS provided in Table 5 were developed as a result of previous 
work and proposals for work by third-party vendors, and vetted through inter-industry 
discussions for appropriateness.  Accordingly, the forecast methodology that was selected was 
base year (2015) as it was most representative of this previous work.    

2. Job Site Observation Program  
A base year forecast methodology was selected for this mitigation.  The costs provided in Table 
5 are in line with aviation industry estimates and are needed elements of any robust safety 
program.   

3. Service Provider Audit Program 
The costs for this activity as presented in Table 5 include expert time and travel as well as the 
certification itself which will provide insight, approval, and recognition, enabling flight 
operations for SDG&E.

4. Purchase Twin-Engine Helicopter 
The forecasted costs for the purchase of a twin-engine helicopter were zero-based.  Subject 
matter experts researched the acquisition cost of a twin-engine helicopter using various models, 
makers, and condition of asset.  The capital costs will be largely dependent on aircraft 
availability and cost of bundled systems.   

5. Aviation Safety Training  
The costs for this mitigation were forecasted based on vendor proposals and industry standard 
rates, as well as the number of hours for labor expected for SDG&E employees to implement the 
training.

6. Currency and Proficiency Training with New Helicopter
Training costs were developed through an industry survey and discussion with SMEs responsible 
for this type of training.  The cost of not training and still acquiring the new aircraft is in line 
with accident data, as it is likely insufficient training would beget an aviation incident 
($Millions). 

8 Risk Spend Efficiency 

Pursuant to D.16-08-018, the utilities are required in this Report to “explicitly include a calculation of 
risk reduction and a ranking of mitigations based on risk reduction per dollar spent.”38  For the purposes 
of this Section, Risk Spend Efficiency (RSE) is a ratio developed to quantify and compare the 

38 D.16-08-018 Ordering Paragraph 8. 
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effectiveness of a mitigation at reducing risk to other mitigations for the same risk. It is synonymous 
with “risk reduction per dollar spent” required in D.16-08-018.39

As discussed in greater detail in the RAMP Approach chapter within this Report, to calculate the RSE 
the Company first quantified the amount of Risk Reduction attributable to a mitigation, then applied the 
Risk Reduction to the Mitigation Costs (discussed in Section 7).  The Company applied this calculation 
to each of the mitigations or mitigation groupings, then ranked the proposed mitigations in accordance 
with the RSE result.    

8.1 General Overview of Risk Spend Efficiency Methodology
This subsection describes, in general terms, the methods used to quantify the Risk Reduction.  The 
quantification process was intended to accommodate the variety of mitigations and accessibility to 
applicable data pertinent to calculating risk reductions.  Importantly, it should be noted that the analysis 
described in this chapter uses ranges of estimates of costs, risk scores and RSE.  Given the newness of 
RAMP and its associated requirements, the level of precision in the numbers and figures cannot and 
should not be assumed.   

8.1.1 Calculating Risk Reduction 
The Company’s SMEs followed these steps to calculate the Risk Reduction for each mitigation:  

1. Group mitigations for analysis:  The Company “grouped” the proposed mitigations in one of 
three ways in order to determine the risk reduction: (1) Use the same groupings as shown in the 
Proposed Risk Mitigation Plan; (2) Group the mitigations by current controls or future 
mitigations, and similarities in potential drivers, potential consequences, assets, or dependencies 
(e.g., purchase of software and training on the software); or (3) Analyze the proposed mitigations 
as one group (i.e., to cover a range of activities associated with the risk).   

2. Identify mitigation groupings as either current controls or incremental mitigations: The
Company identified the groupings by either current controls, which refer to controls that are 
already in place, or incremental mitigations, which refer to significantly new or expanded 
mitigations.   

3. Identify a methodology to quantify the impact of each mitigation grouping:  The Company 
identified the most pertinent methodology to quantify the potential risk reduction resulting from 
a mitigation grouping’s impact by considering a spectrum of data, including empirical data to the 
extent available, supplemented with the knowledge and experience of subject matter experts.  
Sources of data included existing Company data and studies, outputs from data modeling, 
industry studies, and other third-party data and research.

4. Calculate the risk reduction (change in the risk score). Using the methodology in Step 3, the 
Company determined the change in the risk score by using one of the following two approaches 
to calculate a Potential Risk Score: (1) for current controls, a Potential Risk Score was calculated 
that represents the increased risk score if the current control was not in place; (2) for incremental 

39 D.14-12-025 also refers to this as “estimated mitigation costs in relation to risk mitigation benefits.” 
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mitigations, a Potential Risk Score was calculated that represents the new risk score if the 
incremental mitigation is put into place. Next, the Company calculated the risk reduction by 
taking the residual risk score (See Table 3 in this chapter.) and subtracting the Potential Risk 
Score.  For current controls, the analysis assesses how much the risk might increase (i.e., what 
the potential risk score would be) if that control was removed.40  For incremental mitigations, the 
analysis assesses the anticipated reduction of the risk if the new mitigations are implemented.  
The change in risk score is the risk reduction attributable to each mitigation. 

8.1.2 Calculating Risk Spend Efficiency 
The Company SMEs then incorporated the mitigation costs from Section 7.  They multiplied the risk 
reduction developed in subsection 8.1.1 by the number of years of risk reduction expected to be realized 
by the expenditure, and divided it by the total expenditure on the mitigation (capital and O&M).  The 
result is a ratio of risk reduction per dollar, or RSE.  This number can be used to measure the relative 
efficiency of each mitigation to another.  Figure 3 shows the RSE calculation. 

Figure 3: Formula for Calculating RSE 

The RSE is presented in this Report as a range, bounded by the low and high cost estimates shown in 
Table 5 of this chapter. The resulting RSE scores, in units of risk reduction per dollar, can be used to 
compare mitigations within a risk, as is shown for each risk in this Report.  

8.2 Risk Spend Efficiency Applied to This Risk    
SDG&E analysts used the general approach discussed in Section 8.1 above, in order to assess the RSE 
for the Aviation risk.  The RAMP Approach section in this Report provides a more detailed example of 
the calculation used by the Company.   

The risk assessment team used two groupings of the mitigations for the analysis. The first consists of a 
mandated SMS program, its associated training, audits, and on-site observation. This is a current control.
The second is an equipment upgrade. This is an incremental mitigation. Much of this analysis was based 
on estimates and research conducted by SDG&E subject matter experts. 

The mitigations groupings included: 

(a) Effective SMS program (include training, on-site observation, and audits) 

40 For purposes of this analysis, the risk event used is the reasonable worst case scenario, described in the Risk 
Information section of this chapter. 
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Aviation SMS which is inclusive of a contractor qualification process and further 
development and implementation of real-time flight management control. 
Implement an aviation job site observation program. 
Develop service provider audit program to conduct and "as needed" audits. 
Conduct currency and proficiency training with helicopter. 
Conduct audits of ASD's SMS utilizing a reputable aviation audit service. 
Provide aviation safety training for dispatch and advisor roles within ASD. 
Utilize an aviation safety contractor to develop governing documents for internal and 
external aviation operations. 

(b) More reliable equipment 

Purchase a twin-engine helicopter to the maximum extent practical. 

Analysis of Effective SMS Program (current controls) 

This mitigation grouping consists of an SMS program and activities to ensure its effectiveness. These 
include training, audits, and routine on-site observation to ensure that the program is being followed. 
FAA provides guidelines on what elements constitute an SMS program and SDG&E must comply with 
each of these elements. SDG&E conducts audits to ensure that each of these guidelines in its SMS are 
being followed by employees and contractors. 

The risk team estimated that if training were discontinued for three years, the effectiveness of this risk 
would drop by 30%. This was based on an assumption of diminishing effectiveness of previous training, 
using SME input and corroboration. 

Regarding on-site observation, changes in pilots or contractors have historically been made based on 
flight observations. The program has successfully identified inadequate contractors. Out of 11 potential 
contractors, four are no longer permitted to work for SDG&E. 

Based on these factors, the risk team’s SMEs estimated that, if these mitigations were discontinued, the 
likelihood of an incident would increase by 33%.

Analysis of More Reliable Equipment (incremental mitigations) 

SDG&E staff conducted a cost benefit analysis of the purchase of a twin-engine helicopter using a 10-
year time horizon. Due to factors such as autopilot and engine redundancy, the likelihood reduction was 
estimated to be 50%.  

8.3 Risk Spend Efficiency Results 
Based on the foregoing analysis, SDG&E calculated the RSE ratio for each of the proposed mitigation 
groupings.  Following is the ranking of the mitigation groupings from the highest to the lowest 
efficiency, as indicated by the RSE number:    



Page SDGE 8-26 
310080

1. Effective SMS program (current controls) 
2. More reliable equipment (incremental mitigations) 

Figure 4 displays the range41 of RSEs for each of the SDG&E Aviation risk mitigation groupings, 
arrayed in descending order.42  That is, the more efficient mitigations, in terms of risk reduction per 
spend, are on the left side of the chart.   

Figure 4: Risk Spend Efficiency 

9 Alternatives Analysis 

An analytical comparison of the feasibility, affordability impacts, safety and environmental risks 
associated with the proposed mitigations and their alternatives was performed to determine the preferred 
solutions.  Due to the serious safety concerns of aviation incidents, an effort was made not to consider 

41 Based on the low and high cost ranges provided in Table 5 of this chapter. 
42 It is important to note that the risk mitigation prioritization shown in this Report, is not comparable across other 
risks in this Report.    



Page SDGE 8-27 
310080

the status quo as a plausible alternative.  Instead, addition of new activities was selected to derive 
alternatives during the selection process. 

9.1 Alternative 1 – Continued Use of Single Engine Helicopter 
The alternative to purchasing a twin-engine aircraft is to utilize a single engine helicopter. This 
alternative is less expensive, currently available, requires less maintenance, and has a higher degree of 
maneuverability compared to the proposed plan.  However, the single engine has significant flaws 
including multiple single points of failures, reduced payload, and legacy avionics.  Accident likelihood 
is believed to be increased at the systems levels.  As such, the twin engine helicopter is preferred 
because it will reduce the likelihood of a potential safety incident related to aviation.     

9.2 Alternative 2 – Development of In-House Flight Program 
The second alternative would be for SDG&E to develop an in-house helicopter flight program.  This 
alternative would require significant start-up costs, additional personnel, and result in increased liability.
It would also require extensive overhead cost and resource development to meet administrative, 
maintenance, and management requirements currently not experienced.  Note also that the twin engine 
helicopter, mentioned above, will be managed and operated by SDG&E’s exclusive use-contractor. 
SDG&E does not need to bring the helicopter program in-house as the core competencies of the aircraft 
flight contractors allow them to perform at a high level, while SDG&E supports operations in 
cooperation.  The costs associated with bringing the flight program in-house completely are prohibitive. 
It is not in the interest of SDG&E to focus on internal flight operations, and the cost is not justified.
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Executive Summary 
The purpose of this chapter is to present the mitigation plan of the San Diego Gas & Electric Company 
(SDG&E) and Southern California Gas Company (SoCalGas) (collectively, the Companies) for the risk 
of Workplace Violence.  The Workplace Violence risk involves a violent incident related to the 
workplace, resulting in emotional or physical harm to an employee(s) or third parties.   The Companies’ 
2015 baseline mitigation plan for this risk consists of four controls:  

1. Physical Security Systems 
2. Contract Security 
3. Planning, Awareness, and Incident Management 
4. Training

These controls focus on safety-related impacts (i.e., Health, Safety, and Environment) per guidance 
provided by the California Public Utilities Commission (Commission or CPUC) in Decision 16-08-018, 
as well as controls and mitigations that may address reliability. The Companies’ proposed mitigation 
plan comprises both baseline and new mitigation activities.  The Companies are proposing to continue 
supporting their physical security systems and contract security personnel.

Based on the foregoing assessment, the Companies proposed future mitigations.  Generally, the baseline 
projects described above have been completed and placed into service.  For Workplace Violence, the 
Companies proposed to continue the four control categories, identified above, but included 
enhancements within each category.  The enhancements include: 

1. Physical Security Systems and Contract Security 
o Install or upgrade access control and detection capabilities
o Add security guards to new locations and comply with new laws enacted since the 

baseline evaluation that increase labor costs 

2. Planning, Awareness, and Incident Management 
o Upgrade or replace the incident/case management system 
o Add social media monitoring tool 
o Add personnel in the risk management and corporate security areas 

The risk spend efficiency (RSE) is a new tool that was developed to attempt to quantify how the 
proposed mitigations will incrementally reduce risk.  The RSEs for Workplace Violence are evaluated at 
the risk portfolio level, with the activities grouped into one, aggregated mitigation.  
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Risk: Workplace Violence 
1 Purpose

The Companies consider workplace violence to be a violent incident related to the workplace, resulting 
in emotional or physical harm to an employee(s) or third parties.  Emotional harm or distress includes, 
but is not limited to, mental distress, mental suffering, or mental anguish.  Physical harm refers to any 
physical injury to the body, including an injury that caused, either temporarily or permanently, partial or 
total physical disability, incapacity or disfigurement.  

This risk is a product of the Companies’ September 2015 annual risk registry assessment cycle.  Any 
events that occurred after that time were not considered in determining the 2015 risk assessment, in 
preparation for this Report.  Note that while 2015 is used a base year for mitigation planning, risk 
management has been occurring, successfully, for many years within the Companies.  The Companies 
take compliance and managing risks seriously, as can be seen by the numerous actions taken to mitigate 
each risk. This is the first time, however, that the Companies have presented a Risk Assessment 
Mitigation Phase (RAMP) Report, so it is important to consider the data presented in this plan in that 
context.  The baseline mitigations are determined based on the relative expenditures during 2015; 
however, the Companies do not currently track expenditures in this way, so the baseline amounts are the 
best effort of the Companies to benchmark both capital and operations and maintenance (O&M) costs 
during that year. The level of precision in process and outcomes is expected to evolve through work 
with the Commission and other stakeholders over the next several General Rate Case (GRC) cycles. 

The Commission has ordered that RAMP be focused on safety-related risks and mitigating those risks.1
In many risks, safety and reliability are inherently related and cannot be separated, and the mitigations 
reflect that fact.  Compliance with laws and regulations is also inherently tied to safety and the 
Companies take those activities very seriously.  In all cases, the 2015 baseline mitigations include 
activities and amounts necessary to comply with the laws in place at that time.  Laws rapidly evolve, 
however, so the RAMP baseline has not taken into account any new laws that have been passed since 
September 2015.  Some proposed mitigations, however, do take into account those new laws.   

The purpose of RAMP is not to request funding.  Any funding requests will be made in the GRC.  The 
forecasts for mitigation are not for funding purposes, but are rather to provide a range for the future 
GRC filing.  This range will be refined with supporting testimony in the GRC.  Although some risks 
have overlapping costs, the Companies have made efforts to identify those costs. 
This risk assessment focuses on the drivers or factors that could potentially cause an incident and result 
in potential consequences.  Drivers and events that are unknown to the Companies are outside the scope 
of this risk.  Further, this chapter focuses on events that could potentially occur at the Companies’ 
facilities.  However, any actions that could result in emotional or physical harm to employees or third 

1 D.14-12-025 at p. 31. 
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parties related to the workplace for which the Companies are reasonably aware, regardless of the facility 
type, are within the scope of this risk.

2 Risk Information 

As stated in the testimony of Jorge M. DaSilva in the Safety Model Assessment Proceeding (S-MAP) 
Applications (A.) 15-05-002/004, “SDG&E[/SoCalGas] is moving towards a more structured approach 
to classifying risks and mitigations through the development of its new risk taxonomy.  The purpose of 
the risk taxonomy is to define a rational, logical and common framework that can be used to understand 
analyze and categorize risks.”2  The Enterprise Risk Management (ERM) process and lexicon that the 
Companies have put in place were built on the internationally-accepted IS0 31000 risk management 
standard.  In the application and evolution of this process, the Companies are committed to increasing 
the use of quantification within its evaluation and prioritization of risks.3  This includes identifying 
leading indicators of risk.  Sections 2 – 8 of this plan describe the key outputs of the ERM process and 
resultant risk mitigations.    

In accordance with the ERM process, this section describes the risk classification, possible drivers, and 
potential consequences of the Workplace Violence risk.  

2.1.  Risk Classification 
Consistent with the taxonomy presented by the Companies in A.15-05-002/004, the Companies classify 
this as a cross-cutting risk that affects people and is a function of employee or former employee conduct.
Workplace Violence is a cross-cutting risk because an incident could occur in any department of the 
company.  The risk classification is provided in

Table 1.

Table 1: Risk Classification per Taxonomy 

Risk Type Asset/Function
Category

Asset/Function Type 

CROSS-CUTTING PEOPLE EMPLOYEE CONDUCT 

2 A.15-05-002/004, filed May 1, 2015, at p. JMD-7. 
3 Testimony of Diana Day, Risk Management and Policy (SDG&E-02), submitted on November 14, 2014 in 
A.14-11-003. 
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2.2. Potential Drivers4

When performing the risk assessment for Workplace Violence, the Companies identified potential 
indicators of risk, referred to as drivers, that could potentially lead to a Workplace Violence incident.  
These include, but are not limited to, the following drivers as defined below:

Human Error – an error that occurs due to someone not doing something correctly.  
Process Failure – an inadequacy in programs/procedures that are intended to help avoid the risk 
from occurring and control the consequence of the risk if it occurs.
System Failure – an inadequacy in security systems that are intended to help avoid the risk from 
occurring.

In addition to the above potential drivers, the Companies have identified potential circumstances that 
could contribute to Workplace Violence.  These include, but are not limited to: extremist ideologies, 
personal issues or conflict, and mental health issues.  

These potential drivers and circumstances are not intended to be a comprehensive list, as the types of 
workplace violence incidents vary greatly.  The potential drivers and circumstances noted in this plan 
correspond with those in studies, such as the New York City Police Department’s “Active Shooter: 
Recommendations and Analysis for Risk Mitigation” and the Federal Bureau of Investigation’s “A 
Study of Active Shooter Incidents in the United States Between 2000 and 2013.”  These studies provide 
analysis of active shooter incidents showing a wide range of motivations, including domestic quarrels, 
professional differences, and mental health issues.   

2.3. Potential Consequences  
If one of the drivers listed above were to occur, resulting in an incident, the potential consequences, in a 
reasonable worst case scenario, could include:  

Emotional abuse, injury, or fatality; 
Operational disruptions; 
Citations, adverse litigation, and related financial impacts; and/or 
Costs associated with policy/procedure changes. 

These potential consequences were used in the scoring of the Workplace Violence risk that occurred 
during the Companies’ 2015 risk registry process. See Section 3 for more detail. 

2.4. Risk Bow Tie 
The risk “bow tie,” shown in Figure 1, is a commonly-used tool for risk analysis.  The left side of the 
bow tie illustrates potential drivers that lead to a risk event and the right side shows the potential 
consequences of a risk event.  The Companies applied this framework to identify and summarize the 
information provided above. 

4 An indication that a risk could occur.  It does not reflect actual or threatened conditions. 
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Figure 1: Risk Bow Tie

3 Risk Score 

The Companies’ ERM organization facilitated the 2015 risk registry process, which resulted in the 
inclusion of Workplace Violence as one of the enterprise risks.  During the development of the risk 
registry, subject matter experts (SMEs) assigned a score to this risk, based on empirical data to the 
extent it was available and/or using their expertise, following the process outlined in this section.  

3.1. Risk Scenario – Reasonable Worst Case 
There are many possible ways in which a Workplace Violence risk event can occur.  For purposes of 
scoring this risk, SMEs used a reasonable worst case scenario to assess the impact and frequency.  The 
scenario represented a situation that could happen, within a reasonable timeframe, and lead to a 
relatively significant adverse outcome.  These types of scenarios are sometimes referred to as low 
frequency, high consequence events.  The SMEs selected the following reasonable worst case scenario 
to develop a risk score for Workplace Violence: 

An active shooter at a well-populated SDG&E facility takes action, which results in injuries and 
fatalities. 

Note that the following narrative and scores are based on this scenario; they do not address all 
consequences that can happen. 

3.2. 2015 Risk Assessment 
Using this scenario, SMEs then evaluated the frequency of occurrence and potential impact of the risk 
using the Companies’ 7X7 Risk Evaluation Framework (REF).  The framework (also called a matrix) 
includes criteria to assess levels of impact ranging from Insignificant to Catastrophic and levels of 
frequency ranging from Remote to Common.  The 7X7 framework includes one or more criteria to 
distinguish one level from another.  The Commission adopted the REF as a valid method to assess risks 
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for purposes of this RAMP.5 Using the levels defined in the REF, the SMEs applied empirical data to 
the extent it was available and/or their expertise to determine a score for each of four residual impact 
areas and the frequency of occurrence of the risk.

Table 2 provides a summary of the Workplace Violence risk score in 2015.  This risk has a score of 4 or 
above in the Health, Safety, and Environmental impact area and, therefore, was included in the RAMP.  
These are residual scores because they reflect the risk remaining after existing controls are in place.  For 
additional information regarding the REF, please refer to the RAMP Risk Management Framework 
chapter within this Report.  

Table 2: Risk Score 

Residual Impact Residual
Frequency

Residual
Risk 
Score

Health, Safety, 
Environmental

(40%) 

Operational & 
Reliability 

(20%) 

Regulatory,
Legal,

Compliance 
(20%) 

Financial

(20%) 
6 1 2 3 3 23,107 

3.3. Explanation of Health, Safety, and Environmental Impact Score 
Based on the risk scenario of an active shooter at a well-populated company facility, such an incident 
could result in a few life-threatening injuries and/or fatalities.  A Federal Bureau of Investigation's 
report, "A Study of Active Shooter Incidents in the United States Between 2000 and 2013," states that 
160 active shooter incidents occurred, with 486 deaths and 557 injured people, over the 13-year span of 
the study.  The report also explains that the number of individuals killed or injured during an active 
shooter incident has increased as well.

Notably, in December 2011, Southern California Edison Company (SCE) experienced a workplace 
shooting at its office complex in Irwindale by an alleged SCE employee, resulting in multiple injuries 
and fatalities.6  Another shooting incident in 2009, involving two current and one former SoCalGas 
employees, left three people dead.7

Accordingly, SDG&E scored Workplace Violence a 6 (Severe) in the Health, Safety, and Environmental 
impact area, as there could likely be several fatalities and/or life threatening injuries based on the risk 

5 D.16-08-018 Ordering Paragraph 9. 
6 http://articles.latimes.com/2011/dec/17/local/la-me-shooting-follow-20111218.
7 http://www.washingtontimes.com/news/2009/mar/19/suspect-in-killing-of-socal-gas-workers-found-shot/.
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scenario.  A 7 (Catastrophic) did not seem appropriate, as this score would reflect a large-scale event 
with a high number of deaths and/or irreversible impacts to the environment. 

3.4. Explanation of Other Impact Scores 
Based on the selected reasonable worst case risk scenario, the Companies gave the following scores to 
the remaining impact categories: 

Operational and Reliability: Workplace Violence was scored a 1 (Insignificant) as it is likely 
that the Companies’ primary operations of gas and electricity transmission and distribution 
would continue, and that there would be minimal disruption to service,  if a Workplace Violence 
incident were to occur.  This rating focused on the overall operational capability of the 
Companies and service impact to customers; it did not rate the level of impact to an individual 
business unit. 
Regulatory, Legal, and Compliance:  Workplace Violence was scored a 2 (Minor) as the 
potential for regulatory penalties with respect to an active shooter incident is anticipated to be 
minimal (if any).  The potential legal issues associated with this risk are most likely to be civil in 
nature; the potential impacts of these legal issues are addressed in the Financial impact area. 
Financial:  Workplace Violence was scored a 3 (Moderate) as there could be potential financial 
impacts to the company from potential litigation (e.g., a wrongful death lawsuit) and possible 
associated costs for security remediation and upgrades, training programs, and potential 
policy/procedures changes.  Although it is difficult to predict the amount of litigation a company 
may face after an active shooter incident, based on the risk scenario, the Companies estimated 
that potential costs could be between $1 million and $10 million.

3.5. Explanation of Frequency Score 
The SMEs considered an active shooter incident to occur infrequently (a score of 3), which is defined as 
having the potential to occur every 10-30 years in the company’s service territory.  As a comparison, it 
was assumed that facilities with a history of active shooting incidents, such as schools or government 
facilities, may merit a score of 4 (Occasional), which is defined as occurring every 3-10 years.  There 
have been few active shooter incidents specific to the utility industry; however, the Companies did not 
consider it to be appropriate to elevate the rating higher than a 3.

4 Baseline Risk Mitigation Plan8

As stated above, Workplace Violence risk involves a violent incident related to the workplace, resulting 
in emotional or physical harm to an employee(s) or third parties.  The 2015 baseline mitigations 
discussed below include the current evolution of the Companies’ management of this risk.  The baseline 
mitigations have been developed over many years to address this risk.  They include the amount to 
comply with laws that were in effect at that time. The Companies’ mitigation plan for this risk includes 
the following controls:  

8 As of 2015, which is the base year for purposes of this Report. 
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Physical Security Systems and Contract Security 
Planning, Awareness, and Incident Management 

o Workplace Violence Mitigation Team 
o Training
o Investigations
o Employee awareness 
o New-hire screening processes 
o Employee Assistance Program(s) 
o Incident/Case Management System 
o Risk Management Program 

SMEs from Corporate Security, which is a function of the Companies’ parent company Sempra Energy, 
and each company’s Human Resources (HR) department collaborated to identify and document them.  
These controls focus on safety-related impacts9 (i.e., Health, Safety, and Environment) per guidance 
provided by the Commission in D.16-08-018,10 as well as controls and mitigations that may address 
reliability.11  Accordingly, the controls and mitigations described in Sections 4 and 5 primarily address 
safety-related impacts.  Note that the controls and mitigations in the baseline and proposed plans are 
intended to address various Workplace Violence incidents, not just the scenario used for purposes of risk 
scoring.

The United States Department of Labor outlines the components of an effective workplace violence 
program,12 including: 

Work Environment – creating a professional, healthy, and caring work environment 
Security – maintaining a secure and physically safe workplace 
Education – communicating awareness regarding workplace violence 
Performance / Conduct Indicators – identifying conduct that may present warning signs 
Employee Support Services – assisting employees in dealing with personal/professional issues 

The Companies’ workplace violence mitigation plans address each of these components as described 
below.

1. Physical Security Systems and Contract Security 

9 The Baseline and Proposed Risk Mitigation Plans may include mandated, compliance-driven mitigations. 
10 D.16-08-018 at p. 146 states “Overall, the utility should show how it will use its expertise and budget to 
improve its safety record” and the goal of RAMP is to “make California safer by identifying the mitigations that 
can optimize safety.”     
11 Reliability typically has an impact on safety.  Accordingly, it is difficult to separate reliability and safety. 
12 https://www.dol.gov/oasam/hrc/policies/dol-workplace-violence-program.htm.
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The purpose of physical security is to maintain the safety of employees, contractors, and the public, as 
well as the Companies’ facilities, through the use of systems, personnel, policies, and procedures.  Two 
physical security mitigation activities in the current risk mitigation plan align with this purpose: physical 
security systems and contract security (e.g., security guards).

Security enhancements to infrastructure and security guards posted at company facilities each improve 
access control, intrusion detection, and interdiction capabilities, to deter, detect, delay, or help prevent 
undesirable events at company facilities.  Depending on the facility, several physical security system 
upgrades have been completed, including, but not limited to, improvements with access control, 
intrusion detection systems, and interdiction capabilities.   

In addition to security systems, the Companies employ contract security (security guards) to secure and 
physically protect assets and people.  These security guards are located at critical facilities and work 
locations.  Company policies and procedures outline physical security procedures, including access 
control, officer post orders and incident reporting.

2. Planning, Awareness, and Incident Management 

The Planning, Awareness, and Incident Management mitigation includes projects and programs that 
largely provide services to try to manage this risk before an event can occur.  These mitigations consist 
of the Workplace Violence Mitigation Team, training, investigations, employee awareness, new hire 
screening processes, employee assistance and wellness programs, and Corporate Security’s risk 
management program.  Each is discussed below. 

Workplace Violence Mitigation Team (WVMT)

The Workplace Violence Mitigation Team (WVMT), formed in 2011, is a joint team of Managers, 
Directors, or Vice President level representatives within Corporate Security, HR, and Legal.  The team 
is specifically trained to assess and respond to the threat posed by an individual that may be prone to 
violence.  The WVMT is responsible for developing and executing an effective Workplace Violence 
Prevention program that includes, but is not limited to: 

Training supervisors and employees to detect early warning signs of possible workplace 
violence;
Investigating and mitigating potential workplace violence incidents; 
Responding appropriately to threat-related emergencies; 
Identifying and enlisting the assistance of qualified professionals in workplace violence 
assessment, security, and incident management; and 
Documenting all activities related to workplace violence prevention and control. 

The WVMT uses various threat management tools provided by outside professional resources or 
developed and adapted by the WVMT.  These tools are intended to guide the WVMT in their data 
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collection and decision making throughout the management of a case.  The tools may be used in 
conjunction with appropriate degrees of professional threat management consultation. 

The WVMT meets as needed when an individual displays signs that he/she may be prone to violence or 
engage in violent action on company property.  Upon notification of an alleged threat, an initial 
investigation helps determine if additional action is warranted.

A recent third-party review of Sempra Energy security and investigative programs stated: "The Sempra 
approach to Workplace Violence Mitigation Teams is considered to be of a high caliber.  We have 
identified this as an area where Sempra has adopted 'leading practices' in the area of workplace violence 
prevention."

Training

The Companies offer a variety of training opportunities to employees to increase awareness regarding 
the identification and response to criminal activity, including workplace violence.  Examples include, 
but are not limited to:  Active Shooter Training, Security Awareness Training, Workplace Violence 
Training, and Hostile Intruder Training.  A few are described in more detail below. 

Active Shooter Training has been provided to thousands of employees and focuses on the actions 
employees should take during an active shooter scenario.  The training was developed by Corporate 
Security, and is based upon the Department of Homeland Security (DHS) training titled “Run, Hide, 
Fight.”  Through interactive discussion, this training provides basic awareness of recognizing an active 
shooter situation and how to respond accordingly.  Topics include: 

Active Shooter Definition 
Active Shooter Incidents 
Active Shooter Characteristics and Triggers 
Run, Hide, Fight 
Last Resort Survival Measures 
Police Arrival 
Preparation 

This training goes beyond a simple explanation of the issue, and provides employees with actions to take 
during an active shooter incident, including considerations for evacuation, appropriate hiding locations 
and instructions, and, when necessary, how to take action when confronted with an active shooter.  The 
training also offers reporting procedures and proper conduct when police arrive. 

Corporate Security also provides Security Awareness Training to employees, which focuses on 
identifying threats and suspicious activity, response to threats, and proper reporting protocols.
Workplace Violence training is provided every other year by two board-certified forensic psychologists 
who consult to numerous federal, state, and local law enforcement agencies.  This training instructs on 
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the use of Workplace Assessment of Violence Risk (WAVR-21), a screening tool used by workplace 
violence mitigation teams.13

As discussed in the following section, Corporate Security recommends this training continue to be 
offered through regular instructor-led sessions or through online viewing of materials provided on the 
Corporate Security website. 

Investigations

Corporate Security agents investigate hundreds of incident reports each year, including, but not limited 
to, disruptive incidents, burglary, theft, employee misconduct, and suspicious activity.  Corporate 
Security works closely with Legal, HR, affected business units, and, when necessary, law enforcement, 
to thoroughly investigate allegations of workplace violence.  This process assists with gathering or 
validating information needed for decision makers to act accordingly.   

Employee Awareness 

The Companies use a variety of methods to increase employee awareness, including, but not limited to: 
emergency and incident planning, training, education, drills, and communication.  Workplace violence, 
safety, and security awareness training is provided on a regular basis to employees.  Evacuation plans 
have been developed, updated, trained, and drilled.  Security alerts and bulletins are provided as needed 
through email and posted on digital message boards, or on the company website.  In addition, an 
emergency notification system, often referred to as a reverse 911 system, is in place to rapidly distribute 
emergency information to employees.  This system will call, text, and email employees so that 
emergency messages are distributed efficiently and effectively.  These efforts can provide employees 
with a heightened security awareness and effective communication platforms to assist with mitigation of 
security incidents, including workplace violence.

New Hire Screening Processes 

There may be several reasons for performing new hire screening for job applicants.  Some job duties are 
conducted in potentially hazardous environments.  In these circumstances, the Companies take steps to 
try to avoid hiring that could result in safety or security incidents.  The importance of the electric and 
natural gas transmission and distribution systems, including their interdependency with life/safety, 
emergency response, and national security, also provides a basis for heightened security and identity-
verification processes.  The Companies perform new hire screening in accordance with federal, state, 
and local laws.

13 http://www.wavr21.com/ 
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Employee Assistance and Wellness Programs 

Some workplace violence incidents are a result of domestic, financial, health, substance abuse, or other 
types of issues, which may have the potential to be resolved with employee assistance programs.  As 
described on the company website, since their inception in 1990, the Energy For Life Wellness 
Programs have been committed to enhancing the physical and mental well-being of all company 
employees through programs, resources, information, and support services that promote safe and healthy 
lifestyles.  

These company-provided wellness programs are offered to all employees through methods such as on-
site and online services, work groups, health fairs, fitness programs, and educational brochures.  In 
addition, the Employee Assistance Program (EAP) is a confidential counseling and referral service to 
help employees’ family members deal with life's daily challenges.  These services may assist employees 
with personal and/or work-related problems that may impact their job performance, health, mental, and 
emotional well-being.  As stated above, the Department of Labor outlines the importance of early 
intervention in the prevention of workplace violence, including employee assistance and wellness 
programs. 

Employees have access to the 24/7 support services if they feel threatened by another employee.  Every 
matter reported will be investigated by the company and, if requested, a response given to the individual 
reporting the issue.  If necessary, the matter may be referred to staff or outside counsel for professional 
evaluation and recommendations on how to respond.  This mitigation is recognized by the Department 
of Labor as a critical component in the prevention of workplace violence and should continue to be 
provided and updated as necessary. 

Incident/Case Management System 

Corporate Security maintains an incident/case management system to track incidents and investigations, 
such as, burglary, theft, vandalism, and workplace violence.  The system provides data necessary for 
analysis of security programs, and assists with strategic planning to improve security and safety of 
company facilities, employees, and the public. 

Risk Management Program 

Corporate Security has established an intelligence program to collect, analyze, and disseminate 
intelligence that may assist with decision making regarding energy operations and security 
procedures.  An intelligence program helps anticipate, identify, and assess threats that could harm the 
company, its employees, guests, or assets, and provides actionable strategic and tactical intelligence to 
mitigate risk.  The program develops and maintains regular contact with local, national, and 
international law enforcement and intelligence community partners on a regular basis.  The program also 
creates a risk management process to prioritize and mitigate threats, vulnerabilities, and consequences.  
Threat assessments and security plans specific to company infrastructure support regulatory 
requirements.   
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5 Proposed Risk Mitigation Plan 

The 2015 baseline mitigations outlined in Section 4 will continue to be performed in the proposed plan, 
in most cases, to maintain the current residual risk level.  In addition, the Companies are proposing 
during the 2017-2019 timeframe to expand or add the mitigations addressed below.

1. Physical Security Systems and Contract Security 

The Companies are proposing to continue supporting their physical security systems and contract 
security personnel.  The purpose of these activities is to reduce the likelihood of a Workplace Violence 
event by increasing protective measures at company facilities that have employees.   

Generally, the baseline projects described above have been completed and placed into service.  The 
Companies are proposing to complete similar security projects to increase protection, such as installing 
or updating access control and detection capabilities at facilities that have employees.  Similarly, the 
presence of security guards increases protection with the aim of reducing the likelihood of an intentional 
event.   

There are two expanded activities, as compared to the baseline, with respect to security guards.  First, 
the Companies propose to add security guards to new locations.  Second, SDG&E must comply with 
Senate Bill (SB) 3, which will become effective January 1, 2017.  The resulting effects are increases in 
costs above the GRC standard escalation.  In other words, the cost associated with doing business (i.e., 
employing security guards) has increased.  This is sometimes referred to as non-standard escalation.

2. Planning, Awareness, and Incident Management  

This mitigation consists of expanded and new activities: upgrade or replacement of the incident/case 
management system; addition of social media monitoring tool; and additional personnel in the risk 
management and corporate security areas.  

Incident/Case Management System 

The current incident/case management system manages security incidents by capturing information from 
investigations and providing historical querying capability.  This system is approximately ten years old.
With the increase of requests for information and data calls from state and federal regulatory entities, it 
is recommended that this system be upgraded or replaced.  The current system does not allow for 
querying of data at the appropriate level of detail.  Simple changes that may provide some additional 
functionality to assist with querying will be expensive and may only provide some of the necessary 
upgrades.  It is possible alternate systems already used by Sempra may provide suitable incident/case 
management services to meet this increased need.  Costs of upgrading the existing system are currently 
being compared to other options. 
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Social Media Monitoring 

Many utilities, other private sector companies, and public agencies are using social media monitoring for 
emergency notifications, incident updates, threat identification, customer communications, and to 
identify the misuse of branding.  In a security setting, these tools can provide real-time updates to 
incidents, which may affect the safety or security of employees.  These tools also can provide insight 
into emerging or imminent threats to company employees or infrastructure.   

Risk Management 

Based on new federal and state laws, the Companies are required to provide additional workplace 
violence risk management.  The Companies are required to identify and prioritize threats, vulnerabilities, 
and consequences due to federal and state mandates and requests for information.  In addition, this 
information will assist with security planning and mitigation development.  Currently, Corporate 
Security has one risk/intelligence analyst.  Given the increase in workload due to increased regulations, 
another resource is needed.

Corporate Security Agent 

Over the last couple of years, the demand for Corporate Security services has increased as well as 
regulatory requirements, including the RAMP process, are requiring more detailed security planning and 
reporting.  Currently, SDG&E’s Corporate Security has two agents covering the security for the entire 
service area, 4,300 employees, 3.6 million customers, and all facilities.  SoCalGas’ Corporate Security 
has four agents covering the security for the entire service area, 8,400 employees, 21 million customers, 
and approximately 130 facilities. 

6 Summary of Mitigations 

Tables 3a and 3b summarize the 2015 baseline risk mitigation plan, the risk driver(s) a control 
addresses, and the 2015 baseline costs for Workplace Violence.  While control or mitigation activities 
may address both risk drivers and consequences, risk drivers link directly to the likelihood that a risk 
event will occur.  Thus, risk drivers are specifically highlighted in the summary tables.   

The Companies do not account for and track costs by activity, but rather by cost center and capital 
budget code.  So, the costs shown in Table 4 were estimated using assumptions provided by SMEs and 
available accounting data.

While all the controls shown on Table 3a and 4b mitigate Workplace Violence, some of the controls also 
mitigate other risks presented in this RAMP Report.  Specifically, for SDG&E, Physical Security 
Systems and Contract Security, managed by Corporate Security, also help mitigate the RAMP risk of 
Public Safety Events - Electric.  Accordingly, because the benefits associated with these activities can be 
attributed to both this risk and Public Safety Events - Electric, the costs are presented in both chapters.  
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For SoCalGas, Physical Security Systems, Contract Security, Investigations, the Incident Management 
System, the Risk Management Program, and Security Agent managed by Corporate Security also help 
mitigate the RAMP risk of Physical Security of Critical Infrastructure.  Accordingly, because there are 
benefits associated with these activities attributed to both this risk and Physical Security of Critical 
Infrastructure, the costs are also presented in both chapters. 

Table 3a: SDG&E Baseline Risk Mitigation Plan14

(Direct 2015 $000)15

ID Control Risk Drivers  
Addressed Capital16 O&M Control

Total17
GRC

Total18

1 Physical
Security  

Systems 

Contract
Security  

Human Error 
Process
Failure 
System 
Failure 

$3,450

840

$400

3,930

$3,850

4,770

$3,850

4,770

2 Planning,
Awareness,
and Incident 
Management

Human Error 
Process
Failure 
System 
Failure 

 250 290 540 540

TOTAL
COST

$4,540 $4,620 $9,160 $9,160

* Includes one or more mandated activities 

14 Recorded costs were rounded to the nearest $10,000.   
15 The figures provided in Tables 3a, 3b, 4a and 4b are direct charges and do not include company loaders, with 
the exception of vacation and sick.  The costs are also in 2015 dollars and have not been escalated to 2016 
amounts.    
16 Pursuant to D.14-12-025 and D.16-08-018, the Companies provided the “baseline” costs associated with the 
current controls, which include the 2015 capital amounts.  The 2015 mitigation capital amounts are for illustrative 
purposes only.  Because projects generally span several years, considering only one year of capital may not 
represent the entire mitigation. 
17 The Control Total column includes GRC items as well as any applicable non-GRC jurisdictional items.  Non-
GRC items may include those addressed in separate regulatory filings or under the jurisdiction of the Federal 
Energy Regulatory Commission (FERC). 
18 The GRC Total column shows costs typically presented in a GRC. 
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Table 3b: SoCalGas Baseline Risk Mitigation Plan19

(Direct 2015 $000) 

ID Control Risk Drivers  
Addressed Capital20 O&M Control

Total21
GRC

Total22

1 Physical
Security  

Systems 

Contract
Security  

Human Error 
Process
Failure 
System 
Failure 

$90

40

$210

1,670

$300

1,710

$300

1,710

2 Planning,
Awareness,
and Incident 
Management 

Human Error 
Process
Failure 
System 
Failure 

 10 420 430 430

TOTAL
COST

$140 $2,300 $2,440 $2,440

* Includes one or more mandated activities 

Tables 4a and 4b summarize the Companies’ proposed mitigation plan (which comprises both baseline 
and new mitigation activities) and associated projected ranges of estimated O&M expenses for 2019, 
and projected ranges of estimated capital costs for the years 2017-2019.  It is important to note that the 
Companies are identifying potential ranges of costs in this plan, and are not requesting funding approval.
The Companies will request approval of funding in their next GRC.  There are non-CPUC jurisdictional 
mitigation activities addressed in RAMP; the costs associated with these will not be carried over to the 
GRC.  As set forth in Tables 4a and 4b, the Companies are using a 2019 forecast provided in ranges 
based on 2015 dollars. 

19 Recorded costs were rounded to the nearest $10,000.   
20 Pursuant to D.14-12-025 and D.16-08-018, the Companies provided the “baseline” costs associated with the 
current controls, which include the 2015 capital amounts.  The 2015 mitigation capital amounts are for illustrative 
purposes only.  Because projects generally span several years, considering only one year of capital may not 
represent the entire mitigation. 
21 The Control Total column includes GRC items as well as any applicable non-GRC jurisdictional items.  Non-
GRC items may include those addressed in separate regulatory filings or under the jurisdiction of the Federal 
Energy Regulatory Commission (FERC). 
22 The GRC Total column shows costs typically presented in a GRC. 
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Table 4a: SDG&E Proposed Risk Mitigation Plan23

(Direct 2015 $000) 

ID Mitigation Risk Drivers 
Addressed

2017-2019 
Capital24

2019 
O&M

Mitigation 
Total25

GRC
Total26

1 Physical
Security  

Systems 

Contract
Security 

Human Error 
Process Failure 
System Failure 

$12,040 - 
14,720

2,660 - 
2,950

$370 - 
400

6,400 - 
7,170

$12,410 - 
15,120

9,060 - 
10,120

$12,410 - 
15,120

9,060 - 
10,120

2 Planning,
Awareness,
and Incident 
Management 

Human Error 
Process Failure 
System Failure 

530 - 580 530 - 720 1,060 - 
1,300

1,060 - 
1,300

TOTAL
COST

$15,230 -
18,250

$7,300 -
8,290

$22,530 -
26,540

$22,530 -  
26,540

23 Ranges of costs were rounded to the nearest $10,000. 
24 The capital presented is the sum of the years 2017, 2018, and 2019 or a three-year total.  Years 2017, 2018, and 
2019 are the forecast years for the Companies’ Test Year 2019 GRC Applications.   
25 The Mitigation Total column includes GRC items as well as any applicable non-GRC items. 
26 The GRC Total column shows costs typically represented in a GRC. 

- Status quo is maintained 
- Expanded or new activity 

* Includes one or more mandated activities 



Page SDGE 9/SCG 5-18
309941

Table 4b: SoCalGas Proposed Risk Mitigation Plan27

(Direct 2015 $000) 

ID Mitigation Risk Drivers 
Addressed

2017-2019 
Capital28

2019 
O&M

Mitigation
Total29

GRC
Total30

1 Physical
Security  

Systems 

Contract
Security 

Human Error 
Process
Failure 
System 
Failure 

$1,660 - 
2,420

410 - 460 

$150 - 
230

3,450 - 
3,700

$1,810 - 
2,650

3,860 - 
4,160

$1,810 - 
2,650

3,860 - 
4,160

2 Planning,
Awareness,
and Incident 
Management 

Human Error 
Process
Failure 
System 
Failure 

30 - 33 670 - 
890

700 - 920 700 - 920 

TOTAL
COST

$2,100 -
2,910

$4,270 -
4,820

$6,370 -
7,730

$6,370 -
7,730

1. Physical Security and Contract Security 
The capital cost estimates for physical security systems were zero-based, derived from 
projections used to seek internal approval.  The O&M costs were estimated as a percentage of 
the capital costs using subject matter expertise and experience with historical projects.

The physical security systems are largely capital projects.  While the projects will change (e.g., 
expansion to additional locations), the projected annual spend is anticipated to be in line with 
historical spending.  This estimate is only for physical security systems of manned locations that 

27 Ranges of costs were rounded to the nearest $10,000. 
28 The capital presented is the sum of the years 2017, 2018, and 2019 or a three-year total.  Years 2017, 2018, and 
2019 are the forecast years for the Companies’ Test Year 2019 GRC Applications.   
29 The Mitigation Total column includes GRC items as well as any applicable non-GRC items. 
30 The GRC Total column shows costs typically represented in a GRC. 

- Status quo is maintained 
- Expanded or new activity 

* Includes one or more mandated activities 
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may have a risk of Workplace Violence.  Unmanned locations, such as substations, were not 
included in this calculation. 

The costs for security guards are based on a five-year average labor cost, plus the cost of 
complying with SB 3, plus the cost of additional guarded locations.  The five-year average was 
used as there was no discernable trend from 2011-2015. 

2. Planning, Awareness and Incident Management Mitigation
The cost estimates for many of the activities (e.g., training, awareness, screening, employee 
assistance) in this group were based on applicable, historical costs.  For some activities that were 
anticipated to increase, the Companies used the 2015 base year amounts and added the costs 
related to incremental activities.  The range provides flexibility as the Companies finalize the 
scope of the mitigation activities. 

For the proposed incident/case management system mitigation, costs of upgrading the existing 
system are currently being compared to other options available on the market.  The range for this 
activity in the proposed plan took into account the variability of pricing when upgrading this 
system.  

Corporate Security has received several presentations, demonstrations, and trial periods of social 
media monitoring tools ranging from $25,000 to $100,000.  Some of the more beneficial tools 
may cost around $65,000 per year.  Accordingly, the range for this activity reflects the price 
variations of such tools. 

Additional personnel are included in the proposed plan: one for Corporate Security’s risk 
management function and one Corporate Security agent.  A range was provided based on an 
average salary as the actual costs will depend upon the individuals’ experience.

7 Risk Spend Efficiency 

Pursuant to D.16-08-018, the utilities are required in this Report to “explicitly include a calculation of 
risk reduction and a ranking of mitigations based on risk reduction per dollar spent.”31  For the purposes 
of this Section, Risk Spend Efficiency (RSE) is a ratio developed to quantify and compare the 
effectiveness of a mitigation at reducing risk to other mitigations for the same risk. It is synonymous 
with “risk reduction per dollar spent” required in D.16-08-018.32

31 D.16-08-018 Ordering Paragraph 8. 
32 D.14-12-025 also refers to this as “estimated mitigation costs in relation to risk mitigation benefits.” 
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As discussed in greater detail in the RAMP Approach chapter within this Report, to calculate the RSE 
the Company first quantified the amount of Risk Reduction attributable to a mitigation, then applied the 
Risk Reduction to the Mitigation Costs (discussed in Section 6).  The Company applied this calculation 
to each of the mitigations or mitigation groupings, then ranked the proposed mitigations in accordance 
with the RSE result.    

7.1. General Overview of Risk Spend Efficiency Methodology 
This subsection describes, in general terms, the methods used to quantify the Risk Reduction.  The 
quantification process was intended to accommodate the variety of mitigations and accessibility to 
applicable data pertinent to calculating risk reductions.  Importantly, it should be noted that the analysis 
described in this chapter uses ranges of estimates of costs, risk scores and RSE.  Given the newness of 
RAMP and its associated requirements, the level of precision in the numbers and figures cannot and 
should not be assumed.   

7.1.1 Calculating Risk Reduction 
The Company’s SMEs followed these steps to calculate the Risk Reduction for each mitigation:  

1. Group mitigations for analysis:  The Company “grouped” the proposed mitigations in one of 
three ways in order to determine the risk reduction: (1) Use the same groupings as shown in the 
Proposed Risk Mitigation Plan; (2) Group the mitigations by current controls or future 
mitigations, and similarities in potential drivers, potential consequences, assets, or dependencies 
(e.g., purchase of software and training on the software); or (3) Analyze the proposed mitigations 
as one group (i.e., to cover a range of activities associated with the risk).   

2. Identify mitigation groupings as either current controls or incremental mitigations: The
Company identified the groupings by either current controls, which refer to controls that are 
already in place, or incremental mitigations, which refer to significantly new or expanded 
mitigations.   

3. Identify a methodology to quantify the impact of each mitigation grouping:  The Company 
identified the most pertinent methodology to quantify the potential risk reduction resulting from 
a mitigation grouping’s impact by considering a spectrum of data, including empirical data to the 
extent available, supplemented with the knowledge and experience of subject matter experts.  
Sources of data included existing Company data and studies, outputs from data modeling, 
industry studies, and other third-party data and research.

4. Calculate the risk reduction (change in the risk score): Using the methodology in Step 3, the 
Company determined the change in the risk score by using one of the following two approaches 
to calculate a Potential Risk Score: (1) for current controls, a Potential Risk Score was calculated 
that represents the increased risk score if the current control was not in place; (2) for incremental 
mitigations, a Potential Risk Score was calculated that represents the new risk score if the 
incremental mitigation is put into place. Next, the Company calculated the risk reduction by 
taking the residual risk score (See Table 2 in this chapter.) and subtracting the Potential Risk 
Score.  For current controls, the analysis assesses how much the risk might increase (i.e., what 
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the potential risk score would be) if that control was removed.33  For incremental mitigations, the 
analysis assesses the anti–cipated reduction of the risk if the new mitigations are implemented.  
The change in risk score is the risk reduction attributable to each mitigation. 

7.1.2 Calculating Risk Spend Efficiency  
The Company SMEs then incorporated the mitigation costs from Section 6.  They multiplied the risk 
reduction developed in subsection 0 by the number of years of risk reduction expected to be realized by 
the expenditure, and divided it by the total expenditure on the mitigation (capital and O&M).  The result 
is a ratio of risk reduction per dollar, or RSE.  This number can be used to measure the relative 
efficiency of each mitigation to another.   
Figure  shows the RSE calculation. 

Figure 2: Formula for Calculating RSE 

The RSE is presented in this Report as a range, bounded by the low and high cost estimates shown in 
Tables 4a and 4b of this chapter. The resulting RSE scores, in units of risk reduction per dollar, can be 
used to compare mitigations within a risk, as is shown for each risk in this Report.  

7.2. Risk Spend Efficiency Applied to This Risk    
SDG&E and SoCalGas analysts used the general approach discussed in Section 7.1, above, in order to 
assess the RSE for the Workplace Violence risk.  The RAMP Approach chapter in this Report provides a 
more detailed example of the calculation used by the Company.   

This analysis used a metric (or proxy) – the national victimization rate for all crimes – to assess risk 
reduction. The Federal Bureau of Justice Statistics (BJS), within the Department of Justice, compiles 
victimization information through annual, comprehensive surveys.  There are crimes with human 
victims and victimless crimes.  The Federal surveys are meant to capture information on the former type.  
Survey information represents national statistics and does not contain data that can be used to separate 
workplace events from other events. 

The Utilities compile crime information of both types as well.  The categories of crime information 
collected by the Federal government and the Company are: 

Federal: robbery, rape/sexual assault, simple assault, and aggravated assault. 
Corporate: robbery, indecent exposure, workplace violence, and assault. 

33 For purposes of this analysis, the risk event used is the reasonable worst case scenario, described in the Risk 
Information section of this chapter. 
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There is not an exact match between the crime information collected by both entities, but the data 
collected is similar enough to make reasonable comparisons.   

An assumption of this analysis is that a victimization rate comparison reflects how safe or how unsafe a 
workplace environment is, and that this difference in crime exposure can be used as a proxy to evaluate 
the risk scenario.  This proxy seems reasonable because it enables the comparison of the Utilities’ 
workplace experience over time to the national experience; representing “at work” and “not at work” 
possibilities.  It should be noted the Utilities’ victimization rates include all threatening communication, 
not physical assaults only, as the BJS uses.  Where applicable, the more conservative estimate was used 
for calculation. 
The risk reduction for current controls (analyzed as one group) was calculated by determining the 
percent decrease from the highest victimization rate between 2010-2014 (either internal Company data 
or BJS data) to the 2014 internal Company victimization rate.  The risk reductions from incremental 
mitigations (analyzed as one group) were determined by estimating the percent decrease of the residual 
risk (2014 internal Company rate) resulting from these proposed activities.  Subject matter experts 
estimated this decrease to be 10%.  For comparison purposes, victimization rates were calculated “per 
thousand people,” with BJS rates representing the U.S. population and internal Company rates 
representing the number of respective Company employees. 

SDG&E’s highest victimization rate over this period occurred in 2010 and was 31.2 victimizations per 
thousand people (employees) per year.  The national average over this period is 18.6 victimizations per 
thousand people per year.  The higher of these two figures is used for improvement calculations and 
results in a baseline victimization rate decrease of 22.4 or 72%.  The incremental mitigations are 
estimated to provide a 10% decrease of the residual risk (SDG&E 2014 victimization rate).  

SoCalGas’ highest victimization rate over this period occurred in 2012 and was 53.8 victimizations per 
thousand people (employees) per year.  The national average over this period is 18.6 victimizations per 
thousand people per year.  The higher of these two figures is used for improvement calculations and 
results in a baseline victimization rate decrease of 12.1 or 23%.  The incremental mitigations are 
estimated to provide 10% decrease of the residual risk (SoCalGas 2014 victimization rate).  

7.3. Risk Spend Efficiency Results 
Based on the foregoing analysis, the utilities calculated the RSE ratio for each of the proposed 
mitigation groupings.  Following is the ranking of the mitigation groupings from the highest to the 
lowest efficiency, as indicated by the RSE number:    

1. Workplace Violence Controls 
2. Incremental Workplace Violence Mitigations 
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Figures 3 and 4 display the range34 of RSEs for each of the utilities’ Workplace Violence risk mitigation 
groupings, arrayed in descending order.35  That is, the more efficient mitigations, in terms of risk 
reduction per spend, are on the left side of the chart.   

Figure 3:  SDG&E Risk Spend Efficiency 

34 Based on the low and high cost ranges provided in Tables 4a and 4b of this chapter. 
35 It is important to note that the risk mitigation prioritization shown in this Report, is not comparable across other 
risks in this Report.    
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Figure 4:  SoCalGas Risk Spend Efficiency 

8 Alternatives Analysis 

The Companies considered alternatives to the proposed mitigations as it developed the incremental 
mitigation plan for the Workplace Violence risk.  Typically, alternatives analysis occurs when 
implementing activities, and with vendor selection in particular, to obtain the best result or product for 
the cost.  The alternatives analysis for this risk plan also took into account modifications to the proposed 
plan and constraints, such as budget and resources. The following represents alternatives for training and 
for physical security.  The viability of each alternative was determined through discussions with 
stakeholders. 

8.1. Alternative 1 – Training Changes 
A potential alternative for training is to outsource training or develop computer-based training.
Although this alternative may have an increased cost in the short term (i.e., to hire the outside agency or 
develop the training), it would generally reduce costs in the future.  Current training uses Corporate 
Security agents as instructors.  Ideally, it is best to use Corporate Security agents as they provide greater 
insight into company employees, history, locations, and operations.  Accordingly, this alternative was 
dismissed.  However, as demand increases for security-related training, it may be necessary to further 
explore alternatives. 
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8.2. Alternative 2 – Physical Security Tradeoffs 
Physical security systems (cameras, fences, etc.) and guards may be used as alternatives to each other in 
some locations for some threats.  This would mean that some company locations would only have 
security guards while others would only have security systems.  The potential benefit to this alternative 
is a reduction of costs; however, it would also increase the risk exposure.  Accordingly, this alternative 
was dismissed in favor of the proposed plan.  Implementing physical security systems and guards 
together often provides increased risk reduction and provides a back-up to one another. 
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Executive Summary 
The Catastrophic Damage Involving a High-Pressure Gas Pipeline Failure (High-Pressure Pipeline 
Failure) risk relates to the potential public safety and property impacts that may result from the failure of 
high-pressure pipelines.

To assess this risk, SDG&E first identified a reasonable worst case scenario, and scored the scenario 
against four residual impact and residual frequency categories.  Then, SDG&E considered the 2015 
baseline mitigations in place for High-Pressure Pipeline Failure.  The 2015 controls are primarily based 
on Code of Federal Regulation (CFR) Part 192; General Order (GO) 112 state requirements; and Public 
Utility Code Sections 957 and 958, and include the following: (1) Maintenance (e.g., Patrolling, Leak 
Survey, etc.); (2) Qualifications of Pipeline Personnel (Training); (3) Requirements for Corrosion 
Control; (4) Operations (e.g., Odorization, etc.); (5) Pipeline Integrity (e.g., Threat Evaluation, etc.); 
and, (6) PSEP (e.g., Pressure testing and pipeline replacement, and valve automation and replacement).

These controls focus on safety-related impacts (e.g., Health, Safety, and Environment) per guidance 
provided by the Commission in Decision 16-08-018 as well as controls and mitigations that may address 
reliability.

For the High-Pressure Pipeline Failure risk, SDG&E will continue its 2015 baseline controls.  In 
addition, based on the foregoing assessment, SDG&E proposes to expand its mitigations for the 
following categories:  

1. Maintenance:  SDG&E proposes to expand class location activities to be able to identify areas of 
growth and strategically pressure test, replace, or derate pipeline segments.     

2. Operations:  SDG&E proposes, for example, to expand efforts to survey and maintain 
Company’s Right of Way (ROW) to increase span painting, pipeline maintenance, storm damage 
repair, removal of previously abandoned pipelines, vegetation removal, and ROW maintenance.    

Next, SDG&E developed the risk spend efficiency (sometimes referred to as RSE).  The risk spend 
efficiency is a new tool that SD&GE developed to attempt to quantify how the proposed mitigations will 
incrementally reduce risk.  The RSE was determined using the proposed mitigations and resulted in 
prioritizing mitigation activities.   

Finally, SDG&E considered two alternatives to the proposed mitigations for the High-Pressure Pipeline 
Failure risk, and summarizes the reasons that the two alternatives were not selected as a proposed 
mitigation.
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Risk: Catastrophic Damage Involving a High-Pressure Pipeline 
Incident
1 Purpose

The purpose of this chapter is to present the mitigation plan of San Diego Gas & Electric Company 
(SDG&E or Company) for the risk of catastrophic damage involving a high pressure asset (pipelines and 
related components).  An asset is considered high pressure when it is operating at a pressure greater than 
60 psig.  These high pressure assets are operated by Transmission, and Distribution.  The internal 
organizations responsible for scoring and managing this risk are Gas Engineering, Gas Operations and 
System Integrity. 

The medium pressure assets operating at a pressure of 60 psig and less are included in the Risk 
Assessment Mitigation Phase (RAMP) chapter of Catastrophic Damage Involving Medium-Pressure 
Pipeline Failure.  Similarly, events caused by third party damage are included in the RAMP chapter of 
Catastrophic Damage Involving Gas Infrastructure (Dig-Ins).

This risk is a product of SDG&E’s September 2015 annual risk registry assessment cycle.  Any events 
that occurred after that time were not considered in determining the 2015 risk assessment, in preparation 
for this Report.  Note that while 2015 is used a base year for mitigation planning, risk management has 
been occurring, successfully, for many years within the Company.  SDG&E and Southern California 
Gas Company (SoCalGas) (collectively, the Companies) take compliance and managing risks seriously, 
as can be seen by the number of actions taken to mitigate each risk.  This is the first time, however, that 
the Companies have presented a RAMP Report, so it is important to consider the data presented in this 
plan in that context.  The baseline mitigations are determined based on the relative expenditures during 
2015; however, the Companies do not currently track expenditures in this way, so the baseline amounts 
are the best effort of each utility to benchmark both capital and operations and maintenance (O&M) 
costs during that year.  The level of precision in process and outcomes is expected to evolve through 
work with the California Public Utilities Commission (Commission or CPUC) and other stakeholders 
over the next several General Rate Case (GRC) cycles. 

The Commission has ordered that RAMP be focused on safety related risks and mitigating those risks.1
In many risks, safety and reliability are inherently related and cannot be separated, and the mitigations 
reflect that fact.  Compliance with laws and regulations is also inherently tied to safety and the 
Companies take those activities very seriously.  In all cases, the 2015 baseline mitigations include 
activities and amounts necessary to comply with the laws in place at that time.  Laws rapidly evolve, 
however, so the RAMP baseline has not taken into account any new laws that have been passed since 
September 2015.  Some proposed mitigations, however, do take into account those new laws.   

1 Commission Decision (D.) 14-12-025 at p. 31. 
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The purpose of RAMP is not to request funding.  Any funding requests will be made in the GRC.  The 
forecasts for mitigation are not for funding purposes, but are rather to provide a range for the future 
GRC filing.  This range will be refined with supporting testimony in the GRC.  Although some risks 
have overlapping costs, the Companies have made efforts to identify those costs. 

2 Background 

The SDG&E transmission and distribution system spans from the California-Mexico border to the 
Pacific Ocean and to the SoCalGas territory border.  In total, SDG&E operates 584 miles of high-
pressure pipelines in its service territory, which includes the 226 miles of transmission defined pipelines.  
The number of miles operated by operating unit is listed in Table 1: 

Table 1: SDG&E Assets 

Operating Unit Total High-
Pressure Miles 

Number of High 
Consequence Area 

Miles 

Transmission 226 104 

Distribution 358 236 

Total 584 340 

The U.S. Department of Transportation Pipeline and Hazardous Materials and Safety Administration 
(PHMSA) and ASME B31.8S, “Managing System Integrity of Gas Pipelines” categorizes nine types of 
threats that could lead to a high-pressure pipeline incident.   They include: 

1) External Corrosion 
2) Internal Corrosion 
3) Stress Corrosion Cracking 
4) Manufacturing Defect 
5) Construction & Fabrication 
6) Outside Forces 
7) Incorrect Operation  
8) Equipment Threat 
9) Third Party Damage2

These factors, also known as potential risk drivers, can work independently, interactively together, or in 
combination with fatigue.   

2 This threat has been removed from this risk plan and is being addressed under a standalone risk and mitigation 
plan.  In the RAMP, this risk chapter is Catastrophic Damage Involving Gas Infrastructure (Dig-Ins).        
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When a gas pipeline has a loss of product, PHMSA categorizes it as a non-hazardous release of gas or a 
leak.  Specifically, when the loss of gas cannot be resolved by lubing, tightening or adjusting, it is 
defined as a “leak.”  A leak may cause little-to-no risk from a safety standpoint, but it may have other 
impacts to the environment depending on the magnitude of the release.  Risk to the public and 
employees can occur when leaks are in close proximity to an ignition source and/or where there is a 
potential for gas to migrate into a confined space.  Safety of the leak is addressed by the Company’s leak 
indication prioritization and repair schedule procedures.  In most cases, a pipe with a leak will continue 
to function as intended in the transport of gas, and therefore is not considered a failure using the 
definition defined by ASME B31.8S.

However, in some instances a pipeline may be weakened to the extent that the pipe can overload and 
will “break open” or burst apart.  This is referred to as a pipeline rupture and considered a failure of the 
pipeline as it can no longer function as intended.  This type of failure could be catastrophic in nature, 
releasing a high level of energy, and sometimes igniting, resulting in damage to the surrounding area, 
injury and potentially loss of life.

The leak verses rupture failure mode is generally dependent on the stress to the pipe, the pipe material 
properties and the geometry of the latent weak point on a pipeline.  As a general rule, the rupture failure 
mode does not occur on a pipeline operating under 30% of Specified Minimum Yield Strength (SMYS), 
unless there is an egregious pipe anomaly acting as an initiation growth point and there is interacting 
threats involved.

Due to the catastrophic nature of a potential rupture failure mode, this risk category discusses the 
potential consequences of a rupture event occurring on the Company’s high-pressure gas system. 

The extent of damage of an incident can be modeled through the use of a potential impact radius (PIR) 
around a pipe.  PHMSA has incorporated the PIR into its methods for determining a high consequence 
area (HCA) along the pipeline right-of-way.

The presence of HCA miles in a transmission system provides an indication of the potential 
consequences of an incident to the public.  Applying mitigative measures as outlined in 192.935 such as 
increased inspections and assessments, additional maintenance, participation in a one-call system, 
community education and consideration of the installation of additional remote controlled valves can 
help reduce the likelihood or consequence of a rupture event in both high consequence and lesser 
populated areas.

3 Risk Information 

As stated in the testimony of Jorge M. DaSilva in A.15-05-002, “SDG&E is moving towards a more 
structured approach to classifying risks and mitigations through the development of its new risk 
taxonomy.  The purpose of the risk taxonomy is to define a rational, logical and common framework 
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that can be used to understand analyze and categorize risks.”3  The Enterprise Risk Management (ERM) 
process and lexicon that SDG&E has put in place was built on the internationally-accepted IS0 31000 
risk management standard. In the application and evolution of this process, the Company is committed 
to increasing the use of quantification within its evaluation and prioritization of risks.4  This includes 
identifying leading indicators of risk.  Sections 3 – 9 of this plan describe the key outputs of the ERM 
process and resultant risk mitigations.    

In accordance with the ERM process, this section describes the risk classification, potential drivers and 
potential consequences of the High-Pressure Pipeline Incident risk. 

3.1 Risk Classification 
Consistent with the taxonomy presented by SDG&E and SoCalGas in the S-MAP, SDG&E classifies 
this as a gas, operational risk.  The risk classification is provided in Table 2.

Table 2: Risk Classification per Taxonomy 

Risk Type Asset/Function
Category

Asset/Function Type 

 OPERATIONAL GAS HIGH PRESSURE (>60 psig) 

3.2 Potential Drivers5

When performing the risk assessment for High-Pressure Pipeline Failure, SDG&E identified potential 
indicators of risk, referred to as potential drivers.  These include, but are not limited to: 

Corrosion (external corrosion, internal corrosion, and stress corrosion cracking) 
This category includes internal, external and stress corrosion cracking.  Corrosion is a 
degradation of a material due to a reaction to its environment.   

Manufacturing Threat  
This category includes the potential for a latent manufacturing anomaly in the body or the seam 
of a pipe that could affect the integrity of a pipe.  These types of latent anomalies can often be 
deemed “stable” unless changes in pressure cycling or other interactive mechanisms cause 
anomaly growth to an injurious condition.  According to PHMSA’s “Significant Incident 20 year 
Trend,” approximately 4.4% of all incidents are a result of material, weld, or equipment failure.6
It is evident that material failures are one the most common.   

3 A.15-05-004, filed May 1, 2015, at p. JMD-7. 
4 Testimony of Diana Day, Risk Management and Policy (SDG&E-02), submitted on November 14, 2014 in 
A.14-11-003. 
5 An indication that a risk could occur.  It does not reflect actual or threatened conditions. 
6 http://phmsa.dot.gov/pipeline/library/data-stats/pipelineincidenttrends.
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Construction/Fabrication
This category includes the potential for construction errors to occur on installation as well the 
potential risk from legacy construction practices such as the installation of miters, wrinkle bends 
and oxy-acetylene welds.

Outside Forces 
This category includes both natural forces and those from external sources.  Examples of natural 
forces include: ground movement from earthquakes, floods, landslides, subsidence, and 
lightning.  Some of these outside forces are addressed in the RAMP chapter of Climate Change 
Adaptation.  Other external outside forces include vandalism, sabotage, vehicular damage, fire 
and other damages caused by external sources (excluding excavating equipment). 

According to PHSMA, Outside Force damage and Incorrect Operation are tied for the third 
highest cause count. Within the Outside Force damage cause, vehicular damage is responsible 
for 75% of the incidents.7

Incorrect Operation 
This category includes a variety of operational and procedural processes that could lead to 
human error or incorrect operation of a pipeline. Areas where incorrect operations can occur 
include, but are not limited to: inadequate inspection or monitoring, inadequate records, 
inadequate maintenance and construction practices. 

Equipment
This category includes equipment related.  This includes: o-ring /gasket failure, seal, packing 
failure, and malfunction of control equipment). 

In accordance with the taxonomy of SDG&E, the potential drivers above can be classified as an asset 
failure, employee incident, contractor incident, public incident, or force of nature.  Table 3 listed below 
maps the potential drivers to categories used in the risk taxonomy. 

Table 3: Potential Operational Risk Drivers

Potential Driver 
Category Potential High-Pressure Pipeline Failure Driver(s)

Asset Failure 

Corrosion 
Manufacturing Threat
Construction/Fabrication
Equipment 

7https://hip.phmsa.dot.gov/analyticsSOAP/saw.dll?Portalpages&NQUser=PDM_WEB_USER&NQPassword=Pu
blic_Web_User1&PortalPath=%2Fshared%2FPDM%20Public%20Website%2F_portal%2FGT%20Performance
%20Measures.
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Potential Driver 
Category Potential High-Pressure Pipeline Failure Driver(s)

Asset-Related 
Information Technology 
Failure 

Not applicable 

Employee Incident 
Construction/Fabrication
Outside Forces  
Incorrect Operation 

Contractor Incident 
Construction/Fabrication
Outside Forces  
Incorrect Operation 

Public Incident Outside Forces 
Force of Nature Outside Forces 

Figure 1 below, provided by PHSMA, demonstrates the leading causes of incidents related to high-
pressure pipelines.  This depicts the seriousness of this risk through the potential drivers and number of 
incidents, safety-related events.    

Figure 1: Gas Transmission Serious Incident Cause 2005-20158

8 Figure from online metrics published by PHMSA on 
https://hip.phmsa.dot.gov/analyticsSOAP/saw.dll?Portalpages as 10/4/2016.  Serious incidents include a fatality 
or injury requiring overnight, in-patient hospitalization.  
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3.3 Potential Consequences 
If one of the potential drivers listed above were to occur resulting in a High-Pressure Pipeline Failure 
incident, the potential consequences may include: 

Injuries to employees and/or the public. 
Property damage. 
Operational and reliability impacts. 
Adverse litigation and resulting financial consequences. 
Increased regulatory scrutiny.  
Erosion of public confidence. 

These potential consequences were used in the scoring of the High-Pressure Pipeline Failure risk that 
occurred during the development of SDG&E’s 2015 risk registry process.  See Section 4 for more detail.   

3.4 Risk Bow Tie 
The risk “bow tie,” shown below, is a commonly-used tool for risk analysis.  The left side of the bow tie 
illustrates the potential drivers that lead to a risk event and the right side shows the potential 
consequences of a risk event.  The risk bow tie was developed for the High-Pressure Pipeline Failure 
risk to summarize all the information provided above. 

Figure 2: Risk Bow Tie 
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4 Risk Score 

The SDG&E and SoCalGas ERM organization facilitated the 2015 risk registry process, which resulted 
in the inclusion of High-Pressure Pipeline Failure as one of the enterprise risks.  During the development 
of the risk register, subject matter experts assigned a score to this risk, based on empirical data to the 
extent it is available and/or using their expertise, following the process outlined in this section.   

4.1 Risk Scenario – Reasonable Worst Case 
There are many possible ways in which a high-pressure pipeline failure can occur.  For purposes of 
scoring this risk, subject matter experts used a reasonable worst case scenario to assess the impact and 
frequency.  The scenario represented a situation that could happen, within a reasonable timeframe, and 
lead to a relatively significant adverse outcome.  These types of scenarios are sometimes referred to as 
low frequency, high consequence events.  The subject matter experts selected a reasonable worst case 
scenario to develop a risk score for High-Pressure Pipeline Failure:  

A natural gas high pressure pipeline incident in a populated residential area resulting in fatalities, 
injuries, and property damage.  The incident resulted in reliability concerns in the surrounding 
gas network threatening curtailments and loss of core customers. 

Note that the following narrative and scores are based on this scenario; they do not address all 
consequences that can happen if the risk occurs. 

4.2 2015 Risk Assessment 
Using this scenario, subject matter experts then evaluated the frequency of occurrence and potential 
impact of the risk using SDG&E’s 7X7 Risk Evaluation Framework (REF).  The framework (also called 
a matrix) includes criteria to assess levels of impact ranging from Insignificant to Catastrophic and 
levels of frequency ranging from Remote to Common.  The 7X7 framework includes one or more 
criteria to distinguish one level from another.  The Commission adopted the REF as a valid method to 
assess risks for purposes of this RAMP.  Using the levels defined in the REF, the subject matter experts 
applied empirical data to the extent it is available and/or their expertise to determine a score for each of 
four residual impact areas and the frequency of occurrence of the risk.

Table 3 provides a summary of the High-Pressure Gas Failure risk score in 2015.  This risk has a score 
of 4 or above in the Health, Safety, and Environmental impact area and, therefore, was included in the 
RAMP.  These are residual scores because they reflect the risk remaining after existing controls are in 
place.  For additional information regarding the REF, please refer to the RAMP Risk Management 
Framework chapter within this Report. 
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Table 4: Risk Score 

Residual Impact Residual
Frequency

Residual
Risk 
Score

Health, Safety, 
Environmental

(40%) 

Operational & 
Reliability 

(20%) 

Regulatory,
Legal,

Compliance 
(20%) 

Financial

(20%) 
6 5 5 6 3 36,950 

4.3 Explanation of Health, Safety, and Environmental Impact Score 
A score of 6 (severe) was given in 2015 in the impact area of Healthy, Safety, and Environmental.  The 
basis for the score is that a fatality or serious injuries to employees and/or the public is a potential 
consequence for this risk due to the possibility of a failure of high-pressure pipelines located in 
populated areas.  Furthermore, there is potential for a few fatalities to occur from a single incident.  

4.4 Explanation of Other Impact Scores 
The High-Pressure Pipeline Failure risk also impacts other consequence categories including: 
operational and reliability; regulatory, legal, and compliance; and financial.   

Operational and Reliability:  A score of 5 (extensive) was given in the Operational and 
Reliability impact category.  A risk score of 5 is defined in the 7X7 matrix as greater than 50,000 
customers affected, impacts a single critical location or customers, or disruption of service for 
greater than 10 days.  Based on the risk scenario, it is probable that there would be significant 
customer disruption which can include a whole street, several homes, or a whole city losing gas 
service depending if the damages involved high pressure gas lines. 
Regulatory, Legal and Compliance:  A score of 5 (extensive) was given in this impact category.  
Similar risk events over the past 20 years have resulted in new regulations and compliance 
requirements such as the California Public Utility Code 958, the Notice of Proposed Rulemaking 
(NPRM), and modifications to General Order 112.  Additionally, litigation could result from the 
risk scenario.  
Financially:  The Company could suffer various financial repercussions as a result of the other 
risk areas.  Potential litigation and other financial consequences from the Commission and 
PHMSA are prime examples of the costs associated with the high-pressure pipeline system 
failing.  Though the exact cost can vary depending on the type of incident, if a failure were to 
occur, these could have the potential financial impact loss of $1 billion to $3 billion.  The risk 
score of a 6 (severe) is assigned due to the fact that all incidents are collateral damages of the 
first risk area, health, safety, and environment assigning it a secondary type of risk. 

4.5 Explanation of Frequency Score 
A score 3 (infrequent), indicating the frequency of this event being once every 10-30 years, was chosen 
taking into account industry-wide data combined with the current state of the Company’s system and 
operations.  The lack of an incident at the Company must be tempered by the fact that, according to 
PHMSA, the number of fatalities that have occurred due to high-pressure failures in California are 10 
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persons.9  Therefore, the risk score is a reasonable estimate of how frequently these types of events 
happen.

5 Baseline Risk Mitigation Plan10

As stated above, High-Pressure Pipeline Failure entails a pipeline failure event resulting in 
fatality/injuries to the public or damage to property and/or environmental damage.  The 2015 baseline 
mitigations discussed below include the current evolution of the utilities’ risk management of this risk.  
The baseline mitigations have been developed over many years to address this risk.  They include the 
amount to comply with laws that were in effect at that time. 

These controls focus on safety-related impacts11 (i.e., Health, Safety, and Environment) per guidance 
provided by the Commission in D.16-08-01812 as well as controls and mitigations that may address 
reliability.13  Accordingly, the controls and mitigations described in Sections 5 and 6 address safety-
related impacts primarily.  Note that the controls and mitigations in the baseline and proposed plans are 
intended to address various events related to High-Pressure Pipeline Failure, not just the scenario used 
for purposes of risk scoring. 

The 2015 controls are primarily based on the Code of Federal Regulation (CFR) Part 192, General Order 
(GO) 112-E state requirements and Public Utility Code (PUC) §957 and §958.  The CFR Part 192 
prescribes minimum safety requirements for pipeline facilities and the transportation of gas and GO 112-
E complements and enhances the requirements set forth on a federal level on a state level.  In addition, 
PUC §957 and §958 required gas corporation to prepare and submit to the Commission a proposed 
comprehensive valve location plan and pressure testing plan for transmission pipelines that lack 
sufficient record of pressure test.  The Company meets this requirement through the filing of the 
Pipeline Safety Enhancement Plan (PSEP) in 2011.  SD&GE engages in compliance activities in order 
to mitigate this risk and to comply with applicable laws. 

The primary areas highlighted in the risk registry are:  

1. Maintenance:  Patrolling, Leak Survey, Pressure Limiting and Regulator Station Inspections and 
Maintenance, Valve Maintenance  

2. Qualifications of Pipeline Personnel (Training) 
3. Requirements for Corrosion Control:  Corrosion Control, Monitoring and Remedial Measures 
4. Operations:  Locate and Mark, Odorization, Emergency Preparedness, Continual Surveillance 
5. Pipeline Integrity:  Threat Evaluation, Risk Analysis, Pipeline Assessments and P&M 

9 https://hip.phmsa.dot.gov/analyticsSOAP/saw.dll?Portalpages.
10 As of 2015, which is the base year for purposes of this Report. 
11 The Baseline and Proposed Risk Mitigation Plans may include mandated, compliance-driven mitigations. 
12 D.16-08-018 at p. 146 states “Overall, the utility should show how it will use its expertise and budget to 
improve its safety record” and the goal is to “make California safer by identifying the mitigations that can 
optimize safety.”     
13 Reliability typically has an impact on safety.  Accordingly, it is difficult to separate reliability and safety. 



Page SDGE 10-12
310354

6. PSEP:  Pressure Testing and Pipeline Replacement, and Valve Automation and Replacement 

Each mitigation is further discussed below. 

1. Maintenance

The minimum safety requirements prescribed by CFR 192 Subpart M – Maintenance include 
performing pipeline patrol, bridge and span inspections and meter set assemblies, valve and 
regulator inspection and maintenance on regular basis throughout the year.  These activities are 
intended to address threats as identified by PHMSA specifically outside forces (vandalism, fault 
lines, liquefaction, etc.), equipment failure (pipeline facilities and components) and corrosion.  
These preventive measures provide an opportunity to address issues that otherwise could lead to 
an incident or failure.  The following details the required intervals for completing the 
preventative measures per CFR 192 Subpart M: 

Bridge and Span inspections are required at least once every two calendar years, but with 
intervals not exceeding 27 months  
Pressure limiting station, relief device, signaling device, and pressure regulating station 
and its equipment must be inspected and tested at intervals not exceeding 15 months, but 
at least once each calendar year.   
Valve must be checked and serviced at intervals not exceeding 15 months, but at least 
once each calendar year.   
The frequency of patrols is determined by the size of the line, the operating pressures, the 
class location, terrain, weather, and other relevant factors and range from one to four 
times per calendar year.  

2. Training

The minimum safety training and qualification requirements of field personnel that perform 
Cathodic Protection, Construction and other activity on the pipeline are prescribed by CFR 192 
Subpart N – Qualification of Pipeline Personnel. The prescribed training is intended to address 
Incorrect Operations as identified by PHMSA, which includes incorrect operating procedures or 
failure to follow a procedure that could lead to a serious incident or failure.  The training and 
qualifications is intended to increase the safety of the personnel and public by focusing on 
understanding and proficiency of the concepts through testing.

3. Requirements for Corrosion Control 

The minimum safety requirements prescribed by CFR 192 Subpart I – Requirements for 
Corrosion Control Operations include monitoring of cathodic protection areas, remediation of CP 
areas that are out of tolerance and preventative installations to avoid areas out of tolerance.
These activities are intended to address threats as identified by PHMSA specifically external and 
internal corrosion.  These preventive measures provide an opportunity to address issues that 
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otherwise could lead to a serious incident or a failure.  The following details the required 
intervals for completing these preventative measures as prescribed in Subpart I: 

Each pipeline that is under cathodic protection must be tested at least once each calendar 
year, but with intervals not exceeding 15 months, to determine whether the cathodic 
protection meets the requirements of §192.463. 
Each cathodic protection rectifier or other impressed current power source must be 
inspected six times each calendar year, but with intervals not exceeding 2 ½ months, to 
insure that it is operating. 

4. Operations

The minimum safety requirements prescribed by CFR 192 Subpart L – Operations include locate 
and mark, emergency preparedness and odorization.  These activities are intended to address 
threats as identified by PHMSA.  Locate and mark activities are specific to third party damage 
while emergency preparedness and odorization are intended to address all threats.  These 
preventive measures provide an opportunity to address issues that otherwise could lead to a 
failure.  The following details the required intervals for completing these preventative measures 
as prescribed in Subpart L: 

To assure the proper concentration of odorant in accordance with this section, each 
operator must conduct periodic sampling of combustible gases using an instrument 
capable of determining the percentage of gas in air at which the odor becomes readily 
detectable (# of samples). 

5. Pipeline Integrity  
The minimum safety requirements for assessment of transmission pipelines within high 
consequence areas are prescribed by CFR 192 Subpart O – Gas Transmission Pipeline Integrity 
Management (TIMP) and include threat identification, risk analysis, assessment, remediation, 
preventative, and mitigative measures.  These activities are intended to address all threats as 
identified by PHMSA as applicable to each pipelines.  This program provides an opportunity to 
address issues that otherwise could lead to a serious incident or failure.

An operator must establish a reassessment interval for each covered segment in 
accordance with the requirements of this section. The maximum reassessment interval by 
an allowable reassessment method is seven years. 

6. PSEP

Commission Decision (D.) 11-06-017 found that “natural gas transmission pipelines in service in 
California must be brought into compliance with modern standards for safety” and ordered all 
California natural gas transmission pipeline operators “to prepare and file a comprehensive 
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Implementation Plan to replace or pressure test all natural gas transmission pipelines in 
California that has not been tested or for which reliable records are not available.”14  The 
Commission required that the plans “also address retrofitting pipeline to allow for in-line 
inspection tools and, where appropriate, automated or remote controlled shut off valves.”15 Many 
of the requirements of D.11-06-017 were later codified into California Public Utilities Code 
Sections 957 and 958.  As a benefit to these plans, material failure and outside force 
(earthquakes, landslides, third party impact) threats as identified by PHMSA may be addressed 
because of pressure testing, replacing and valve automation.   

On August 26, 2011, the Company complied through the filing of their PSEP.  The PSEP 
encompasses the following four objectives: 

Enhance public safety 
Comply with the Commission’s directives 
Minimize customer impacts 
Maximize cost effectiveness 

The PSEP identifies pipeline sections with a record of a pressure test to 1.25 MAOP and, through 
the Decision Tree process, recommends either pressure testing or replacement taking into 
consideration the four objectives listed above.  PSEP also includes a Valve Enhancement 
Program to enhance system safety by installing and upgrading valve infrastructure to support the 
automatic and remote isolation and depressurization of the transmission pipeline system in 30 
minutes or less in the event of a pipeline rupture. 

In June, 2014, the Commission issued D.14-06-007 which approved SoCalGas’ and SDG&E’s 
proposed PSEP and set forth a process for reviewing and approving PSEP Phase 1 (work in more 
populated areas) implementation costs after-the-fact through Reasonableness Reviews.  The next 
phase of PSEP is Phase 2A, which addresses work in less populated areas, primarily pressure 
testing.  SDG&E does not have any Phase 2A pipeline work. 

6 Proposed Risk Mitigation Plan 

SDG&E will continue with its baseline, compliance activities described in Section 5 above.  In addition, 
SDG&E is proposing to expand and add new mitigations to further address the risk of High-Pressure 
Pipeline Failure.  The proposed activities are for mitigations that are primarily based on the CFR Part 
192, GO 112-F state requirements and PUC §957 and §958.  The additional mitigations not specifically 
prescribed in CFR 192 and GO 112-F are intended to enhance the prescribed minimum requirements in 
areas identified as contributing to potential risk drivers.

It should be noted that the proposed activities do not account for the NPRM issued by PHMSA on 
Pipeline Safety: Safety of Gas Transmission and Gathering Pipelines which may expand the integrity 

14 D.11-06-017, mimeo., at 18-19. 
15 D.11-06-017, mimeo., at 21. 
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requirements beyond HCAs, require the verification of Maximum Allowable Operating Pressure 
(MAOP), and records requirements among other items.  The expanded requirements of General Order 
112-F have been included, which include a change in leak survey from annual to semi-annual. 

The baseline mitigations below are maintaining their current levels in the proposed plan. These 
mitigations are needed to keep the risk from increasing. 

1. Qualifications of Pipeline Personnel (Training) 
2. Requirements for Corrosion Control:  Corrosion Control, Monitoring and Remedial Measures 
3. Pipeline Integrity:  Threat Evaluation, Risk Analysis, Pipeline Assessments and P&M 

SDG&E proposes to expand the following baseline mitigations, as further described below.  

4. Maintenance:  Patrolling, Leak Survey, Pressure Limiting and Regulator Station Inspections and 
Maintenance, Valve Maintenance  

5. Operations:  Locate and Mark, Odorization, Emergency Preparedness, Continual Surveillance 

With regard to PSEP, SDG&E does not have Phase 2A work (i.e., work in less populated areas).

Maintenance

As part of pipeline patrol, construction activity and growth is monitored to identify the need for class 
location studies.  In certain instances, these class location studies indicate sufficient growth in the area to 
require a class location change, which could lead to the transmission pipeline being replaced, pressure 
tested, or the pipeline’s pressure being de-rated.16  In order to address, class location changes driven by 
population growth and construction activity in SDG&E’s service territory, SDG&E is proposing to 
expand this activity to be able to identify areas of growth and strategically pressure test, replace, or 
derate pipeline segments.  Taking action to pressure test, replace, or derate the pipeline mitigates 
catastrophic damage involving a high pressure asset by validating the pipelines integrity (pressure test), 
replacing a pipeline with a new modern pipeline (replace), or increase the pipeline’s safety margin by 
lowering the operating pressure (derate).   

Operations

As part of SDG&E’s efforts to continually survey and maintain Company’s Right of Way (ROW), 
additional funding is being proposed to increase span painting, pipeline maintenance, storm damage 
repair, removal of previously abandoned pipelines, vegetation removal, and right of way maintenance.   
Incremental efforts to survey and maintain SDG&E’s ROWs reduces risks associated with high pressure 
pipelines and enhances employee, contractor, and public safety by repairing pipeline and related 
infrastructure, improving pipeline and line marker visibility, and increasing pipeline accessibility.

16 See 49 CFR 192.611. 
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In addition to the maintenance of the ROW itself, maintenance of access roads allows SDG&E 
personnel to access ROWs, enables pipelines to be accessed in a timely manner, minimizes third party 
pipeline damages, prevents of wild fire damages, and improves the overall general safety of employees 
and the public.

Finally, upcoming changes to GO 112-F will require instrumented leak survey of all Transmission 
pipelines.  Currently, instrument leak survey is only required where pipelines are operating in a Class 3 
or Class 4 locations, which means, currently, 900 miles of Transmission pipeline are required to be leak 
surveyed.  GO 112-F requires an additional 1,800 miles of Transmission pipeline to be instrument leak 
surveyed in Class 1 and 2 locations.  GO 112-F does, however, allow difficult to access pipelines 
operating in a Class 1 and Class 2 locations to be patrolled by aircraft.  Accordingly, this activity is 
being expanded to comply with revisions to GO-112-F.

7 Summary of Mitigations 

Table 5 summarizes the 2015 baseline risk mitigation plan, the risk driver(s) a control addresses, and the 
2015 baseline costs for mitigating High-Pressure Pipeline Failure.  While control or mitigation activities 
may address both potential risk drivers and potential consequences, potential risk drivers link to the 
likelihood of a risk event.  Thus, potential risk drivers are specifically highlighted in the summary 
tables.

SDG&E does not account for and track costs by activity, but rather, by cost center and capital budget 
code.  So, the costs shown in Table 5 were estimated using assumptions provided by SMEs and 
available accounting data. 

Table 5: Baseline Risk Mitigation Plan17

(Direct 2015 $000) 18

ID Mitigation 
Potential Risk 

Drivers
Addressed

Capital19 O&M Control
Total20

GRC
Total21

17 Recorded costs were rounded to the nearest $10,000. 
18 The figures provided in Tables 5 and 6 are direct charges and do not include Company loaders, with the 
exception of vacation and sick.  The costs are also in 2015 dollars and have not been escalated to 2016 amounts. 
19 Pursuant to D.14-12-025 and D.16-08-018, the Company is providing the “baseline” costs associated with the 
current controls, which include the 2015 capital amounts.  The 2015 mitigation capital amounts are for illustrative 
purposes only.  Because projects generally span several years, considering only one year of capital may not 
represent the entire mitigation. 
20 The Control Total column includes GRC items as well as any applicable non-GRC jurisdictional items.  Non-
GRC items may include those addressed in separate regulatory filings or under the jurisdiction of the Federal 
Energy Regulatory Commission (FERC). 
21 The GRC Total column shows costs typically presented in a GRC. 
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1 CFR 192 Subpart M – 
Maintenance *

Outside Forces 
Equipment and 
Corrosion

n/a $1,160 $1,160 $1,160 

2 CFR 192 Subpart N – 
Qualifications of 
Pipeline Personnel* 

Incorrect
Operations

n/a 100 100 100 

3 CFR 192 Subpart I – 
Requirements for 
Corrosion Control * 

Internal and 
External
Corrosion

n/a 50 50 50 

4 CFR 192 Subpart L – 
Operations*

Third Party 
Damage 
Corrosion,
Manufacturing
Construction
Equipment  
Incorrect
Operations

410 100 510 510 

5 CFR Part 192 Subpart 
O – Gas Transmission 
Pipeline Integrity 
Management* 

Corrosion
Manufacturing
Construction 
Equipment 
Incorrect
Operations

7,070 3,880 10,950 50 

6 CPUC 958 – PSEP:  
High Pressure Testing 
and Replacement* 

Manufacturing
Construction 

86,690 4,450 91,140 0

TOTAL COST $94,170 $9,740 $103,910 $1,870 
* Includes one or more mandated activities 

Table 6 summarizes SDG&E’s proposed mitigation plan, associated projected ranges of estimated O&M 
expenses for 2019, and projected ranges of estimated capital costs for the years 2017-2019.  It is 
important to note that SDG&E is identifying potential ranges of costs in this plan, and is not requesting 
funding approval.  SDG&E will request approval of funding, in its next GRC.  There are non-CPUC 
jurisdictional mitigation activities addressed in RAMP; the costs associated with these will not be 
carried over to the GRC.  As set forth in Table 6 the utilities are using a 2019 forecast provided in ranges 
based on 2015 dollars.
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Table 6: Proposed Risk Mitigation Plan Overview22

(Direct 2015 $000) 

ID Mitigation Potential Risk 
Drivers Addressed 

2017-2019 
Capital23

2019 
O&M 

Mitigation
Total24

GRC
Total25

1 CFR 192 Subpart M 
– Maintenance *

Outside Forces 
Equipment and 
Corrosion

n/a $1,040 -
1,150 

$1,040 -
1,150 

$1,040 -
1,150 

2 CFR 192 Subpart N 
– Qualifications of 
Pipeline Personnel* 

Incorrect Operations n/a 130 - 180 130 - 180 130 - 180 

3 CFR 192 Subpart I 
– Requirements for 
Corrosion Control * 

Internal and 
External Corrosion 

n/a 40 - 50 40 - 50 40 - 50 

4 CFR 192 Subpart L 
– Operations* 

Third Party Damage 
Corrosion,
Manufacturing
Construction
Equipment  
Incorrect Operations 

1,170 - 
1,300 

100 - 110 1,270 - 1,410 1,270 - 
1,410 

5 CFR Part 192 
Subpart O – Gas 
Transmission 
Pipeline Integrity 
Management* 

Corrosion
Manufacturing
Construction 
Equipment 
Incorrect Operations 

15,190 - 
16,780 

4,970 - 
5,500 

20,160 - 
22,280 

30 - 40 

6 CPUC 958 – PSEP:  
High Pressure 
Testing and 
Replacement*

Manufacturing
Construction 

50,400 - 
61,600 

n/a 50,400 - 
61,600 

0

TOTAL COST 
$66,760 -

79,680 
$6,280 - 

6,990 
$73,040 - 

86,670 
$2,510 - 

2,830 

While all the mitigations and costs presented in Tables 5 and 6 mitigate the High-Pressure Pipeline 
Failure risk, some of the activities also mitigate other risks presented in this RAMP Report, including:  
Catastrophic Damage Involving Third Party Dig-Ins (Dig-Ins) and Employee, Contractor and Public 

22 Ranges of costs were rounded to the nearest $10,000. 
23 The capital presented is the sum of the years 2017, 2018, and 2019 or a three-year total.  Years 2017, 2018 and 
2019 are the forecast years for SDG&E’s Test Year 2019 GRC Application.   
24 The Mitigation Total column includes GRC items as well as any applicable non-GRC items. 
25 The GRC Total column shows costs typically represented in a GRC. 
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Safety.  Because these activities mitigate High-Pressure Pipeline Failure as well as these aforementioned 
risks, both the costs and risk reduction benefits are included in all applicable RAMP chapters.

8 Risk Spend Efficiency 

Pursuant to D.16-08-018, the utilities are required in this Report to “explicitly include a calculation of 
risk reduction and a ranking of mitigations based on risk reduction per dollar spent.”26  For the purposes 
of this Section, Risk Spend Efficiency (RSE) is a ratio developed to quantify and compare the 
effectiveness of a mitigation at reducing risk to other mitigations for the same risk. It is synonymous 
with “risk reduction per dollar spent” required in D.16-08-018.27

As discussed in greater detail in the RAMP Approach chapter within this Report, to calculate the RSE 
the Company first quantified the amount of Risk Reduction attributable to a mitigation, then applied the 
Risk Reduction to the Mitigation Costs (discussed in Section 7).  The Company applied this calculation 
to each of the mitigations or mitigation groupings, then ranked the proposed mitigations in accordance 
with the RSE result.    

8.1 General Overview of Risk Spend Efficiency Methodology
This subsection describes, in general terms, the methods used to quantify the Risk Reduction.  The 
quantification process was intended to accommodate the variety of mitigations and accessibility to 
applicable data pertinent to calculating risk reductions.  Importantly, it should be noted that the analysis 
described in this chapter uses ranges of estimates of costs, risk scores and RSE.  Given the newness of 
RAMP and its associated requirements, the level of precision in the numbers and figures cannot and 
should not be assumed.   

8.1.1 Calculating Risk Reduction 
The Company’s SMEs followed these steps to calculate the Risk Reduction for each mitigation:  

1. Group mitigations for analysis: The Company “grouped” the proposed mitigations in one of 
three ways in order to determine the risk reduction: (1) Use the same groupings as shown in the 
Proposed Risk Mitigation Plan; (2) Group the mitigations by current controls or future 
mitigations, and similarities in potential drivers, potential consequences, assets, or dependencies 
(e.g., purchase of software and training on the software); or (3) Analyze the proposed mitigations 
as one group (i.e., to cover a range of activities associated with the risk).   

2. Identify mitigation groupings as either current controls or incremental mitigations: The
Company identified the groupings by either current controls, which refer to controls that are 
already in place, or incremental mitigations, which refer to significantly new or expanded 
mitigations.   

3. Identify a methodology to quantify the impact of each mitigation grouping: The Company 
identified the most pertinent methodology to quantify the potential risk reduction resulting from 

26 D.16-08-018 Ordering Paragraph 8. 
27 D.14-12-025 also refers to this as “estimated mitigation costs in relation to risk mitigation benefits.” 
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a mitigation grouping’s impact by considering a spectrum of data, including empirical data to the 
extent available, supplemented with the knowledge and experience of subject matter experts.  
Sources of data included existing Company data and studies, outputs from data modeling, 
industry studies, and other third-party data and research.

4. Calculate the risk reduction (change in the risk score): Using the methodology in Step 3, the 
Company determined the change in the risk score by using one of the following two approaches 
to calculate a Potential Risk Score: (1) for current controls, a Potential Risk Score was calculated 
that represents the increased risk score if the current control was not in place; (2) for incremental 
mitigations, a Potential Risk Score was calculated that represents the new risk score if the 
incremental mitigation is put into place. Next, the Company calculated the risk reduction by 
taking the residual risk score (See Table 4 in this chapter.) and subtracting the Potential Risk 
Score.  For current controls, the analysis assesses how much the risk might increase (i.e., what 
the potential risk score would be) if that control was removed.28  For incremental mitigations, the 
analysis assesses the anticipated reduction of the risk if the new mitigations are implemented.  
The change in risk score is the risk reduction attributable to each mitigation. 

8.1.2 Calculating Risk Spend Efficiency 
The Company SMEs then incorporated the mitigation costs from Section 7.  They multiplied the risk 
reduction developed in subsection 8.1.1 by the number of years of risk reduction expected to be realized 
by the expenditure, and divided it by the total expenditure on the mitigation (capital and O&M).  The 
result is a ratio of risk reduction per dollar, or RSE.  This number can be used to measure the relative 
efficiency of each mitigation to another.  Figure 3 shows the RSE calculation. 

Figure 3: Formula for Calculating RSE 

The RSE is presented in this Report as a range, bounded by the low and high cost estimates shown in 
Table 6 of this chapter. The resulting RSE scores, in units of risk reduction per dollar, can be used to 
compare mitigations within a risk, as is shown for each risk in this Report.  

8.2 Risk Spend Efficiency Applied to This Risk    
SDG&E analysts used the general approach discussed in Section 8.1, above, in order to assess the RSE 
for the High Pressure Pipeline Incident risk.  The RAMP Approach chapter in this Report, provides a 
more detailed example of the calculation used by the Company.   

To calculate the RSE, SDG&E began with the six mitigations in its proposed plan: 

28 For purposes of this analysis, the risk event used is the reasonable worst case scenario, described in the Risk 
Information section of this chapter. 
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1. Maintenance
2. Qualifications of Pipeline Personnel (Training) 
3. Requirements for Corrosion Control 
4. Operations
5. Pipeline Integrity (TIMP) 
6. PSEP (Pressure Testing and Replacement) 
7. PSEP (Valve Automation and Replacement) 

SDG&E then analyzed and arranged these mitigations into common groupings that address similar 
drivers or consequences, for RSE analysis: 

(a) Transmission integrity (current controls) 
(b) PSEP (current controls) 
(c) Technical training (current controls) 
(d) Regulatory compliance activities (current controls) 

For the High-Pressure Pipeline Incident risk in particular, there were limited new or expanded activities 
in the proposed plan. Accordingly, only the four groups listed above, with no incremental mitigations, 
were analyzed. 

For each of the four mitigation groupings, SDG&E determined the preferred methodology for 
quantifying the RSE.  The primary assumption for the RSE for the High-Pressure Pipeline Incident risk 
was that performance would deteriorate in absence of the mitigation.  Data from the PHMSA and asset 
data, where applicable, was used to model the deterioration boundaries.  The appropriate data is selected 
based on the judgment of SMEs. 

Transmission Integrity
The modeling approach for transmission integrity programs was to find the level of possible 
performance deterioration if these programs did not exist, which would represent the baseline, inherent 
risk level.  It is assumed that should these programs were not to be funded, then performance would 
deteriorate to at best the pipeline failure incident rate of the worst state in the nation.  The term “at best” 
is used because even the worst-performing states are assumed to have some similar programs in place.   

The potential drivers associated with a high-pressure pipeline incident were corrosion and material 
failure of weld or pipe.  This was compared to the incident rate due to all causes to attain the residual 
risk multiplier, which is the ratio of future to current performance. 

Not all targeted assets will be remediated within the time period of interest.  To account for this, the 
residual risk multiplier will be adjusted proportionally to the proportion of remediated assets to all high 
pressure assets. 

The chart shown below contains the pipeline failure incident rates of all 50 states, in addition to SDG&E 
and the national average.  SDG&E is among the entries with zero incidents per million people per year, 
and the worst-performing state is Louisiana at 1.120 incidents per million people per year.  Using 
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SDG&E’s service population of 3.6 million people, the incident rates can be converted to an incident 
expectation, given by the following calculation: 

The average number of incidents per year from all causes for the same time period is 0.229 and the 
proportion of targeted miles being addressed is 42.9%.  Putting it all together, the residual risk multiplier 
is given by the following calculation: 

29  Expected Incidents per year for All Causes for SDG&E = Current Incidents per year per million people * 
Service population 
 = 0.0427 incidents per year per million people * 3.6 million people 
 = 0.2 incidents per year 
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Therefore, if the mitigation is not funded, the projected risk is 11.2 times the current residual risk. 

PSEP  

The RSE modeling approach for these programs is the same as that used for transmission integrity 
programs with a couple of slight differences.  The first difference was that a different set of incident 
drivers were used to establish the deteriorated performance level.  Potential drivers chosen as applicable 
to this category were: corrosion, material failure of weld or pipe, and equipment failure, and other.30

The second difference was that the national average was used rather than the worst state performance, to 
account for the fact that the benefit of this mitigation has a high chance of being duplicative with the 
other mitigations in place (e.g., compliance activities, TIMP).   

Using the same methodology as above, the residual risk multiplier for this category of projects is (0.7 / 
0.2) X (7.6%) = 0.3.  Therefore, if the mitigation is not funded, the projected risk is 0.3 times the current 
residual risk. 

Technical Training

The RSE modeling approach for these programs was the same as that used for transmission integrity 
programs with two exceptions.  The first exception was that a different set of incident drivers was used 
to establish the worst state’s performance.  Potential drivers chosen as applicable to this category were: 
incorrect operations.  The second exception was that there is no secondary adjustment for the percentage 
of targeted assets, but there was an adjustment for the fact that it takes some time for the effects of 
technical training to wear off. 

For this category of projects, the residual risk multiplier is (0.5 / 0.2) X (33.3%) = 1.2.  Therefore, if the 
mitigation is not funded, the projected risk is 1.2 times the current residual risk. 

Regulatory Compliance Activities

The RSE modeling approach for these programs was the same as that used for transmission integrity 
programs with two exceptions.  The first exception was that a different set of incident drivers was used 
to establish the worst state’s performance.  Potential drivers chosen as applicable to this category were: 
all causes with incorrect operations and natural and other forces excluded.  Further, the performance 
deterioration is impacted only slightly, as the funding is limited.  The second exception is that 100% of 
assets are targeted, so no secondary adjustment is necessary. 

30 The “other” potential drivers are derived from the PHMSA data base.  They were grouped into an “other” 
category because these entries do not have any obvious relationship to another. 
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Using the same methodology as above, the residual risk multiplier for this category of projects is (0.1 / 
0.2) X (100%) = 0.4.  Therefore, if the mitigation is not funded, the projected risk is 0.4 times the 
current residual risk. 

8.3 Risk Spend Efficiency Results 
Based on the foregoing analysis, SDG&E calculated the RSE ratio for each of the proposed mitigation 
groupings.  Following is the ranking of the mitigation groupings from the highest to the lowest 
efficiency, as indicated by the RSE number:    

1. Regulatory compliance activities (current controls) 
2. Transmission integrity (current controls) 
3. Technical training (current controls) 
4. PSEP (current controls) 

Figure 4 displays the range31 of RSEs for each of the SDG&E High Pressure Pipeline Incident risk 
mitigation groupings, arrayed in descending order.32  That is, the more efficient mitigations, in terms of 
risk reduction per spend, are on the left side of the chart.

31 Based on the low and high cost ranges provided in Table 6 of this chapter. 
32 It is important to note that the risk mitigation prioritization shown in this Report, is not comparable across other 
risks in this Report.    
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Figure 4: Risk Spend Efficiency 

9 Alternatives Analysis 

SDG&E considered alternatives when developing its proposed plan.  These alternatives, discussed 
below, were dismissed in favor of the proposed plan.   

9.1 Alternative 1 – Acceleration of TIMP 
SDG&E considered expanding TIMP-related work as an alternative into non-HCA.  However, this 
alternative was not selected due to the pending NPRM and in recognition that conflicts may arise with 
scheduling and resources.  SDG&E will continue to expand TIMP-related work into non-HCA as 
dictated by assessment results and overall system performance as part of Preventative and Mitigative 
measures.   

9.2 Alternative 2 – Acceleration of PSEP 
In addition, SDG&E considered increasing the pace of PSEP-related work.  Again, this would reduce the 
risk exposure more expeditiously, but would also require additional capital to accommodate the 
accelerated pace.  Similar to the TIMP alternative, the proposed PSEP pace is preferred because it 
balances affordability, risk reduction and financial constraints with available resources.  
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Executive Summary 
The Unmanned Aircraft System (UAS) Incident risk incident involves an employee, contractor, 
subcontractor, third party or parties, or external entities operating a UAS which results in damage to 
SDG&E infrastructure.  This is considered by SDG&E to be an emerging risk due to the relatively new 
and evolving technology.  To mitigate this risk in 2015, SDG&E’s baseline mitigation plan consisted of 
the following requirements and best practices: 

UAS Weight Limitations – SDG&E restricted the acquisition of any UAS with a weight in 
excess of 55 pounds to lessen the severity of an aircraft accident. 
Pilot in Command Experience and Training Requirements – Federal Aviation 
Administration (FAA) regulations required licensed recreational pilots to operate a commercial 
UAS.   
UAS Software and Hardware Checked Prior to Flight – SDG&E systematically checked 
UAS software and hardware for latest upgrades as a best practice. 
Flights Not Conducted Near Aircraft, People or Within Five Miles of an Airport Without 
Air Traffic Control Permission – SDG&E UAS maintained distance from the general public 
and private property, and suspended flight operations as safety measures. 
Compliance with state and Federal UAS Regulations – SDG&E monitored state and federal 
rules and regulations concerning UAS. 

These controls focus on safety-related impacts (i.e., Health, Safety, and Environment) per guidance 
provided by the Commission in Decision 16-08-018 as well as controls and mitigations that may address 
reliability.  The 2015 baseline mitigations will continue to be performed in the proposed plan.  In 
addition, SDG&E proposes to add new mitigations to further address the UAS Incident risk including: 

Develop and Implement a UAS Safety Management System – a systematic approach to 
managing safety to better capture, analyze, and understand performance information and flight 
data, leading to programmatic changes that prevent failures. 
Develop a UAS Training Program for SDG&E Employees – the policy and procedure 
foundation for SDG&E employees upon which all operations would be based. 
Develop Contractor Qualification, Oversight and Audit Program – a third-party assessment 
of SDG&E’s operational processes allowing external input into an otherwise internal workflow.   
Develop Flight Management Controls – fleet management software to monitor, track, and 
maintain aircraft data. 
Research Best Use Cases for Specific Systems as Technology Advances – the utilization of 
outside vendors and consultants to incorporate the latest opportunities for safety, efficiency, and 
efficacy into SDG&E’s UAS operations. 

The risk spend efficiency was developed for UAS Incident.  The risk spend efficiency is a new tool that 
was developed to attempt to quantify how the proposed mitigations will incrementally reduce risk.  For 
purpose of calculating the risk spend efficiency, SDG&E grouped the six proposed mitigations into one, 
aggregated mitigation: an effective UAS safety program.  SDG&E’s Subject Matter Experts determined 
that implementing the proposed aggregated mitigation would move the 2015 UAS Incident frequency 
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score from a 2 to a score of 1 on SDG&E’s 7X7 risk matrix.  Because Effective UAS Safety Program is 
the only proposed mitigation for purposes of calculating the risk spend efficiency, there is no relative 
ranking or risk prioritization for the risk of UAS Incident. 



   Page SDGE 11-3 
310073

Risk: Unmanned Aircraft System Incident 
1 Purpose
The purpose of this chapter is to present the mitigation plan of San Diego Gas & Electric Company 
(SDG&E or Company) for the risks associated with Unmanned Aircraft System (UAS) flight.  This is 
considered by SDG&E to be an emerging risk as the UAS technology is evolving.  SDG&E understands 
that any flight operation will have certain inherent hazards that must be evaluated for overall severity 
and likelihood.  SDG&E considers the risk of UAS Incident to be an incident involving an employee, 
contractor, or subcontractor operating a UAS which damages any SDG&E infrastructure (including 
electric transmission/distribution), causes injury and/or death, and/or causes a major outage in service.  
This risk is specific to UASs employed by or UAS flights in support of SDG&E’s operations.  Direct 
and indirect damage are also accounted for in these evaluations of risk, as they directly impact the cost 
accountancy of accidents or incidents associated with a UAS incident.1  While infrastructure damage, 
aircraft loss, and potential injury may be the most obvious risk to an operation, there are also associated 
indirect costs such as loss in reputation or public image for SDG&E or loss of internal support for this 
nascent UAS program.  

This risk is a product of SDG&E’s September 2015 annual risk registry assessment cycle.  Any events 
that occurred after that time were not considered in determining the 2015 risk assessment, in preparation 
for this Report.  Note that while 2015 is used a base year for mitigation planning, risk management has 
been occurring, successfully, for many years within the Company.  SDG&E and Southern California 
Gas Company (SoCalGas) (collectively, the utilities) take compliance and managing risks seriously, as 
can be seen by the number of actions taken to mitigate each risk.  This is the first time, however, that the 
utilities have presented a Risk Assessment Mitigation Phase (RAMP) Report, so it is important to 
consider the data presented in this plan in that context.  The baseline mitigations are determined based 
on the relative expenditures during 2015; however, the utilities do not currently track expenditures in 
this way, so the baseline amounts are the best effort of the utility to benchmark both capital and 
operations and maintenance (O&M) costs during that year.  The level of precision in process and 
outcomes is expected to evolve through work with the California Public Utilities Commission 
(Commission or CPUC) and other stakeholders over the next several General Rate Case (GRC) cycles. 

The Commission has ordered that RAMP be focused on safety related risks and mitigating those risks.2
In many risks, safety and reliability are inherently related and cannot be separated, and the mitigations 
reflect that fact.  Compliance with laws and regulations is also inherently tied to safety and the utilities 
take those activities very seriously.  In all cases, the 2015 baseline mitigations include activities and 
amounts necessary to comply with the laws in place at that time.  Laws rapidly evolve, however, so the 
RAMP baseline has not taken into account any new laws that have been passed since September 2015.  
Some proposed mitigations, however, do take into account those new laws.   

1 http://www2.worksafebc.com/Topics/YoungWorker/Resources-FocusReport2011.asp?reportID=36320.
2 Commission Decision (D.) 14-12-025 at p. 31. 
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The purpose of RAMP is not to request funding.  Any funding requests will be made in the GRC.  The 
forecasts for mitigation are not for funding purposes, but are rather to provide a range for the future 
GRC filing.  This range will be refined with supporting testimony in the GRC.  Although some risks 
have overlapping costs, the utilities have made efforts to identify those costs. 

The risk assessment provided herein focuses on the drivers or hazards and potential resulting events for 
which SDG&E is aware,3 and about which the leading regulatory and professional organizations that 
deal with UAS flight are most concerned.4  Hazards and events that are unknown to SDG&E are beyond 
the scope of this risk; however, SDG&E is making every effort to create a system by which new hazards 
can be identified quickly, moved upwards continuously, and evaluated through empowered employees 
and contractors, such that new risks will be captured and evaluated pro-actively.  Any and all actions 
that could result in a UAS incident as a result of an employee, contractor, subcontractor, third party or 
parties, or external entities, flying UAS in support of SDG&E missions, is within the scope of this risk.
Lastly, activities that mitigate a UAS coming into contact with SDG&E’s electrical equipment are being 
addressed as part of the Risk Assessment Mitigation Phase (RAMP) risk of Electric Infrastructure 
Integrity.  Likewise, mitigation activities concerning potential acts of terrorism and other security-
related items are being addressed in the RAMP risk of Public Safety Events – Electric.

2 Background  

SDG&E’s Aviation Services Department (ASD) supports electric transmission, electric distribution, and 
gas operations with manned and unmanned aircraft.  Manned operations are primarily flown with rotary 
wing aircraft and include:  scheduled powerline patrols, fault patrols, infrared camera patrols, vegetation 
management surveys, external load work, LiDAR5 data collections, and aerial assessments.  In addition, 
ASD provides an air-rescue capability to structures and areas that are accessible by helicopter only, and 
in close proximity to powerlines.  Unmanned operations include pole-top and structure integrity 
assessments, environmental and sensitive area surveys, LiDAR data collection, and post storm or fire 
damage assessments. 

3 Risk Information 

As stated in the testimony of Jorge M. DaSilva in the Safety Model Assessment Proceeding (S-MAP) 
Application (A.) 15-05-002, “SDG&E is moving towards a more structured approach to classifying risks 
and mitigations through the development of its new risk taxonomy.  The purpose of the risk taxonomy is 
to define a rational, logical and common framework that can be used to understand analyze and 
categorize risks.”6  The Enterprise Risk Management (ERM) process and lexicon that SDG&E has put in 

3 SDG&E Aviation Services Department. SDG&E Draft Aircraft Operations Manual, Draft Version 1. June 2016.  
4 14 Code of Federal Regulations (CFR) Part 107 (NPRM Operation and Certification of Small Unmanned 
Aircraft Systems). https://www.faa.gov/regulations_policies/rulemaking/recently_published/media/2120-
AJ60_NPRM_2-15-2015_joint_signature.pdf.
5 LiDAR stands for Light Detection and Ranging.  According to https://www.LiDARusa.com, it is “used to detect 
and measure the distance of an object or surface from an optical source.” 
6 A.15-05-002, filed May 1, 2015, at p. JMD-7. 
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place was built on the internationally-accepted IS0 31000 risk management standard. In the application 
and evolution of this process, the Company is committed to increasing the use of quantification within 
its evaluation and prioritization of risks.7  This includes identifying leading indicators of risk.  Sections 3 
– 9 of this plan describe the key outputs of the ERM process and resultant risk mitigations.    

In accordance with the ERM process, this section describes the risk classification, possible drivers and 
potential consequences of the Aviation Incident risk.

3.1 Risk Classification 
Consistent with the taxonomy presented by SDG&E and SoCalGas in A.15-05-002, SDG&E classifies 
this risk as an electric, operational risk as shown in Table 1.

Table 1: Risk Classification per Taxonomy 

Risk Type Asset/Function
Category

Asset/Function Type 

OPERATIONAL ELECTRIC TRANSMISSION/DISTRIBUTION/SUBSTATION

3.2 Potential Drivers8

When performing the risk assessment for UAS Incident, SDG&E identified, categorized, and evaluated 
potential leading indicators, referred to as drivers.  The term “drivers” is consistent with the risk lexicon 
approved by the California Public Utilities Commission in the S-MAP Decision, Decision (D.) 16-08-
018.  However, in accordance with industry best practices within the aviation industry, such “drivers” 
are referred to as hazards.9  It should be recognized that SDG&E does not believe incidents or accidents 
are caused by a single failure, but often are the culmination of both active errors and latent conditions 
aligning to create an incident or accident.10  SDG&E identified the following drivers that could lead to 
an incident or accident event. 

Active Errors – An error can occur due to someone not doing something correctly, or in 
accordance with procedure or policies, even when the intent is to act in accordance with policy 
or procedure. The drivers that fall into this category are: 

o Pilot error/inexperience 
o Inadequate pre-flight risk assessment 

7 Testimony of Diana Day, Risk Management and Policy (SDG&E-02), submitted on November 14, 2014 in 
A.14-11-003. 
8 An indication that a risk could occur.  It does not reflect actual or threatened conditions. 
9 International Civil Aviation Organization. Doc. 9859 Safety Management Manual (SMM). 2013.  
http://www.icao.int/safety/SafetyManagement/Documents/Doc.9859.3rd%20Edition.alltext.en.pdf.
10 Civil Aviation Safety Authority of Australia. SMS for Aviation—A Practical Guide. 2nd Edition. 2014 Pg14 
https://www.casa.gov.au/sites/g/files/net351/f/_assets/main/sms/download/2014-sms-book1-safety-management-
system-basics.pdf.   
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o Field error/inexperience 
o Intrusion into incorrect airspace 
o Improper software install 
o Disgruntled individual or terrorist attack 
o Malicious third-party software 

Latent Conditions – A failure of programs/procedures intended to maintain safe flight or 
operation, yet creates conditions that lead directly to failure. Often these lead to non-regulation 
“workarounds” or “shortcuts” that can create unsafe environments, and in which active errors 
create incidents.  The drivers that fall into this category are: 

o Incorrect policy or procedure 
o Lack of oversight, complacency 
o Normalization of deviance 
o Inclement Weather (Winds, Rain) 

Hardware Failure (Asset Failure, IT Failure) – A failure of the hardware from any elements 
in the UAS that contributes to normal flight operations.  The drivers that fall into this category 
are:

o Aircraft or other equipment failure 
o Improper software install 
o Malicious third-party software 
o GPS lock failure or software malfunction 
o Radio interference with the vehicle 

Table 2 maps the specific drivers of UAS Incident to SDG&E’s risk taxonomy. 

Table 2: Risk Drivers 

Driver Category UAS Incident Driver(s) 

Asset Failure Aircraft or other equipment failure 

Asset-Related 
Information Technology 
Failure 

Improper software install 
Malicious third-party software 
GPS lock failure or software malfunction 

Employee Incident 

Pilot error/inexperience 
Inadequate pre-flight risk assessment 
Field error/inexperience 
Intrusion into incorrect airspace 
Improper software install 
Incorrect policy or procedure 
Lack of oversight, complacency 
Normalization of deviance 
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Contractor Incident 

Pilot error/inexperience 
Inadequate pre-flight risk assessment 
Field error/inexperience 
Intrusion into incorrect airspace 
Improper software install 
Incorrect policy or procedure 
Lack of oversight, complacency 
Normalization of deviance 

Public Incident 

Disgruntled individual or terrorist attack 
Malicious third-party software 
Pilot error/inexperience 
Inadequate pre-flight risk assessment 
Field error/inexperience 
Intrusion into incorrect airspace 

Force of Nature Radio interference with the vehicle 
Inclement Weather (Winds, Rain) 

Failure rates in the Unmanned Aircraft industry are relatively unknown; however, there are extensive 
similarities between manned and unmanned failure rates with respect to pilot error and systematic 
failures in procedures and policies.  Given the “new” nature of the hardware and software, as well as the 
continued failures in organizational management for UAS operations, SDG&E assumed risks associated 
with failures in communication (pilot error), degradation of situational awareness (pilot error) and 
improper risk-assessment (pilot error), will continue to attribute to over 90% of all incidents or 
accidents.11  By understanding that human error (pilot error) is the leading cause of a large majority of 
all aviation accidents and incidents, SDG&E’s prime mitigation strategy likewise addresses these 
failures.   

Exemptions should also be made to understand that, in lieu of airworthiness certification, hardware and 
software failures may be more common in UAS than manned aircraft.  

3.3 Potential Consequences 
The above drivers/hazards exist in all aviation oriented operations, and it is up to employees/contractors 
to develop proper mitigation strategies to eliminate incidents or accidents.  The “Swiss-Cheese Model” 
of Aircraft Accident Causation illustrates that many layers of defense can be instituted to prevent these 
hazards from manifesting incidents or accidents.  This model of accident causation and mitigation can be 
seen in Figure 1 below.  The model, widely accepted as industry best practice in the aviation industry, is 
the foundation for a robust Safety Management System.  It provides that “although many layers of 
defense lie between hazards and accidents, there are flaws in each layer that, if aligned, can allow 

11 Hansen, Frederick. Human Error: A Concept Analysis. Journal of Air Transportation. Pg 2  
http://ntrs.nasa.gov/archive/nasa/casi.ntrs.nasa.gov/20070022530.pdf.
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accidents to occur.” The overall system produces failures when a hole in each slice (a slice representing 
mitigation attempts such as policies, procedures, IT security, training, redundant systems, etc.) 
momentarily aligns, permitting “a trajectory of accident opportunity.”  When multiple layers of the 
mitigation fail, the incident or opportunity for accident can manifest an accident.12

The goal is to identify these gaps in mitigations, before they manifest accidents, proactively through 
hazard (driver) identification, documentation, and education.  Understanding that latent conditions often 
lead to active errors, it is important to create policies and procedures that evaluate and monitor all 
aspects of the operation for appropriateness.  Monitoring incidents of pilot error and ensuring proper 
training is driven by these problems, helps fill these “holes” in the various mitigation layers, and 
therefore protects against catastrophic accidents. 

Figure 1: Swiss Cheese Model of Hazards and Losses 

Conversely, if proper mitigations are not in place to reduce the likelihood of an event occurring, or the 
severity of the event is not diminished to a satisfactory result, then the following potential consequences, 
in a reasonable worst case scenario, could include: 

Employee, customer, or non-involved public fatalities. 
SDG&E infrastructure damage leading to service interruption and outage. 
Minimal property damage to non-involved public. 
Operations disruption and/or loss of reputation. 
Violation of regulatory approval and investigation/audit by federal regulators or law 
enforcement. 
Costs associated with litigation or policy/procedural changes. 

12 Daryl Raymond Smith; David Frazier; L W Reithmaier & James C Miller (2001). Controlling Pilot Error. 
McGraw-Hill Professional. p. 10. ISBN 0071373187. 
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These potential consequences were used in the scoring of UAS Incident that occurred during the 
SDG&E’s 2015 risk registry process.  See Section 4 for more detail.   

3.4 Risk Bow Tie 
The Risk “bow tie,” shown below, is a commonly-used tool for risk analysis that shows the relationship 
between hazard conditions and the potential result if an event were to occur.  The left side of the bow tie 
illustrates potential drivers/hazards that lead to a risk event and the right side shows the potential 
consequences of a risk event.  SDG&E applied this framework to identify and summarize the 
information provided above. 

Figure 2: Risk Bow Tie 

4 Risk Score 

The SDG&E and SoCalGas ERM organization facilitated the 2015 risk registry process, which resulted 
in the inclusion of UAS Incident as one of the enterprise risks.  During the development of the risk 
register, subject matter experts from SDG&E’s Electric Distribution Operations department assigned a 
score to this risk, based on empirical data to the extent it is available and/or using their expertise, 
following the process outlined in this section.   

The resulting risk score was calculated in the interest of providing acceptable knowledge for mitigation 
strategies, prior to any incident or accident and in accordance with ASTM F-38 Draft Best Practices in 
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Operational Risk Assessment WK49619.13  This best approach for risk scoring is to analyze the severity 
of the potential outcome of a hazardous event, and the likelihood of that event occurring.  This is 
calculated using both qualitative and quantitative methods using subject matter expertise, failure rates, 
and studies conducted in support of operations.  Unfortunately, a lack of information is pervasive 
throughout the UAS industry, as is any cutting edge, new technology.  Therefore, security and safety 
practices that may be more burdensome than necessary are required in the short-term.  As operations 
become more standard, the known risks will be better understood and mitigation strategies may be less 
required.  The risk score presented is based on a worst reasonable case scenario as identified by the 
Federal Aviation Administration (FAA), International Civil Aviation Organization (ICAO), and other 
stakeholders. 

4.1 Risk Scenario – Reasonable Worst Case 
There are many possible ways in which an UAS incident can occur.  For purposes of scoring this risk, 
subject matter experts used a reasonable worst case scenario to assess the impact and frequency.  The 
scenario represented a hypothetical situation that could happen, within a reasonable timeframe, and lead 
to a relatively significant adverse outcome.  These types of scenarios are sometimes referred to as low 
frequency, high consequence events.  The subject matter experts selected a reasonable worst case 
scenario to develop a risk score for UAS Incident:

A UAS incident by contractors or internal employees from a collision with infrastructure, 
manned aircraft, or personnel on the ground that damages the electric transmission/distribution 
system, and/or causes a significant incident resulting in an employee and/or customer injury 
and/or death, and/or causes a major outage. 

Note that the following narrative and scores are based on this scenario; they do not address all 
consequences that can happen if the risk occurs. 

4.2 2015 Risk Assessment 
Using this scenario, subject matter experts then evaluated the frequency of occurrence and potential 
impact of the risk using SDG&E’s 7X7 Risk Evaluation Framework (REF).  The framework (also called 
a matrix) includes criteria to assess levels of impact ranging from Insignificant to Catastrophic and 
levels of frequency ranging from Remote to Common.  The 7X7 framework includes one or more 
criteria to distinguish one level from another.  The Commission adopted the REF as a valid method to 
assess risks for purposes of this RAMP.14   Using the levels defined in the REF, the subject matter 
experts applied empirical data to the extent it is available and/or their expertise to determine a score for 
each of four residual impact areas and the frequency of occurrence of the risk.   

13 ASTM International is an international standards organization that develops and publishes voluntary consensus 
technical standards for a wide range of materials, products, systems, and services. Based in the United States, it is 
the leading industry standards for UAS operations and airworthiness standards available. This standard in 
particular is under review for final publication. Industry best Practices are noted in the accompanying Advisory 
Circular for 14 CFR Part 107’s accompanying Advisory Circular (AC 107-2) Pg. 72.  
14 D.16-08-018 Ordering Paragraph 9. 
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Table 3 provides a summary of the UAS Incident risk score in 2015.  This risk has a score of 4 or above 
in the Health, Safety, and Environmental impact area and, therefore, was included in the RAMP.  These 
are residual scores because they reflect the risk remaining after existing controls are in place.  For 
additional information regarding the REF, please refer to the RAMP Risk Management Framework 
chapter within this Report. 

Table 3: Risk Score 

Residual Impact Residual
Frequency

Residual
Risk 
Score

Health, Safety, 
Environmental

(40%) 

Operational & 
Reliability 

(20%) 

Regulatory,
Legal,

Compliance 
(20%) 

Financial

(20%) 
6 4 3 4 2 7,380 

In addition to the risk assessment performed as part of the ERM risk registry process, a risk assessment 
was also conducted for the UAS Incident risk in accordance with recently published AC 107-2 by the 
FAA, which denotes appropriate severity and likelihood criteria for UAS.15  This alternative risk 
assessment produced comparable results to that of SDG&E’s ERM risk evaluation; thereby validating 
the results of both.  The results of the industry best practices/FAA guidance assessment determined that 
some of the baseline mitigations should be adapted.16  Largely, this is due to the catastrophic nature of 
an accident leading to one or more fatalities.  Only collisions between manned and unmanned aircraft 
have been document accurately in the military, and in those cases damage was incurred, but no loss of 
life.  Overall, a comprehensive risk analysis was completed for SDG&E’s UAS Incident risk.

4.3 Explanation of Health, Safety, and Environmental Score
Based on the scenario of a UAS incident which damages any SDG&E infrastructure (including electric 
transmission/distribution), causes injury and/or death, and/or causes a major outage in service, it is 
anticipated that such an incident could result in a few fatalities and/or life threatening injuries to those in 
the air and on the ground.  Many mid-air collisions between manned aircraft have resulted in complete 
losses of aircraft, both rotor and fixed-wing.  Likewise, complete loss of aircraft has been well 
documented when manned aircraft ingest medium to large sized birds (roughly the same weight category 

15 US Department of Transportation, Federal Aviation Administration. Advisory Circular 107-2. Small Unmanned 
Aircraft Systems. June, 21 2016. Pg. 42  http://www.faa.gov/uas/media/AC_107-2_AFS-1_Signed.pdf.
16 It is the belief of the SME involved with risk mitigation for UAS activities that all “yellow” outcomes (as noted 
in Table 6) should be considered to require mitigations, at least at the policy and procedure level. Any efforts 
made to diminish the severity or likelihood of either “catastrophic” or “frequent” should be considered, which is 
in line with FAA recommendations in AC 107-2 Pg A-5 and A-6. This recommendation is backed up by FAA 
recommendations in AC 107-2. 
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as the UAS in use by SDG&E) into engines.17  UAS often resemble the size, shape, and density of 
medium sized birds, and the long-term study is still being undertaken through academic and industry 
partnerships.18  These accidents are the main focus of safety requirements taken into consideration by 
SDG&E in motivating mitigations related to the reasonable worst case scenario.  These are also the main 
justifications for new regulations, as yet unpublished, by the FAA to enable safe use for commercial 
operations, while limiting proliferation in an unsafe manner.  

Accordingly, SDG&E scored the severity of the UAS incident risk a 6 (severe) in the Health, Safety, and 
Environmental impact area, because of its potential for loss of life.  A 7 (catastrophic), resulting in many 
fatalities, did not seem reasonable because SDG&E assumed that the multi-passenger plane would be 
small in nature, rather than a commercial aircraft that holds hundreds of passengers.

4.4 Explanation of Other Impact Scores
 In addition to the Health, Safety and Environmental impacts, based on the selected reasonable worst 
case scenario, SDG&E also analyzed the following consequences of a UAS incident or accident: 

Operational and Reliability:  If the aircraft were to strike power support structures, individuals 
on the ground, or other important infrastructure, then operational reliability and consistency may 
be interrupted.  The severity would be centralized in location.  The only major impact would be 
to the UAS program at SDG&E, which would be grounded indefinitely until a full investigation 
by NTSB, FAA, and SDG&E could be concluded.  Therefore, a score of 4 (major) was provided, 
given that such an incident could result in more than 10,000 customers being affected, impacts to 
a single critical location, or disruption of service greater than one day.
Regulatory, Legal, and Compliance:  UAS Incident was scored at a 3 (moderate), as it was 
determined using empirical data to the extent it is available and/or subject matter expertise that 
there would be moderate regulatory consequences with respect to an UAS accident which has 
failed operationally and led to a mid-air collision.  The legal issues associated with this risk 
scenario would primarily focus on civil lawsuits, and operational violations that led to a collision 
with the manned aircraft.  Indirect costs of such a collision would be very high, and are difficult 
to ascertain ahead of time.
Financial: UAS incident or accident in this risk scenario would likely be moderate to high, but 
not “very high,” and therefore rated as 4 (major), which is defined in SDG&E’s 7X7 matrix as 
between $10 to $100 million.  Largely the costs would be potential litigation, costs associated 
with remediation and potential upgrades to the UAS program, training programs, and potential 
policy/procedure changes.  Wrongful death suits, liability, etc. are often results of aviation 
accidents.19  The overall costs would largely be a function of the type of aircraft lost as it will 

17 Donahue, Pete. How Often do Birds Cause Plane Crashes? January 16, 2009. 
http://www.nydailynews.com/new-york/birds-plane-crashes-article-1.361189.
18 https://polytechnic.k-state.edu/aviation/uas/research.html. 
19 Scuffham, P.; Chalmers, D.; O’Hare, D.; Wilson, E.; Direct and indirect Cost of General Aviation Crashes. 
Aviation Space Environment Medicine. September 2002 Pg. 851-858 
http://www.ncbi.nlm.nih.gov/pubmed/12234034. 
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define the number of passengers.  As SDG&E operations do not come in contact with large 
passenger jets, the fatalities are most likely to be between 1 – 4 passengers. 

4.5 Explanation of Frequency Score 
With relation to the frequency of such an event occurring, there have been no documented cases of a 
UAS striking a manned aircraft in the non-military sector.  The only military mid-air collisions led to 
significant damage to the manned aircraft, and no injuries or loss to passengers, or crew.  While the 
aircraft may enter into an uncontrollable situation due to communications interference, software bugs, or 
battery misuse, onboard technologies such as “Return to Home” and Low Battery warnings already 
provide some risk mitigation.  However, given that the use of UAS are increasing, the risk of a UAS-
related incident occurring is also increasing.  Given this, SDG&E scored this risk a 2 (rare), estimated to 
occur once every 30-100 years.

5 Baseline Risk Mitigation Plan20

As stated above, this risk involves an employee, contractor, subcontractor, third party or parties, or 
external entities, operating a UAS which results in damage to SDG&E infrastructure.  The 2015 baseline 
mitigations discussed below includes the current evolution of the utilities’ risk management of this risk.  
The baseline mitigations include the amount to comply with laws that were in effect at that time.   

In 2015, SDG&E was in the early stages of its UAS operations and risk mitigation, especially given that 
this is relatively new and emerging technology.  The 2015 controls were primarily in a research and 
development stage, and had not been formalized.  Many of the 2015 mitigations relied on industry best 
practices.  Since then, as of January 1, 2016, the ASD department took responsibility of SDG&E’s UAS 
operations and developed formal mitigation activities, discussed in Section 6.  Each of the mitigation 
activities in place in 2015 are described below.  The controls were implemented to improve or maintain 
safety by enacting policies or procedures that reduce the likelihood of an event occurring.

These controls focus on safety-related impacts21 (i.e., Health, Safety, and Environment) per guidance 
provided by the Commission in D.16-08-01822 as well as controls and mitigations that may address 
reliability.23  Accordingly, the controls and mitigations described in Sections 5 and 6 address safety-
related impacts primarily.  Note that the controls and mitigations in the baseline and proposed plans are 
intended to address various UAS-related events, not just the scenario used for purposes of risk scoring. 

20 As of 2015, which is the base year for purposes of this Report. 
21 The Baseline and Proposed Risk Mitigation Plans may include mandated, compliance-driven mitigations. 
22 D.16-08-018 at p. 146 states “Overall, the utility should show how it will use its expertise and budget to 
improve its safety record” and the goal is to “make California safer by identifying the mitigations that can 
optimize safety.”     
23 Reliability typically has an impact on safety.  Accordingly, it is difficult to separate reliability and safety. 
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1. UAS Weight Limitations  

SDG&E restricted the acquisition of any UAS with a weight in excess of 55 pounds to lessen the 
severity of an aircraft accident.  Additionally, flight operations in populated areas were restricted to 
micro UAS only.  This is a requirement of 14 CFR Part 107.      

2. Pilot in Command (PIC) Experience and Training Requirements 

FAA regulations mandated PICs to have been licensed recreational pilots in order to operate a 
commercial UAS.  An FAA licensed pilot has a certain level of aeronautical knowledge, experience, and 
demonstrated competency that increased the level of safety when operating UASs.

3. UAS Software and Hardware Checked Prior to Flight 

For this best practice, SDG&E systematically checked UAS software and hardware for latest upgrades 
to check the reliability of equipment.  

4. Flights Not Conducted Near Aircraft, People or Within Five Miles of an Airport Without Air 
Traffic Control (ATC) Permission 

SDG&E UAS maintained 500 feet from the general public and private property, and suspended flight 
operations whenever manned aircraft entered within the vicinity of the flight area in accordance with 14 
CFR part 107.  Additionally, missions within controlled airspace were de-conflicted with local ATC to 
avoid possible mid-air collisions with manned aircraft.   

5. Complied with State and Federal UAS Regulations 

SDG&E monitored state and federal rules and regulations concerning UAS and proactively provided 
guidance to protect Company assets.

While the current level of risk is managed through regulatory compliance, informal training, and 
hardware management by ASD supervision and approvals, operations continue to expand, improve, and 
the complexities develop along with it.  Therefore, the following characteristics and needs are clear:

The inherent level of the identified risk is minimal due to the current size of operations, and the 
extremely low likelihood of a catastrophic event.
The risk associated with less severe events occurring – such as a collision with a transmission 
wire or person on the ground, damaging the system or injuring a person – may be much higher 
than a catastrophic event and, therefore, continued development of training, codifications, 
oversight, and hardware must be more defined. 
The likelihood of less severe, but still costly, events occurring is quite high as UAS tend to fail at 
a much higher rate than manned aviation, due to a lack of airworthiness certification, immaturity 
in the designs and testing of components, and a lack of direct oversight in the materials and 
production of systems.  As such, SDG&E is proposing (as described in the subsequent section) to 
implement a Safety Management System (SMS).  Performance information and flight data will 



   Page SDGE 11-15 
310073

be better captured, analyzed, and understood, leading to programmatic changes that prevent 
failures.  
SMEs have been brought in from industries where leaders in the field of Operational Risk 
Assessment and Mitigation continue to examine operational examples and provide insight to 
overall risk exposure.  Their insight will go directly to the development of mitigations codified in 
future SMS, AOM, and Training manuals.  This is an ongoing effort, and one that requires 
continuous application in support of third-party input, audit, and inspection.

Input to the evaluation of baseline risk include industry wide reports on incident and accident data, best 
practices as published by the ASTM Industry Consensus Groups on AOM development, Batteries, 
Flight Operations, and Expertise, as developed at the University of Southern California Aviation Safety 
& Security Program.  

Through maintaining operational oversight in the early project development of UAS operations, and 
creating training programs that are rooted in first-hand experience, safety protocols developed through 
lessons learned in manned and unmanned aviation, and codifying best practices from throughout the 
industry, SDG&E can integrate UAS operations into all facets of SDG&E’s mission safely.  However, 
as these operations become more complex, diverse, and integrated, SDG&E will need to enhance the 
current operational support structure with a systematic safety approach (Safety Managements Systems), 
continued effort to promote cutting-edge technology adoption, and an increased use of experienced 
contractors for missions of greater complexity.

6 Proposed Risk Mitigation Plan 

The 2015 baseline mitigations outlined in Section 5 will continue to be performed in the proposed plan, 
in most cases, to maintain the current residual risk level.  In addition, SDG&E proposes new mitigations 
to further address the risk of UAS Incident.  The baseline controls were focused on compliance with 
federal and state mandates and are now addressed through the UAS SMS and UAS Training Program for 
SDG&E Employees discussed below.  The proposed plan focuses on codifying policies, procedures, and 
plans for the UAS program to continue to scale and operate in support of SDG&E activities.

The benefits associated with SDG&E’s proposed plan are many in applying, implementing, and 
evolving the operational framework envisioned for the UAS program.  By adopting industry best 
practices that touch upon SMS, Crew Resource Management (CRM), and more advanced flight 
management controls, SDG&E will eliminate the communication errors involved with the majority of 
aviation accidents.24  It remains difficult to quantify accident rates in the aviation industry, however 
unmanned aircraft are prone to very specific incident drivers (hazards), including airworthiness or 
maintenance problems, situational-awareness reduction, human error due to lack of training or 

24 Wiegmann, D. et. Al; Federal Aviation Administration. Human Error and General Aviation Accidents: A 
Comprehensive, Fine-Grained Analysis using HFACS. December 2005.  
https://www.faa.gov/data_research/research/med_humanfacs/oamtechreports/2000s/media/0524.pdf. 
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environmental knowledge, and problems of non-detailed communications.  By adopting the measures 
above – especially in the codification of manuals, implementation of a robust SMS that captures 
hazards, analyzes them for risk, and mitigates risk before they become accidents – safety and security of 
the UAS program, and its tangential operations, will follow.  The proposed activities, along with updates 
about other controls, are described in detail below. 

1. UAS SMS

Developing a robust SMS program enables the support and expansion of UAS activity throughout 
SDG&E strategic operations.  The FAA has identified SMS as the main enabling operational approach 
to aviation operations that provides succinct and successful operations.  Without expanding the 
implementation of UAS operations through the incorporation of data processing, fleet management, and 
operational training for any and all operations, those operations will not realize the dramatic increase in 
safety.

According to subject matter experts, Safety Management Systems is the future of Unmanned Aircraft 
operations, and will likely be required by 2017 by the International Civil Aviation Organization, which 
FAA is required to follow.25  SDG&E will be positioned to avoid the risk of costly program overhaul 
when the proposed requirement becomes reality; it will avoid the need to change the procedures in place 
that often lead to residual and unidentified risk. 

Among the required mitigations are pre-flight checklists, some form of management of flight operations 
and notice to the public, and a need to operate within the boundaries of regulatory approvals.  Without 
clear procedures and policies, SDG&E will not be able to entrust flight operations to contractors and, 
therefore, cannot fulfill its obligations.  

2. UAS Training Program for SDG&E Employees 

Training and operational codifications provide the policy and procedure foundation upon which all 
operations must be based. It is estimated the training will require constant development in the early and 
middle phases of program development.  The training program consists of an initial training manual for 
internal use of pilot development, continued training costs for currency and performance development, 
and case-by-case skills performance development.  Training is the core element of the fourth pillar 
(Safety Promotion) of SMS, and therefore required in an on-going programmatic methodology that goes 
beyond that required by other operational core competencies of SDG&E.

25 Wolf, Harrison. AUVSI Presentation 2016 by Randy Willis, FAA ICAO Board Member. May 2016.  
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3. Contractor Qualification, Oversight and Audit Program 

Auditing and third-party oversight and qualification is another portion of the Safety Assurance function 
within SMS, and is directly related to acquiring feedback and unbiased assessment of any aviation 
operation.  As UAS operations are relatively new, getting unbiased assessment of the operational 
processes is vitally important and allows external input into an otherwise internal workflow.  The FAA 
and ICAO have identified auditing and third-party inspection as a vital element of a healthy aviation 
organization.  Audits require bringing in external companies for three to four days at a time to examine 
documentation of policies and procedures, data acquisition, and witness operations both announced and 
unannounced.  The Wyvern Exact certification,26 Argus Prism certification,27 and IS-BAO IBAC 
standard certification,28 are all examples of possible certification of SMS that will provide insight, 
approval, and recognition, enabling UAS operations for SDG&E.

4. Flight Management Controls  

As the use of UAS continue to grow within the SDG&E mission portfolio, and as a greater number of 
operations are approved and executed via contractors or internal pilots, fleet management software and 
support must be included to monitor, track, and maintain aircraft data.  These systems come in a variety 
of software suites, and though the particular software and hardware platforms to use have not been 
selected, they cost about the same and their continued use is conducted on an enterprise cost structure 
that requires implantation and training.  These fleet management software suites contribute to both the 
Safety Promotion and Safety Assurance capabilities of the program, and drive hazard identification, 
documentation, and policy development.  

5. Research Best Use Cases for Specific Systems  

Technology is rapidly changing and bringing in outside vendors and consultants is an important 
approach to ensuring that SDG&E includes the latest opportunities for safety, efficiency, and efficacy in 
its operations.  Likewise, SDG&E identified participation in industry conferences and industry 
discussion groups – often hosted in Colorado, Northern California, Texas, and other areas – to help 
support SDG&E safety and technological applications for UAS.

7 Summary of Mitigations

4 summarizes the 2015 baseline risk mitigation plan, the risk driver(s) and control addresses, and the 
2015 baseline costs for UAS Incident.  While control or mitigation activities may address both risk 

26 https://www.wyvernltd.com/exact-categories-
infographic?__hssc=161114082.1.1475544766902&__hstc=161114082.f703e3685ccc957d60cc6d1de3a7ddd2.14
75544766901.1475544766901.1475544766901.1&__hsfp=3477367523&hsCtaTracking=a0394b45-4984-4813-
967a-32018365d36b%7C309c70ee-e94b-4f22-81bb-a253fb14e06b. 
27 https://www.aviationresearch.com/PRISM2.aspx. 
28 https://www.nbaa.org/admin/sms/is-bao/. 
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drivers and consequences, risk drivers link directly to the likelihood that a risk event will occur.  Thus, 
risk drivers are specifically highlighted in the summary tables.  

SDG&E does not account for and track costs by activity, but rather by cost center and capital budget 
code.  So, the costs shown in Table 4 were estimated using assumptions provided by SMEs and 
available accounting data.

It should be noted that there were no recorded costs associated with these baseline activities in 2015 due 
to the emerging aspect of the controls.  As the mitigation efforts and SDG&E’s UAS program improves 
and evolves, as outlined in the subsequent section describing SDG&E’s proposed plan, costs associated 
with such activities will be realized.   
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Table 4: 2015 Risk Mitigation Plan Overview 
(Direct 2015 $000)29

ID Control Risk Drivers 
Addressed Capital30 O&M Control

Total31
GRC

Total32

1 UAS Weight 
Limitations* 

Deconfliction, 
knowledge of all 
missions by ASD 
dispatch 
Limited 
operational
approvals

n/a n/a $0 $0

2 Pilot in Command 
Experience and 
Training
Requirements* 

Pilot Error 
Hardware
Malfunction 
Training
Problems  

n/a n/a 0 0

3 UAS Software and 
Hardware Checked 
Prior to Flight 

Hardware
Malfunction 
Communication
Issues
Human error  

n/a n/a 0 0

4 Flights Not 
Conducted Near 
Aircraft or People or 
Within Five Miles 
of an Airport 
Without Air Traffic 
Control Permission* 

Midair Collision 
Activity of 
aircraft in vicinity 

n/a n/a 0 0

29 The figures provided in Tables 4 and 5 are direct charges and do not include Company overhead loaders, with 
the exception of vacation and sick.  The costs are also in 2015 dollars and have not been escalated to 2016 
amounts. 
30 Pursuant to D.14-12-025 and D.16-08-018, the Company is providing the “baseline” costs associated with the 
current controls, which include the 2015 capital amounts.  The 2015 mitigation capital amounts are for illustrative 
purposes only.  Because projects generally span several years, considering only one year of capital may not 
represent the entire mitigation. 
31 The Control Total column includes GRC items as well as any applicable non-GRC jurisdictional items.  Non-
GRC items may include those addressed in separate regulatory filings or under the jurisdiction of the Federal 
Energy Regulatory Commission (FERC). 
32 The GRC Total column shows costs typically presented in a GRC. 
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ID Control Risk Drivers 
Addressed Capital30 O&M Control

Total31
GRC

Total32

5 Complied with State 
and Federal UAS 
Regulations*

Communication
Issues
Situational
Awareness
Human Error 

n/a n/a 0 0

TOTAL COST $0 $0 $0 $0

* Includes one or more mandated activities

Table 5 summarizes SDG&E’s proposed mitigation plan, associated projected ranges of estimated O&M 
expenses for 2019, and projected ranges of estimated capital costs for the years 2017-2019.  It is 
important to note that SDG&E is identifying potential ranges of costs in this plan, and is not requesting 
funding approval.  SDG&E will request approval of funding in its next GRC.  There are non-CPUC 
jurisdictional mitigation activities addressed in RAMP; the costs associated with these will not be 
carried over to the GRC.  As set forth in Table 5 the utilities are using a 2019 forecast provided in ranges 
based on 2015 dollars. 
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Table 5: Proposed Risk Mitigation Plan Overview33

(Direct 2015 $000) 

ID Mitigation Risk Drivers 
Addressed

2017-2019
Capital34

2019 
O&M 

Mitigation
Total35

GRC
Total36

1 UAS SMS Pilot
Error/Inexperience
Inadequate Pre-
Flight Risk 
Assessment 
Field
Error/Inexperience
Intrusion Into 
Incorrect Airspace 
Improper Software 
Install
Malicious Third 
Party Software  

n/a $50 - 80 $50 - 80 $50 – 80 

2 UAS Training 
Program for 
SDG&E
Employees 

Pilot
Error/Inexperience
Inadequate pre-
flight risk 
assessment 
Field
Error/Inexperience
Improper Software 
Install

n/a 16 - 23 16 - 23 16 - 23 

3 Contractor
Qualification,
Oversight and 
Audit
Program

Pilot
Error/Inexperience
Inadequate Pre-
Flight Risk 
Assessment 
Field
Error/Inexperience
Intrusion Into 
Incorrect Airspace 

n/a 20 - 30 20 - 30 20 - 30 

33 Ranges of costs rounded to the nearest $10,000. 
34 The capital presented is the sum of the years 2017, 2018, and 2019 or a three-year total.  Years 2017, 2018 and 
2019 are the forecast years for SDG&E’s Test Year 2019 GRC Application.   
35 The Mitigation Total column includes GRC items as well as any applicable non-GRC items. 
36 The GRC Total column shows costs typically represented in a GRC. 
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4 Flight
Management 
Controls

Intrusion Into 
Incorrect Airspace 

n/a 9 - 13 9 - 13 9 - 13 

5 Research Best 
Use Cases for 
Specific
Systems as 
Technology 
Advances

Pilot
Error/Inexperience
Inadequate Pre-
Flight Risk 
Assessment 
Field
Error/Inexperience
Intrusion Into 
Incorrect Airspace 
Improper Software 
Install
Malicious Third 
Party Software 

n/a 10 - 14 10 - 14 10 - 14 

TOTAL
COST 

$0 $110 - 160 $110 - 160 $110 - 160 

The costs presented in Table 5 were zero-based as these activities are all new or expanding.  The subject 
matter experts utilized their knowledge of how much similar projects and programs cost to implement.  
The range is needed to provide flexibility as these are new activities involving an emerging technology. 

1. UAS SMS 

The costs associated with the development and implementation of a UAS SMS derived as a 
result of previous work and proposals for work by third-party vendors, and vetted through inter-
industry discussions for appropriateness.  It is estimated that accident and incident rates will drop 
in accordance with the above cited paper, leading to significant cost savings. 

2. UAS Training Program for SDG&E Employees  

The cost for a UAS Training Program for SDG&E Employees was forecasted based on vendor 
proposals and industry standard rates, as well as the number of hours for labor expected for 
SDG&E employees to implement the training. 

- Status quo is maintained 
- Expanded or new activity 

* Includes one or more mandated activities 
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3. Contractor Qualification, Oversight and Audit Program 

As stated in Section 6, because UAS technology is emerging, obtaining an unbiased assessment 
of the operational processes is vitally important.  The cost for this activity includes expert time 
and travel as well as the certification itself which will provide insight, approval, and recognition, 
enabling UAS operations for SDG&E.   

4. Flight Management Controls 

The costs shown above in Table 5 are based upon an industry survey of costs associated with the 
fleet management software.  The software can range from about $6,000 to $18,000 per year. 

5. Research Best Use Cases for Specific Systems as Technology Advances   

The costs associated with this mitigation include bringing in outside vendors and consultants as 
well as SDG&E employees participating in various industry conferences.  These costs can vary 
depending on the consultant selected and/or the conference attended.  Nonetheless, the basic cost 
established for conference participation via AUVSI XPONENTIAL 2016 was about $1,400 per 
person.  Including conference participation, industry consultants, and technological trials, the 
cost of maintaining future oriented solutions all contributed to the forecasted costs. 

8 Risk Spend Efficiency 

Pursuant to D.16-08-018, the utilities are required in this Report to “explicitly include a calculation of 
risk reduction and a ranking of mitigations based on risk reduction per dollar spent.”37  For the purposes 
of this Section, Risk Spend Efficiency (RSE) is a ratio developed to quantify and compare the 
effectiveness of a mitigation at reducing risk to other mitigations for the same risk. It is synonymous 
with “risk reduction per dollar spent” required in D.16-08-018.38

As discussed in greater detail in the RAMP Approach chapter within this Report, to calculate the RSE 
the Company first quantified the amount of Risk Reduction attributable to a mitigation, then applied the 
Risk Reduction to the Mitigation Costs (discussed in Section 7).  The Company applied this calculation 
to each of the mitigations or mitigation groupings, then ranked the proposed mitigations in accordance 
with the RSE result.    

8.1 General Overview of Risk Spend Efficiency Methodology
This subsection describes, in general terms, the methods used to quantify the Risk Reduction.  The 
quantification process was intended to accommodate the variety of mitigations and accessibility to 
applicable data pertinent to calculating risk reductions.  Importantly, it should be noted that the analysis 

37 D.16-08-018 Ordering Paragraph 8. 
38 D.14-12-025 also refers to this as “estimated mitigation costs in relation to risk mitigation benefits. 
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described in this chapter uses ranges of estimates of costs, risk scores and RSE.  Given the newness of 
RAMP and its associated requirements, the level of precision in the numbers and figures cannot and 
should not be assumed.   

8.1.1 Calculating Risk Reduction 
The Company’s SMEs followed these steps to calculate the Risk Reduction for each mitigation:  

1. Group mitigations for analysis:  The Company “grouped” the proposed mitigations in one of 
three ways in order to determine the risk reduction: (1) Use the same groupings as shown in the 
Proposed Risk Mitigation Plan; (2) Group the mitigations by current controls or future 
mitigations, and similarities in potential drivers, potential consequences, assets, or dependencies 
(e.g., purchase of software and training on the software); or (3) Analyze the proposed mitigations 
as one group (i.e., to cover a range of activities associated with the risk).   

2. Identify mitigation groupings as either current controls or incremental mitigations: The
Company identified the groupings by either current controls, which refer to controls that are 
already in place, or incremental mitigations, which refer to significantly new or expanded 
mitigations.   

3. Identify a methodology to quantify the impact of each mitigation grouping:  The Company 
identified the most pertinent methodology to quantify the potential risk reduction resulting from 
a mitigation grouping’s impact by considering a spectrum of data, including empirical data to the 
extent available, supplemented with the knowledge and experience of subject matter experts.  
Sources of data included existing Company data and studies, outputs from data modeling, 
industry studies, and other third-party data and research.

4. Calculate the risk reduction (change in the risk score): Using the methodology in Step 3, the 
Company determined the change in the risk score by using one of the following two approaches 
to calculate a Potential Risk Score: (1) for current controls, a Potential Risk Score was calculated 
that represents the increased risk score if the current control was not in place; (2) for incremental 
mitigations, a Potential Risk Score was calculated that represents the new risk score if the 
incremental mitigation is put into place. Next, the Company calculated the risk reduction by 
taking the residual risk score (See Table 3 in this chapter.) and subtracting the Potential Risk 
Score.  For current controls, the analysis assesses how much the risk might increase (i.e., what 
the potential risk score would be) if that control was removed.39  For incremental mitigations, the 
analysis assesses the anticipated reduction of the risk if the new mitigations are implemented.  
The change in risk score is the risk reduction attributable to each mitigation. 

8.1.2 Calculating Risk Spend Efficiency
The Company SMEs then incorporated the mitigation costs from Section 7.  They multiplied the risk 
reduction developed in subsection 8.1.1 by the number of years of risk reduction expected to be realized 
by the expenditure, and divided it by the total expenditure on the mitigation (capital and O&M).  The 

39 For purposes of this analysis, the risk event used is the reasonable worst case scenario, described in the Risk 
Information section of this chapter. 
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result is a ratio of risk reduction per dollar, or RSE.  This number can be used to measure the relative 
efficiency of each mitigation to another.  Figure 3 shows the RSE calculation. 

Figure 3: Formula for Calculating RSE 

The RSE is presented in this Report as a range, bounded by the low and high cost estimates shown in 
Table 5 of this chapter. The resulting RSE scores, in units of risk reduction per dollar, can be used to 
compare mitigations within a risk, as is shown for each risk in this Report.  

8.2 Risk Spend Efficiency Applied to This Risk    
SDG&E analysts used the general approach discussed in Section 8.1, above, in order to assess the RSE 
for the UAS risk.  The RAMP Approach chapter in this Report provides a more detailed example of the 
calculation used by the Company.   

The mitigations consisted of six proposed projects that were organized into one grouping for analysis: an 
effective UAS safety program.  The grouping included: 

(a) Effective UAS Safety Program (SMS, asset improvements, public information) 

UAS SMS 
UAS Training Program 
Contractor qualifications, oversight, audit 
Flight management controls, software 
Research drone tech upgrade/replacements 
UAS privacy policy/public awareness 

Effective UAS Safety Program 

This incremental mitigation consists of an SMS program, various training, qualifications, oversight, and 
audits, software and technology, and public awareness. SDG&E’s SMEs determined that because there 
have been no UAS incidents that threatened anyone’s life, either in the company or within the industry, 
research could not indicate the effectiveness of the mitigations at reducing risk. Therefore, the team 
decided with an effective UAS safety program, the likelihood of a UAS incident involving fatalities 
would move from a current score of 2 to a score of 1 on SDG&E’s 7x7 risk matrix, equivalent to one 
incident in greater than 100 years.  
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8.3 Risk Spend Efficiency Results 
Based on the foregoing analysis, SDG&E calculated the RSE ratio for the proposed mitigation grouping.  
Figure 4 displays the range40 of RSEs for the SDG&E UAS risk mitigation grouping.41

Figure 4: Risk Spend Efficiency 

9 Alternatives Analysis 

SDG&E considered alternatives when developing its proposed plan to address this UAS incident risk.  
These alternatives were dismissed in favor of SDG&E’s proposed plan for the reasons described below.

9.1 Alternative 1 – Increase Contractor Responsibility
The first alternative considered was to allow contractors to have full oversight of mission, safety, 
operations, and decision making in both strategic and tactical approach.  Some entities within the 
inspection industry (particularly flare stack inspections and solar panels) rely solely on contractors.  In 

40 Based on the low and high cost ranges provided in Table 5 of this chapter. 
41 It is important to note that the risk mitigation prioritization shown in this Report, is not comparable across other 
risks in this Report.    
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this case the application and use of UAS contractors is minimal, as the assets managed are in fewer 
locations, away from population centers (generally), and therefore offer less risk to organizations than 
SDG&E. SDG&E would provide tasking to the various contractors, and they would manage their assets, 
personnel, and application of technology use, in support of those tasks.

The number of operations, the diversity of application, the rapid nature of technology development, as 
well as the need to standardize and communicate information across all aviation activities, both 
internally and externally to SDG&E, require a centralized operational risk management scheme.  The 
first alternative puts too much control and oversight with contractors who may operate beyond the 
oversight and safety expectations of SDG&E.  Ultimately, the risk is not reduced, but is simply passed 
on to a contractor with less personal or reputational risk than SDG&E, and therefore likely to approach 
the overall mission differently.  Further, with no centralized safety mechanisms, coordination between 
entities is more difficult.  As contractors differ in their approach to operations, SDG&E would be placed 
in a position of constant vigilance over their operations, rather than to act in a proactive top down 
approach, which increases safety directly.  SMS is known to decrease loss and provide extremely high 
Return on Investment.  In a 2011 study, incidents and accidents were directly diminished, and therefore 
both reputational, financial, and physical damage reduced in the aviation industry participants that 
implemented SMS.42

9.2 Alternative 2 – Continue In-House and Contractor Engagement 
The second alternative is to move forward with both in-house and contractor UAS engagement, without 
a robust safety oversight approach.  This would not require training and application of SMS systems that 
are consistent with ICAO and FAA frameworks.  This could be considered a status quo option, as the 
program is developing, moving forward, and intending to operate in support of SDG&E.  However, this 
also increases the likelihood that risks are not managed to the highest industry consensus standards, and 
exposes the operation and important state assets to considerable physical and non-physical risk.

While contractor engagement may be a part of the SDG&E UAS strategy, the risk management, 
leadership, and promotion of lessons learned will be the responsibility of SDG&E leadership.  The 
fundamental difference is that SMS diminishes organizational drift, reduces the normalization of 
deviance, and ultimately decreases the likelihood of incidents and accidents. It is fundamentally 
important to approach safety from a top down approach that meets and exceeds all industry best 
practices of which SMS is one.  By not approaching UAS operations with a safety focus that embodies 
the direction that FAA and ICAO envision moving forward, SDG&E risks putting off investment costs 
until FAA/ICAO require SMS for UAS activities (estimated to be in 2019).43  While the investment 
costs could be required as early as 2019, the FAA is providing approvals and waivers to companies that 
illustrate a dedication to safety through the safety case approval process.44  As SDG&E seeks to expand 

42 Center for Aviation Safety Research. Aviation Safety Management Systems Return on Investment Study. 2011. 
http://parks.slu.edu/myos/my-uploads/2013/01/03/aviation-safety-management-systems-roi-study.pdf. 
43 Interview with Randy Wyllis – FAA Representative to ICAO. AUVSI XPONENTIAL 2016 New Orleans, LA.    
44 https://www.faa.gov/uas/request_waiver/. 
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UAS activities into higher risk environments, or operations Beyond Visual Line of Sight, a demonstrated 
success in SMS will diminish risk to a satisfactory level to enable those operations.
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Executive Summary 
The risk of Electric Infrastructure Integrity is the occurrence of a safety, environmental, or reliability 
incident due to equipment failure.  This equipment or asset failure could be caused by conditions 
including, but not exclusive to: degradation, age, operation outside of design criteria due to unexpected 
events or field conditions (e.g., force of nature), or an asset that is not constructed with the latest 
engineering standards.   SDG&E’s 2015 baseline mitigation plan for Electric Infrastructure Integrity 
consists of four categories of controls:

1. Premature Overhead Failure  
2. Premature Underground Failure  
3. Premature Substation Failure  
4. System Modernization 

These controls focus on safety-related impacts (i.e., Health, Safety, and Environment) per guidance 
provided by the Commission in Decision 16-08-018, as well as controls and mitigations that may 
address reliability.  SDG&E will continue the 2015 controls in the proposed plan.  In addition, SDG&E 
proposes to expand and add new mitigations to further address the risk of Electric Infrastructure 
Integrity.  Examples of these incremental mitigation activities include: 

A Wire Correction Program, which will effectively replace or protect the assets most prone to 
failure. 
A 4 kV Modernization program, which aims to continue and accelerate traditional conversions of 
the 4 kV systems, including substations and both underground and overhead, to 12 kV standards.
These upgrades would enable better protection against risks such as wire down events.
A Switch Maintenance Program for both underground and overhead switches.  This program 
aims to systematically and thoroughly inspect all distribution switches.
An acceleration of SDG&E’s Advanced SCADA Program across all electric distribution 
systems.      

A risk spend efficiency (RSE) was calculated for Electric Infrastructure Integrity.  The RSE is a new 
tool that was developed to attempt to quantify how the proposed mitigations will incrementally reduce 
risk.
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Risk: Electric Infrastructure Integrity 
1 Purpose

The purpose of this chapter is to present the mitigation plan of San Diego Gas & Electric Company 
(SDG&E or Company) for the risk of Electric Infrastructure Integrity.  SDG&E considers the Electric 
Infrastructure Integrity risk to be the occurrence of a safety, environmental, or reliability incident due to 
equipment failure.  This equipment or asset failure could be caused by conditions including, but not 
exclusive to: degradation, age, operation outside of design criteria due to unexpected events or field 
conditions (e.g., force of nature), or an asset that is not constructed with the latest engineering standards.

This risk is a product of SDG&E’s September 2015 annual risk registry assessment cycle.  Any events 
that occurred after that time were not considered in determining the 2015 risk assessment, in preparation 
for this Report.  Note that while 2015 is used a base year for mitigation planning, risk management has 
been occurring, successfully, for many years within the Company.  SDG&E and Southern California 
Gas Company (SoCalGas) (collectively, the utilities) take compliance and managing risks seriously, as 
can be seen by the number of actions taken to mitigate each risk. This is the first time, however, that the 
utilities have presented a Risk Assessment Mitigation Phase (RAMP) Report, so it is important to 
consider the data presented in this plan in that context.  The baseline mitigations are determined based 
on the relative expenditures during 2015; however, the utilities do not currently track expenditures in 
this way, so the baseline amounts are the best effort of each utility to benchmark both capital and 
operations and maintenance (O&M) costs during that year. The level of precision in process and 
outcomes is expected to evolve through work with the California Public Utilities Commission 
(Commission or CPUC) and other stakeholders over the next several General Rate Case (GRC) cycles. 

The Commission has ordered that RAMP be focused on safety related risks and mitigating those risks.1
In many risks, safety and reliability are inherently related and cannot be separated, and the mitigations 
reflect that fact.  Compliance with laws and regulations is also inherently tied to safety and the utilities 
take those activities very seriously.  In all cases, the 2015 baseline mitigations include activities and 
amounts necessary to comply with the laws in place at that time.  Laws rapidly evolve, however, so the 
RAMP baseline has not taken into account any new laws that have been passed since September 2015.  
Some proposed mitigations, however, do take into account those new laws.   

The purpose of RAMP is not to request funding.  Any funding requests will be made in the GRC.  The 
forecasts for mitigation are not for funding purposes, but are rather to provide a range for the future 
GRC filing.  This range will be refined with supporting testimony in the GRC.  Although some risks 
have overlapping costs, the utilities have made efforts to identify those costs. 
The risk assessment provided herein addresses both low frequency-high consequence and high 
frequency-low consequence events.  Another potential event associated with Electric Infrastructure 
Integrity – the inadvertent contact of an energized SDG&E facility by an employee, contractor, or the 

1 Commission Decision (D.) 14-12-025 at p. 31. 
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public, potentially causing injury – is not covered here, but in the Employee, Contractor and Public 
Safety risk chapter of this Report.  It is important to note that although the consequences of this risk are 
similar those described in the Public Safety Events – Electric and Employee, Contactor and Public 
Safety chapters, the drivers and mitigations often differ. While other risk chapters focus on mitigations 
that address public outreach, education, training, and other internal procedural enhancements, this 
chapter focuses on infrastructure improvements. This chapter focuses on mitigations that aim to reduce 
safety risks directly associated with infrastructure failure or mis-operation, limited to equipment owned 
and operated by SDG&E.  Also, this chapter primarily focuses on risks and mitigations outside of the 
Fire Threat Zone (FTZ).  FTZ-related risks and mitigations are covered in the Wildfire Caused by 
SDG&E Equipment risk chapter of this Report.       

Further, SDG&E is addressing the risk drivers of which it is aware.  Potential drivers that are unknown 
to SDG&E are outside the scope of this risk.

2 Background 

SDG&E’s electric service territory is 4,100 square miles spanning two counties and 25 communities.  It 
covers the southern portion of Orange County to the U.S.-Mexico Border, and San Diego County from 
the coast to the western borders of Riverside and Imperial Counties.  SDG&E’s 1.4 million electric 
consumers comprise predominantly residential customers, along with a smaller number of commercial 
and industrial customers.  Table 1 below provides an overview of SDG&E’s electric system. 

Table 1: SDG&E Electric Infrastructure Overview 

Transmission Distribution Substation
Circuits (Tie lines): 
500 kV: 6 
230 kV: 47 
138 kV: 36 
69 kV: 155 

Circuits:
12 kV: 808 
4 kV: 225 

Distribution Substations
12 kV: 112 (no 4 kV) 
4 kV (step downs and 
substations): 195 

Overhead Miles: 1,830 Overhead Miles: 6,523 Transmission Substations: 26 
Underground Miles: 136 Underground Miles: 10,464  

SDG&E aims to build and maintain a safe and reliable electric infrastructure.  To do so, SDG&E 
employs both conventional and innovative approaches to engineering, designing, constructing, 
maintaining, and operating its electric infrastructure.  The Company creates and maintains construction 
standards and practices that help to maintain safe operations for electrical workers and the public.
These are challenging tasks given the varying terrain, weather patterns, aging infrastructure, continually 
and changing load patterns, and the resulting impacts to the safety and reliability of electric 
infrastructure, across the service territory.  
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SDG&E is an industry leader in the development of innovative engineering, construction, and 
operational techniques, having experienced a variety of operational challenges over the years.  SDG&E 
invests in the continual improvement of electric transmission, substation, and distribution infrastructure, 
as well as in technology to safely monitor and control those assets.  SDG&E routinely collaborates with 
several manufacturers, consultants, and various consortiums of utilities to recognize and continually 
pursue best practices for the purpose of enhancing employee and public safety.    

These investments and practices have contributed, in large part, to SDG&E’s maintenance of a 
consistent trend of industry-leading reliability indices (e.g., Sustained Average Interruption Duration 
Index, commonly known as SAIDI).  These achievements are a result of implementing long-term 
infrastructure improvements and responding to unplanned outages with urgency.  Despite these 
successful efforts, not all electric reliability risks can be fully mitigated and, therefore some residual 
risks will remain.   

3 Risk Information 

As stated in the testimony of Jorge M. DaSilva in the Safety Model Assessment Proceeding (S-MAP) 
Application (A.) 15-05-002, “SDG&E is moving towards a more structured approach to classifying risks 
and mitigations through the development of its new risk taxonomy.  The purpose of the risk taxonomy is 
to define a rational, logical and common framework that can be used to understand analyze and 
categorize risks.”2  The Enterprise Risk Management (ERM) process and lexicon that SDG&E has put in 
place was built on the internationally-accepted IS0 31000 risk management standard. In the application 
and evolution of this process, the Company is committed to increasing the use of quantification within 
its evaluation and prioritization of risks.3  This includes identifying leading indicators of risk.  Sections 3 
– 8 of this plan describe the key outputs of the ERM process and resultant risk mitigations.    

In accordance with the ERM process, this section describes the risk classification, possible drivers and 
potential consequences of the Electric Infrastructure Integrity risk. 

3.1 Risk Classification 
Consistent with the taxonomy presented by SDG&E and SoCalGas in A.15-05-002, SDG&E classifies 
this risk as an electric, operational risk, associated with transmission, distribution and substation assets, 
as shown in Table 2. 

2 A.15-05-002, filed May 1, 2015, at p. JMD-7. 
3 Testimony of Diana Day, Risk Management and Policy (SDG&E-02), submitted on November 14, 2014 in 
A.14-11-003. 
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Table 2: Risk Classification per Taxonomy 

Risk Type Asset/Function
Category

Asset/Function Type 

OPERATIONAL ELECTRIC TRANSMISSION/DISTRIBUTION/SUBSTATION

3.2 Potential Drivers4

When performing the risk assessment for Electric Infrastructure Integrity subject matter experts 
identified potential indicators of risk, referred to as drivers.  These include, but are not limited to:  

In-service equipment has passed its useful life, becomes obsolete, or does not operate in 
accordance with modern safety standards:
Electric assets are usually in service for several decades, and, possibly for several years beyond 
the book life of the asset.  Based on an assessment of age, one of the most common key 
indicators of failure, such assets are more prone to failure.  These assets can also be considered 
obsolete when new safety, construction, and operational standards have been established in the 
industry or within the Company.  

In-service equipment overloaded beyond specifications:
Electric assets are designed and constructed per SDG&E standards and in accordance with 
CPUC General Orders and other local or national requirements.  Assets often are designed and 
constructed to exceed the requirements set forth by these standards; however, field conditions, 
such as excessive forces exerted on poles due to acute natural forces (e.g., high winds), may 
stress the infrastructure and cause failures.

In-service equipment failing prematurely:
SDG&E’s electric assets such as underground cables, substation transformers, and overhead 
connectors are supplied by various manufacturers.   These assets undergo routine quality testing 
from their respective manufacturers and operate within their design criteria; however, it is 
reasonable to expect some subsets to fail over time, under conditions near the upper limits of 
their ratings, or for reasons unknown to SDG&E.

In-service equipment designed to protect other assets failing to operate as designed:
Due to their sensitive nature, protective relaying devices, along with their associated 
telecommunication systems (e.g., Energy Management System [EMS], Supervisory Control and 
Data Acquisition [SCADA]), can be expected to fail periodically.  These failures may cause the 
assets they are designed to protect to experience more damage or potentially fail prematurely 

4 An indication that a risk could occur.  It does not reflect actual or threatened conditions. 
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under faulted conditions.  Relays themselves also may fail prematurely, potentially causing 
adverse impacts to reliability and safety.   

In-service equipment failing with lack of or delayed utility awareness:
Protective relaying devices and their associated telecommunication systems are designed to 
provide utility operators with real-time insights regarding the state of electric assets, including 
which assets pose risks to electric workers and the public.  Failure of these systems may cause 
prolonged or undetected risk exposure to the public.

In-service equipment failing in excessive volumes:
Although it is reasonable to expect some subsets of in-service electric assets to fail, acute 
weather events or environmental conditions may pose added risks to SDG&E’s operations.  In 
particular, storm events may lead to large volumes of failures that extend the normal outage 
response time, due to limited resources to assess and mitigate damage, and unsafe field 
conditions.

Force of Nature and Climate Change
The SDG&E service territory features a diverse range of micro-climates and weather conditions.  
Customers and electric infrastructure are dispersed among sparsely populated lower deserts and 
mountainous regions, as well as in densely populated load centers along the coastal and inland 
regions of San Diego and south Orange County.  Climate conditions include:  sunny skies and 
mild temperatures, Santa Ana and elevated wind conditions that can exceed 100 miles per hour 
(MPH) gusts near transmission and distribution infrastructure, heat waves and peak loads in 
spring, summer and fall months causing unexpected volumes of transformer overloads, heavy 
rainfall across all regions of the service territory resulting in flash floods, landslides, and the 
resulting electric infrastructure failures, and ice loading causing pole failures in the inland 
regions.

Various combinations of these regional and seasonal conditions call for corresponding operating 
procedures, several types of advanced protective equipment, and strategic hardening of 
infrastructure.   The intermittency of distributed and bulk renewable generation also introduces 
added variability in the operating status on any given day.

Other natural forces that could have an adverse impact on SDG&E’s electric infrastructure could 
include earthquakes and aftershocks, tsunamis causing the destruction of local generation, 
transmission, and distribution infrastructure, and 100-year floods, and sea level rise.   While 
climatologists have projected sea level rise along SDG&E’s coastal region to occur steadily over 
the course of the next 50-100 years, an unexpected acceleration of this schedule could cause 
extensive damage to coastal infrastructure, including generation, transmission, and distribution 
systems.  The corrosive nature of the salt contained in sea water could cause extensive 
underground cable system failures, and the standing water along the base of wooden pole 



   

Page SDGE 12-7 

310313

structures could significantly accelerate the deterioration cycle if these types of infrastructure are 
not fortified or otherwise reconfigured. 

Current climate science is indicating that the extreme risk scenarios that SDG&E has been 
subjected to will continue to change in the years and decades to come.  The most recent science 
and vulnerability assessments completed by SDG&E indicate that the SDG&E electric system 
more likely will be exposed to the following events: 

o Increased number of planned work cancellations due to high fire concerns 
Includes government-issued restrictions in national forestland 

o Acceleration of sea level rise:
Low-lying substations and underground facilities susceptible to flooding 
Potential for prolonged outages due to accessibility issues during flood events 
Salt water inundation may increase corrosion  

o Increase in temperature :   
Increase in peak electricity demand, despite renewable resources 
Less efficient power production and reduced substation capacity due to warmer 
nights
Shortened lifespan of transformers due to accelerated break-down of insulation 
Sagging lines and additional damages due to thermal expansion of electric 
infrastructure  
Potential for policy revisions and need to adapt to evolving regulations and 
standards set by the government and CPUC 

Planned outage programs to perform needed work and upgrades become 
susceptible to more frequent cancellations 
Statewide emissions regulations and restrictions on water use may impact 
availability of power imports during summer 

o Change in rainfall patterns: 
Reduced efficiency due to less water availability  
Inundation of, or erosion around, underground electric facilities during flood 
events 
Delays in repair/maintenance due to storms 

SDG&E will continue to study the effects of climate change on its service territory.  See the 
Climate Change Adaptation risk chapter in this Report for additional details regarding SDG&E’s 
baseline and proposed measures for mitigating this risk. 

Table 3 maps the specific drivers of Electric Infrastructure Integrity to SDG&E’s risk taxonomy.  
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Table 3: Operational Risk Drivers 

Driver Category Electric Infrastructure Integrity Driver(s)

Asset Failure 

In-service equipment past its useful life, becomes obsolete (i.e., aging 
electric infrastructure), or does not operate in accordance with 
modern safety standards 
In-service equipment overloaded beyond specifications 
In-service equipment failing prematurely 
In-service equipment designed to protect other assets failing to 
operate as designed (e.g., switch/relay) failing to operate as designed 
In-service equipment failing with lack of or delayed utility awareness 
In-service equipment failing in excessive volumes 

Asset-Related 
Information Technology 
Failure 

Failure of Energy Management Systems (EMS), SCADA, or other 
critical operational systems that could prevent timely control of 
power flow 

Employee Incident In-service equipment not designed for operation in accordance with 
modern safety standards Contractor Incident 

Public Incident Not applicable 

Force of Nature In-service equipment failing due to acute climates 

3.3 Potential Consequences 
If one or more of the risk drivers listed above were to occur, resulting in an incident, the potential 
consequences, in a reasonable worst case scenario, could include:

Major incident resulting in serious injuries;5

Major incident causing significant, short-term environmental impacts; 
Operational impacts, such as prolonged outages; 
Finding(s) of non-compliance; 
Adverse litigation and related financial impacts; and/or 
Erosion of public confidence. 

These potential consequences were used in the scoring of Electric Infrastructure Integrity that occurred 
during the SDG&E’s 2015 risk registry process.  See Section 4 for more detail.   

5 During the 2015 risk registry process, the consequences associated with this risk were scored to be limited to 
serious injuries.  Following the 2015 risk registry, subject matter experts determined that a consequence could be 
a fatality.  
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3.4 Risk Bow Tie 
The risk “bow tie,” shown in Figure 1, is a commonly-used tool for risk analysis.  The left side of the 
bow tie illustrates potential drivers that lead to a risk event and the right side shows the potential 
consequences of a risk event.  SDG&E applied this framework to identify and summarize the 
information provided above. 

Figure 1: Risk Bow Tie 

4 Risk Score 

The SDG&E and SoCalGas ERM organization facilitated the 2015 risk registry process, which resulted 
in the inclusion of Electric Infrastructure Integrity as one of the enterprise risks.  During the 
development of the risk register, subject matter experts assigned a score to this risk, based on empirical 
data to the extent it is available and/or using their expertise, following the process outlined in this 
section.   

4.1 Risk Scenario – Reasonable Worst Case 
There are many possible ways in which an electric infrastructure integrity incident can occur.  For 
purposes of scoring this risk, subject matter experts used a reasonable worst case scenario to assess the 
impact and frequency.  The scenario represented a situation that could happen, within a reasonable 
timeframe, and lead to a relatively significant adverse outcome.  These types of scenarios are sometimes 
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referred to as low frequency, high consequence events.  The subject matter experts selected a reasonable 
worst case scenario to develop a risk score for Electric Infrastructure Integrity:  

An energized wire down event occurs due to overhead electric infrastructure failure.  While 
energized, the downed wire caused arcing, fires, and damage to structures, causing serious 
injuries to anyone within the ground vicinity.  This event also results in claims, litigation and 
associated financial impacts. 

Note that the following narrative and scores are based on this scenario; they do not address all 
consequences that can happen if the risk occurs. 

4.2 2015 Risk Assessment 
Using this scenario, subject matter experts then evaluated the frequency of occurrence and potential 
impact of the risk using SDG&E’s 7X7 Risk Evaluation Framework (REF).  The framework (also called 
a matrix) includes criteria to assess levels of impact ranging from Insignificant to Catastrophic and 
levels of frequency ranging from Remote to Common.  The 7X7 framework includes one or more 
criteria to distinguish one level from another.  The Commission adopted the REF as a valid method to 
assess risks for purposes of this RAMP.6  Using the levels defined in the REF, the subject matter experts 
applied empirical data to the extent it is available and/or their expertise to determine a score for each of 
four residual impact areas and the frequency of occurrence of the risk.

Table 4 provides a summary of the Electric Infrastructure Integrity risk score in 2015.  This risk has a 
score of 4 or above in the Health, Safety, and Environmental impact area and, therefore, was included in 
the RAMP.  These are residual scores because they reflect the risk remaining after existing controls are 
in place.  For additional information regarding the REF, please refer to the RAMP Risk Management 
Framework chapter within this Report. 

Table 4: Risk Score  

Residual Impact Residual
Frequency

Residual
Risk 
Score

Health, Safety, 
Environmental

(40%) 

Operational & 
Reliability 

(20%) 

Regulatory,
Legal,

Compliance 
(20%) 

Financial

(20%) 
4 4 5 4 4 5,112 

6 D.16-08-018 Ordering Paragraph 9. 
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4.3 Explanation of Health, Safety, and Environmental Impact Score 
An energized wire down event could lead to a few serious injuries to the public or employees, and/or 
significant and short-term impacts to the environment.  Subject matter experts gave this potential Health, 
Safety, and Environmental impact a score of 4 (major) in 2015.  Following the 2015 scoring, SDG&E 
realized that a Safety Score to a 6 (extensive) is more representative of the risk scenario due to the fact 
that a fatality or serious injury also could occur as a result of inadvertent electrical contact involving an 
energized wire down.

Overhead conductors in SDG&E’s service territory are of various vintages and sizes with various 
corresponding types of connectors.  Design and construction considerations include load growth, 
General Order (GO) 95 and other mandated construction requirements, and other traditional planning 
guidelines.  Other design considerations, such as latest known local weather conditions, civil/structural
and environmental conditions, communication infrastructure provider (CIP) attachments, vegetation, and 
third party incidents (e.g., car-pole contact), are also be considered. 

Initial data analysis results suggest wire down events occur more often in smaller, older electric 
infrastructure, most notably #4 and #6 conductors, in areas with potentially elevated winds.  Conductor 
sizes #4 and #6 make up 22% and 21% of SDG&E’s installed overhead circuit miles, respectively; 
however, together make up over 70% of wire down events in the last five years.  Modern system 
protection devices on the electric transmission and distribution systems often adequately safeguard 
against these risks as these wire down events occur.  Some events, however, are not easily detectable, 
such as when the load side of a fallen conductor contacts the ground (as opposed to the line side, 
connected to the energy source).  In these types of events, a fallen wire may potentially remain 
energized until utility personnel arrive on scene.  This situation could cause a safety hazard for both the 
public and utility personnel, due to risk of electrocution.

Notable baseline mitigation activities are in place to address the concerns associated with wire down 
events, which are reflected in the risk score.  These baseline controls are discussed in more detail in 
Section 5.

4.4 Explanation of Other Impact Scores 
Based on the selected reasonable worst case risk scenario, the following scores were assigned to the 
remaining residual risk categories.  

Operational and Reliability: A score of 4 (major) was given to this risk impact area.  The 
occurrence of a local transmission, substation, or distribution outage has the potential to affect 
more than 10,000 customers (not more than 50,000), impact a critical location, or disrupt 
electrical service greater than one day.  For example, if a single 69/12 kV transformer were to 
fail during a peak load period, resulting in a 12 kV bus outage, subject matter experts estimated 
that over 10,000 customers could be affected for several hours while crews work to reroute 
power from other sources.   
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Regulatory, Legal, and Compliance: A score of 5 (extensive) was given to this risk impact 
area.  The occurrence of an event resulting in notably adverse impacts to public or employee 
safety and reliability may result in governmental or regulatory investigations and enforcement 
actions lasting longer than one year.
Financial: A score of 4 (major) was given to this risk in the Financial impact area because the 
occurrence of an event may result in potential financial losses between $10 million and $100 
million, attributable to litigation (as discussion in the Regulatory, Legal, and Compliance impact 
area) or other causes. 

4.5 Explanation of Frequency Score 
Subject matter experts used empirical data to the extent available and/or their expertise to give a score of 
4 (occasional) to the likelihood of a downed wire causing arcing, fires, and damage to structures, and 
causing serious injuries to anyone within the ground vicinity. This is defined in SDG&E’s 7X7 risk 
matrix as having the potential to occur once every 3-10 years in the service territory.  This is reasonable, 
in large part, because of the mitigations and controls that have been implemented to help prevent injuries 
as a result of asset failures.   

5 Baseline Risk Mitigation Plan7

As stated above, Electric Infrastructure Integrity risk is the occurrence of a safety, environmental, or 
reliability incident due to equipment or asset failure caused by a variety of conditions.  The 2015 
baseline mitigations discussed below include the current evolution of the utilities’ risk management of 
this risk.  The baseline mitigations have been developed over many years to address this risk.  They 
include the amount to comply with laws that were in effect at that time.   

The risk of Electric Infrastructure Integrity can also be characterized by several possible scenarios, 
including the wire down event used for risk impact and frequency scoring that involves asset failures.
Asset age remains the single most predictable and impactful attribute leading to the natural decline of 
electric infrastructure integrity.  Aged assets not only can demonstrate severe wearing due to weathering 
and electrical or mechanical use, but also may not reflect the benefit of various improvements made to 
technology over time with regard to safe design, installation techniques, material quality, and function.  
Also, it may be more difficult to maintain and operated aged assets due to lack of spare parts and 
vendors support.  Given these conditions, aged infrastructure generally is operated with heightened 
caution, sometimes using special procedures, for the safety of workers and the public.

SDG&E’s baseline mitigation plan consists of four categories of controls: (1) Premature Overhead 
Failure, (2) Premature Underground Failure, (3) Premature Substation Failure, and (4) System 
Modernization.  Subject matter experts from the Electric Transmission and Distribution Engineering 

7 As of 2015, which is the base year for purposes of this Report. 
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Department collaborated to identify and document them.  This section provides an overview of the 
controls and examples of the projects and/or programs included in the mitigation.   

These controls focus on safety-related impacts8 (i.e., Health, Safety, and Environment) per guidance 
provided by the Commission in D.16-08-018,9 as well as controls and mitigations that may address 
reliability.10  Accordingly, the controls and mitigations described in Sections 4 and 5 address safety-
related impacts primarily.  Note that the controls and mitigations in the baseline and proposed plans are 
intended to address various events related to Electric Infrastructure Integrity, not just the scenario used 
for purposes of risk scoring. 

1. Premature Overhead Failure 

SDG&E considers the overhead electrical system to be its primary concern, from a risk perspective, 
because of public safety and its susceptibility to weather.  SDG&E is aware, and tracks the age, of its 
infrastructure; however, it is the premature failure of assets that potentially leads to the most significant 
issues.  SDG&E addressed such concerns with various mitigation projects and programs in 2015.   

An example of a control in this category is SDG&E’s Corrective Maintenance Program (CMP).  In 
accordance with General Order 165, SDG&E performs routine inspections of overhead electric 
infrastructure to assess the condition of its equipment and to proactively identify potential safety risks 
and reliability issues associated with poles, crossarms, conductors, connectors, and other equipment.  
The program also entails proactive replacement of major assets such as poles, in order to prevent forced 
interruptions and the resulting public safety hazards.  CMP is a reasonable and effective control for 
electric infrastructure risks because it implements comprehensive, routine inspections of various 
components of overhead and underground electric infrastructure, supplemented with timely corrective 
actions to replace assets prone to premature failure.    

2. Premature Underground Failure 

The underground electrical system poses operational and public safety risks.  The underground 
infrastructure represents the majority of SDG&E’s electric distribution infrastructure, is often 
significantly aged, and is naturally subject to several environmental factors that may accelerate 
premature failures, such as soil conditions, flooding, and dig-ins by third parties.  In 2015, SDG&E 
continued to implement longstanding programs to remove known vintages of poor performing cable 
(e.g., unjacketed cables) and utilized predictive analytical methods to identify cables most prone to 

8 The Baseline and Proposed Risk Mitigation Plans may include mandated, compliance-driven mitigations. 
9 D.16-08-018 at p. 146 states “Overall, the utility should show how it will use its expertise and budget to improve 
its safety record” and the goal is to “make California safer by identifying the mitigations that can optimize 
safety.”     
10 Reliability typically has an impact on safety.  Accordingly, it is difficult to separate reliability and safety. 



   

Page SDGE 12-14 

310313

failure.  In addition, in contrast to the overhead electric distribution system, underground connections 
and terminations are significantly larger pieces of equipment and may often pose additional safety risks 
to the public and workers.  Also in 2015, SDG&E continued to implement the routine removal of “live 
front” terminators and transformers, which are devices not designed in accordance with modern safety 
protocols.  These devices were generally replaced with “dead front” devices, which enable workers to 
operate the devices in a safer manner that limits the exposure to energized equipment.  These mitigation 
actions are reasonable and effective because they systematically reduce or eliminate underground 
electric risks known to be among the greatest historical concerns to electric workers and/or contractors 
who build and maintain these assets.   

3. Premature Substation Failure  

There are unique complexities associated with substation infrastructure, including heavy reliance on 
protective relaying devices, and antiquated assets as old as 70-80 years with limited operational 
flexibility. Electric substation infrastructure is generally isolated from public view or contact.  Electric 
workers, however, may be subject to electric safety hazards such as arcing, high voltage induction stray 
voltages, and mechanical safety hazards associated with working with heavy equipment (e.g. cables) and 
in confined spaces, such as in metalclad switchgear.   

In 2015, SDG&E continued to expand the deployment of the Condition Based Maintenance (CBM) 
program, which installed monitoring devices that help to provide foresight on substation asset health 
such as transformers.  This information is key to appropriately planning and implementing maintenance 
schedules that help to prevent prolonged, forced interruptions due to equipment failures, and the safety 
concerns associated with working around these risk-prone assets.  This mitigation directly addresses the 
premature nature of substation asset failures in a manner that is prudent: it avoids and reduces safety 
risk, optimizes capital investment while reducing maintenance costs, and empowers the organization 
with data to help experts understand the long-term causes of substation asset failure. 

4. System Modernization 

Modern electric infrastructure uses technology that leverages recent engineering techniques that 
conform to the latest environmental and physical standards, and advanced monitoring and 
telecommunications to increase situational awareness.  SDG&E works continuously to modernize its 
electric infrastructure to mitigate and control risks of antiquated equipment.  It uses advanced 
technologies to detect and respond timely to risks as well as to maintain situational awareness of electric 
infrastructure at all times, especially when there is potential for accidental public or worker contact with 
energized equipment.  Proactively deployed technologies aid in SDG&E’s 24-hour monitoring; 
however, failures or limitations of the systems may inhibit the safe isolation or restoration of inevitable 
asset failures.  Protective systems (e.g., switches with protective relays) help to address this as they are 
designed to quickly isolate and de-energize damaged equipment, minimizing customer outage and other 
risk exposure.  These protection systems are tailored to specific scenarios and also may fail to operate 
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(mechanical or communication failure), mis-operate (e.g., under or over-sensitivities), or not operate 
effectively due to an unforeseen circumstance that exceeded design criteria.

In 2015, SDG&E continued to expand the deployment of advanced SCADA systems, featuring 
switching and communication infrastructure with phasor measurement units (PMU). These PMUs 
sample and measure data with exceptional granularity, capturing 30 samples of voltage and other data 
per second, and transmitting the data back to a central logic and control unit at the substation.  This 
enhances situational awareness and enables real-time analysis of potentially energized wire down 
events.  These capabilities provide SDG&E with an intelligent, wire down risk mitigation option to 
compare with more conventional methods of undergrounding, upgrading conductors, or redesigning an 
overhead circuit’s configuration.  SDG&E believes Advanced SCADA systems can play an increasingly 
important role in ensuring the availability of expedient, effective, and cost-conscious solutions  wire 
down risk mitigation.   

6 Proposed Risk Mitigation Plan 

The 2015 baseline mitigations outlined in Section 5 will continue to be performed in the proposed plan, 
in most cases, to maintain the current residual risk level, along with the  incremental (expanded and 
new) mitigations being proposed in the years 2017, 2018 and 2019.  These are described below. 

1. Premature Overhead Failure 

One of the primary concerns of SDG&E with respect to its overhead equipment is when a piece of 
overhead equipment (e.g., wires) that falls to the ground remains energized, also referred to as a wire 
down event.  If an employee, contractor or the public comes into contact with an energized wire, the 
results can be fatal.  Accordingly, SDG&E is continuing to take proactive measures to determine the 
cause of such events.

Data analysis suggests there are various drivers of wire down events, such as third-party contact, acute 
weather causing vegetation and foreign object contact, aged infrastructure, and degradation of 
connectors.  The most notable and consistently contributing driver of wire down events is the failure of 
small wire on three phase systems.  In evaluating the overall safety risk of these wire down events, it 
was determined that the highest safety risks exist  where one wire and one span from the load side on a 
three phase system falls and makes contact with the ground.  In this situation, the conductor can remain 
energized even though upstream protection devices, such as single phase fuses, have operated as 
designed.  After the wire makes contact with the ground, although the circuit is considered “open” from 
the source side, backfeed from adjacent phases connected to downstream transformers, as well as 
customer generation sources, that remain online, may cause the downed wire to remain or become 
energized.  If a customer or worker were to come in contact with this downed wire prior to the creation 
of further isolation points (such as opening a 3-phase switch upstream) serious injury or death may occur 
due to electrical contact.   
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SDG&E is proposing a Wire Correction Program, which will effectively replace or protect the assets 
most prone to failure.  The Wire Correction Program uses historical data collected from actual wire 
down events to estimate failure rates of overhead infrastructure as they may relate to causing wire down 
events.  Applying these failure rates to all non-FTZ circuits provides SDG&E subject matter experts 
with an estimate of an individual circuit’s expected likelihood of a wire down event over a given period.
SDG&E ranks these individual circuits by the total expected number of wire down events to identify the 
top quartile where risk reductions may be concentrated.  This top quartile of potential wire down events 
encompasses the circuits with the most exposure of high-risk assets, primarily #6 gauge small wire, and 
most notably to address spans greater than 500 feet in length.  Also, other environmental factors 
including high winds, accelerated corrosion in coastal areas, likelihood of public contact, and areas 
where wire down events have occurred more than usual, are considered when estimating failure rates.   

The proposed strategy to mitigate the risk of energized wire down events caused by overhead 
infrastructure failures involves deploying Falling Conductor Protection (FCP) in non-FTZ areas where 
several contiguous spans of three-phase #6 small wire exist.  FCP, an SDG&E developed technology, 
enables the fastest-known detection and isolation (switching) available. By sensing the wire down event 
and de-energizing the wire while the conductor is falling to the ground, this technology is expected to 
significantly reduce the risk of energized conductor making contact with the ground. Several additions 
or upgrades to the infrastructure are needed to support FCP:

Addition of line monitoring infrastructure in strategic areas where communication is available or 
otherwise can be made available.   
Addition or upgrade of existing sectionalizing switches equipped with Phasor Measurement Unit 
(PMU) technology. Due to the nature of the design, FCP may operate successfully to reduce the 
risk of energized down wires; however, with some potential reduction in local electric reliability.
As designed, when a falling conductor is detected by the FCP system, the nearest upstream FCP-
enabled switch will trip open to isolate the damage.  The switch may or may not be the nearest 
isolating device, such as a fuse, which would limit the outage exposure to fewer customers. The 
PMU technology would help limit potential degradation in reliability.
Control and communication upgrades consisting of a Phasor Data Concentrator (PDC), RTAC, 
GPS, advanced relays, and other related components.  The substation needs to have these 
upgrades to control the complexed series of added protection systems, which will operate in 
parallel to other existing protection systems.   

Where FCP cannot be deployed to protect at-risk small wire, the alternative is to replace remaining 
small wire with larger conductor that is known to be statistically less prone to failure, such as #2 5/2 
AWAC conductor.  In other areas, where small wire may not feasibly be replaced, at-risk connectors, 
sleeves, and single phase spans of small wire (commonly known failure points) will be replaced as 
needed.  Where appropriate, at-risk overhead facilities also may be undergrounded.  Figure 2 depicts the 
proposed Wire Correction Program: 



   

Page SDGE 12-17 

310313

Figure 2: Summary of Proposed Wire Correction Program 

The proposed Wire Correction Program aims to address the top 25% of projected wire down risks over a 
10-year period.

Additionally, SDG&E is proposing a program that focuses on pole loading.  With nearly 240,000 
distribution poles, it is imperative that SDG&E maintains accurate data pertaining to the structural 
integrity and safety of each structure.  Current, detailed, and accurate pole loading calculations and as-
built documentation identifying the condition of poles are important for SDG&E to be able to assess the 
safety of assets.  Major pole-related events, including fire ignition, causing injury or death to public 
and/or Company personnel, and damage to infrastructure or homes, may be driven by severe weather 
conditions or other third-party events.  It is important to note that while SDG&E strives to maintain up-
to-date information for pole integrity, a large share of SDG&E’s distribution poles also have 
attachments owned and maintained by other utilities, such as communication infrastructure providers 
(CIP).  Major failures of this third-party infrastructure, could cause substantial adverse safety, 
environmental, operational, reliability, regulatory, and financial implications to the Company as 
experienced by other similar utilities.   

The proposed Post-Construction True-Up Quality Assurance and Quality Control (QA/QC) program 
provides dedicated personnel, activities, and tools to proactively identify and correct pole loading issues 
through activities including data analytics, engineering, training, and validation or improvement of 
construction standards and work methods.  The proposed program would supplement the existing 
Corrective Maintenance Program (CMP) by steadily improving construction quality, as well as placing 
greater emphasis (identification and timeliness of mitigation) on field follow-up for poles with high risk 
of failure.  The program would implement routine inspections to capture data to further evaluate if poles 
meet safety standards.  Upon the discovery of potentially unsafe conditions, timely reinforcements or 
replacements would be implemented to achieve risk reduction and improve safety.     

Another area of concern is the 4 kV distribution system as a whole.  This is because an aged system 
requires significant efforts to upgrade to a 12 kV voltage level.  While the 4 kV system collectively 
serves approximately 5% of SDG&E’s customer load, this system represents a much more significant 
share, 22%, of the number of distribution circuits.  These 4 kV circuits are operated with older system 
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protection and control technologies, making them far more susceptible to certain reliability issues for 
longer periods of time.  Additionally, wire down occurrences, as a proportion of the amount of 
infrastructure currently installed (downed spans per 100 miles conductor), are up to twice as frequent on 
the 4 kV system when compared to 12 kV over the last five years.

Over the last several years, SDG&E has worked to modernize the 4 kV distribution system by 
converting or rebuilding the infrastructure to 12 kV, which provides additional technological flexibility 
such as advanced system protection, stronger conductors and hardware, and structural improvements due 
to new pole sets or undergrounding.  SDG&E routinely upgrades 4 kV distribution to 12 kV through 
various planning channels, such as through undergrounding programs coordinated with local cities, and 
capacity-based upgrades and rearrangements.   

4 kV generally serves fewer customers when compared to 12 kV due to natural capacity limitations.  
Because 4 kV operates at a higher current than 12 kV by an approximate factor of three, fewer 
customers can be served by the same volume of infrastructure on 4 kV compared to 12 kV.  For 
example, a 12 kV distribution circuit typically provides up to 600 amps of load, which can equate to 
over 2,000 homes.  A 4 kV distribution circuit typically provides up to 200 amps of load, which can 
equate to approximately 200-300 homes.  For comparison, a total of three 4 kV circuits would be 
required to operate at the same 600-amp conductor rating, which would equate to these three 4 kV 
circuits serving approximately 600-900 homes for the same current rating as 12 kV, which can serve 
over three times more customers.  Due to the age of 4 kV infrastructure, SDG&E must perform the 
inspection and maintenance procedures more closely, and with more caution.  An upgrade to 12 kV 
would reduce the effort and time to perform this work.  

SDG&E is proposing a 4 kV Modernization program, which aims to continue traditional conversions of 
the 4 kV systems, including substations and both underground and overhead, to 12 kV standards.  These 
upgrades would enable better protection against risks such as wire down events.  Replacement of these 4 
kV facilities also inherently adds resilience to the distribution infrastructure as the majority of these 
assets are severely aged and naturally prone to failure and the consequential forced outages.

2. Premature Underground Failure 

Aged and/or corroded overhead and underground (padmount or subsurface) distribution switches have a 
higher propensity for failure and/or inoperability during an outage (or for extending the impact of an 
outage to the next upstream protection device), causing a prolonged forced outage as crews are required 
to install additional jumpers or other workarounds.  Switches that are constantly (“normally”) closed or 
constantly opened (e.g., tie switches) are at increased risk of being inoperable when needed.  The 
inoperable state of the switch poses safety risks to field operating personnel due to potential flash or 
overexertion by the employee.  
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SDG&E is proposing a Switch Maintenance Program for both underground and overhead switches.  
This program aims to systematically and thoroughly inspect all distribution switches.  These inspections 
are expected to include visual inspections, infrared (IR) inspection to detect points of potential 
overheating, switch lubrication, and physical exercising.  Upon inspection, if a switch is found to not be 
safe for continued operation, field experts will make the determination to replace the switch with an 
appropriately superior or equivalent asset, depending on field conditions.  This program supplements 
existing programs to replace SF6 and DOE switches, which were previously identified to be at-risk due 
to their environmental and potential arcing hazards, respectively.  This program is expected to 
significantly improve worker safety while operating these switches, and prevent premature failures of 
these assets, avoiding potential for injuries and damages to adjacent facilities.   

Also, SDG&E is also proposing to continue and expand its Proactive Cable Replacement program.  This 
program aims to identify underground cables that are aged or otherwise prone to failure according to 
data trends.  Along with these cable replacements, other related assets, such as 600-amp tee connectors, 
will be replaced.   

To supplement the Wire Correction Program addressing Premature Overhead Failures, strategic 
overhead-to-underground conversions also are proposed as a mitigation program in areas where Falling 
Conductor Protection and replacement of small conductor are not sufficient to mitigate wire down risks.     

3. Premature Substation Failure 

The adverse impact of aging electric infrastructure is illustrated by a failure (internal fault) of a 4 kV 
package substation.  These aged units feature an integrated 12/4 kV transformer, circuit breaker, and 
associated electromechanical controls and relaying.  As compared to current distribution substation 
operations, where such assets are physically separated and operated/maintained independently, these 
package substations operate and fail as a unit. These package substations are no longer an SDG&E 
standard due to their limited flexibility and potential safety concerns.

The customers these substations support, may be susceptible to a multi-day outage, should an emergency 
occur, as few flexible tie switches to adjacent circuits are available, and SDG&E works to build 
customized, temporary primary feeds for the area.  SDG&E would be faced with constructing facilities 
in a relatively small workspace, as the existing package substation currently is constructed per older 
design standards.

SDG&E’s Substation Equipment Assessment (SEA) team routinely reviews all major substation assets, 
including the units described above, and works to remove and/or upgrade substation infrastructure.  
While SDG&E has removed a substantial share of 4 kV substations to date, 4 kV substation assets often 
were replaced with 12/4 kV step-down transformers as semi-permanent solutions.  These step-down 
units do not provide electric isolation points for as safe and reliable an operation as the modern 12 kV 
system.   
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The proposed 4 kV Modernization program aims to remove these aged substation assets.  Load served 
by the connected 4 kV distribution circuits would be cutover to 12 kV circuits as part of the 4 kV 
distribution risk mitigation efforts previously described.  Removal of the substation assets alleviates 
operational and safety risks by no longer requiring electric workers to work with equipment not 
designed to SDG&E’s current safety requirements.  Where replacement substation assets are required to 
serve the load cutover from 4 kV to 12 KV, such as circuit breakers and relays, this upgrade program 
will provide the opportunity to modernize the equipment to perform added functions that support safe 
and risk-mitigating operations such as the detection and prevention of energized wire down events.   

Also, SDG&E is proposing to expand Condition Based Maintenance (CBM) infrastructure to include 
Transmission and Substation Battery assets.  These programs will enable data gathering to better predict 
future failures and understand how to develop and maintain best safety practices when operating these 
devices.  These systems also enable timely maintenance practices to better assess asset health.   

4. System Modernization  

SDG&E’s service territory features electric infrastructure of various vintages, some dating back to the 
1920s.  Associated with older infrastructure are classic techniques for managing the assets categorized 
by common failure modes and generally known life expectancies for the general population.  In contrast, 
associated with infrastructure constructed in recent decades are techniques, equipment, and tools to 
operate infrastructure more safely and effectively.  The proposed System Modernization mitigations aim 
to address the replacement or improvement of infrastructure that, to SDG&E’s knowledge, are expected 
to fail or otherwise cause potential safety risks in the near to medium term; within 1-10 years.  
Infrastructure expected to fail in a shorter timeframe are replaced or otherwise isolated for safety as soon 
as practical.

Modern infrastructure is expected to operate under much different conditions than older infrastructure.
The conventional “centralized station” uni-directional power delivery model is now commonly 
transformed to the distributed generation model to accommodate reverse power flow caused, for 
example, by rooftop solar systems.  As these are intermittent generation systems, the Company is now 
faced with challenges associated with load and generation resource forecasting at the community, 
circuit, substation, and transmission levels.  Until the systems are modernized, SDG&E’s data analytics 
capability is limited.  As an abundance of modern operational (e.g., SCADA, Synchrophasors, 
Advanced Meter Infrastructure [AMI]) and customer (e.g., AMI) data becomes available, the Company 
could potentially safeguard against future widespread asset failures by identifying trends years before 
the expected date of failure.  It is important for engineers and operators to identify common causes for 
failures that may not be inherently obvious due to the shift from the conventional power delivery system 
to the distributed generation system, to properly invest in and plan for deployment of future 
technologies.  Failure to adapt to new data analytics methods may result in SDG&E’s inability to 
diagnose failures, develop and implement permanent solutions, and lead to unnecessary capital and 
operational expenses associated with temporary solutions.   
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SDG&E is proposing to expand and accelerate the implementation of its Advanced SCADA Program 
across all electric distribution systems.  The Advanced SCADA systems will improve safety and 
reliability by increasing situational awareness through the use of highly granular, real-time monitoring, 
enabling advanced, logic-based automation and control, and further enabling long-term data gathering 
for advanced analytics and predictive asset failure modeling.  This program also provides a platform for 
SDG&E to continue its work in developing new risk identification and mitigation techniques, similar to 
Falling Conductor Protection.

7 Summary of Mitigations 

Table 5 summarizes the 2015 baseline risk mitigation plan, the risk driver(s) a control addresses, and the 
2015 baseline costs for Electric Infrastructure Integrity.  While control or mitigation activities may 
address both risk drivers and consequences, risk drivers link directly to the likelihood that a risk event 
will occur.  Thus, risk drivers are specifically highlighted in the summary tables.    

SDG&E does not account for and track costs by activity, but rather, by cost center and capital budget 
code.  So, the costs shown in Table 5 were estimated using assumptions provided by SMEs and 
available accounting data.

Table 5: Baseline Risk Mitigation Plan11

(Direct 2015 $000) 12

ID Control Risk Drivers 
Addressed Capital13 O&M Control

Total14
GRC

Total15

1 Premature Overhead 
Failure*

Asset
Failure 

$16,040 $1,180 $17,220 $16,460 

2 Premature 
Underground
Failure* 

Asset
Failure 

33,110 n/a 33,110 33,110 

11 Recorded costs were rounded to the nearest $10,000. 
12 The figures provided in Tables 5 and 6 are direct charges and do not include Company overhead loaders, with 
the exception of vacation and sick.  The costs are also in 2015 dollars and have not been escalated to 2016 
amounts. 
13 Pursuant to D.14-12-025 and D.16-08-018, the Company is providing the “baseline” costs associated with the 
current controls, which include the 2015 capital amounts.  The 2015 mitigation capital amounts are for illustrative 
purposes only.  Because projects generally span several years, considering only one year of capital may not 
represent the entire mitigation. 
14 The Control Total column includes GRC items as well as any applicable non-GRC jurisdictional items.  Non-
GRC items may include those addressed in separate regulatory filings or under the jurisdiction of the Federal 
Energy Regulatory Commission (FERC). 
15 The GRC Total column shows costs typically presented in a GRC. 
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ID Control Risk Drivers 
Addressed Capital13 O&M Control

Total14
GRC

Total15

3 Premature Substation 
Failure 

Asset
Failure 

4,190 n/a 4,190 1,450 

4 System 
Modernization

Asset
Failure 

570 50 620 620 

TOTAL COST  $53,910 $1,230 $55,140 $51,640 
* Includes one or more mandated activities 

While all the controls and baseline costs presented in Table 5 contribute to mitigating this risk, some of 
the controls also may contribute to mitigating other risks presented in this RAMP Report.  The potential 
drivers for this risk are similar to those described in other risk chapters:  Employee, Contractor, and 
Public Safety, Climate Change Adaptation, Wildfire Caused by SDG&E Equipment, and Public Safety 
Event – Electric.  The respective risk chapters aim to address distinctions among these risks’ 
consequences and resulting mitigation plans.  For example, the Wildfire chapter focuses on risk 
mitigations addressing fire risks caused by electric infrastructure, but not necessarily injuries caused by 
failed electric infrastructure.  Similarly, the Employee, Contractor, and Public Safety risk chapter 
focuses on training and public awareness campaigns to prevent avoidable electric safety incidents.
Nonetheless, because the mitigation activities mitigate multiple risks in this Report, SDG&E is 
presenting both the costs and risk reduction benefits in this chapter as well as the aforementioned risks.      

Table 6 summarizes SDG&E’s proposed mitigation plan, associated projected ranges of estimated O&M 
expenses for 2019, and projected ranges of estimated capital costs for the years 2017-2019.  It is 
important to note that SDG&E is identifying potential ranges of costs in this plan, and is not requesting 
funding approval.  SDG&E will request approval of funding, in its next GRC.  There are non-CPUC 
jurisdictional mitigation activities addressed in RAMP; the costs associated with these will not be 
carried over to the GRC.  As set forth in Table 6, the utilities are using a 2019 forecast provided in 
ranges based on 2015 dollars. 
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Table 6: Proposed Risk Mitigation Plan16

(Direct 2015 $000)

ID Mitigation Risk Drivers 
Addressed

2017-2019
Capital17

2019
O&M

Mitigation
Total18

GRC
Total19

1 Premature Overhead 
Failure*

Asset Failure $177,340 - 
230,540 

$8,320 - 
10,810 

$185,660 -  
241,350 

$183,820 - 
238,970 

2 Premature 
Underground 
Failure*

Asset Failure 215,140 - 
279,680 

1,280 - 
1,660 

216,420 - 
281,340 

216,420 - 
281,350 

3 Premature 
Substation Failure

Asset Failure 37,550 -
48,810 

260 – 340 37,810 - 
49,150 

28,820 -
37,470 

4 System 
Modernization

Asset Failure 26,170 - 
34,020 

680 - 890 26,850 - 
34,910 

26,850 - 
34,910 

TOTAL COST $456,200 - 
593,050 

$10,540 -
13,700 

466,740 - 
606,750 

$455,910 - 
592,680 

1. .Premature Overhead Failure 
The costs associated with the incremental activities were developed based on historical data of similar 
programs as well as SME judgement.  SDG&E also used high level assumptions regarding the work to 
be completed as part of these programs.  For example, to develop the forecasted costs for the Wire 
Correction Program, SDG&E assumed that a percentage of the scope would be the implementation of 
FCP technology, while another percentage would be the undergrounding activities.  A range of costs is 
provided to accommodate the refinement of scope and work plans for each wire, circuit, pole, etc., that 
will occur according to the findings of the inspection process.   

2. Premature Underground Failure 
The costs associated with the incremental activities were developed based on historical data of similar 
programs, as well as SME judgment. SDG&E also used high level assumptions regarding the work to be 

16 Ranges of costs were rounded to the neared $10,000. 
17 The capital presented is the sum of the years 2017, 2018, and 2019 or a three-year total.  Years 2017, 2018 and 
2019 are the forecast years for SDG&E’s Test Year 2019 GRC Application.   
18 The Mitigation Total column includes GRC items as well as any applicable non-GRC items. 
19 The GRC Total column shows costs typically represented in a GRC. 

Status quo is maintained 
Expanded or new activity 

* Includes one or more mandated activities 
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completed as part of these programs.  For example, to develop the forecasted costs for the Switch 
Maintenance Program, SDG&E assumed that a percentage of the maintenance inspections would result 
in recommended capital replacements; the actual number of replacements will only be known after a 
thorough inspection is completed as part of the program.  A range of costs is provided to accommodate 
the refinement of scope and plan for each switch that will occur during the inspection process.

3. Premature Substation Failure 
The costs associated with the incremental activities were developed based on historical data of similar 
programs as well as SME judgment.  SDG&E also used high level assumptions regarding the work to be 
completed as part of these programs.  For example, SDG&E assumed two 4 kV substation 
removals/conversions will be designed, engineered, and [de]constructed per year utilizing existing 
resources, taking into account similar resource limitations for converting the distribution assets to 12 kV.
A range of costs is provided to accommodate the refinement of scope and plan for each substation that 
will occur during the design process.   

4. System Modernization 
The costs associated with the incremental activities were developed based on historical data of similar 
programs as well as SME judgment.  SDG&E also used high level assumptions regarding the work to be 
completed as part of these programs.  For example, to develop the forecasted costs for the Advanced 
SCADA Program, SDG&E projected costs using a 4-year average for similar programs.  As SDG&E’s 
design of these systems employs various technologies suited for diverse field conditions, the actual 
required equipment is not yet identified, and will be determined upon field surveying and project 
development.     

For each of the mitigations, SDG&E is proposing to continue its baseline work and forecasted such costs 
using mostly five-year averages, which is most representative because the amount and complexity of 
work can vary on an annual basis. The future scope of work is largely consistent with the baseline.  In 
some cases, where the future scope of baseline work is proposed to expand or accelerate, zero-based 
forecasts were used to estimate costs.               

8 Risk Spend Efficiency 

Pursuant to D.16-08-018, the utilities are required in this Report to “explicitly include a calculation of 
risk reduction and a ranking of mitigations based on risk reduction per dollar spent.”20  For the purposes 
of this Section, Risk Spend Efficiency (RSE) is a ratio developed to quantify and compare the 

20 D.16-08-018 Ordering Paragraph 8. 
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effectiveness of a mitigation at reducing risk to other mitigations for the same risk. It is synonymous 
with “risk reduction per dollar spent” required in D.16-08-018.21

As discussed in greater detail in the RAMP Approach chapter within this Report, to calculate the RSE 
the Company first quantified the amount of Risk Reduction attributable to a mitigation, then applied the 
Risk Reduction to the Mitigation Costs (discussed in Section 7).  The Company applied this calculation 
to each of the mitigations or mitigation groupings, then ranked the proposed mitigations in accordance 
with the RSE result.    

8.1 General Overview of Risk Spend Efficiency Methodology
This subsection describes, in general terms, the methods used to quantify the Risk Reduction.  The 
quantification process was intended to accommodate the variety of mitigations and accessibility to 
applicable data pertinent to calculating risk reductions.  Importantly, it should be noted that the analysis 
described in this chapter uses ranges of estimates of costs, risk scores and RSE.  Given the newness of 
RAMP and its associated requirements, the level of precision in the numbers and figures cannot and 
should not be assumed.   

8.1.1 Calculating Risk Reduction 
The Company’s SMEs followed these steps to calculate the Risk Reduction for each mitigation:  

1. Group mitigations for analysis:  The Company “grouped” the proposed mitigations in one of 
three ways in order to determine the risk reduction: (1) Use the same groupings as shown in the 
Proposed Risk Mitigation Plan; (2) Group the mitigations by current controls or future 
mitigations, and similarities in potential drivers, potential consequences, assets, or dependencies 
(e.g., purchase of software and training on the software); or (3) Analyze the proposed mitigations 
as one group (i.e., to cover a range of activities associated with the risk).   

2. Identify mitigation groupings as either current controls or incremental mitigations: The
Company identified the groupings by either current controls, which refer to controls that are 
already in place, or incremental mitigations, which refer to significantly new or expanded 
mitigations.   

3. Identify a methodology to quantify the impact of each mitigation grouping:  The Company 
identified the most pertinent methodology to quantify the potential risk reduction resulting from 
a mitigation grouping’s impact by considering a spectrum of data, including empirical data to the 
extent available, supplemented with the knowledge and experience of subject matter experts.  
Sources of data included existing Company data and studies, outputs from data modeling, 
industry studies, and other third-party data and research.

4. Calculate the risk reduction (change in the risk score). Using the methodology in Step 3, the 
Company determined the change in the risk score by using one of the following two approaches 
to calculate a Potential Risk Score: (1) for current controls, a Potential Risk Score was calculated 
that represents the increased risk score if the current control was not in place; (2) for incremental 
mitigations, a Potential Risk Score was calculated that represents the new risk score if the 

21 D.14-12-025 also refers to this as “estimated mitigation costs in relation to risk mitigation benefits.” 
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incremental mitigation is put into place. Next, the Company calculated the risk reduction by 
taking the residual risk score (See Table 4 in this chapter.) and subtracting the Potential Risk 
Score.  For current controls, the analysis assesses how much the risk might increase (i.e., what 
the potential risk score would be) if that control was removed.22  For incremental mitigations, the 
analysis assesses the anticipated reduction of the risk if the new mitigations are implemented.  
The change in risk score is the risk reduction attributable to each mitigation. 

8.1.2 Calculating Risk Spend Efficiency 
The Company SMEs then incorporated the mitigation costs from Section 7.  They multiplied the risk 
reduction developed in subsection 8.1.1 by the number of years of risk reduction expected to be realized 
by the expenditure, and divided it by the total expenditure on the mitigation (capital and O&M).  The 
result is a ratio of risk reduction per dollar, or RSE.  This number can be used to measure the relative 
efficiency of each mitigation to another.  
Figure 3 shows the RSE calculation. 

Figure 3: Formula for Calculating RSE 

The RSE is presented in this Report as a range, bounded by the low and high cost estimates shown in 
Table 6 of this chapter. The resulting RSE scores, in units of risk reduction per dollar, can be used to 
compare mitigations within a risk, as is shown for each risk in this Report.  

8.2 Risk Spend Efficiency Applied to This Risk    
SDG&E analysts used the general approach discussed in Section 8.1, above, in order to assess the RSE 
for the EII risk.  The RAMP Approach chapter in this Report, provides a more detailed example of the 
calculation used by the Company.   

SDG&E used the following approach to assess the RSE of the mitigations:  

(1) Current and Incremental activities were grouped according to asset type, resulting in four asset 
classes: OH, UG, Subs, and Systems. A single representative asset type was then used to 
evaluate each of the bundled proposals. Consequently, four current controls and four incremental 
mitigations were analyzed. 

(2) Weights were applied to each of the asset classes according to potential safety impact to account 
for their contributions to the risk: 

22 For purposes of this analysis, the risk event used is the reasonable worst case scenario, described in the Risk 
Information section of this chapter. 
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a. OH is assigned the highest weight (greater than 50%) as it is considered a larger 
contributor to this risk due to the public accessibility of this asset class.  

b. Underground assets were assigned the next highest weight (between 25 and 50%) as they 
are not as easily accessible by the public. 

c. Substation and Systems were assigned a low weight (less than 5%) since these assets are 
fenced in and/or have not been a significant cause of safety incidents in the industry. 

(3) The risk reduction of each mitigation was calculated and the current and incremental programs 
were unbundled, with slightly more benefit allocated to the baseline programs as they are 
ongoing and therefore generally address higher priority risks. 

The resulting risk to the system should all the mitigations NOT be funded was estimated to occur 
Regularly (Frequency at level 5 to 6), potentially causing serious injuries or even fatalities (safety 
impact at level 6).  The corresponding risk score could then potentially reach approximatively 800,000 
in the long term. This is based on SME projected degradation and system aging.  Lack of aggressive 
maintenance procedures would cause the electric system to become more susceptible to failures and it is 
important to note the fact that some similar risk events have caused fatalities within the industry.  While 
eliminating all risk is not achievable, the Company is proposing to continue, expand, accelerate, and 
implement new mitigations to keep the risk level from increasing.  While data models for some electric 
assets are mature, the company recognizes that it does not have an analytical basis for the resulting risk 
of all electric assets and will be pursuing an analytical approach and models to better quantify the risk of 
Electric Infrastructure Integrity. 

Overhead assets

Circuits prone to wire down events were used as a proxy for the OH asset class.  OH is assigned the 
highest weight (greater than 50%) as it is considered a larger contributor to this risk due to the public 
accessibility of this asset class.  Since not all targeted circuits prone to wire down events are being 
addressed by this mitigation over the time period of interest (2017-2019), it was necessary to pro-rate in 
the risk reduction the amount of the percentage being addressed or approximately 10%.  There is also an 
adjustment for the relative effectiveness of these wire down remedial actions that is applied in the risk 
reduction calculation.  The number used is two times the average, meaning that the assets targeted by the 
program have been shown to contribute two times as much per unit to this risk than the average asset. 

Underground equipment 
For this asset class, underground cable information was used as a proxy due to the availability of data 
for this asset, even though most of the safety risk is caused by the associated equipment. This risk 
represents an estimate of potential electrical contact incidents from working with live front transformers, 
“do not operate energized” (DOE) switches, in confined spaces, and other underground electric assets. 
Underground assets were assigned the next highest weight (between 25% and 50%) as they are not as 
easily accessible by the public; however, they make up the majority (greater than 60%) of SDG&E’s 
electric facilities. 

The percentage of poor performing assets slated to be replaced in the UG group is very small, less than 
0.5%, and this percentage is used to prorate the program’s benefits.  From all Company underground 
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assets, almost 25% were deemed poor performing, and this percentage is used as an additional factor to 
prorate the benefit of the program.  Even though the percent slated for replacement is very small, the 
effectiveness of these reconstruction measures is estimated to be much larger than represented by the 
average condition; the effectiveness factor was estimated at 10 times the average. 

Substation assets 
For this grouping, 4 kV substation data was used as a proxy.  Note that because of access restrictions in 
substations, it is much less likely that inadvertent electrical contact can occur and therefore a small 
weight (less than 5%) was assigned to this asset class. 

Substations with 4 kV voltage on the low side were used as the proxy for the asset class percentage 
being remediated.  The number proposed is 6 out of 29 substations slated for remediation activities, and 
this ratio is used as a benefit deflator.  However, it should be noted that there are over 150 step-down 
transformers that are in the 4 kV transformer fleet and that are not located in a traditional enclosed 
substation facility. 

Severely aged substation infrastructure across all voltage levels are replaced based on operational 
significance and SDG&E reliability standards.  Targeted programs also include obsolete equipment and 
relay replacements.  Approximately 10-20 substations are targeted each year for this type of work. 

System Modernization 
For this grouping, a percentage of switches targeted for remediation was used as a proxy.  The assigned 
weight of this asset class is very small (less than 5%). 
The proposed number of switches targeted for inspection and remediation and used as the proxy for the 
percentage of poor performing assets being remediated is more than half of the targeted population.  
This percentage is used as a risk deflator. 

The risk mitigation strategy for System Modernization includes expanding and maintaining distribution 
Advanced SCADA infrastructure.  This project deploys switches and other devices equipped with 
Advanced SCADA capabilities; using high speed broadband radios and logic-based controls to reduce 
safety risks by quickly and more accurately identifying infrastructure failures.  The devices feature 
advanced high impedance fault detection and falling conductor detection in addition to traditional 
protection such as overcurrent protection.  In lieu of these systems, electric infrastructure failures and 
their associated outages and safety risks could remain undetected or unconfirmed for extended periods 
of time while first responders are en route.  Approximately twenty-five circuits per year are targeted for 
Advanced SCADA expansion.

Qualitative Ranking of Mitigation Groupings 
Table 7 below shows the ranking of mitigation classes based on safety impacts:  
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Table 7: Qualitative Risk Ranking

Class Assets SME Rank 

Current OH Conductors/Connectors 
(impacting wire down), pole 
loading 

1

Incremental OH True up QA/QC, 4kV 
modernization, distribution 
rebuild, long spans, small 
wire and connectors, coastal 
infrastructure, anchor rods, 
UAV switches 

2

Current Systems Advanced SCADA 3
Current UG Cable, live front 

transformers, DOE 
switches, services, CMP 
switches and manholes 

4

Incremental Systems SCADA RTUs, bridged 
cutout switches 

5

Current Subs Aged infrastructure, CBM 6
Incremental Subs CBM expansion, 4kV 

modernization
7

Incremental UG Undergrounding, tee 
connectors 

8

The above rankings are believed to be reasonable because they aim to address risks in order of highest 
safety risk to the public, contractors, or employees.  Current OH mitigations implement critical routine 
maintenance and inspections of overhead infrastructure, which are most prone to safety incidents due to 
their physical exposure to outside forces (e.g. wind, storms) and collocation with the public.  The 
Incremental OH mitigations aim to expand and accelerate these practices, however systematically 
address mostly medium-to long-term risks as projected by data models based on known failure rates.  
Technological advancements and modernization efforts such as Advanced SCADA are valuable because 
they support fast, real-time operations for other risk-mitigating activities across all asset classes.  The 
Current Systems mitigations address highest risk areas whereas the Incremental Systems mitigations 
address areas of growing concern.

Subs and UG mitigations are ranked lower due to the assets’ limited physical exposure to the public.  
Substations are typically located in areas not generally traversed by the public and are also enclosed by a 
secured wall or fence.  For utility workers in substations, various safety protocols are strictly enforced to 
help ensure safety, such as the utilization of visual disconnect switches and gauges to identify open or 
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de-energized circuits.  Underground facilities, which include subsurface (e.g., vault, manhole, conduit) 
structures and above-ground pad-mounted structures, are relatively less susceptible to public or worker 
safety due to the modern design of these systems.  In the event of a cable fault or public contact of a 
pad-mounted transformer station, damaged assets are often effectively automatically isolated from 
inadvertent electrical contact or are otherwise away from public contact.  Current UG and Subs activities 
are ranked higher than Incremental UG and Subs because the existing programs aim to address 
infrastructure with the highest rate of failure primarily due to age.  The Incremental UG and Subs 
mitigations aim to expand and accelerate these efforts to ensure safety is steadily maintained in 
proportion to the rate of failure.

Quantitative Ranking of Mitigation Groupings 
With the unbundling of the risk reduction benefits into proposed and baseline portions, the various 
programs can be re-ranked.  The Quantitative Rank column in Table 8 shows the re-ranked sequence 
based on the quantitative analyses that were performed. 

Table 8: Quantitative Risk Ranking

Class Assets SME Rank Quantitative 
Rank 

Current OH Conductors/Connectors 
(impacting wire down), pole 
loading 

1 1 

Incremental OH True up QA/QC, 4kV 
modernization, distribution 
rebuild, long spans, small 
wire and connectors, coastal 
infrastructure, anchor rods, 
UAV switches 

2 2 

Current Systems Advanced SCADA 3 3 
Current UG Cable, live front 

transformers, DOE switches, 
services, CMP switches and 
manholes 

4 723

Incremental Systems SCADA RTUs, bridged 
cutout switches 

5 4 

23 The difference in ranking is due to the use of underground cable data as a proxy which may under represent the 
UG class safety risk.



   

Page SDGE 12-31 

310313

Current Subs Aged infrastructure, CBM 6 5 
Incremental Subs CBM expansion, 4kV 

modernization
7 6 

Incremental UG Undergrounding, tee 
connectors 

8 8 

It is important to note that the electric infrastructure programs are intended to maintain current 
performance and to address potential adverse impacts from system aging and degradation. 

8.3 Risk Spend Efficiency Results 
Based on the foregoing analysis, SDG&E calculated the RSE ratio for each of the proposed mitigation 
groupings.  Following is the ranking of the mitigation groupings from the highest to the lowest 
efficiency, as indicated by the RSE number:    

1. Overhead Assets (current controls) 
2. Overhead Assets (incremental mitigations) 
3. System Modernization (current controls) 
4. System Modernization (incremental mitigations) 
5. Substation Assets (current controls) 
6. Substation Assets (incremental mitigations) 
7. Underground Assets (current controls) 
8. Underground Assets (incremental mitigations) 

Figure 4 displays the range24 of RSEs for each of the SDG&E EII risk mitigation groupings, arrayed in 
descending order.25  That is, the more efficient mitigations, in terms of risk reduction per spend, are on 
the left side of the chart.   

24 Based on the low and high cost ranges provided in Table 6 of this chapter. 
25 It is important to note that the risk mitigation prioritization shown in this Report, is not comparable across other 
risks in this Report.    
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Figure 4: Risk Spend Efficiency 

9 Alternatives Analysis 

SDG&E considered alternatives to the proposed mitigations as it developed the proposed mitigation plan 
for the Electric Infrastructure Integrity risk.  Typically, alternatives analysis occurs when implementing 
activities, and with vendor selection in particular, to obtain the best result or product for the cost.  The 
alternatives analysis for this risk plan also took into account modifications to the proposed plan and 
constraints, such as budget and resources.   

9.1 Alternative 1 – Comprehensive Replacements 
SDG&E considered comprehensive replacements as an alternative to the proposed plan.  This would 
include replacing entire classifications of risk-prone assets with assets less impacted by the same risk 
drivers.  For example, a comprehensive replacement of all #6 conductor in the SDG&E service territory 
with #2 conductor could be very costly, while not eliminating an incremental amount of risk that is 
proportional to those costs when compared to the proposed mitigation strategy, which incorporates a 
hybrid solution involving Advanced SCADA.  While there are benefits to this alternative, such as a 
greater amount of enterprise risk reduction, they do not seem to justify the anticipated high cost of 
implementing comprehensive replacements.  Therefore, this alternative was dismissed in favor of 
SDG&E’s proposed plan, due to the affordability and feasibility constraints.   

9.2 Alternative 2 – Extended Period of Replacements 
Another alternative considered was to extend the period by which SDG&E replaces aging infrastructure.  
This would reduce the cost in the short term due to less work being completed in a given year, but it also 
would increase the risk exposure for an extended period of time.  SDG&E does not believe this is a 
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feasible alternative as these aging assets already have been deemed as needing to be replaced.  If 
adopted, this alternative could potentially cause SDG&E to reduce system reliability, as these aging 
assets begin to fail in larger volumes than currently experienced; disproportionate to workforce and 
logistical capacity.  Accordingly, this alternative was rejected.  SDG&E’s proposed plan is preferred as 
it better balances affordability, timeliness, and the resulting risk reduction.

9.3 Alternative 3 – Expedited Undergrounding and Reconductoring 
This alternative involves expediting undergrounding and reconductoring plans to reduce the amount of 
overhead wire exposure.  This acceleration could provide more immediate safety and reliability benefits 
as it would replace equipment that is more prone to failure; but would do so at a high cost (based on 
historical costs to underground distribution lines).  Regarding the reconductoring approach, risks may 
not be fully mitigated, as the overhead infrastructure still would be susceptible to energized wire down 
events due to foreign object contact (e.g., car-pole contact).  SDG&E’s proposed plan is preferred as it is 
less costly and directly addresses the safety risk associated with wire down events.   

9.4 Alternative 4 – Work-Around Switching Procedures and Status Quo 
This alternative maintains the status quo, which comprises work-around switching procedures, enabling 
electric workers to avoid directly operating equipment that is suspected to be unsafe, at the cost of 
prolonged outages.  While the projects and programs currently administered allow SDG&E to provide 
safe and reliable service today, every day SDG&E’s assets are getting older, which again is a potential 
leading indicator of the likelihood of failure.  This alternative is more cost -effective than SDG&E’s 
proposed plan.  However, deferring asset replacements increases the risk exposure.  SDG&E’s proposed 
plan is preferred as it is expected to reduce risk.
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Executive Summary 
The Records Management risk relates to the potential public safety, property, reliability, regulatory, or 
financial impacts that result from the use of inaccurate or incomplete records.   

To assess this risk, SDG&E first identified a reasonable worst case scenario and scored the scenario 
against five residual impact categories (e.g., Health, Safety, Environmental; Operational & Reliability, 
etc., discussed in Section 3).  Then, SDG&E considered as a baseline, the SDG&E mitigation in place 
for Records Management in 2015 and estimated the costs (costs are discussed in Section 7).  SDG&E 
identified the following controls as of 2015:

1. Administrative: adherence to existing records management policies and practices, including 
audits; 

2. Training:  biennial training for records management and compliance team meetings; 
3. Operational Compliance and Oversight: records management within each business group; 

and
4. Information Management Systems: existing IT applications, including but not limited to 

Geographic Information Systems (GIS).  

The current records management controls focus on safety-related impacts (e.g., Health, Safety, and 
Environment) per guidance provided by the Commission in Decision 16-08-018 and may address 
reliability and regulatory impacts as well.

Based on the foregoing assessment, SDG&E proposed future mitigations.  For Records Management, 
SDG&E proposed to continue the four control categories identified above with enhancements in each 
category.  The proposed enhancements include:   

1. Administrative: SDG&E proposes to hire a third-party records management expert to provide 
recommendations on its records management policies and practices.

2. Training:  SDG&E proposes to increase the frequency of training from biennial to annual and 
provide additional training specific to operational personnel. 

3. Operational Compliance and Oversight: SDG&E proposes to launch a centralized records 
management organization. 

4. Information Management Systems:  SDG&E proposes to continue with application and system 
enhancements supporting records management.    

Finally, SDG&E developed the risk spend efficiency (RSE).  The risk spend efficiency is a new tool that 
SDG&E developed to attempt to quantify how the proposed mitigations will incrementally reduce risk.  
The metric used to determine the risk spend efficiency of the mitigations was based on records 
management data, which evaluates the vulnerabilities facing SDG&E’s records management practices 
and policies.
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Risk: Records Management 
1 Purpose

The purpose of this chapter is to present the mitigation plan of San Diego Gas & Electric Company 
(SDG&E or Company) for the risk of records management,1 with a focus on electric operational records 
that potentially implicate safety.  The records management risk involves the use of inaccurate or 
incomplete information that could result in the failure to (1) construct, operate and maintain SDG&E’s 
system safely and prudently; or, (2) to satisfy regulatory compliance requirements.  Due to the breadth 
of tasks associated with the management of records for the entire enterprise, this risk chapter focuses on 
the enterprise-wide systems and processes for the management of operational records and is not intended 
to be a comprehensive discussion of all records.

This risk is a product of SDG&E’s September 2015 annual risk registry assessment cycle.  Any events 
that occurred after that time were not considered in determining the 2015 risk assessment in preparation 
for this Report.  While 2015 is used as a base year for mitigation planning, risk management has been 
occurring, successfully, for many years within the Company.  SDG&E and Southern California Gas 
Company (SoCalGas) (collectively, the utilities) take compliance and managing risks seriously, as can 
be seen by the number of action taken to mitigate each risk.  This is the first time, however, that the 
utilities have presented a RAMP Report, so it is important to consider the data presented in this plan in 
that context.  Expenditures during 2015 for the baseline mitigations are provided; however, the utilities 
do not currently track expenditures in this way, so the baseline amounts are the best effort of each utility 
to benchmark both capital and operations and maintenance (O&M) costs during that year.  The level of 
precision in process and outcomes is expected to evolve through work with the California Public 
Utilities Commission (Commission or CPUC) and other stakeholders over the next several General Rate 
Case (GRC) cycles. 

The Commission has ordered that RAMP be focused on safety-related risks and mitigating those risks.2
In many risks, safety and reliability are inherently related and cannot be separated, and the mitigations 
reflect that fact.  Compliance with laws and regulations is also inherently tied to safety and the utilities 
take those activities very seriously.  In all cases, the 2015 baseline mitigations include activities and 
amounts necessary to comply with the laws in place at that time.  Laws rapidly evolve, however, so the 
RAMP baseline has not taken into account any new laws that have been passed since September 2015.  
Some proposed mitigations, however, do take into account those new laws.   

1 SDG&E considers records management as the practice of managing the records of an organization 
throughout the records’ life cycle; from the time of creation to their eventual disposal.  This includes 
identifying, classifying, storing, securing, retrieving, tracking and destroying or permanently preserving 
records, and recently, includes traceability, verifiability, completeness and ready availability (See, e.g., 
Decision (D.)11-06-017 at p. 19). 
2 D.14-12-025 at p. 31. 
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The purpose of RAMP is not to request funding.  Any funding requests will be made in the GRC.  The 
forecasts for mitigation are not for funding purposes, but are rather to provide a range for the future 
GRC filing.  This range will be refined with supporting testimony in the GRC.  Although some risks 
have overlapping costs, the utilities have made efforts to identify those costs. 

In addition, the risk assessment provided herein focuses on records pertaining to SDG&E’s electric 
operational assets.  SDG&E’s gas operational records are addressed in the corresponding RAMP 
Records Management chapter for SoCalGas.  This is primarily because many of the electronic 
applications for managing gas records, as well as some of the gas record-related initiatives, are 
implemented and maintained by SoCalGas.  However, this chapter will capture SDG&E gas costs 
directly funded at SDG&E. 

2 Background3

For safety and compliance purposes, SDG&E has implemented various recordkeeping controls for its 
system in accordance with, for example, the following: 

General Order (G.O.) 95 – Rules For Overhead Electric Line Construction  
o Rule 80.1 defines the record keeping requirement for the required inspection of joint-use 

poles.
o Rule 44.2 defines the requirements for pole loading calculations and the records 

documenting the analysis.  This directly influenced the creation of the current Pole 
Information Data System (PIDS) portal to SAP-Plant Maintenance (SAP-PM) for storing 
these records, and the link provided within the Geographical Information System (GIS) 
mapping system for accessing these records. 

o Rule 18 provides records requirements related to the resolution of safety hazards and 
G.O. 95 nonconformances, also referred to as corrective maintenance.  These records 
were initially stored within the Distribution Inspection and Maintenance System (DIMS) 
system, which was recently replaced by the more robust SAP-PM system.  The inclusion 
of Communication Infrastructure Providers (CIPs) to Rule 18 following the 2007 
wildfires prompted the creation of the Telecommunications Equipment Asset 
Management System (TEAMS) portal to SAP-PM, providing CIPs with the pole 
information and data required for joint use applications. 

3 The records management risk and associated scores were originally determined by the Financial 
Systems and Compliance department (Financial Systems) within the Controller’s organization, because 
this organizational unit provides general policy oversight over all company records, including 
administrative records.  During the evaluation and development of this risk discussion, however, 
SDG&E determined that operational and asset records are more likely to implicate safety than other 
records, such as administrative records, and shifted its focus to these operational records.  Keeping in 
line with this focus, the risk was transitioned to the Electric Distribution organization, which has greater 
visibility and knowledge of operational or asset records.  This narrative, mitigations and proposals focus 
primarily on records management as it pertains to key activities in the electric operations organization.
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G.O. 128 – Rules For Construction of Underground Electric Supply and Communication 
Systems 

o Rule 17.7 provides requirements and responsibility for records pertaining to the location 
of underground facilities. 

G.O. 165 – Inspection Requirements For Electric Distribution and Transmission Facilities 
o Section III and Section IV provide the records management requirements for the 

inspection and maintenance of electrical assets for distribution and transmission facilities, 
respectively.  Additionally, Section III.D requires submittal of an annual report 
identifying the asset inspection work completed.  Given the large amount of data records 
required to compile an accurate and comprehensive annual report, recent IT improvement 
projects have been completed or are in progress to facilitate the process. 

G.O. 166 – Standards for Operation, Reliability, and Safety During Emergencies and Disasters 
o Standard 11 requires annual reporting reflecting compliance with the G.O. and any 

modifications to the emergency plan.   
G.O. 174 – Rules for Electric Utility Substations 

o Section III provides requirements for substation inspection program records and reporting 
requirements.  

There are also many CPUC decisions (e.g. D.16-01-008) and additional requirements around data and 
records management result from various CPUC directives and laws (e.g. Assembly Bill [AB] 1650).  In 
addition to the existing rules, SDG&E must also comply with new or developing records management 
rules. 

3 Risk Information  

As stated in the testimony of Jorge M. DaSilva in the Safety Model Assessment Proceeding (S-MAP) 
Application (A.) 15-05-002, “SDG&E is moving towards a more structured approach to classifying risks 
and mitigations through the development of its new risk taxonomy.  The purpose of the risk taxonomy is 
to define a rational, logical and common framework that can be used to understand, analyze and 
categorize risks.”  The Enterprise Risk Management (ERM) process and lexicon that SDG&E has put in 
place was built on the internationally-accepted IS0 31000 risk management standard. In the application 
and evolution of this process, the Company is committed to increasing the use of quantification within 
its evaluation and prioritization of risks.  This includes identifying leading indicators of risk.  Sections 3 
through 9 of this plan describe the key outputs of the ERM process and resultant risk mitigations.  

In accordance with the ERM process, Section 3 describes the risk classification, possible drivers and 
potential consequences of the Records Management risk.   
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3.1 Risk Classification 
Consistent with the taxonomy presented by SDG&E and SoCalGas in A.15-05-002, SDG&E classifies 
this as a cross-cutting risk as shown in Table 1.  This risk affects people and regulatory, and is a function 
of employee conduct and compliance.  

Table 1: Risk Classification per Taxonomy

Risk Type Asset/Function
Category

Asset/Function Type 

CROSS-CUTTING  PEOPLE 
REGULATORY 

EMPLOYEE CONDUCT 
COMPLIANCE  

3.2 Potential Drivers4

When performing the risk assessment for Records Management, SDG&E identified potential indicators 
of risk, referred to as drivers.  These include but are not limited to: 

Insufficient training of employees 
Insufficient time or resources to devote to the appropriate records management practices 
Insufficient data back-up policies, procedures or processes 

Subcategories of these potential drivers can include, for example, incomplete or incorrect records, delays 
in capturing asset data into records systems, enterprise systems issues, and failure of employees to 
follow procedures, processes or practices.   

3.3 Potential Consequences 
If one of the risk drivers listed above were to occur, resulting in an incident, the potential consequences 
of a reasonable worst case scenario could include: 

Severe harm to life and/or property;
Regulatory fines / penalties; and 
Erosion of public confidence. 

These potential consequences were used in the scoring of Records Management risk that occurred 
during SDG&E’s 2015 risk registry process.  See Section 4 for more detail. 

3.4 Risk Bow Tie 
The risk “bow tie,” shown below in Figure 1, is a commonly used tool for risk analysis.  The left side of 
the bow tie illustrates potential drivers that lead to a risk event, and the right side shows the potential 

4 An indication that a risk could occur.  It does not reflect actual or threatened conditions. 
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consequences of a risk event.  SDG&E applied this framework to identify and summarize the 
information provided above. 

Figure 1: Risk Bow Tie 

4 Risk Score 

The SDG&E and SoCalGas ERM organization facilitated the 2015 risk registry process, which resulted 
in the inclusion of Records Management as one of the enterprise risks.  During the development of the 
risk register, subject matter experts (SMEs) assigned a score to this risk, based on empirical data to the 
extent it is available and/or using their expertise, following the process outlined in this section.5

4.1 Risk Scenario - Reasonable Worst Case 
There are many possible ways in which a records management related event can occur.  For purposes of 
scoring this risk, SMEs used a reasonable worst case scenario to assess the impact and frequency.  The 
scenario represented a situation that could happen, within a reasonable timeframe, and lead to a 
relatively significant adverse outcome.  These types of scenarios are sometimes referred to as low 
frequency, high consequence events.  The subject matter experts selected a reasonable worst case 
scenario to develop a risk score for Records Management:  

Employees, relying on inadequate records, mismark the location of a natural gas pipeline, which 
ultimately leads to a pipeline failure.  While this scenario relates to the potential failure of a gas 
facility, a similar scenario and consequences could occur with an electric facility, where 
inadequate records could lead to mismarking the location of a power pole or underground 
structure, ultimately leading to failure of the electrical equipment or structure.  Both scenarios 
result in severe injuries and disruption of service for an extended period.  This also results in a 
legal consequences including regulatory investigation with financial impacts.     

5 SMEs from the Financial Systems as well as Gas and Electric Operations scored the Records 
Management risk. 
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Note that the following narrative and scores are based on this scenario; they do not address all 
consequences that can happen if the risk occurs. 

4.2 2015 Risk Assessment 
Using the scenario in 4.1, SMEs then evaluated the frequency of occurrence and potential impact of the 
risk using SDG&E’s 7X7 Risk Evaluation Framework (REF).  The framework (also called a matrix) 
includes criteria to assess levels of impact ranging from Insignificant to Catastrophic and levels of 
frequency ranging from Remote to Common.  The 7X7 framework includes one or more criteria to 
distinguish one level from another.  The Commission adopted the REF as a valid method to assess risks 
for purposes of this RAMP.6  Using the levels defined in the REF, the SMEs applied empirical data to 
the extent it is available and/or their expertise to determine a score for each of the four residual impact 
areas and the frequency of occurrence of the risk.

Table 2 provides a summary of the Records Management risk score in 2015.  This risk has a score of 4 
or above in the Health, Safety, and Environmental impact area and, therefore, was included in the 
RAMP.  These are residual scores because they reflect the risk remaining after existing controls are in 
place.  For additional information regarding the REF, please refer to the RAMP Risk Management 
Framework chapter within this Report. 

Table 2: Risk Score 

Residual Impact Residual
Frequency

Residual
Risk 
Score

Health, Safety, 
Environmental

(40%) 

Operational & 
Reliability 

(20%) 

Regulatory,
Legal,

Compliance 
(20%) 

Financial

(20%) 
5 5 5 4 3 4,734 

4.3 Explanation of Health, Safety, Environmental Impact Score 
Applying the risk scenario of a pipeline, power pole, or underground equipment or structure failure 
(described in Section 4.1), SDG&E anticipated that such an incident could result in many permanent or 
serious injuries to employees or the public.  Accordingly, SDG&E scored Records Management a 5 
(extensive) in the Health, Safety, and Environmental impact in 2015. 

4.4 Explanation of Other Impact Scores 
Based on the selected reasonable worst case risk scenario, SDG&E gave the other residual impact areas: 

6 D.16-08-018 Ordering Paragraph 9. 
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Operational and Reliability:  SDG&E rated the Operational and Reliability impact area a 5 
(extensive).  A serious incident could result in an interruption of service for greater than 10 days 
and may impact a large number of customers.   
Regulatory, Legal, and Compliance:  SDG&E rated the Regulatory, Legal, and Compliance 
impact area a 5 (extensive) because of the potential for investigations and enforcement actions by 
the Commission and/or other local, state and federal government agencies that could result in 
fines and penalties, restricted operations, or other potential remedies.  
Financial:  SDG&E rated the Financial impact area a 4 (major) because SDG&E reasoned that 
the primary financial impact would be a result of potential litigation and/or penalties, followed 
by costs associated with injuries and property damage.  SDG&E estimated a potential financial 
impact range between $10 million to $100 million resulting in SDG&E’s score of 4.

4.5 Explanation of Frequency Score 
SMEs used empirical data to the extent available and/or their expertise to determine that the likelihood 
of a records management related incident occurring that would result in many severe injuries to the 
public or employees was considered to be 3 (infrequent), which is defined in SDG&E’s 7X7 matrix as 
having the potential to occur every 10-30 years in its service territory.  SDG&E scored this as a 3 
because Records Management incidents involving SDG&E’s operational asset records are rare and are 
further mitigated by the Company’s existing controls; at the same time, SDG&E recognizes that 
enhancements to the existing program can be employed.

5 Baseline Risk Mitigation Plan7

As stated above, Records Management risk has potential public safety, property, reliability, regulatory, 
and financial impacts.  The 2015 baseline mitigations discussed below include the current evolution of 
the utilities’ management of this risk.  The baseline mitigations have been developed over many years to 
address this risk.  They include the amount to comply with laws that were in effect at that time.  
SDG&E’s baseline mitigation plan for this risk consists of four controls: (1) Administrative, (2) 
Training, (3) Operational Compliance and Oversight; and (4) Information Management Systems.   

SMEs from Financial Systems, Enterprise Risk Management, Electric Transmission and System 
Engineering, Electric Distribution, and Gas Operations departments collaborated to identify and 
document the controls.  These controls focus on safety-related impacts8 (i.e., Health, Safety, and 
Environment) per guidance provided by the Commission in D.16-08-0189 as well as controls and 

7As of 2015, which is the base year for purposes of this Report.
8 The Baseline and Proposed Risk Mitigation Plans may include mandated, compliance-driven 
mitigations. 
9 D.16-08-018 at p. 146 states “Overall, the utility should show how it will use its expertise and budget 
to improve its safety record” and the goal is to “make California safer by identifying the mitigations that 
can optimize safety.”     
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mitigations that may address reliability.10  Accordingly, the controls and mitigations described in 
Sections 5 and 6 address safety-related impacts primarily, which for the Records Management risk 
focuses on records management of operational assets.  Note that the controls and mitigations in the 
baseline and proposed plans are intended to address various Records Management risks, not just the 
scenario used for purposes of risk scoring. 

1. Administrative  

For this risk, the Administrative mitigation activities include SDG&E’s administration of and 
adherence to its record management policy and practices, resources to manage records, internal 
audits, and records storage (retention).

SDG&E’s records management policies include, but are not limited to, processes and systems 
containing records, definition and identification of records, organizational records (both paper 
and electronic) and document retention and disposal policy.  The goal of records management 
policies and practices is to provide consistent responsibilities for records management, and to 
require the assignment of specific accountability for oversight and administration of records 
management.  

SDG&E also has record coordinators across the company.  These record coordinators manage 
records and related issues, and are based within each of their respective business areas.  The 
purpose is to give each operational area day-to-day control over records for which it has 
responsibility and knowledge.  While not their primary job function, the record coordinators 
work closely with Financial Systems to promote and support the Company’s records policies and 
procedures.  In effect, this means that the management of operational asset records is 
decentralized.

Sempra Energy’s Audit Services (Internal Audit) group performs periodic audits to verify 
compliance with policies related to records management and retention.  Historically, these audits 
have occurred approximately every three years.   

Lastly, SDG&E uses physical storage space, both on-site and off-site, for records.  SDG&E 
manages the records storage so that it complies with SDG&E’s policies related to retention and 
disposal.

2. Training

SDG&E currently provides training on general records management concepts to all employees 
biennially.  Because every employee has a part in records management for the Company, 

10 Reliability typically has an impact on safety.  Accordingly, it is difficult to separate reliability and 
safety.
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including administrative records, this training helps to provide guidance and reminders about 
SDG&E’s policies and procedures.  Additionally, throughout the year, the records management 
compliance team holds meetings with records management coordinators within the operational 
areas to provide additional guidance on records management activities.  The training 
requirements include mandatory periodic training on the SDG&E record management policies 
and systems containing records, definition and identification of records, organizing records (both 
paper and electronic), among other topics.

3. Operational Compliance and Oversight 

Within operations, SDG&E resources are specifically tasked with collecting, inputting, and 
managing data.  For example, in the Electric Regional Operations (ERO) Department, daily asset 
inspection and maintenance, as part of the Corrective Maintenance Program (CMP), is one of the 
primary functions of the group and is required through CPUC General Order 165.  Through the 
CMP, employees within ERO perform and document the inspection of thousands of overhead 
and underground electric assets, utilizing the appropriate work management and plant 
maintenance systems.  Employees within ERO also generate and complete maintenance orders 
for any corrective maintenance work.  These orders are created, managed, and completed within 
the respective work management systems, which in-turn are digitized within the electric GIS 
mapping system, based on the as-built documentation submitted.  Projects and programs, 
including replacement and inspection programs (e.g. CMP), and their associated costs are largely 
captured in the RAMP risk chapter of Electric Infrastructure Integrity and Wildfire Caused by 
SDG&E Equipment (Including Third Party Pole Attachments).  This chapter is focused instead 
on the compliance with records policy requirements. 

The operational and procedural processes to comply with records retention and management 
policies are managed by each individual operational organization.  In other words, currently, 
management of operational asset records is decentralized in order to give each operational 
department day-to-day control over records for which it has responsibility and expertise.

4. Information Management Systems 

Information Management Systems (IMS) are the IT applications that support the management of 
information and, for purposes of this risk, the IT applications that support operational asset 
records management. 

IMS provide employees and contractors system-attribute information.  These attributes include, 
but are not limited to, design, materials, construction methods, equipment or structure condition, 
and past and present operations and maintenance.  This system information allows employees 
and contractors to complete their operational work safely and accurately.  The IT applications 
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SDG&E uses to support records management include GIS, work management, document 
management, and operational monitoring systems among others.  

6 Proposed Risk Mitigation Plan 

The 2015 baseline mitigations outlined in Section 5 will continue to be performed in the proposed plan, 
in most cases, to maintain the current residual risk level.  In addition, SDG&E proposes to enhance each 
of these mitigations as discussed below. 

1. Administrative  

As SDG&E continues to refine its records management program, SDG&E is proposing to hire 
third-parties or records management experts to provide feedback on its records management 
policies and practices.  Specifically, as SDG&E attempts to benchmark against Generally 
Accepted Recordkeeping Principles (GARP) best practices, consultants may be able to assist 
SDG&E in determining common records management pitfalls or assist with best practices 
roadmaps.  While the proposal for consultants is included in the administrative category, 
consultants may assist with any or all of the mitigation categories listed below. 

2. Training

The current records management training occurs biennially.  With increased focus on records 
management within the utility industry and a desire to further minimize risk exposure associated 
with safety, reliability, and other impacts, SDG&E proposes to provide annual training company-
wide.  Annual training will allow key records management concepts to be communicated to 
employees more frequently, to refresh employee knowledge and enhance employees’ ability to 
more adequately prepare to manage records.   

Due to industry incidents over the past several years, there is increased focus on operational asset 
records, specifically in the areas of accuracy, completeness, searchability, and traceability.  While 
operating groups provide task-specific training internally as well as in areas such as design, asset 
inspection, maintenance, construction, and mapping, SDG&E believes additional training specific 
to operational asset records is a necessary mitigation to improve future risk reduction.  The 
additional training specific to operational asset records management would be explicitly for those 
individuals within the operational organizations and is meant to be between 4-12 hours of 
additional training. 

3. Operational Compliance and Oversight  

SDG&E proposes to launch a centralized records management organization.  This organization 
would provide operational oversight for records management processes in specific operational 
areas and would provide dedicated full-time records management over the daily tasks and activities 
performed.  In essence, records management specialists representing each functional area within 
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the electric engineering and operations groups would serve as eyes and ears of the centralized 
operational records management organization and be a bridge to provide real-time feedback on 
continual improvement of SDG&E’s records-related programs.  The centralized records 
management organization proposed would also allow SDG&E to further review modernization of 
records while additionally identifying other potential opportunities to improve its records 
management program and oversight on day-to-day activities.  With a centralized organization, 
SDG&E could more nimbly respond to and implement new and proposed regulations related to 
records management.   

In order to launch this records management organization, SDG&E anticipates needing an 
additional 5 to 15 employees who would effectively be records management specialists; at a 
minimum, one manager to oversee the team and 1-3 individuals for each functional area (planning, 
engineering, design, construction, field operations, switching, mapping, etc.).  These resources 
would be in addition to Financial Systems.   

4. Information Management Systems 

While there are several current and planned IT applications and enhancements to support records 
management, SDG&E proposes an initiative to further digitize its records.  SDG&E’s records have 
evolved over the life of the operational assets, and transferring existing paper records to an 
electronic format (digitization) is one aspect of modernizing SDG&E’s records.  In addition to 
digitization, SDG&E’s initiative will also add searchability and traceability functionality.
Regulatory compliance standards increasingly require that utilities be able to efficiently and 
effectively identify specific attributes related to operational assets.  As a result, having IT 
applications for records management that enable searchability and traceability functionality are 
important.   

SDG&E has identified IT solutions to support the modernization effort.  The intent of these 
projects is to leverage existing investments in information technology while providing improved 
functionality to address operational needs in the records management area. 

7 Summary of Mitigations 

Table 3 summarizes the 2015 baseline risk mitigation plan, the risk driver(s) a control addresses, and the 
2015 baseline costs for records management.  While control or mitigation activities may address both 
risk drivers and consequences, risk drivers link directly to the likelihood that a risk event will 
occur.  Thus, risk drivers are specifically highlighted in the summary tables.

SDG&E does not account for and track costs by activity, but rather, by cost center and capital budget 
code.  So, the costs shown in Table 3 were estimated using assumptions provided by SMEs and 
available accounting data. 
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Table 3: 2015 Risk Mitigation Plan11

  (Direct 2015 $000)12

ID Control Risk Drivers 
Addressed

Capital
(Electric)13

O&M 
(Electric)

Capital
(Gas)14

O&M 
(Gas)

Control
Total15 GRC

Total16

1 Administrative Insufficient
training of 
employees 
Insufficient
data back-up 
policies, 
procedures or 
processes

n/a $580 n/a n/a $580 $580

2 Training* Insufficient
training of 
employees 

n/a 30 n/a 0 30 30

3 Operational 
Compliance 
and
Oversight*

Insufficient
training of 
employees 
Insufficient
data back-up 
policies, 
procedures or 

6,250
(GRC)

1,110
(FERC)

4,710
(GRC)

350
(FERC)

n/a 600 13,020 11,560

11 Recorded costs were rounded to the nearest $10,000. 
12 The figures provided in Table 3 and 4 are direct charges and do not include Company overhead 
loaders, with the exception of vacation and sick.  These costs are also in 2015 dollars and have not been 
escalated to 2016 amounts. 
13 Pursuant to D.14-12-025 and D.16-08-018, the Company is providing the “baseline” costs associated 
with the current controls, which include the 2015 capital amounts.  The 2015 mitigation capital amounts 
are for illustrative purposes only.  Because projects generally span several years, considering only one 
year of capital may not represent the entire mitigation. 
14 Pursuant to D.14-12-025 and D.16-08-018, the Company is providing the “baseline” costs associated 
with the current controls, which include the 2015 capital amounts.  The 2015 mitigation capital amounts 
are for illustrative purposes only.  Because projects generally span several years, considering only one 
year of capital may not represent the entire mitigation. 
15 The Control Total column represents the total amount, which includes GRC items as well as any 
applicable non-GRC items. 
16 The GRC Total column is only presenting those costs which are typically represented in a GRC. 
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ID Control Risk Drivers 
Addressed

Capital
(Electric)13

O&M 
(Electric)

Capital
(Gas)14

O&M 
(Gas)

Control
Total15 GRC

Total16

processes

4 Information 
Management 
Systems*  

Insufficient
data back-up 
policies, 
procedures or 
processes

16,830 n/a 2,730 n/a 19,560 19,560

TOTAL COST $24,190 $5,670 $2,730 $600 $33,190 $31,730
* Includes one or more mandated activities 

Table 4 summarizes SDG&E’s proposed mitigation plan and associated projected ranges of estimated 
O&M expenses for 2019, and projected ranges of estimated capital costs for the years 2017-2019.  It is 
important to note that SDG&E is identifying potential ranges of costs in this plan and is not requesting 
funding approval.  SDG&E will request approval of funding in its next GRC.  There are non-CPUC 
jurisdictional mitigation activities addressed in RAMP; the costs associated with these will not be 
carried over to the GRC. 
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Table 4: Proposed Risk Mitigation Plan17

(Direct 2015 $000) 

ID Mitigation Risk Drivers  
Addressed

2017-2019
Capital

(Electric)18

2019
O&M

(Electric)

2017-
2019

Capital
(Gas)19

2019
O&M 
(Gas)

Mitigation
Total20

GRC
Total21

1 Administrative Insufficient
training of 
employees 
Insufficient
data back-
up policies, 
procedures
or processes 

n/a $700 - 
990

n/a n/a $700 - 990 $700 -
990

2 Training* Insufficient
training of 
employees 

n/a 400 - 
1,200

n/a 40 -
110

440 - 1,310 440 - 
1,310

3 Operational 
Compliance 
and Oversight* 

Insufficient
training of 
employees 
Insufficient
data back-
up policies, 
procedures
or processes 

18,860 - 
22,630
(GRC)

4,060 - 
4,880

(FERC)

6,210 -
7,450
(GRC)

350 - 420 
(FERC)

n/a 910 - 
1,100

30,390 - 
36,480

24,980  - 
31,170

4 Information 
Management 
Systems 

Insufficient
data back-
up policies, 
procedures
or processes 

63,350 - 
76,020

n/a 5,960 -
7,150

n/a 69,310 - 
83,170

69,310 - 
83,170

17 Ranges of costs rounded to the nearest $10,000. 
18 The capital presented is the sum of the years 2017, 2018, and 2019 or a three-year total.  Years 2017, 
2018 and 2019 are the forecast years for SDG&E’s Test Year 2019 GRC Application.   
19 The capital presented is the sum of the years 2017, 2018, and 2019 or a three-year total.  Years 2017, 
2018 and 2019 are the forecast years for SDG&E’s Test Year 2019 GRC Application.   
20 The Mitigation Total column represents the total amount, which includes GRC items as well as any 
applicable non-GRC items. 
21 The GRC Total column is only presenting those costs which are typically represented in a GRC. 
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TOTAL COST $86,270 - 
$103,530

$7,660 - 
$10,060

$5,960-
$7,150

$950-
$1,210

$100,840-
$121,950

$95,430 -
$116,640

The mitigations and costs presented in Tables 3 and 4 mitigate the risk of Records Management.  Some 
of the activities also mitigate other risks presented in this RAMP Report.  For example, Catastrophic 
Damage Involving Third Party Dig-Ins (Dig-Ins) included GIS-related costs.  Because this activity 
mitigates Records Management as well as Dig-Ins, the costs and risk reduction benefits are being 
included in all applicable RAMP chapters. 

1. Administrative 
This mitigation has an uncertain range of costs.  The costs will depend on whether a third-party 
consultant is hired and how much time will be needed by that consultant to assess and provide 
recommendations to SDG&E’s records management policies and practices. 

2. Training
The cost to increase the frequency of the current records management training from biennially to 
annually is estimated to be $30,000 per year.  The additional training specific to operational asset 
records management would be between 4-12 hours of additional training for operational 
employees, with an estimated cost of $400,000 - $1,200,000 annually. 

3. Operational and Compliance Oversight 
As mentioned in Section 6, SDG&E’s proposed hybrid records management organization would 
consist of additional 5 to 15 employees.  The expected cost of these additional resources is 
$1,500,000 annually. 

4. Information Management Systems 
To support SDG&E’s modernization efforts, the proposed applications are estimated to be 
$70,000,000 in 2017 through 2019.

- Status quo is maintained 
- Expanded or new activity 

* Includes one or more mandated activities 
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8 Risk Spend Efficiency 

Pursuant to D.16-08-018, the utilities are required in this Report to “explicitly include a calculation of 
risk reduction and a ranking of mitigations based on risk reduction per dollar spent.”22  For the purposes 
of this Section, Risk Spend Efficiency (RSE) is a ratio developed to quantify and compare the 
effectiveness of a mitigation at reducing risk to other mitigations for the same risk. It is synonymous 
with “risk reduction per dollar spent” required in D.16-08-018.23

As discussed in greater detail in the RAMP Approach chapter within this Report, to calculate the RSE 
the Company first quantified the amount of Risk Reduction attributable to a mitigation, then applied the 
Risk Reduction to the Mitigation Costs (discussed in Section 7).  The Company applied this calculation 
to each of the mitigations or mitigation groupings, then ranked the proposed mitigations in accordance 
with the RSE result.    

8.1 General Overview of Risk Spend Efficiency Methodology
This subsection describes, in general terms, the methods used to quantify the Risk Reduction.  The 
quantification process was intended to accommodate the variety of mitigations and accessibility to 
applicable data pertinent to calculating risk reductions.  Importantly, it should be noted that the analysis 
described in this chapter uses ranges of estimates of costs, risk scores and RSE.  Given the newness of 
RAMP and its associated requirements, the level of precision in the numbers and figures cannot and 
should not be assumed.   

8.1.1 Calculating Risk Reduction 
The Company’s SMEs followed these steps to calculate the Risk Reduction for each mitigation:  

1. Group mitigations for analysis:  The Company “grouped” the proposed mitigations in one of 
three ways in order to determine the risk reduction:  (1) Use the same groupings as shown in the 
Proposed Risk Mitigation Plan; (2) Group the mitigations by current controls or future 
mitigations, and similarities in potential drivers, potential consequences, assets, or dependencies 
(e.g., purchase of software and training on the software); or (3) Analyze the proposed mitigations 
as one group (i.e., to cover a range of activities associated with the risk).   

2. Identify mitigation groupings as either current controls or incremental mitigations:  The
Company identified the groupings by either current controls, which refer to controls that are 
already in place, or incremental mitigations, which refer to significantly new or expanded 
mitigations.   

3. Identify a methodology to quantify the impact of each mitigation grouping:  The Company 
identified the most pertinent methodology to quantify the potential risk reduction resulting from 
a mitigation grouping’s impact by considering a spectrum of data, including empirical data to the 
extent available, supplemented with the knowledge and experience of subject matter experts.  

22 D.16-08-018 Ordering Paragraph 8. 
23 D.14-12-025 also refers to this as “estimated mitigation costs in relation to risk mitigation benefits.” 
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Sources of data included existing Company data and studies, outputs from data modeling, 
industry studies, and other third-party data and research.

4. Calculate the risk reduction (change in the risk score). Using the methodology in Step 3, the 
Company determined the change in the risk score by using one of the following two approaches 
to calculate a Potential Risk Score:  (1) for current controls, a Potential Risk Score was 
calculated that represents the increased risk score if the current control was not in place; (2) for 
incremental mitigations, a Potential Risk Score was calculated that represents the new risk score 
if the incremental mitigation is put into place.  Next, the Company calculated the risk reduction 
by taking the residual risk score (See Table 2 in this chapter.) and subtracting the Potential Risk 
Score.  For current controls, the analysis assesses how much the risk might increase (i.e., what 
the potential risk score would be) if that control was removed.24  For incremental mitigations, the 
analysis assesses the anticipated reduction of the risk if the new mitigations are implemented.  
The change in risk score is the risk reduction attributable to each mitigation. 

8.1.2 Calculating Risk Spend Efficiency 
The Company SMEs then incorporated the mitigation costs from Section 7.  They multiplied the risk 
reduction developed in subsection 8.1.1 by the number of years of risk reduction expected to be realized 
by the expenditure, and divided it by the total expenditure on the mitigation (capital and O&M).  The 
result is a ratio of risk reduction per dollar, or RSE.  This number can be used to measure the relative 
efficiency of each mitigation to another.   
Figure 2 shows the RSE calculation. 

Figure 2: Formula for Calculating RSE 

The RSE is presented in this Report as a range, bounded by the low and high cost estimates shown in 
Table 4 of this chapter. The resulting RSE scores, in units of risk reduction per dollar, can be used to 
compare mitigations within a risk, as is shown for each risk in this Report.  

8.2 Risk Spend Efficiency Applied to This Risk    
SDG&E analysts used the general approach discussed in Section 8.1, above, in order to assess the RSE 
for the Records Management risk.  The RAMP Approach chapter in this Report provides a more detailed 
example of the calculation used by the Company.   

SDG&E used the Maturity Model, which is a standard based on GARP developed by the ARMA 
International to identify and evaluate areas of records management risks. The Maturity Model is a 

24 For purposes of this analysis, the risk event used is the reasonable worst case scenario, described in 
the Risk Information section of this chapter. 
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performance-based standard that allows the user to assess the maturity of its records management 
program.  
SDG&E applied the Maturity Model to three different timeframes:  

1. Ad Hoc: The level of maturity should SDG&E abandon its current efforts for records 
management (i.e., administrative, training, operational compliance and oversight, and IT 
systems).  

2. Current 2015:  The level of maturity as of 2015.  
3. Incremental 2019:  The level of maturity if incremental mitigations are implemented in 2019. 

The Current Controls were analyzed as one group; the Incremental Mitigations were analyzed as one 
group, also. Using the maturity model, SDG&E estimated the resulting likelihood of occurrence of the 
reasonable worst case scenario as follows:  

If the Ad Hoc scenario is applied, there is a risk of one event approximately every 2 years.   
If the Current 2015 scenario is applied, there is a risk of one event approximately every 12 years. 
If the Incremental 2019 scenario is applied, there is a risk of one event approximately every 27 
years. 

This means that reverting from the 2015 level of maturity to the Ad Hoc level will likely represent an 
approximately 600% increase in risk.  On the other hand, progressing from the 2015 level of maturity to 
the 2019 prediction will likely represent a 55% reduction in risk.

8.3 Risk Spend Efficiency Results 
Based on the foregoing analysis, SDG&E calculated the RSE ratio for each of the proposed mitigation 
groupings.  Following is the ranking of the mitigation groupings from the highest to the lowest 
efficiency, as indicated by the RSE number:    

1. Electric Records Management Controls (current controls) 
2. Electric Records Management Mitigations (incremental mitigations) 

Figure 3 displays the range25 of RSEs for each of the SDG&E Records Management risk mitigation 
groupings, arrayed in descending order.26  That is, the more efficient mitigations, in terms of risk 
reduction per spend, are on the left side of the chart.

25 Based on the low and high cost ranges provided in Table 4 of this chapter. 
26 It is important to note that the risk mitigation prioritization shown in this Report, is not comparable 
across other risks in this Report.
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Figure 3: Risk Spend Efficiency 

9 Alternatives Analysis 

SDG&E considered alternatives to the proposed mitigations as it developed the incremental mitigation 
plan for the Records Management risk.  The alternatives analysis for this risk plan also took into account 
modifications to the proposed plan and constraints, such as budget and resources, and included 
discussions with key stakeholders.   

9.1 Alternative 1 – Maintaining Current Practices and Policies 
A potential alternative to the proposals discussed above is to maintain the current records management 
program, including the risk mitigations in their current state.  Although current mitigations are operating 
effectively, there may be areas that could be improved to further mitigate the risk and provide additional 
benefit.  SDG&E intends to leverage a records management expert (consultant) to identify any potential 
areas of improvement.  Additionally, SDG&E operations groups have identified specific areas for 
modernization of records.  Maintaining the status quo may hinder these projects from moving forward. 

9.2 Alternative 2 – Centralized IT Records Application  
An alternative for IT applications is to implement one centralized records management IT system for all 
operational asset groups.  This centralized system would replace all existing systems, like GIS, and 
replace with them with a single system.  This alternative would minimize the potential for multiple 
systems to have differing records and may reduce costs since SDG&E could stop supporting many of its 
other IT applications.  However, this alternative would also prevent each operational asset group from 
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identifying, implementing and utilizing a system that best meets the needs of the specific operational 
asset group.  A one-size-fits-all approach that does not allow specialization because not all records 
require the same attributes to be collected and retained.

Further, inputting records can take considerable time and resources.  SDG&E strives to create interfaces 
that allow its employees and contractors to quickly and efficiently input data into its systems.  This is 
especially critical as it pertains to the accuracy and completeness of SDG&E’s records.  Additionally, an 
effort of this magnitude may cause a significant disruption to the existing records management process 
and may adversely impact the effectiveness of current mitigations.  Therefore, this alternative was 
rejected in favor of the proposed plan. 
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Executive Summary 
This chapter addresses the risk of Climate Change Adaptation, or the adjustment in natural or 
human systems in response to actual or expected climatic changes.  Identified threats to 
SDG&E’s gas and electric system due to an evolving climate across the San Diego region 
include increasing temperatures, a higher potential for wildfire occurrence, accelerated sea level 
rise, and changes in rainfall patterns. SDG&E’s 2015 baseline mitigation plan for Climate 
Change Adaptation consists of two controls:

1. Meteorological Support – Two SDG&E meteorologists allocate 10 percent of their time 
to climate-related activities to better understand the regional impacts of climate change. 

2. Climate Advisory Group – In May 2015, SDG&E developed a climate advisory group 
with representatives from 13 departments.  Through semi-annual group meetings and 
one-on-one communication, these department representatives have worked with 
SDG&E’s meteorologists to identify vulnerabilities to the electric and gas systems due to 
the projected changes in climate.  Their input was combined with a literature review of 
projected climate change impacts to Southern California, and was provided to the 
Department of Energy as the first deliverable of the Partnership for Energy Sector 
Climate Resilience in February 2016. 

These controls focus on safety-related impacts (i.e., Health, Safety, and Environment) per 
guidance provided by the Commission in Decision 16-08-018 as well as controls and mitigations 
that may address reliability.  Examples of proposed activities are as follows: 

SDG&E will continue using the support of two meteorologists, who will dedicate time to 
researching and educating internal departments on how climate change will impact the 
electric and gas systems of SDG&E. 
SDG&E proposes the use of consultants to develop an in-depth review of climate change 
impacts and affected gas and electric assets over 2-3 years, to provide SDG&E risk 
managers with detailed asset-based risk assessments and potential mitigation strategies. 
SDG&E proposes to partner with a university team of experts to update SDG&E’s 
projected impacts of climate change for both gas and electric threats. 

A risk spend efficiency analysis was not performed for the Climate Change Adaptation risk 
because there is no linkage to adaptive or corrective actions which would have any measurable 
effect on the probability of their predicted safety consequences. 
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Risk: Climate Change Adaptation 
1 Purpose
The purpose of this chapter (or plan) is to present the mitigation plan of San Diego Gas & 
Electric Company (SDG&E) for the risk of Climate Change Adaptation.  The Intergovernmental 
Panel on Climate Change (IPCC), global scientists leading the assessment of climate change, 
define climate change adaptation as the adjustment in natural or human systems in response to 
actual or expected climatic changes.1  This is different from climate change mitigation, which 
refers to human interventions to reduce anthropogenic forcing, including implementing processes 
to reduce greenhouse gas emissions.2

Climate change and adaption are longer term (e.g., 30 year) endeavors.  Even so, Climate 
Change Adaptation is an emerging risk projected to expand over the coming decades.  Identified 
threats due to an evolving climate across the San Diego region include increasing temperatures, a 
higher potential for wildfire occurrence, accelerated sea level rise, and changes in rainfall 
patterns that may have a broad reach across many departments within SDG&E. 

This risk assessment will focus on the drivers of climate change and the potential resulting 
impacts to SDG&E.  All climate-related impacts identified as threats to the SDG&E service 
territory of which the Company is aware are addressed in this risk.  However, due to the long-
term realization of a changing climate, there may be drivers and events currently unknown to 
SDG&E that may be included in the future.  Further, the mitigation activities associated with this 
risk focus on informing and preparing the Company for climate change.  However, there are 
efforts at SDG&E that, entirely or in part, address climate change.  These efforts are captured in 
other risks presented in the Risk Assessment Mitigation Phase (RAMP) Report.  Please refer to 
the mitigation activities of Wildfires Caused by SDG&E Equipment, Electric Infrastructure 
Integrity, and Catastrophic Damage Involving Medium-Pressure Pipeline Failure.

This risk is a product of SDG&E’s September 2015 annual risk registry assessment cycle.  Any 
events that occurred after that time were not considered in determining the 2015 risk assessment, 
in preparation for this Report.  Note that while 2015 is used a base year for mitigation planning, 
risk management has been occurring, successfully, for many years within the Company.  
SDG&E and Southern California Gas Company (SoCalGas) (collectively, the utilities) take 
compliance and managing risks seriously, as can be seen by the number of actions taken to 
mitigate each risk.  This is the first time, however, that the utilities have presented a RAMP 
Report, so it is important to consider the data presented in this plan in that context.  The baseline 
mitigations are determined based on the relative expenditures during 2015; however, the utilities 
do not currently track expenditures in this way, so the baseline amounts are the best effort of the 
utility to benchmark both capital and operations and maintenance (O&M) costs during that year.
The level of precision in process and outcomes is expected to evolve through work with the 

1 https://www.ipcc.ch/publications_and_data/ar4/wg2/en/annexessglossary-a-d.html.  
2 https://www.ipcc.ch/publications_and_data/ar4/wg2/en/annexessglossary-e-o.html.  
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California Public Utilities Commission (Commission or CPUC) and other stakeholders over the 
next several General Rate Case (GRC) cycles. 

The Commission has ordered that RAMP be focused on safety related risks and mitigating those 
risks.3  In many risks, safety and reliability are inherently related and cannot be separated, and 
the mitigations reflect that fact.  Compliance with laws and regulations is also inherently tied to 
safety and the utilities take those activities very seriously.  In all cases, the 2015 baseline 
mitigations include activities and amounts necessary to comply with the laws in place at that 
time.  Laws rapidly evolve, however, so the RAMP baseline has not taken into account any new 
laws that have been passed since September 2015.  Some proposed mitigations, however, do take 
into account those new laws. 

The purpose of RAMP is not to request funding.  Any funding requests will be made in the GRC.  
The forecasts for mitigation are not for funding purposes, but are rather to provide a range for the 
future GRC filing.  This range will be refined with supporting testimony in the GRC.  Although 
some risks have overlapping costs, the utilities have made efforts to identify those costs. 

2 Risk Information 
As stated in the testimony of Jorge M.  DaSilva in the Safety Model Assessment Proceeding (S-
MAP) Application (A.) 15-05-002, “SDG&E is moving towards a more structured approach to 
classifying risks and mitigations through the development of its new risk taxonomy.  The 
purpose of the risk taxonomy is to define a rational, logical and common framework that can be 
used to understand analyze and categorize risks.”4  The Enterprise Risk Management (ERM) 
process and lexicon that SDG&E has put in place was built on the internationally-accepted IS0 
31000 risk management standard.  In the application and evolution of this process, the Company 
is committed to increasing the use of quantification within its evaluation and prioritization of 
risks.5  This includes identifying leading indicators of risk.  Sections 2 – 8 of this plan describe 
the key outputs of the ERM process and resultant risk mitigations. 

In accordance with the ERM process, this section describes the risk classification, possible 
drivers and potential consequences of the Climate Change Adaptation risk. 

2.1 Risk Classification 
Consistent with the taxonomy presented by SDG&E and SoCalGas in A.15-05-002, SDG&E 
classifies this risk as a cross-cutting, business model/strategic risk as shown in Table 1.

Table 1: Risk Classification per Taxonomy 

Risk Type Asset/Function
Category

Asset/Function Type 

CROSS-CUTTING BUSINESS 
MODEL/STRATEGIC

3 Commission Decision (D.) 14-12-025 at p. 31. 
4 A.15-05-002, filed May 1, 2015, at p. JMD-7. 
5 Testimony of Diana Day, Risk Management and Policy (SDG&E-02), submitted on November 14, 2014 
in A.14-11-003. 



Page SDGE 14-4 

2.2 Potential Drivers6

When performing the risk assessment for Climate Change Adaptation, SDG&E first identified 
climate change as a driver of different weather-related impacts, including prolonged drought and 
changing rainfall patterns, rising sea levels, increases in temperature and the potential for heat 
waves, and an increase in wildfire potential in Southern California.  These climate risks are 
projected to be realized over long-term periods, though it should be noted that impacts from 
drought and increased wildfire potential are already being realized in the San Diego region. 

Also, SDG&E identified potential indicators of risk, referred to as drivers during the 2015 risk 
assessment for Climate Change Adaptation.  These include, but are not limited to: 

Increases in the potential for wildfires and overall acres burned; 
Acceleration of sea level rise along the California coast; 
Changing rainfall patterns and an increased susceptibility to drought; or 
Increases in temperature and a growing number of heat waves. 

2.3 Potential Consequences 
If one of the risk drivers listed above were to occur, resulting in an incident, the potential 
consequences, in a reasonable worst case scenario, could include: 

Health, safety and environmental impacts to customers and the public; 
Project delays; 
Real and personal property damage; 
Damage to SDG&E equipment; 
Increased costs for construction and operations; 
Operational and reliability impacts; 
Regulatory and compliance impacts. 

These potential consequences were used in the scoring of Climate Change Adaptation that 
occurred during the SDG&E’s 2015 risk registry process.  See Section 3 for more detail. 

2.4 Risk Chart7

Figure 1 shown below is to pictorially depict the risk of Climate Change Adaptation.  The large 
dot to the left illustrates the potential drivers that lead to a risk event, and the right side shows the 
potential consequences of a risk event.  SDG&E developed this risk chart for the Climate Change 
Adaptation risk to summarize all the information provided above. 

6 An indication that a risk could occur.  It does not reflect actual or threatened conditions. 
7 Climate change is a potential driver that can lead to a risk event.  For example, a pipeline rupture (risk 
event) could occur because climate change may affect cathodic protection.  Unlike other risks identified 
in this RAMP Report represented in the traditional bow tie diagram as the risk event, climate change as a 
driver did not suit that representation.
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Figure 1: Risk Chart 

3 Risk Score 
The SDG&E and SoCalGas ERM organization facilitated the 2015 risk registry process, which 
resulted in the inclusion of Climate Change Adaptation as one of the enterprise risks.  During the 
development of the risk register, subject matter experts assigned a score to this risk, based on 
empirical data to the extent it is available and/or using their expertise, following the process 
outlined in this section. 

3.1 Risk Scenario – Reasonable Worst Case 
There are many possible ways in which an event can occur that may be related to climate change.  
For purposes of scoring this risk, subject matter experts used a reasonable worst case scenario to 
assess the impact and frequency.  The scenario represented a hypothetical situation that could 
happen, within a reasonable timeframe, and lead to a relatively significant adverse outcome.  
These types of scenarios are sometimes referred to as low frequency, high consequence events.
The subject matter experts assumed a reasonable worst case scenario to develop a risk score for 
Climate Change Adaptation: 

Climate Change
Increased

temperatures/heat waves
Increasing wildfires
Precipitation changes

Sea level rise

Asset repair/
replacement

Damages caused by flooding,
mudslides, wildfires, sea level
rise, overuse due to high
electric demand
Employee/customer loss or

injury due to asset failure
Customer facility loss or

damage due to asset failure

System
outages

Increased maintenance for
frequently run assets
Reduced efficiency of

frequently run assets
Prolonged outages due to

significant damage
Safety shut offs for nearby fire

crews

Policy
revisions

Evolving regulations and
standards
Government enforced

emissions regulations and
restrictions on water use during
drought
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Extreme winds in SDG&E’s Fire Threat Zone during a time of drought and elevated 
temperatures could cause a wire down event leading to a wildfire.  This type of event 
could result in few serious injuries, service disruptions, and regulatory, legal and 
financial impacts. 

Note that the following narrative and scores are based on this scenario; they do not address all 
consequences that can happen if the risk occurs. 

3.2 2015 Risk Assessment 
Using this scenario, subject matter experts then evaluated the frequency of occurrence and 
potential impact of the risk using SDG&E’s 7X7 Risk Evaluation Framework (REF).  The 
framework (also called a matrix) includes criteria to assess levels of impact ranging from 
Insignificant to Catastrophic and levels of frequency ranging from Remote to Common.  The 
7X7 framework includes one or more criteria to distinguish one level from another.  The 
Commission adopted the REF as a valid method to assess risks for purposes of this RAMP.8
Using the levels defined in the REF, the subject matter experts applied empirical data to the 
extent it is available and/or their expertise to determine a score for each of four residual impact 
areas and the frequency of occurrence of the risk. 

Table 2: Risk ScoreTable provides a summary of the Climate Change Adaptation risk score in 
2015.  This risk has a score of 4 or above in the Health, Safety, and Environmental impact area 
and, therefore, was included in the RAMP.  These are residual scores because they reflect the 
risk remaining after existing controls are in place.  For additional information regarding the REF, 
please refer to the RAMP Risk Management Framework chapter within this Report. 

Table 2: Risk Score 

Residual Impact Residual
Frequency

Residual
Risk 
Score

Health, Safety, 
Environmental

(40%) 

Operational & 
Reliability 

(20%) 

Regulatory,
Legal,

Compliance 
(20%) 

Financial

(20%) 
4 5 4 5 3 2,656 

3.3 Explanation of Health, Safety, and Environmental Impact Score 
In determining the scores for this risk, Subject Matter Experts (SMEs) identified the climate 
variables currently impacting the SDG&E service area, including wildfire, focused on the risk 
scenario.  Research done by the Desert Research Institute indicates that 93% of San Diego 
residents polled from the wildland urban interfaces in San Diego County have been impacted by 
wildfire.  Should a wildfire event take place, energy may be turned off for thousands of 
customers, either because of damaged equipment or for safety reasons, at the request of fire 
agencies attempting to put out the fire.  This may have impacts on medical baseline customers 
who rely on power for their medical equipment.  In addition, wildfires can affect indoor air 

8 D.16-08-018 Ordering Paragraph 9. 
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quality for nearby residents by spreading ash and smoke, leading to decreased lung function and 
respiratory problems, increasing the risk of burns and injury from debris, and increasing the risk 
of injury due to motor vehicle accidents caused by smoke-related low visibility.  Furthermore, 
catastrophic wildfire would have significant but short-term impacts on the environment by 
spreading smoke and ash to nearby regions, and burning vegetation in the immediate vicinity, 
which leads to a Health, Safety, and Environmental score of 4 (major). 

The potential safety consequences of a changing climate are wide-reaching and include 
everything from long-term power outages to risks of wildfire, fast-moving floodwaters, and 
extreme heat.  The long-term power outages would have the largest safety consequences on 
medical baseline customers, who require the use of powered medical devices.  However, safety 
concerns would arise for all impacted customers in the event that the outages spanned a time of 
harsh weather conditions, including extreme heat or cold. 

3.4 Explanation of Other Impact Scores 
Based on the selected reasonable worst case risk scenario, SDG&E gave the other residual 
impact areas each a score for the following reasons: 

Operational and Reliability: A score of 5 (extensive) was provided for this impact area 
based on, in accordance with the scenario, the ongoing potential for large wildfires.  
During the October 2007 wildfires that burned 13% of San Diego County, estimates were 
that full electric service restoration to all customers would take as long as 20 days.9
According to the 7X7 matrix, a score of 5 is defined as potentially effecting more than 
50,000 customers; impacting multiple critical locations or customers; or substantial 
disruption of service for greater than 10 days. 
Regulatory, Legal, and Compliance: A score of 4 (major) was provided for this impact 
area.  Climate change is already being discussed by the CPUC for regulatory 
consideration.  In July of 2015, SDG&E executive leadership participated in a climate 
adaptation en banc hosted by the CPUC and highlighted the efforts of SDG&E in 
combatting the effects of climate change to build a more resilient system.  The CPUC has 
also offered guidance to the major California utilities in responding to the projected 
impacts of climate change, urging them to develop inventories of affected assets and to 
identify and prioritize any vulnerabilities that may arise under a changing climate. 
Financial: A score of 5 (extensive) was given for this impact area due to the potential 
high cost of adaptation programs and the growing need to proactively build resiliency to 
weather-related hazards.  Some of the largest adaptation projects across the country have 
been referenced, including SDG&E’s Fire Risk Mitigation (FiRM) project.  The FiRM 
project is a $1 billion initiative that replaces older overhead distribution lines in the areas 
deemed most at-risk for wildfires, with stronger steel poles and additional technologies 
that will make the system more resilient to harsh weather conditions.10

The projected severity of climate-related disasters leads to the potential for long-term outages, 
which can result in increased liability.  The widespread impacts possible with climate-related 

9 http://www.oe.netl.doe.gov/docs/ESF12_SitRep11_CAWildfires_102907_100pm.pdf.  
10 http://www.sdge.com/key-initiatives/cleveland-national-forest-power-line-replacement-projects.  
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events, including wildfire, can also lead to project delays and increased costs for construction 
and operations to repair or replace damaged infrastructure.  In addition, with climate becoming 
an emerging political topic, increased regulatory consideration and development of stricter 
climate-related policies will be possible in the years to come. 

3.5 Explanation of Frequency Score 
Due to its definition as an emerging risk, in determining the scores for this risk, SMEs have 
reviewed recent climate projections, including the IPCC Fifth Assessment Report11 and the U.S.
Global Change Research Program’s National Climate Assessment,12 to determine that significant 
climate change impacts will slowly build over the next 10-30 years.  For this reason, the 
frequency score has been listed as a 3 (infrequent).

4 Baseline Risk Mitigation Plan13

As stated above, Climate Change Adaptation entails adverse impacts on system planning, system 
design and emergency operation that may occur due to the changing climate.  The 2015 baseline 
mitigations discussed below include the current evolution of the utilities’ risk management of 
this risk.  The 2015 baseline mitigations include the amount to comply with laws that were in 
effect at that time. 

On June 25, 2013, President Obama announced his Climate Action Plan, which defined goals in 
cutting greenhouse gas pollution in the United States, preparing the country for impacts due to 
climate change, and leading international efforts and collaborations to address climate change.  
In response to this plan, the Department of Energy (DOE) developed the Partnership for Energy 
Sector Climate Resilience.  This initiative brings together utilities from across the country in an 
effort to build the resilience of energy infrastructure to the rising impacts of weather extremes 
and climate change, thereby enhancing national energy security.  This partnership began in 
November 2014 with SDG&E in attendance as an initial partner. 

After joining the Partnership for Energy Sector Climate Resilience, SDG&E SMEs identified 
that future changes in climate may have wide-reaching impacts to the Company.  Because of 
this, SDG&E began putting baseline mitigations in place.  SDG&E’s 2015 risk mitigation plan 
consists of two controls:  (1) Meteorology Support; and (2) Climate Advisory Group.  These 
controls focus on safety-related impacts14 (i.e., Health, Safety, and Environment) per guidance 
provided by the Commission in D.16-08-01815 as well as controls and mitigations that may 
address reliability.  Accordingly, the controls and mitigations described in Sections 4 and 5 
address safety-related impacts primarily.  Note that the controls and mitigations in the baseline 

11 Available at https://issuu.com/unipcc/docs/syr_ar5_final_full_wcover/1?e=25405816/36622773. 
12 Available at http://nca2014.globalchange.gov/report. 
13 As of 2015, which is the base year for purposes of this Report. 
14 The Baseline and Proposed Risk Mitigation Plans may include mandated, compliance-driven 
mitigations.
15 D.16-08-018 at p. 146 states “Overall, the utility should show how it will use its expertise and budget to 
improve its safety record” and the goal is to “make California safer by identifying the mitigations that can 
optimize safety.”     
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and proposed plans are intended to address various events related to Climate Change Adaptation, 
not just the scenario used for purposes of risk scoring. 

1. Meteorology Support 
Two SDG&E meteorologists began allocating 10 percent of their time to climate-related 
activities to better understand the regional impacts of climate change.  Activities included 
performing literature reviews of climate science, supporting the Company’s Enterprise Risk 
Management efforts, and joining in collaborations with the San Diego Foundation and the San 
Diego Regional Climate Collaborative to identify the steps other local entities were taking in 
response to climate change.  Examples of literature review sources include the Department of 
Energy, Scripps Institution of Oceanography, and other federal and local studies.  SDG&E also 
began efforts in 2015 to publish a Vulnerability Report designed for use by the Company to 
outline the projected climate-related impacts across Southern California, and to identify potential 
risks to the Company and its infrastructure.  The SDG&E Vulnerability Report was submitted to 
the Department of Energy as a first deliverable in the Partnership for Energy Sector Climate 
Resilience.  That partnership is an initiative that brings together utilities from across the country 
in an effort to build the resilience of energy infrastructure to the rising impacts of weather 
extremes and climate change. 

Additionally, SDG&E applied for and was awarded a California Energy Commission grant in 
November 2015 to investigate vulnerabilities to the Company’s electric infrastructure due to sea 
level rise and coastal flooding, as well as vulnerabilities to the Company’s gas infrastructure due 
to all climate-related hazards. 

2. Climate Advisory Group 
In May 2015, SDG&E developed a climate advisory group with representatives from 13 
departments.  Through semi-annual group meetings and one-on-one communication, these 
department representatives have worked with SDG&E’s meteorologists to identify 
vulnerabilities to the electric and gas systems due to the projected changes in climate.  Their 
input was combined with a literature review of projected climate change impacts to Southern 
California, and was provided to the DOE as the first deliverable of the Partnership for Energy 
Sector Climate Resilience in February 2016. 

Due to the cross-cutting nature of this risk, SDG&E has identified vulnerabilities, addressed in 
other RAMP chapters, that have a climate change adaptation component.  Such risks and 
vulnerabilities are listed in Table 3 below.  These efforts were not included in this chapter 
because SDG&E largely performs mitigation activities for reasons beyond climate change.  For 
example, SDG&E implemented FiRM to decrease the likelihood of a wildfire, not solely to 
mitigate climate change.  SDG&E SMEs will continue to work with climate scientists to 
integrate the latest science, and refine climate projections in the future.  Please note that only the 
risks and vulnerabilities included in SDG&E’s RAMP Report are being provided below.  Those 
risks not included did not have a Health, Safety, and Environmental score that met the 
Company’s criteria for inclusion in RAMP. 



Page SDGE 14-10 

Table 3: Vulnerabilities to Other RAMP Chapters 

RAMP
Chapter Potential Climate Drivers Potential Impacts 

Wildfires 
Caused by 
SDG&E
Equipment

Increased fire risk to 
coastal canyons/wildland 
interfaces 
Increasing frequency of 
drought resulting in longer 
wildfire seasons 

Potential for damaged/destroyed 
wooden poles 
Increased number of planned work 
cancellations due to high fire 
concerns
Potential for distribution impacts 
of household electricity and gas 
Potential for impacts to job 
scheduling due to extreme fire 
potential in the spring 

Electric
Infrastructure 
Integrity 

Increased fire risk to 
coastal canyons/wildland 
interfaces 
Changes in rainfall 
patterns, including higher 
intensity rainfall events 
and increased frequency of 
drought
Rising sea levels and storm 
surge
Increases in temperatures 

Potential for damaged/destroyed 
wooden poles 
Potential for distribution impacts 
of household electricity and gas 
Increased susceptibility of 
flooding of low-lying substations 
and underground infrastructure 
Delays in repairs and maintenance 
as a result of inaccessibility due to 
flooding
Increases in extreme heat waves, 
average temperatures, and 
overnight temperatures may result 
in stresses and a decrease of the 
useful life of current infrastructure 

Catastrophic
Damage 
Involving
Medium-
Pressure
Pipeline Failure 

Increased susceptibility to 
drought
Changes in rainfall 
patterns 
Increase in wildfire risk to 
coastal canyons/wildland 
interfaces 

Potential decreased effectiveness 
of cathodic protection on pipelines 
due to dry soil 
Mudslide and landslide prone 
areas may become more at-risk 

Catastrophic
Damage 
Involving High-
Pressure
Pipeline Failure 

Increased susceptibility to 
drought
Changes in rainfall 
patterns 
Increase in wildfire risk to 
coastal canyons/wildland 

Potential decreased effectiveness 
of cathodic protection on pipelines 
due to dry soil 
Mudslide and landslide prone 
areas may become more at-risk
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interfaces 
Employee, 
Contractor, and 
Public Safety 

Increase in fire risk region-
wide, including coastal 
canyons/wildland
interfaces 
Increases in temperature 
and significant heat waves 

Potential for wildfires to result in 
air quality issues due to smoke, 
evacuations, etc. 
Health issues due to heat 

5 Proposed Risk Mitigation Plan 
The 2015 baseline mitigations outlined in Section 4 will continue to be performed in the 
proposed plan to, in most cases, maintain the current residual risk level.  In addition, two new 
mitigations, Consultant Support and University Team, are being proposed.  These incremental 
changes, along with updates about other controls are described in below.  It should also be noted 
that some of the programs and projects proposed in the SoCalGas Climate Change Adaptation 
RAMP chapter extend to the gas infrastructure in the SDG&E territory.  For these activities, 
please refer to the SoCalGas Climate Change Adaptation RAMP chapter. 

1. Meteorology Support 
SDG&E will continue to do this baseline activity during the 2017-2019 timeframe.  Two 
meteorologists will dedicate time to researching and educating internal departments on how 
climate change will impact the electric and gas systems of SDG&E. 

2. Climate Advisory Group 
SDG&E will maintain this baseline activity in the proposed plan and continue to hold its climate 
advisory group. 

3. Consultant Support 
SDG&E proposes to use consultants to develop an in-depth review of climate change impacts 
and affected gas and electric assets.  Similar future studies will be needed as climate science 
evolves.  This initial review would likely take place over 2-3 years, though it would need to be 
revisited in future years as climate science evolves.  The results would provide SDG&E risk 
managers with detailed asset-based risk assessments and potential mitigation strategies.  Until 
the review is complete, SDG&E does not know at this time what actions or projects it may 
initiate given the results. 

4. University Team 
To further mitigate this risk, SDG&E proposes to partner with a university team of experts to 
update SDG&E’s projected impacts of climate change.  This partnership would consist of 
graduate-level teams researching the potential impacts of climate change on SDG&E 
infrastructure.  The scope and length of time required to produce the final product could result in 
a cost closer to the low end of the range. In contrast, variables such as a premium added 
(because of the name recognition and distinguished personnel associated with the study) could 
support costs closer to the high end of the range. 
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6 Summary of Mitigations 
Table 4 summarizes the 2015 baseline risk mitigation plan, the risk driver(s) a control addresses, 
and the 2015 baseline costs for Climate Change Adaptation. While control or mitigation 
activities may address both risk drivers and consequences, risk drivers link directly to the 
likelihood that a risk event will occur.  Thus, risk drivers are specifically highlighted in the 
summary tables. 

SDG&E does not account for and track costs by activity, but rather, by cost center and capital 
budget code. So, the costs shown in Table 4 were estimated using assumptions provided by 
SMEs and available accounting data.

Table 4: Baseline Risk Mitigation Plan16

(Direct 2015 $000)17

I
D Control Risk Drivers 

Addressed
Capital

18 O&M Control
Total19

GRC
Total

20

1 Meteorology
Support

Addressed/identifie
d potential risks 
posed to the electric 
system by climate 
change

n/a $20 $20 $20

2 Climate 
Advisory
Group

Addressed/identifie
d potential risks 
posed to the electric 
system by climate 
change

Costs associated with this activity are 
captured in Meteorology Support 

TOTAL COST n/a $20 $20 $20
* Includes one or more mandated activities 

16 Recorded costs were rounded to the nearest $10,000. 
17 The figures provided in Tables 4 and 5 are direct charges and do not include Company overhead 
loaders, with the exception of vacation and sick.  The costs are also in 2015 dollars and have not been 
escalated to 2016 amounts. 
18 Pursuant to D.14-12-025 and D.16-08-018, the Company is providing the “baseline” costs associated 
with the current controls, which include the 2015 capital amounts.  The 2015 mitigation capital amounts 
are for illustrative purposes only.  Because projects generally span several years,  considering only one 
year of capital may not represent the entire mitigation. 
19 The Control Total column includes GRC items as well as any applicable non-GRC jurisdictional items.  
Non-GRC items may include those addressed in separate regulatory filings or under the jurisdiction of the 
Federal Energy Regulatory Commission (FERC). 
20 The GRC Total column shows costs typically presented in a GRC. 
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Table 5: Proposed Risk Mitigation Plan21

(Direct 2015 $000) 

ID Mitigation Risk Drivers 
Addressed

2017-
2019

Capital22

2019
O&M 

Mitigatio
n Total23

GRC
Total24

1 Meteorology
Support

Address/identi
fy potential 
risks posed to 
the electric 
system by 
climate 
change

n/a $20 - 
30

$20 - 30 $20 - 30 

2 Climate 
Advisory
Group

Addressed/ide
ntified 
potential risks 
posed to the 
electric
system by 
climate 
change

Costs associated with this activity are 
captured in Meteorology Support 

3 Consultant
Support

Organizing
the training of 
different
working
groups around 
SDG&E
impacted by 
climate 
change

n/a 120 - 
180

120 - 180 120 - 180 

4 University
Team

Investigating
the latest 
science to 
inform system 
planning
decisions

n/a 230 - 
300

230 - 300 230 - 300

21 Ranges of costs were rounded to the nearest $10,000. 
22 The capital presented is the sum of the years 2017, 2018, and 2019 or a three-year total.  Years 2017, 
2018 and 2019 are the forecast years for SDG&E’s Test Year 2019 GRC Application.   
23 The Mitigation Total column includes GRC items as well as any applicable non-GRC items. 
24 The GRC Total column shows costs typically represented in a GRC. 
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TOTAL COST $0 $370 - 
510

$370 - 
510

$370 - 
510

1. Meteorology Support 
The 2019 O&M costs associated with this activity were determined by analyzing the 
amounts recorded in 2015.  Because SDG&E does not anticipate changes to this activity, 
the base year was utilized as the forecast methodology.  A range was developed to 
account for the fact that climate change is an emerging issue for which SDG&E may 
need to staff additional personnel or dedicate additional time in the future. 

2. Climate Advisory Group 
The costs associated with this activity are labor-related and are, therefore, captured in the 
Meteorology Support mitigation. 

3. Consultant Support 
The costs associated with obtaining a consultant were estimated using a zero-based 
forecast methodology to be between $120,000-180,000.  This range was determined 
using a cost estimate of $10,000-15,000 per month based on similar consulting projects 
from past years. 

4. University Team 
SDG&E’s involvement in this academic climate change study is estimated to be about 
$225,000-$300,000, using a zero-based forecast methodology.  In SDG&E’s experience 
with collaborating with universities and other academic institutions, the costs could vary.  
The current estimate is based on the need for one full-time doctoral student, one 
professor, and one part-time undergraduate or master’s level graduate student. 

7 Risk Spend Efficiency 
The risk spend efficiency is a new tool that was developed to attempt to quantify how the 
proposed mitigations will incrementally reduce risk.  A risk spend efficiency analysis was not 
performed for the Climate Change Adaptation risk because there is no linkage to adaptive or 
corrective actions which would have any measurable effect on the probability of their predicted 
safety consequences.  Climate drivers are not “events” to be mitigated; however, they can reveal 
drivers of potential events or vulnerabilities.  These climate change-related vulnerabilities 
identified in other RAMP chapters are discussed in Section 4.  Risk spend efficiency calculations 
have been performed on the other RAMP risks that are vulnerable to the threats brought about by 
climate change and are analyzed in those risks, rather than in this chapter. 

- Status quo is maintained 
- Expanded or new activity 

* Includes one or more mandated activities 
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8 Alternatives Analysis 
SDG&E considered alternatives to the proposed mitigations as it developed the proposed 
mitigation plan for the Climate Change Adaptation risk.  Typically, alternatives analysis occurs 
when implementing activities, and with vendor selection in particular, to obtain the best result or 
product for the cost.  The alternatives analysis for this risk plan also took into account 
modifications to the proposed plan and constraints, such as budget and resources. 

8.1 Alternative 1 – Additional Resources 
SDG&E considered hiring a climatologist, rather than working through SMEs, to perform the 
desired climate change research discussed in the proposed plan.  SDG&E is interested in 
leveraging this additional expertise in the near future to conduct its initial climate change-related 
studies.  However, at this time, there is not a long-term need for an additional resource.  
Accordingly, this alternative was dismissed due to the short-term nature of the resource need and 
the financial constraints that are coupled with hiring additional personnel. 

8.2 Alternative 2 – Continue Current Efforts 
SDG&E also considered continuing its current mitigation efforts without expanding to include 
the new mitigation activities (i.e., more research and studies).  This alternative was dismissed in 
favor of the proposed plan because climate change is a dynamic issue that can have a potential 
safety impact.  Preparing SDG&E for climate change, which in turn helps to keep customers and 
the public safe, is of the utmost importance and has significant value.  Maintaining the status quo 
does not achieve the same level of risk reduction and awareness as the proposed plan. 
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Executive Summary 
 
The Public Safety Events – Electric risk involves public safety and/or property damage related to 
SDG&E infrastructure, employees or third parties.  Injuries to the public or equipment damage or failure 
can happen in a variety of ways such as motor vehicle accidents, intentional sabotage, construction site 
activity and non-compliance with safety procedures.   SDG&E’s 2015 baseline mitigation plan for this 
risk consists of three controls:  

1. Physical Security – activities that maintain the safety of employees, contractors, the public, 
and SDG&E facilities, through the use of systems, personnel, policies, and procedures.  This 
includes physical security systems, security guards, and the Critical Asset Security Team.   

2. Communications and Outreach – efforts designed to increase public awareness of safety with 
regard to electric assets and services.  

3. Design, Operations and Maintenance – SDG&E designs, constructs, maintains, and operates 
its system in a manner that aims to minimize safety risks to employees, contractors and the 
public in accordance with the General Orders.        

These controls focus on safety-related impacts (i.e., Health, Safety, and Environment) per guidance 
provided by the Commission in Decision 16-08-018 as well as controls and mitigations that may address 
reliability.  The 2015 baseline mitigations will continue to be performed in the proposed plan.  In 
addition, two of the physical security mitigation activities will expand, with the proposed 
implementation of additional security systems, security guards at more locations and the increased cost 
of obtaining contract security.   

The risk spend efficiency was developed for Public Safety Events – Electric.  The risk spend efficiency 
is a new tool that was developed to attempt to quantify how the proposed mitigations will incrementally 
reduce risk.  The assessment was completed at a risk portfolio level where the mitigation activities 
(Physical Security; Communications and Outreach; and Design, Operations and Maintenance) were 
combined and assessed as one, aggregated mitigation.  The metric used to determine the risk spend 
efficiency of the mitigations was based on physical security data, which evaluates the vulnerabilities 
facing SDG&E’s facilities from a security perspective.   
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Risk: Public Safety Events – Electric  
1 Purpose 

The purpose of this chapter (or plan) is to present the mitigation plan of San Diego Gas & Electric 
Company (SDG&E or Company) for the risk of Public Safety Events – Electric.  The Public Safety 
Events – Electric risk involves public safety and/or property damage related to SDG&E infrastructure, 
employees or third parties.  Injuries to the public or equipment damage or failure can happen in a variety 
of ways such as motor vehicle accidents, intentional sabotage, construction site activity and non-
compliance with safety procedures.    
 
This risk is a product of SDG&E’s September 2015 annual risk registry assessment cycle.  Any events 
that occurred after that time were not considered in determining the 2015 risk assessment, in preparation 
for this Report.  Note that while 2015 is used a base year for mitigation planning, risk management has 
been occurring, successfully, for many years within the Company.  SDG&E and Southern California 
Gas Company (SoCalGas) (collectively, the utilities) take compliance and managing risks seriously, as 
can be seen by the number of actions taken to mitigate each risk. This is the first time, however, that the 
utilities have presented a Risk Assessment Mitigation Phase (RAMP) Report, so it is important to 
consider the data presented in this plan in that context.  The baseline mitigations are determined based 
on the relative expenditures during 2015; however, the utilities do not currently track expenditures in 
this way, so the baseline amounts are the best effort of each utility to benchmark both capital and 
operations and maintenance (O&M) costs during that year. The level of precision in process and 
outcomes is expected to evolve through work with the California Public Utilities Commission 
(Commission or CPUC) and other stakeholders over the next several General Rate Case (GRC) cycles. 
 
The Commission has ordered that RAMP be focused on safety related risks and mitigating those risks.1  
In many risks, safety and reliability are inherently related and cannot be separated, and the mitigations 
reflect that fact.  Compliance with laws and regulations is also inherently tied to safety and the utilities 
take those activities very seriously.  In all cases, the 2015 baseline mitigations include activities and 
amounts necessary to comply with the laws in place at that time.  Laws rapidly evolve, however, so the 
RAMP baseline has not taken into account any new laws that have been passed since September 2015.  
Some proposed mitigations, however, do take into account those new laws.   
 
The purpose of RAMP is not to request funding.  Any funding requests will be made in the GRC.  The 
forecasts for mitigation are not for funding purposes, but are rather to provide a range for the future 
GRC filing.  This range will be refined with supporting testimony in the GRC.  Although some risks 
have overlapping costs, the utilities have made efforts to identify those costs. 

                                                 
1 Commission Decision (D.) 14-12-025 at p. 31. 
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The utilities continue to evolve with respect to their risk identification process.  In doing so through this 
RAMP process, SDG&E recognized that the mitigation activities of this risk significantly overlap with 
those of other identified risks.  The other risks include: Employee, Contractor and Public Safety,2 
Physical Security of Critical Electric Infrastructure,3 and Electric Infrastructure Integrity.  Accordingly, 
the Public Safety Events – Electric mitigation activities will be moved and incorporated into the 
mitigation plans for these other identified risks post-2015.      

2 Risk Information 
As stated in the testimony of Jorge M. DaSilva in the Safety Model Assessment Proceeding (S-MAP) 
Application (A.) 15-05-002, “SDG&E is moving towards a more structured approach to classifying risks 
and mitigations through the development of its new risk taxonomy.  The purpose of the risk taxonomy is 
to define a rational, logical and common framework that can be used to understand analyze and 
categorize risks.”4  The Enterprise Risk Management (ERM) process and lexicon that SDG&E has put in 
place was built on the internationally-accepted IS0 31000 risk management standard.  In the application 
and evolution of this process, the Company is committed to increasing the use of quantification within 
its evaluation and prioritization of risks.5  This includes identifying leading indicators of risk.  Sections 2 
– 8 of this plan describe the key outputs of the ERM process and resultant risk mitigations.    
 
In accordance with the ERM process, this section describes the risk classification, possible drivers and 
potential consequences of the Public Safety Events – Electric risk.  

2.1 Risk Classification 
Consistent with the taxonomy presented by SDG&E and SoCalGas in A.15-05-002, SDG&E classifies 
this risk as an electric, operational risk as shown in Table 1.    

  

                                                 
2 The Employee, Contractor and Public Safety risk from 2015 has now been split into three distinct safety risks: 
Employee Safety; Contractor Safety; and Customer Safety. 
3 In 2015, the Health, Safety, and Environmental score for the Physical Security of Critical Electric Infrastructure 
risk did not meet the minimum threshold for the RAMP Report.  Accordingly, SDG&E did not include Physical 
Security of Critical Electric Infrastructure in the RAMP.  
4 A.15-05-002, filed May 1, 2015, at p. JMD-7. 
5 Testimony of Diana Day, Risk Management and Policy (SDG&E-02), submitted on November 14, 2014 in 
A.14-11-003. 
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Table 1: Risk Classification per Taxonomy 

Risk Type Asset/Function 
Category 

Asset/Function Type 

OPERATIONAL ELECTRIC SUBSTATION/ELECTRIC TRANS/DIST 

2.2 Potential Drivers6 
When performing the risk assessment for Public Safety Events – Electric, SDG&E identified potential 
indicators of risk, referred to as drivers.  These include, but are not limited to:  

 Failure of security systems – SDG&E uses variety of security systems (e.g., gates, card readers, 
etc.) to prevent the public from gaining access to SDG&E infrastructure.  There could be a break 
down or a breach of one or more of these systems that could allow a member of the public to 
gain entry.  This potential contact could lead to a public safety event. 

 Non-compliance with security procedures – SDG&E has many safety procedures and policies 
which include security protocols.  These are designed to keep employees, contractors, customers 
and the public safe.  If an employee or contractor fails to follow a Company policy or procedure, 
this could lead to breach of the security of an SDG&E facility that, in turn, could lead to a public 
safety event. 

 Intentional and unintentional acts involving SDG&E electric infrastructure – It is possible 
for the public to come into contact with SDG&E infrastructure either intentionally or 
unintentionally, regardless of the safeguards SDG&E puts in place.  Intentional acts can include 
sabotage, terrorism, theft, and burglary.  An example of an unintentional act could include 
someone losing control of a motor vehicle and crashing into utility equipment.  Either could lead 
to an incident that has public safety implications.   

   
Table 2 maps the specific drivers of Public Safety Events – Electric to SDG&E’s risk taxonomy.  

Table 2: Operational Risk Drivers 

Driver Category Public Safety Events - Electric Driver(s) 

Asset Failure  Failure of security systems 
Asset-Related 
Information Technology 
Failure 

 Failure of security systems 

Employee Incident  Non-compliance with security procedures 
Contractor Incident  Non-compliance with security procedures 

                                                 
6 An indication that a risk could occur.  It does not reflect actual or threatened conditions. 
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Public Incident  Intentional acts involving SDG&E electric infrastructure 
 Unintentional acts involving SDG&E electric infrastructure 

Force of Nature Not applicable 
 

2.3 Potential Consequences  
If one of the risk drivers listed above were to occur, resulting in an incident, the potential consequences, 
in a reasonable worst case scenario, could include:  

 Injury to the public and/or employees; 
 Disruption to operations; 
 Claims; and/or 
 Adverse litigation and resulting financial impacts. 

These potential consequences were used in the scoring of Public Safety Events – Electric that occurred 
during SDG&E’s 2015 risk registry process.  See Section 3 for more detail.   

2.4 Risk Bow Tie 
The risk “bow tie,” shown in Figure 1, is a commonly-used tool for risk analysis.  The left side of the 
bow tie illustrates potential drivers that lead to a risk event and the right side shows the potential 
consequences of a risk event.  SDG&E applied this framework to identify and summarize the 
information provided above. 
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Figure 1: Risk Bow Tie 

 
3 Risk Score 

The SDG&E and SoCalGas ERM organization facilitated the 2015 risk registry process, which resulted 
in the inclusion of Public Safety Events – Electric as one of the enterprise risks.  During the 
development of the risk register, subject matter experts assigned a score to this risk, based on empirical 
data to the extent it is available and/or using their expertise, following the process outlined in this 
section.   

3.1 Risk Scenario – Reasonable Worst Case 
There are many possible ways in which a public safety event can occur.  For purposes of scoring this 
risk, subject matter experts used a reasonable worst case scenario to assess the impact and frequency.  
The scenario represented a situation that could happen, within a reasonable timeframe, and lead to a 
relatively significant adverse outcome.  These types of scenarios are sometimes referred to as low 
frequency, high consequence events.  The subject matter experts selected a reasonable worst case 
scenario to develop a risk score for Public Safety Events – Electric: 

 Members of the public trespass on SDG&E property in an attempt to steal copper wire. The 
individuals come into contact with SDG&E equipment resulting in serious injuries and 
operational disruptions.       

Note that the following narrative and scores are based on this scenario; they do not address all 
consequences that can happen if the risk occurs. 
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3.2 2015 Risk Assessment 
Using this scenario, subject matter experts then evaluated the frequency of occurrence and potential 
impact of the risk using SDG&E’s 7X7 Risk Evaluation Framework (REF).  The framework (also called 
a matrix) includes criteria to assess levels of impact ranging from Insignificant to Catastrophic and 
levels of frequency ranging from Remote to Common.  The 7X7 framework includes one or more 
criteria to distinguish one level from another.  The Commission adopted the REF as a valid method to 
assess risks for purposes of this RAMP.7   Using the levels defined in the REF, the subject matter 
experts applied empirical data to the extent it is available and/or their expertise to determine a score for 
each of four residual impact areas and the frequency of occurrence of the risk.   
 
Table 3 provides a summary of the Public Safety Events – Electric risk score in 2015.  This risk has a 
score of 4 or above in the Health, Safety, and Environmental impact area and, therefore, was included in 
the RAMP.  These are residual scores because they reflect the risk remaining after existing controls are 
in place.  For additional information regarding the REF, please refer to the RAMP Risk Management 
Framework chapter within this Report. 
  

Table 3: Risk Score 

Residual Impact Residual 
Frequency 

Residual 
Risk 
Score 

Health, Safety, 
Environmental 

 
(40%) 

Operational & 
Reliability 

 
(20%) 

Regulatory, 
Legal, 

Compliance 
(20%) 

Financial 
 
 

(20%) 
5 3 3 3 3 2,344 

3.3 Explanation of Health, Safety, and Environmental Impact Score 
When an attempted theft of copper wire occurs, there is potential for the public, employees and/or 
contractors to be seriously injured by SDG&E equipment.  Subject matter experts gave this possible 
impact a score of 5 (extensive).  Intruders from the public may incur a range of injuries ranging from 
slips and falls to contact with energized equipment.  According to an assessment released in October 
2010 by the United States Department of Energy (DOE), Office of Electricity Delivery and Energy 
Reliability (2010 DOE Assessment), the theft of copper wire theft can endanger the safety of utility 
employees, as the damage may cause them to unknowingly touch undergrounded wires and 
equipment.”8        

                                                 
7 D.16-08-018 Ordering Paragraph 9. 
8 An Updated Assessment of Copper Wire Thefts from Electric Utilities, United States Department of Energy, 
Office of Electricity Delivery and Energy Reliability, at p. 6: 
https://www.oe.netl.doe.gov/docs/Updated%20Assessment-Copper-Final-101210%20c.pdf.  
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3.4 Explanation of Other Impact Scores  
Based on the selected reasonable worst case risk scenario, SDG&E gave the other residual impact areas 
each a score of 3 (moderate) for the following reasons: 

 Operational and Reliability:  The 2010 DOE Assessment found that, “Copper wire theft can 
affect the reliability of electrical service and cause customers to lose power, but the amount and 
duration of the outages to date has been minor…Power outages due to copper wire theft are 
typically in the 2,000-3,000 customer range.”9  According to the 7X7 matrix, a score of 3 is 
defined as potentially effecting more than 1,000 customers; impacting a single critical location 
or customer; or disrupting service for one day.  Note that the severity of the operational impact 
is dependent on the type of asset from which the copper is removed.     

 Regulatory, Legal, and Compliance:  It is possible that a trespassing occurrence at a SDG&E 
facility could result in litigation or regulatory actions.  In accordance with the definitions in the 
7X7 matrix, the consequence for this action was deemed to be moderate based on experience 
with regulatory enforcement and knowledge of current and planned regulation.  

 Financial:  The 2010 DOE Assessment noted that, “A thief typically steals an amount of copper 
valued at several hundred dollars; the utility normally spends just over one thousand dollars to 
make the repairs.”10  Material and repair costs resulting from copper theft are relatively minor, 
particularly given that current copper prices are low, resulting in less demand.  Additionally, 
injuries from copper theft occur infrequently.  When considering the potential litigation and 
regulatory consequences from multiple incidents of this caliber occurring in a given year, 
SDG&E estimated that the financial impact could be between $1 million and $10 million.     

3.5 Explanation of Frequency Score 
Subject matter experts used empirical data to the extent available and/or their expertise to determine that 
the likelihood of an electric public safety incident occurring that would result in many severe injuries to 
the public or employees was considered to be 3 (infrequent), which is defined in SDG&E’s 7X7 matrix 
as having the potential to occur every 10-30 years in its service territory.  While copper theft can occur 
rather often, 11 it was estimated that the frequency has been reduced considerably because of low copper 
prices and the mitigation activities SDG&E has implemented to prevent the occurrence of an event.  

4 Baseline Risk Mitigation Plan12 

As stated above, Public Safety Event – Electric risk entails injuries to the public and/or property damage 
related to SDG&E infrastructure.  The 2015 baseline mitigations discussed below include the current 
evolution of the utilities’ risk management of this risk.  The baseline mitigations have been developed 

                                                 
9 Id., at p. 5. 
10 Id., at p. 4. 
11 Id., at p. iv. 
12 As of 2015, which is the base year for purposes of this Report. 
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over many years to address this risk.  They include the amount to comply with laws that were in effect at 
that time.   

SDG&E’s baseline mitigation plan for this risk consists of three controls: (1) Physical Security, (2) 
Communications and Outreach, and (3) Design, Operations and Maintenance.  Subject matter experts 
from the Safety, Corporate Security, Real Estate and Planning, Customer Communications, Electric 
Transmission and Distribution Engineering departments collaborated to identify and document them.  
These controls focus on safety-related impacts13 (i.e., Health, Safety, and Environment) per guidance 
provided by the Commission in D.16-08-01814 as well as controls and mitigations that may address 
reliability.  Accordingly, the controls and mitigations described in Sections 4 and 5 address safety-
related impacts primarily.  Note that the controls and mitigations in the baseline and proposed plans are 
intended to address various Public Safety Events – Electric, not just the scenario used for purposes of 
risk scoring. 

1. Physical Security 

The purpose of physical security is to maintain the safety of employees, contractors, the public, and 
SDG&E facilities, through the use of systems, personnel, policies, and procedures.  Physical security at 
SDG&E supports the maintenance and improvement of safety through the implementation of proactive 
threat identification and mitigation measures and more effective access control, detection, and 
interdiction capabilities.  Three physical security mitigation activities in this risk mitigation plan align 
with this purpose: physical security systems, contract security (security guards), and the Critical Asset 
Security Team (CAST).   
 
Physical security systems provide protection enhancements to infrastructure to improve access control, 
intrusion detection, and interdiction capabilities to deter, detect, delay, or prevent undesirable events at 
Company facilities.  The type and extent of security upgrades varies by facility, but several have been 
completed, including, fences, gates and cameras.  These upgrades are largely under the jurisdiction of 
the Federal Energy Regulatory Commission (FERC), with 90% of the costs associated with FERC 
assets. 
 
In addition to security systems, SDG&E employs contract security (security guards) to secure and 
physically protect assets and people.  These security guards are located at critical facilities and work 
locations.  Company policies and procedures outline physical security procedures, including access 
control, officer post orders and incident reporting.     

                                                 
13 The Baseline and Proposed Risk Mitigation Plans may include mandated, compliance-driven mitigations. 
14 D.16-08-018 at p. 146 states “Overall, the utility should show how it will use its expertise and budget to 
improve its safety record” and the goal is to “make California safer by identifying the mitigations that can 
optimize safety.”     
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The Critical Asset Security Team (CAST), composed of personnel from multiple business units, 
including Corporate Security, Engineering, Operations, Legal and Environmental assists with enhancing 
security at all of SDG&E’s facilities.  This cross-functional team was created to assess current security 
countermeasures across the SDG&E and SoCalGas infrastructure and to make incremental and long-
term security recommendations.  This team manages the implementation of many of the physical 
security systems.   

2. Communications and Outreach 

The activities in the Communication and Outreach mitigation are designed to increase public awareness 
of safety with regard to electric assets and services.  They aim to improve the effectiveness of safety 
programs by providing the public with useful knowledge and tools to potentially avoid an incident 
related to SDG&E infrastructure.  Some of these communications and outreach campaigns are mandated 
pursuant to Commission directives.  SDG&E uses a variety of channels to communicate and educate its 
customers and the public about safety.  These include: bill inserts, print media, television, radio, web 
and social media.  Also, SDG&E maintains a significant presence in the community through information 
booths it staffs at many local events.        

Examples of the communications and outreach campaigns include: 

 Provision of safety and basic operational information about SDG&E's facilities and response as 
they relate to First Responder operations. 

 General safety communications to inform the public about safe practices through a variety of 
messages, including the 'don’t touch downed power lines' campaign. 

The efforts listed above are a subset of the cross-cutting campaigns (i.e., support both gas and electric 
risk mitigation) intended to mitigate the Employee, Contractor and Public Safety risk. 

3. Design, Operations and Maintenance  

SDG&E designs, constructs, maintains, and operates its system in a manner that aims to minimize safety 
risks to employees, contractors and the public.  SDG&E adheres to the CPUC’s General Orders (GO), 
which establish regulatory requirements.  Applicable General Orders for this risk include:  

 GO 95 (Rules for Overhead Electric Line Construction);  
 GO 128 (Rules for Construction of Underground Electric Supply and Communication Systems);  
 GO 165 (Inspection Requirements for Electric Distribution and Transmission Facilities);  
 GO 167 (Enforcement of Maintenance and Operation Standards for Electric Generating 

Facilities); and  
 GO 174 (Rules for Electric Utility Substations).        

Pursuant to these GOs, SDG&E’s standard practices include risk-mitigating activities such as routinely 
inspecting and maintaining electric infrastructure through the Corrective Maintenance Program (CMP), 
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and constructing overhead power lines and appurtenances to the technical specifications outlined by the 
GOs and other national and local safety codes.   
 
Further, SDG&E develops and applies internal best practices that are maintained by SDG&E’s 
engineering and operations departments.  These include Standard Operating Procedures (SOP), 
Transmission Maintenance and Construction (TMC) procedures, Distribution Operating Procedures 
(DOP), Construction Standards, and Electric Standard Practices (ESP).  All contribute to protecting 
employees, contractors, and the public from potential safety risks associated with electric infrastructure.       
 
SDG&E’s design and construction activities incorporate safety risk considerations in order to 
proactively address the risk driver of unintentional acts involving SDG&E electric infrastructure.  These 
considerations, where feasible, include constructing electric facilities (e.g., electric substations) in areas 
of the community that are not easily visible or accessible by the general public, and where electric 
workers could perform their maintenance and operational functions safely.        When electric facilities 
are constructed in areas clearly visible to the public, SDG&E displays visible signage to inform the 
public of potential dangers associated with coming in contact with electric equipment.   
 
In addition to adhering to GO requirements and evolving, applying and maintaining internal engineering 
and operations best practices, SDG&E continually collaborates with other utilities in order to understand 
and adopt the latest engineering, design, and safety standards for constructing and operating electric 
equipment under various conditions.   

5 Proposed Risk Mitigation Plan 

The 2015 baseline mitigations outlined in Section 4 will continue to be performed in the proposed plan, 
in most cases, to maintain the current residual risk level.  In addition, two of the physical security 
mitigation activities will expand, with the proposed implementation of additional security systems, 
security guards at more locations and the increased cost of obtaining contract security.  These 
incremental changes, along with updates about other controls are described in below.   

1. Physical Security 

Generally, the baseline projects described above have been completed and placed into service.  SDG&E 
is proposing to complete similar security projects to increase protection, such as installing cameras and 
gates at additional locations.  Similarly, the presence of security guards increases protection with the aim 
of reducing the likelihood of an intentional event.   
 
There are two expanded activities, as compared to the baseline, with respect to security guards.  First, 
SDG&E proposes to add security guards to new locations.  The increased number of security guards is 
needed to respond to risks posed by recent breaches of substation security experienced nationally by 
other utilities (e.g., incident of intentional damage to Entergy transmission substation and towers in 
2013).  This kind of risk also could occur within SDG&E’s service territory.  Second, SDG&E must 
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comply with Senate Bill (SB) 3, which will become effective January 1, 2017.  The resulting effects are 
increases in costs above the GRC standard escalation.  In other words, the cost associated with doing 
business (i.e., employing security guards) has increased, sometimes referred to as non-standard 
escalation.   

2. Communications and Outreach 

The Communications and Outreach mitigations will be largely unchanged through 2019 as SDG&E 
anticipates the continuation of the majority of the safety-related campaigns currently underway.   

3. Design, Operations and Maintenance 

The Design, Operations and Maintenance mitigation is expected to remain unchanged from the baseline 
controls described in the previous section.  There may be revisions or updates to the General Orders 
and/or similar requirements, or changes if new requirements are developed. SDG&E will follow and 
abide by the effective directives and mandates.      

6 Summary of Mitigations 

Table 4 summarizes the 2015 baseline risk mitigation plan, the risk driver(s) a control addresses, and the 
2015 baseline costs for Public Safety Events – Electric.  While control or mitigation activities may 
address both risk drivers and consequences, risk drivers link directly to the likelihood that a risk event 
will occur.  Thus, risk drivers are specifically highlighted in the summary tables.  

SDG&E does not account for and track costs by activity, but rather, by cost center and capital budget 
code.  So, the costs shown in Table 4 were estimated using assumptions provided by SMEs and 
available accounting data.   
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Table 4: Baseline Risk Mitigation Plan15  
(Direct 2015 $000)16 

ID Control Risk Drivers 
Addressed Capital17 O&M 

Control 
Total18 

GRC 
Total19 

1 Physical Security   Failure of 
security systems 

 Non-compliance 
with security 
procedures 

 Intentional acts 
involving 
SDG&E electric 
infrastructure  

$18,440 $6,600 $25,040 $6,820 

2 Communications 
and Outreach* 

 Unintentional 
acts involving 
SDG&E electric 
infrastructure 

n/a 730 730 730 

3 Design, 
Operations and 
Maintenance* 

 Unintentional 
acts involving 
SDG&E electric 
infrastructure 

Mitigation activities associated with GOs 
and other mandates are accounted for in 

other RAMP risks (e.g.,  Electric 
Infrastructure Integrity)  

 TOTAL COST  $18,440 $7,330 $25,770 $7,550 

* Includes one or more mandated activities 
 
  

                                                 
15 Recorded costs were rounded to the nearest $10,000. 
16 The figures provided in Tables 4 and 5 are direct charges and do not include Company overhead loaders, with 
the exception of vacation and sick.  The costs are also in 2015 dollars and have not been escalated to 2016 
amounts. 
17 Pursuant to D.14-12-025 and D.16-08-018, the Company is providing the “baseline” costs associated with the 
current controls, which include the 2015 capital amounts.  The 2015 mitigation capital amounts are for illustrative 
purposes only.  Because projects generally span several years, considering only one year of capital may not 
represent the entire mitigation. 
18 The Control Total column includes GRC items as well as any applicable non-GRC jurisdictional items.  Non-
GRC items may include those addressed in separate regulatory filings or under the jurisdiction of the Federal 
Energy Regulatory Commission (FERC). 
19 The GRC Total column shows costs typically presented in a GRC. 
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1. Physical Security 

Subject matter experts forecasted the costs for the physical security systems and contract security 
mitigations from a review of historical internal costs and applying high-level assumptions for applicable 
labor costs.      
 

2. Communications and Outreach 

The cost estimates for the baseline Communications and Outreach mitigations were based on applicable, 
historical costs of campaigns.  The costs for communication and outreach will be requested and 
defended in the Test Year 2019 GRC. 
 

3. Design, Operations and Maintenance  

SDG&E’s costs associated with Design, Operations and Maintenance of its assets (i.e., through projects 
and programs associated with the GOs and other mandates) are described and accounted for in other 
RAMP risks, such as Electric Infrastructure Integrity.  Accordingly, these costs are not included here.    
 
While all the controls and baseline costs presented in Table 4 mitigate Public Safety Events – Electric, 
these controls also may mitigate other risks presented in this RAMP Report.  For example, the security 
guards and one security system project are included in the RAMP risk of Workplace Violence as well.  
Additionally, the general communications about safety to the public support the mitigation of the RAMP 
risk of Employee, Contractor and Public Safety.  Because these activities benefit Public Safety Events – 
Electric as well as these other risks, both the costs and risk reduction benefits are included in all 
applicable RAMP chapters.    
 
Table 5 summarizes SDG&E’s proposed mitigation plan, associated projected ranges of estimated O&M 
expenses for 2019, and projected ranges of estimated capital costs for the years 2017-2019.  It is 
important to note that SDG&E is identifying potential ranges of costs in this plan, and is not requesting 
funding approval.  SDG&E will request approval of funding, in its next GRC.  There are non-CPUC 
jurisdictional mitigation activities addressed in RAMP; the costs associated with these will not be 
carried over to the GRC.  As set forth in Table 5 the utilities are using a 2019 forecast provided in ranges 
based on 2015 dollars. 
 



 
 
   

Page SDGE 15-15 
309752 

Table 5: Proposed Risk Mitigation Plan20 
 (Direct 2015 $000) 

ID Mitigation Risk Drivers 
Addressed 

2017-2019
Capital21 

2019 
O&M 

Mitigation 
Total22 

GRC 
Total23 

1 Physical Security   Failure of 
security systems 

 Non-compliance 
with security 
procedures 

 Intentional acts 
involving 
SDG&E electric 
infrastructure  

$41,090 - 
49,920 

$8,040 - 
9,180 

$49,130 - 
59,100 

$11,380 - 
12,960 

2 Communications 
and Outreach* 

 Unintentional 
acts involving 
SDG&E electric 
infrastructure 

n/a 630 - 760 630 - 760 630 - 760 

3 Design, 
Operations and 
Maintenance* 

 Unintentional 
acts involving 
SDG&E electric 
infrastructure 

Mitigation activities associated with GOs and 
other mandates are accounted for in other RAMP 

risks (e.g., Electric Infrastructure Integrity) 
 

 TOTAL COST  $41,090 - 
49,920 

$8,670 - 
9,940 

$49,760 - 
59,860 

$12,010 - 
13,720 

 
 
 
 

 

 

1. Physical Security 
                                                 
20 Ranges of costs were rounded to the nearest $10,000. 
21 The capital presented is the sum of the years 2017, 2018, and 2019 or a three-year total.  Years 2017, 2018 and 
2019 are the forecast years for SDG&E’s Test Year 2019 GRC Application.   
22 The Mitigation Total column includes GRC items as well as any applicable non-GRC items. 
23 The GRC Total column shows costs typically represented in a GRC. 

- Status quo is maintained 
- Expanded or new activity 

* Includes one or more mandated activities 



 
 
   

Page SDGE 15-16 
309752 

The capital cost estimates for physical security systems were zero-based, derived from initial project 
projections.  The O&M costs were estimated as a percentage of the capital costs using subject matter 
expertise and experience with historical projects.   
 
The physical security systems are largely capital projects.  While the projects will change (e.g., 
expansion to additional locations), the projected annual spend is expected to be in line with historical 
spending.  The costs for security guards are based on a five-year average labor cost, plus the cost of 
complying with (SB) 3, plus the cost of additional guarded locations.  The cost of CAST was estimated 
using a base-year forecast methodology, as the activity and related costs are not anticipated to change 
significantly from 2015 levels.    
 

2. Communications and Outreach 

For the Communications and Outreach mitigation, SDG&E used a base year (2015) forecast 
methodology as the mitigation activities are not anticipated to change from those implemented in 2015.   
 

3. Design, Operations and Maintenance  

As in 2015, there are no forecasted costs for the Design, Operations and Maintenance mitigation.  
Activities and costs associated with mitigating potential safety risks associated with electric 
infrastructure failures and coincident injuries to employees, contractors, or the public, are detailed in the 
Electric Infrastructure Integrity risk plan.   

7 Risk Spend Efficiency 

Pursuant to D.16-08-018, the utilities are required in this Report to “explicitly include a calculation of 
risk reduction and a ranking of mitigations based on risk reduction per dollar spent.”24  For the purposes 
of this Section, Risk Spend Efficiency (RSE) is a ratio developed to quantify and compare the 
effectiveness of a mitigation at reducing risk to other mitigations for the same risk. It is synonymous 
with “risk reduction per dollar spent” required in D.16-08-018.25 

As discussed in greater detail in the RAMP Approach chapter within this Report, to calculate the RSE 
the Company first quantified the amount of Risk Reduction attributable to a mitigation, then applied the 
Risk Reduction to the Mitigation Costs (discussed in Section 6).  The Company applied this calculation 
to each of the mitigations or mitigation groupings, then ranked the proposed mitigations in accordance 
with the RSE result.    

                                                 
24 D.16-08-018 Ordering Paragraph 8. 
25 D.14-12-025 also refers to this as “estimated mitigation costs in relation to risk mitigation benefits.” 
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7.1 General Overview of Risk Spend Efficiency Methodology  
This subsection describes, in general terms, the methods used to quantify the Risk Reduction.  The 
quantification process was intended to accommodate the variety of mitigations and accessibility to 
applicable data pertinent to calculating risk reductions.  Importantly, it should be noted that the analysis 
described in this chapter uses ranges of estimates of costs, risk scores and RSE.  Given the newness of 
RAMP and its associated requirements, the level of precision in the numbers and figures cannot and 
should not be assumed.   

7.1.1 Calculating Risk Reduction 
The Company’s SMEs followed these steps to calculate the Risk Reduction for each mitigation:  

1. Group mitigations for analysis:  The Company “grouped” the proposed mitigations in one of 
three ways in order to determine the risk reduction: (1) Use the same groupings as shown in the 
Proposed Risk Mitigation Plan; (2) Group the mitigations by current controls or future 
mitigations, and similarities in potential drivers, potential consequences, assets, or dependencies 
(e.g., purchase of software and training on the software); or (3) Analyze the proposed mitigations 
as one group (i.e., to cover a range of activities associated with the risk).   

2. Identify mitigation groupings as either current controls or incremental mitigations: The 
Company identified the groupings by either current controls, which refer to controls that are 
already in place, or incremental mitigations, which refer to significantly new or expanded 
mitigations.   

3. Identify a methodology to quantify the impact of each mitigation grouping:  The Company 
identified the most pertinent methodology to quantify the potential risk reduction resulting from 
a mitigation grouping’s impact by considering a spectrum of data, including empirical data to the 
extent available, supplemented with the knowledge and experience of subject matter experts.  
Sources of data included existing Company data and studies, outputs from data modeling, 
industry studies, and other third-party data and research.  

4. Calculate the risk reduction (change in the risk score): Using the methodology in Step 3, the 
Company determined the change in the risk score by using one of the following two approaches 
to calculate a Potential Risk Score: (1) for current controls, a Potential Risk Score was calculated 
that represents the increased risk score if the current control was not in place; (2) for incremental 
mitigations, a Potential Risk Score was calculated that represents the new risk score if the 
incremental mitigation is put into place. Next, the Company calculated the risk reduction by 
taking the residual risk score (See Table 3 in this chapter.) and subtracting the Potential Risk 
Score.  For current controls, the analysis assesses how much the risk might increase (i.e., what 
the potential risk score would be) if that control was removed.26  For incremental mitigations, the 
analysis assesses the anticipated reduction of the risk if the new mitigations are implemented.  
The change in risk score is the risk reduction attributable to each mitigation. 

                                                 
26 For purposes of this analysis, the risk event used is the reasonable worst case scenario, described in the Risk 
Information section of this chapter. 
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7.1.2 Calculating Risk Spend Efficiency 
The Company SMEs then incorporated the mitigation costs from Section 6.  They multiplied the risk 
reduction developed in subsection 7.1.1 by the number of years of risk reduction expected to be realized 
by the expenditure, and divided it by the total expenditure on the mitigation (capital and O&M).  The 
result is a ratio of risk reduction per dollar, or RSE.  This number can be used to measure the relative 
efficiency of each mitigation to another.  Figure 2 shows the RSE calculation. 

 

Figure 2: Formula for Calculating RSE 

 

 
The RSE is presented in this Report as a range, bounded by the low and high cost estimates shown in 
Table 5 of this chapter.  The resulting RSE scores, in units of risk reduction per dollar, can be used to 
compare mitigations within a risk, as is shown for each risk in this Report.  

7.2 Risk Spend Efficiency Applied to This Risk    
SDG&E analysts used the general approach discussed in Section 7.1, above, in order to assess the RSE 
for the Public Safety Events – Electric risk.  The RAMP Approach chapter in this Report, provides a 
more detailed example of the calculation used by the Company.   

As mentioned above, the Public Safety Events - Electric risk is related to the public’s exposure to 
electrical assets and facilities.  As such, the controls in place to manage this risk include communication 
efforts to warn the public of electric hazards, physical security measures that prevent the public from 
coming in contact with electrical facilities, and standards and processes that adhere to applicable 
General Orders from the Commission. The current controls were combined and assessed as one 
grouping. The incremental mitigations (Physical Security; Communications and Outreach; and Design, 
Operations and Maintenance) were combined and assessed as one grouping, also. The analysis 
addressed: (1) The value of continuing existing activities in terms of maintaining the level of the risk; 
and (2) The value of the proposed incremental spend in terms of further reducing the risk.  Of the total 
funding proposed for the mitigations, approximately 90% is a continuation of existing activities, 
whereas the remaining 10% represents an expansion of existing activities.   

The approach used to estimate the risk reduction from incremental mitigations was based on an 
assessment methodology developed by Sempra Energy’s Corporate Security department, within 
SDG&E’s parent company.  This assessment evaluates the vulnerabilities facing SDG&E’s facilities 
from a security perspective.  

The difference in baseline scores indicates that if current activities were not in place, the likelihood of 
the Public Safety Events – Electric risk could increase four-to-five times.  Sempra Corporate Security’s 
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team determined that the proposed mitigations could potentially further reduce the likelihood between 
25% and 35%.   

7.3 Risk Spend Efficiency Results 
Based on the foregoing analysis, SDG&E calculated the RSE ratio for each of the proposed mitigation 
groupings.  Following is the ranking of the mitigation groupings from the highest to the lowest 
efficiency, as indicated by the RSE number:    

1. Physical Security Mitigations (current controls) 
2. Physical Security Mitigations (incremental mitigations) 

Figure 3 displays the range27 of RSEs for each of the SDG&E Public Safety Events – Electric risk 
mitigation groupings, arrayed in descending order.28  That is, the more efficient mitigations, in terms of 
risk reduction per spend, are on the left side of the chart.   

 

Figure 3: Risk Spend Efficiency 

 
 

                                                 
27 Based on the low and high cost ranges provided in Table 5 of this chapter. 
28 It is important to note that the risk mitigation prioritization shown in this Report, is not comparable across other 
risks in this Report.    
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8 Alternatives Analysis 

SDG&E considered alternatives to the proposed mitigations as it developed the proposed mitigation plan 
for the Public Safety Events – Electric risk.  Typically, alternatives analysis occurs when implementing 
activities, and with vendor selection in particular, to obtain the best result or product for the cost.  The 
alternatives analysis for this risk plan also took into account modifications to the proposed plan and 
constraints, such as budget and resources.   

8.1 Alternative 1 – Physical Security Tradeoffs 
Physical security systems (e.g., cameras, fences) and guards could be used as alternatives to each other 
in some locations for some threats.  This would mean that some SDG&E locations would have security 
guards only while others would have security systems only.  The main benefit of this alternative is 
potential cost savings; however, the use of only one type of mitigation also may increase the risk.  
Accordingly, this alternative was dismissed in favor of the proposed plan, which includes both physical 
security systems and guards.  Implementing physical security systems and guards together often can 
reduce risk and provides mutual back-up protection.  This alternative is believed to balance affordability 
with reducing risk. 
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8.2 Alternative 2 – Security Guard Modifications  
SDG&E is proposing to add locations at which it will staff security guards. SDG&E considered 
maintaining the status quo, meaning no incremental additions of security guards.  This alternative would 
be more cost effective as the additional resources would increase costs; however, similar to the first 
alternative, this cost savings would result in a potential increase in risk.  Accordingly, this alternative 
was rejected, as the additional locations to be staffed by security guards are mainly needed due to the 
identification of substantiated threats throughout the industry associated with substation safety.   
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Executive Summary 
The Catastrophic Damage Involving a Medium-Pressure Pipeline Failure (Medium-Pressure Pipeline 
Failure) risk relates to the public safety and property impacts that can result from failure of medium-
pressure and non-Department of Transportation (DOT) pipelines.

To assess this risk, SDG&E first identified a reasonable worst case scenario, and scored the scenario 
against five residual impact categories (e.g., Health, Safety, Environmental; Operational & Reliability, 
etc., discussed in Section 4).  Then, SDG&E considered as a baseline, the SDG&E mitigation in place as 
of 2015 (in Section 5) and estimated the costs (baseline mitigations are summarized in Section 7) 
SDG&E identified the 2015 controls that comply with Code of Federal Regulation Part 192 and General 
Order 112: 

1. Maintenance
2. Qualifications of Pipeline Personnel
3. Requirements for Corrosion Control  
4. Operations 
5. Gas Distribution Pipeline Integrity Management 

These 2015 controls focus on safety-related impacts (e.g., Health, Safety, and Environment) per 
guidance provided by the Commission in Decision 16-08-018 as well as controls and mitigations that 
may address reliability. 

Based on the foregoing assessment, SDG&E proposed future mitigations (discussed in Section 6).  
SDG&E will continue to apply these 2015 controls and proposes to expand and enhance aspects of the 
Distribution Integrity Management Program (DIMP) and the DIMP Distribution Risk Evaluation and 
Monitoring System (DREAMS) program as well as add new activities, such as a Cathodic Protection 
Reliability program.   

Finally, SDG&E developed the risk spend efficiency.  The risk spend efficiency is a new tool that 
SDG&E developed to attempt to quantify how the proposed mitigations will incrementally reduce risk.  
SDG&E’s mitigations in its proposed plan were grouped for risk spend efficiency purposes into four 
categories.  The metric used to determine the risk spend efficiency of the mitigations was based on data 
relating to medium pressure pipelines, including data from PHMSA and asset data.  Based on a benefit-
cost assessment (i.e. risk spend efficiency), the four mitigations for this risk can be prioritized as 
follows, from highest risk spend efficiency to lowest: 

1. DIMP/Distribution integrity (current controls) 
2. Regulatory compliance activities (current controls) 
3. Expanded integrity activities (incremental mitigations) 
4. Technical training (current controls) 
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Next, SDG&E developed the risk spend efficiency (sometimes referred to as RSE).  The risk spend 
efficiency is a new tool that SDG&E developed to attempt to quantify how the proposed mitigations will 
incrementally reduce risk.  The RSE was determined using the proposed mitigations and resulted in 
prioritizing mitigation activities.   
Finally, SDG&E considered two alternatives to the proposed mitigations for the Medium-Pressure 
Pipeline Failure risk, and summarizes the reasons that the two alternatives were not selected as a 
proposed mitigation. 
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Risk: Catastrophic Damage Involving Medium Pressure Pipeline 
Failure
1 Purpose

The purpose of this chapter is to present the mitigation plan of San Diego Gas & Electric Company 
(SDG&E or Company) for the risk of damage caused by a medium-pressure pipeline (Maximum 
Allowable Operating Pressure [MAOP] at or lower than 60 psig) failure event with catastrophic 
consequences (referred to herein as Medium-Pressure Pipeline Failure).  This risk concerns a gas public 
safety event on a medium-pressure distribution pipeline or gas facility, and focuses on routine 
maintenance and pipeline replacement mitigations consistent with industry standard medium pressure 
pipeline operations of state of the art polyethylene pipelines and cathodically protected steel pipelines.1

This risk is a product of SDG&E’s September 2015 annual risk registry assessment cycle.  Any events 
that occurred after that time were not considered in determining the 2015 risk assessment, in preparation 
for this Report.  Note that while 2015 is used as base year for mitigation planning, risk management has 
been occurring, successfully, for many years within the Company.  SDG&E and Southern California 
Gas Company (SoCalGas) (collectively, the utilities) take compliance and managing risks seriously, as 
can be seen by the number of actions taken to mitigate each risk. This is the first time, however, that the 
utilities have presented a Risk Assessment Mitigation Phase (RAMP) Report, so it is important to 
consider the data presented in this plan in that context.  The baseline mitigations are determined based 
on the relative expenditures during 2015; however, the utilities do not currently track expenditures in 
this way, so the baseline amounts are the best effort of each utility to benchmark both capital and 
operations and maintenance (O&M) costs during that year. The level of precision in process and 
outcomes is expected to evolve through work with the California Public Utilities Commission 
(Commission or CPUC) and other stakeholders over the next several General Rate Case (GRC) cycles. 

The Commission has ordered that RAMP be focused on safety related risks and mitigating those risks.2
In many risks, safety and reliability are inherently related and cannot be separated, and the mitigations 
reflect that fact.  Compliance with laws and regulations is also inherently tied to safety and the utilities 
take those activities very seriously.  In all cases, the 2015 baseline mitigations include activities and 
amounts necessary to comply with the laws in place at that time.  Laws rapidly evolve, however, the 
RAMP baseline has not taken into account any new laws that have been passed since September 2015.  
Some proposed mitigations, however, do take into account those new laws.   

1 Mitigation activities addressing damage to gas infrastructure caused by third parties, also referred to as dig-ins, 
is not addressed in this chapter, but rather discussed in the Risk Assessment Mitigation Phase (RAMP) chapter of 
Catastrophic Damage Involving Gas Infrastructure (Dig-Ins). 
2 Commission Decision (D.) 14-12-025 at p. 31. 
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The purpose of RAMP is not to request funding.  Any funding requests will be made in the GRC.  The 
forecasts for mitigation are not for funding purposes, but are rather to provide a range for the future 
GRC filing.  This range will be refined with supporting testimony in the GRC.  Although some risks 
have overlapping costs, the utilities have made efforts to identify those costs. 

2 Background 

Typically, medium-pressure distribution systems use a series of mains, larger diameter pipe, to feed 
service lines.  The service lines are smaller diameter pipes which feed customer homes, businesses, and 
some commercial applications.  Medium-pressure pipelines are comprised of steel or plastic material.  

For safety and compliance purposes, the Code of Federal Regulations (CFR) Part 192 and General Order 
(GO) 112 are the leading sources, among other legal and regulatory provisions, of requirements for 
SDG&E’s medium-pressure pipeline.  CFR Part 192 prescribes minimum safety requirements for 
pipeline facilities and the transportation of gas and GO 112 complements and enhances the requirements 
set forth on a federal level at a state level.   

With regard to medium pressure lines, the Company currently operates over 8,000 miles of medium-
pressure main with nearly 4,500 miles being plastic and upwards of 3,600 being steel (see Table 1 
below).  These medium-pressure pipelines serve over 875,000 SDG&E consumers. 

Table 1: Medium-Pressure Pipelines 

Medium-Pressure Main SDG&E

Miles of Steel 3,596

Miles of Plastic 4,461

Total Miles Medium-Pressure Main 8,057

Various causes and events can lead to medium pressure pipeline failures.  Factors can range from 
improper installation techniques or material defects, aging/environmental factors such as corrosion and 
fatigue, and inadequate operations or maintenance of the pipeline infrastructure.  However, for the 
purposes of this chapter, the Medium Pressure Failure risk focuses on the more serious results of failures 
that lead to a release of natural gas with possibility of hazard to life and property. 
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3 Risk Information 

As stated in the testimony of Jorge M. DaSilva in the Safety Model Assessment Proceeding (S-MAP) 
Application (A.) 15-05-002, “SDG&E is moving towards a more structured approach to classifying risks 
and mitigations through the development of its new risk taxonomy.  The purpose of the risk taxonomy is 
to define a rational, logical and common framework that can be used to understand, analyze and 
categorize risks.”3  The Enterprise Risk Management (ERM) process and lexicon that SDG&E has put in 
place was built on the internationally-accepted IS0 31000 risk management standard. In the application 
and evolution of this process, the Company is committed to increasing the use of quantification within 
its evaluation and prioritization of risks.4  This includes identifying leading indicators of risk.  Sections 3 
– 9 of this plan describe the key outputs of the ERM process and resultant risk mitigations.    

In accordance with the ERM process, this section describes the risk classification, potential drivers and 
potential consequences of the Medium-Pressure Pipeline Incident risk. 

3.1 Risk Classification 
Consistent with the taxonomy presented by SDG&E and SoCalGas in A.15-05-002, SDG&E classifies 
this risk as a gas, operational risk as shown in Table 2. 

Table 2: Risk Classification per Taxonomy 

Risk Type Asset/Function
Category

Asset/Function Type 

OPERATIONAL GAS MEDIUM AND LOW-PRESSURE (<=60 
PSI)

3.2 Potential Drivers5

When performing the risk assessment for Medium-Pressure Pipeline Incident, SDG&E identified 
potential indicators of risk, referred to as potential drivers.  The potential drivers for this risk are derived 
from the listing of cause categories from the Pipeline and Hazardous Materials Safety Administration 
(PHMSA) database, along with historical events and credible scenarios developed by Subject Matter 
Experts (SMEs).  The potential drivers include, but are not limited to: 

3 A.15-05-002, filed May 1, 2015, at p. JMD-7. 
4 Testimony of Diana Day, Risk Management and Policy (SDG&E-02), submitted on November 14, 2014 in 
A.14-11-003. 
5 An indication that a risk could occur.  It does not reflect actual or threatened conditions. 
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1. Corrosion is a naturally occurring phenomenon commonly defined as the deterioration of a 
material (usually a metal) that results from a chemical or electrochemical reaction with its 
environment.6

2. Natural Forces attributable to causes not involving humans, such as earth movement, earthquakes, 
landslides, subsidence, heavy rains/floods, lightning, temperature, thermal stress, frozen components, 
high winds.

3. Other Outside Force Damage is attributable to outside force damage other than excavation 
damage or natural forces such as damage by car, truck or motorized equipment not engaged in 
excavation, etc.   

4. Pipe, Weld or Joint Failure is attributable to material defect within the pipe, component or joint 
due to faulty manufacturing procedures, design defects, or in-service stresses such as vibration, 
fatigue and environmental cracking.

5. Equipment Failure is attributable to malfunction of component including but not limited to 
regulators, valves, meters, flanges, gaskets, collars, couples, etc.
Incorrect Operations can include a pipeline incident attributed to insufficient or incorrect 
operating procedures or the failure to follow a procedure. 

In accordance with the taxonomy of SDG&E, the potential drivers above can be classified as an asset 
failure, employee incident, contractor incident, public incident, or force of nature.  Table 3 below maps 
the specific potential risk drivers of Medium-Pressure Pipeline Failure to SDG&E’s taxonomy. 

Table 3: Potential Operational Risk Drivers 

Potential Driver 
Category Potential Medium-Pressure Pipeline Failure Driver(s)

Asset Failure 
Corrosion 
Pipe, Weld, or Joint Failure 
Equipment Failure 

Asset-Related 
Information Technology 
Failure 

Not applicable 

Employee Incident 
Other Outside Forces 
Incorrect Operation 
Pipe, Weld, or Joint Failure 

Contractor Incident Other Outside Forces 
Incorrect Operation 

Public Incident Other Outside Forces 

6 Corrosion Basics, An Introduction, L.S. Van Delinder, ed. (Houston, TX: NACE, 1984). 



Page SDGE 16-7 
310075

Force of Nature Natural Forces 

3.1 Potential Consequences 
If one of the potential risk drivers listed above were to occur, resulting in an incident, the potential 
consequences, in a reasonable worst case scenario, may include:  

Injuries to employees and/or the public. 
Property damage. 
Operational and reliability impacts. 
Adverse litigation and resulting financial consequences. 
Increased regulatory scrutiny.  
Erosion of public confidence. 

These potential consequences were used in the scoring of Medium-Pressure Pipeline Incident that 
occurred during the SDG&E’s 2015 risk registry process.  See Section 4 for more detail.   

3.2 Risk Bow Tie 
The risk “bow tie,” shown in Figure 1, is a commonly-used tool for risk analysis.  The left side of the 
bow tie illustrates potential drivers that lead to a risk event and the right side shows the potential 
consequences of a risk event.  SDG&E applied this framework to identify and summarize the 
information provided above. 

Figure 1: Risk Bow Tie

4 Risk Score 

The SDG&E and SoCalGas ERM organization facilitated the 2015 risk registry process, which resulted 
in the inclusion of Medium-Pressure Pipeline Incident as one of the enterprise risks.  During the 
development of the risk register, subject matter experts assigned a score to this risk, based on empirical 
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data to the extent it is available and/or using their expertise, following the process discussed in this 
section.   

4.1 Risk Scenario – Reasonable Worst Case 
For purposes of scoring this risk, subject matter experts used a reasonable worst case scenario to assess 
the impact and frequency.  The scenario represented a situation that could happen, within a reasonable 
timeframe, and lead to a relatively significant adverse outcome.  These types of scenarios are sometimes 
referred to as low frequency, high consequence events.  The subject matter experts selected a reasonable 
worst case scenario to develop a risk score for Medium-Pressure Pipeline Incident:  

A medium pressure pipeline failure due to a control device malfunction, which results in 
uncontrolled gas release causing injuries to employees and the public, and/or results in over 
1,000 customers without gas supply for at least 24 hours.  

Note that the following narrative and scores are based on this reasonable worst case risk scenario; they 
do not address all consequences that may happen if the risk occurs. 

4.2  2015 Risk Assessment 
Using this scenario, subject matter experts then evaluated the frequency of occurrence and potential 
impact of the risk using SDG&E’s 7X7 Risk Evaluation Framework (REF).  The framework (also called 
a matrix) includes criteria to assess levels of impact ranging from Insignificant to Catastrophic and 
levels of frequency ranging from Remote to Common.  The 7X7 framework includes one or more 
criteria to distinguish one level from another.  The Commission adopted the REF as a valid method to 
assess risks for purposes of this RAMP.7  Using the levels defined in the REF, the subject matter experts 
applied empirical data to the extent it is available and/or their expertise to determine a score for each of 
four residual impact areas and the frequency of occurrence of the risk.   

Table 4 provides a summary of the Medium-Pressure Pipeline Failure risk score in 2015.  This risk has a 
score of 4 or above in the Health, Safety, and Environmental impact area and, therefore, was included in 
the RAMP.  These are residual scores because they reflect the risk remaining after existing controls are 
in place.  For additional information regarding the REF, please refer to the RAMP Risk Management 
Framework chapter within this Report.  

Table 4: Risk Score 

Residual Impact Residual
Frequency

Residual
Risk 
Score

Health, Safety, 
Environmental

(40%) 

Operational & 
Reliability 

(20%) 

Regulatory,
Legal,

Compliance 
(20%) 

Financial

(20%) 
5 3 3 3 3 2,344 

7 D.16-08-018 Ordering Paragraph 9. 
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4.3 Explanation of Health, Safety, and Environmental Score 
The Company scored this risk a 5 (extensive) in the Health, Safety, and Environmental impact area due 
to the potential of an event resulting in serious injuries to the public or employees, as well as 
environmental impacts.  For example, from 2010-2016 there have been 37 material failure/weld/fitting 
incidents in the United States on distribution mains, causing two fatalities and approximately 40 
injuries.8  On the other hand, fatalities are rare for these types of incidents compared to other risk events 
such as dig-ins or failures on high-pressure pipelines.  Accordingly, SDG&E determined that a score of 
6 (severe) was not appropriate.  

4.4 Explanation of Other Impact Scores
Based on the selected reasonable worst case risk scenario, SDG&E scored the other residual impact 
areas in the following manner:  

Operational and Reliability:  SDG&E scored this impact category as a 3 (moderate).  A risk 
score of 3 is defined in the 7x7 matrix as greater than 1,000 customers affected, impacts a single 
critical location or customer, or disruption of service for one day.  Based on the risk scenario, it a 
significant customer disruption may occur in which a whole street, several homes, or a whole 
block loses gas service depending if the damages involved medium pressure gas main or service 
lines. 
Regulatory, Legal, and Compliance:  SDG&E scored this impact category as a 3 (moderate).  
SDG&E scored in this manner because of the potential lawsuits and financial impacts.  The most 
common legal issue associated with this risk scenario typically involves lawsuits. 
Financial:  The Company could suffer financial repercussions as a result of the other risk areas.  
Potential litigation and penalties from the CPUC and PHMSA are prime examples of the costs 
associated with the medium-pressure pipeline system failing.  Though the exact cost of litigation 
and other potential financial consequences can vary depending on the type of incident, if a failure 
were to occur, the potential financial loss could be between $1 million and $10 million.  The risk 
score of a 3 (moderate) was assigned due to the fact that all incidents are collateral damages of 
the first risk area, health, safety, and environment assigning it a secondary type of risk. 

4.5 Explanation of Frequency Score 
The frequency of an event occurring was assumed to be once every 10-30 years; a score of 3 
(infrequent).  According to PHMSA, between 1996-2015, there have been nine (9) fatalities in 
California due to medium-pressure failures.  See below. 
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Therefore, the risk score is a reasonable estimate of how frequently these types of events happen. 

5 Baseline Risk Mitigation Plan 

As stated above, Medium-Pressure Pipeline Failure risk potentially impacts the public and/or property 
damage.  The 2015 baseline mitigations discussed below includes the current evolution of the utilities’ 
risk management of this risk.  The baseline mitigations have been developed over many years to address 
this risk and they include activities to comply with laws that were in effect at that time.  SDG&E’s 
baseline mitigation plan for this risk consists of controls based on CFR Part 192 and GO 112-E.   

The primary areas highlighted in the risk registry are:  

1. CFR 192 Subpart M – Maintenance 
2. CFR 192 Subpart N – Qualifications of Pipeline Personnel
3. CFR 192 Subpart I – Requirements for Corrosion Control  
4. CFR 192 Subpart L – Operations 
5. CFR 192 Subpart P – Gas Distribution Pipeline Integrity Management 
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These controls focus on safety-related impacts9 (i.e., Health, Safety, and Environment) per guidance 
provided by the Commission in D.16-08-01810 as well as controls and mitigations that may address 
reliability.11  Accordingly, the controls and mitigations described in this section and in Section 6 address 
safety-related impacts primarily.  Note that the controls and mitigations in the baseline and proposed risk 
mitigation plans are intended to address various events related to Medium-Pressure Pipeline Failure and 
are not limited to the reasonable worst case risk scenario used for the Risk Score. 

1. CFR 49 Part 192 Subpart M – Maintenance 

Federally mandated activities to provide the minimum safety requirements for medium-pressure 
pipelines.  These activities include performing pipeline patrols; bridge and span, meter set assemblies, 
valve and regulator inspections; and maintenance on a regular basis throughout the year.  These 
activities are intended to address threats as identified by PHMSA, specifically outside forces (vandalism, 
fault lines, liquefaction, etc.), equipment failure (pipeline facilities and components) and corrosion.  The 
activities include but are not limited to:   

Inspections of natural gas pipeline over bridges and land crossings at least once every two 
calendar years, but with intervals not exceeding 27 months 
Each pressure limiting station, relief device, signaling device, and pressure regulating station 
and its equipment must be inspected and tested at intervals not exceeding 15 months, but at 
least once each calendar year. 
Each valve must be checked and serviced at intervals not exceeding 15 months, but at least 
once each calendar year. (CFR 192.747). 

o Prompt remedial action must be taken to repair an inoperable valve unless an 
alternative valve is used to divert gas. 

Region operations may perform tests and inspections at times other than the compliance 
period but cannot be substituted for federally mandated valve inspection in CFR 192.747. 

2. CFR 49 Part 192 Subpart N – Qualifications of Pipeline Personnel 

The training, set forth in Subpart N, requires a qualification program on covered tasks, recordkeeping, 
and evaluation.  Each covered task is attached to a gas standard which contains a full description of what 

9 The Baseline and Proposed Risk Mitigation Plans may include mandated, compliance-driven mitigations. 
10 D.16-08-018 at p. 146 states “Overall, the utility should show how it will use its expertise and budget to 
improve its safety record” and the goal is to “make California safer by identifying the mitigations that can 
optimize safety.”     
11 Reliability typically has an impact on safety.  Accordingly, it is difficult to separate reliability and safety. 
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the employee/contractor will have to perform.  For distribution programs, the following training subsets 
are the most prominent: 

Distribution construction technician training 
Distribution lead construction technician  
Distribution system protection specialist 
Distribution valve tech training 
Distribution welder training 
Distribution instrument tech training 
Distribution regulator tech training 

By properly training employees and contractors through the distribution technician training, the 
frequency of potential accidents can be lowered because the training educates the employees and 
contractors on proper safety techniques and standards.  After a prescribed amount of years, SDG&E’s 
employees are evaluated and requalified to reflect any changes in Company or federal standards. 

3. CFR 49 Part 192 Subpart I –Requirements for Corrosion Control Operations 

As prescribed by CFR 192 Subpart I –Requirements for Corrosion Control Operations, the minimum 
safety requirements include monitoring of cathodic protection (CP) areas, remediation of CP areas that 
are out of tolerance, and preventative installations to avoid areas out of tolerance.  These activities are 
intended to address threats as identified by PHMSA specifically corrosion both external and internal.  
The following summarizes the required intervals for completing these preventative measures: 

Each pipeline that is under cathodic protection must be tested at least once each calendar 
year, but with intervals not exceeding 15 months, to determine whether the cathodic 
protection meets the requirements of §192.463. 
Each cathodic protection rectifier or other impressed current power source must be inspected 
six times each calendar year, but with intervals not exceeding two and a half months, to 
insure that it is operating. 

4. CFR 49 Part 192 Subpart L – Operations

The minimum safety requirements prescribed by CFR 192 Subpart L – Operations include locate and 
mark, emergency preparedness and odorization.  These activities are intended to address threats as 
identified by PHMSA.  Locate and mark activities are specific to third party damage while emergency 
preparedness and odorization are intended to address all threats.  The following provides the required 
intervals for completing these preventative measures as prescribed in Subpart L and SDG&E complies 
with these requirements:  
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To assure the proper concentration of odorant in accordance with this section, each operator 
must conduct periodic sampling of combustible gases using an instrument capable of 
determining the percentage of gas in air at which the odor becomes readily detectable  

5. CFR 49 Part 192 Subpart P – Gas Distribution Pipeline Integrity Management 

PHMSA established DIMP requirements to enhance pipeline safety by having operators identify and 
reduce pipeline integrity risks for distribution pipelines, as required under the Pipeline Integrity, 
Protection, Enforcement and Safety Act of 2006.     

(a) SDG&E has implemented certain Programs and Activities to Address Risk (PAARs) and 
DREAMS PAAR prioritizes certain early-vintage steel (pre-1960) and plastic (pre-1986), 
including Aldyl-A, for replacement.  With regard to plastic, PHMSA Advisory Bulletin ADB-
07-01 states that “the number and similarity of plastic pipe accident and non-accident failures 
indicate past standards used to rate the long-term strength of plastic pipe may have overrated the 
strength and resistance to brittle-like cracking for much of the plastic pipe manufactured and 
used for gas service from the 1960s through the early 1980s.”  The DREAMS risk evaluation 
therefore considers the cause of the leak, the leakage history, cathodic protection (for steel), 
vintage of the pipe and the location using E-GIS.  

(b) EPOCH  
Projects are generated from field crew field observations concerning the condition of the 
pipe.  Generally, Epoch projects start with a single coded leak repair.  The section of pipe to be replaced 
is added to the Epoch list and risk-ranked.  The scores are reevaluated when another leak occurs in the 
same area of an identified Epoch project; which could result in the project moving up the list. 

6 Proposed Risk Mitigation Plan 

SDG&E will continue with its baseline activities described in Section 5 above.  In addition, SDG&E is 
proposing to expand and add new mitigations to further address the risk of medium pressure pipeline 
failure.  The proposed activities and costs for the mitigations are primarily based on the Code of Federal 
Regulation Part 192 and General Order 112-F state requirements.   

It should be noted that the proposed activities do not account for the Notice of Proposed Rule Making 
(NPRM) issued by PHMSA on Pipeline Safety: Safety of Gas Transmission and Gathering Pipelines 
which may expand the integrity requirements beyond HCAs, require the verification of Maximum 
Allowable Operating Pressure (MAOP), and records requirements among other items.   

SDG&E proposes to expand the Gas Distribution Pipeline Integrity Management mitigation as well as 
add new projects and programs included in a mitigation labeled Improvements.  These incremental 
activities are described below. 
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1. Expansion of DIMP 
SDG&E proposes to expand the DREAMS program.  For DREAMS, SDG&E proposes to accelerate 
this program in order to replace certain mains and services at a faster rate.  As part of the DREAMS 
program, SDG&E primarily replaces Aldyl-A pipe.  Currently, SDG&E replaces approximately 17 
miles of pipe per year in the DREAMS program of which Aldyl-A pipe is 16.5 miles.  SDG&E is 
proposing to accelerate the replacement of Aldyl-A pipe in the SDG&E gas system by replacing an 
additional 17 miles per year to total 34 miles per year.   

2. Improvements 
Further, SDG&E proposes to implement new projects and programs.  Examples of these new projects 
and programs are: 

Dresser Mechanical Couplings – This program consists of evaluating the coupling field location, 
excavating, and assessing the weld housing to encapsulate the dresser mechanical couplings 
main in and near downtown San Diego.  In the event of a strong earthquake or exposure of 12” 
pipeline, leaking or failure may occur if not addressed properly.
Oil Drip Piping – This project is designed to verify the location of above ground and buried oil 
drip lines and containers.  As part of the process, SDG&E consults with Pipeline Operations and 
Region Engineering to determine and remove facilities that are not necessary.  The buried 
facilities are at risk of excavation damage because certain maps showing their size and location 
are not available.   
Buried Piping in Vaults – SDG&E has pipeline buried in vaults that may be corroded by above 
ground facilities and pitting of below ground piping.  This activity will determine the locations 
vaults containing medium and high pressure facilities.  SDG&E will assess the coating and the 
condition of the above-ground and below-ground facilities within the vaults.
CP Reliability Program – This is a region specific program which will perform a detailed 
cathodic protection evaluation that will include the development of a relative risk algorithm to 
assess the “health” of the CP system.  The information would feed into a relative risk ranking 
tool for DIMP segments that are under CP protection.  The CP system analysis would include 
enhanced documentation and expanded analysis of the system’s routine maintenance records 
collected per 49 CFR 192 Subpart I – Requirements for corrosion control.  The end result of the 
CP reliability analysis should be a health ranking and project list that could be used to prioritize 
such projects.  The CP reliability project will assess 520 CP areas to determine the research 
required to generate the risk algorithm.  The timing of implementing this program is currently 
uncertain as SDG&E may commence this program in a year other than the test year (2019).  
Accordingly, a larger range of costs for O&M is provided in Table 6 for the Improvements 
mitigation. 
Closed Valves between High and Medium Pressure Piping – SDG&E has identified valves for 
remediation.  Currently, the valves are closed and locked; however, the valves need to be 
removed because an inadvertent opening would overpressure medium pressure pipelines.  This 
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proposed activity involves verifying the valve location, excavating, and removing the closed and 
locked valves which connect high pressure piping to medium pressure piping.   
Early Vintage Steel Replacement - This program is intended to remove pre-1947, non-piggable 
high pressure pipeline as well as pre-1955 medium pressure steel mains.  In the years prior to 
1955, cold tar asphaltic wrap was used as the primary protection against corrosion with cathodic 
protection supplementing as secondary protection.  Over time, the cold tar asphaltic wrap can 
degrade and dis-bond from the pipe.  This program is intended to remove early-vintage pipe.  
This would be a 10 year program to remove 15 miles of pipe per year of poor performing pipe. 
Threaded Piping Removal – Prior to 1933, piping in the gas distribution system was joined by 
treaded couplings.  This project aims to proactively remove a total of 152 miles of threaded pipe 
over a 10-year period.  This would be a 10-year program to remove 15 miles of pipe per year. 

7 Summary of Mitigations 

Table 5 summarizes the 2015 baseline risk mitigation plan, the risk driver(s) addressed the 2015 baseline 
costs for Medium-Pressure Pipeline Incident.  While control or mitigation activities may address both 
potential risk drivers and potential consequences, potential risk drivers link to the likelihood of a risk 
event.  Thus, potential risk drivers are specifically highlighted in the summary tables.    

SDG&E does not account for or track costs by activity, but rather, by cost center and capital budget 
code.  So, the costs shown in Table 5 were estimated using assumptions provided by SMEs and 
available accounting data.
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Table 5: Baseline Risk Mitigation Plan12

(Direct 2015 $000)13

ID Control Potential Risk 
Drivers Addressed Capital14 O&M Control

Total15
GRC

Total16

1 Maintenance* Asset Failure 
Public Incident 
Force of Nature 

$1,220 $5,780 $7,000 $7,000 

2 Qualifications
of Pipeline 
Personnel*

Employee Incident 
Contractor
Incident

200 500 700 700 

3 Requirements 
for Corrosion 
Control * 

Asset Failure 
Public Incident 
Force of Nature 

530 1,400 1,930 1,930 

4 Operations* Asset Failure 
Employee Incident 
Contractor
Incident
Public Incident 

500 500 1,000 1,000 

5 Gas
Distribution
Pipeline
Integrity 
Management* 

Asset Failure 
Public Incident 

6,210 20 6,230 6,230 

TOTAL
COST 

$8,660 $8,200 $16,860 $16,860

* Includes one or more mandated activities

12 Recorded costs were rounded to the nearest $10,000. 
13 The figures provided in Tables 5 and 6 are direct charges and do not include Company overhead loaders, with 
the exception of vacation and sick. The costs are also in 2015 dollars and have not been escalated to 2016 
amounts. 
14 Pursuant to D.14-12-025 and D.16-08-018, the Company is providing the “baseline” costs associated with the 
current controls, which include the 2015 capital amounts.  The 2015 mitigation capital amounts are for illustrative 
purposes only.  Because projects generally span several years, considering only one year of capital may not 
represent the entire mitigation. 
15 The Control Total column includes GRC items as well as any applicable non-GRC jurisdictional items.  Non-
GRC items may include those addressed in separate regulatory filings or under the jurisdiction of the Federal 
Energy Regulatory Commission (FERC). 
16 The GRC Total column shows costs typically presented in a GRC. 
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Specifically as it relates to training, SDG&E does not track its employees’ and contractors’ labor in a 
manner that distinguishes when and how long an employee or contractor attended training compared to 
when they were performing their “typical” job function.  Accordingly, for training, assumptions were 
used based on the known number of students that attended the safety-related distribution training, the 
duration of the training and a derived labor rate.  Training materials and instructor costs were also 
included in the cost of the Qualifications of Pipeline Personnel control.   

Table 6Table 6 summarizes SDG&E’s proposed mitigation plan, associated projected ranges of 
estimated O&M expenses for 2019, and projected ranges of estimated capital costs for the years 2017-
2019.  It is important to note that SDG&E is identifying potential ranges of costs in this plan, and is not 
requesting funding approval.  SDG&E will request approval of funding, in its next GRC.   As set forth in 
Table 6, the utilities are using a 2019 forecast provided in ranges based on 2015 dollars. 

Table 6: Proposed Risk Mitigation Plan17

(Direct 2015 $000)

17 Ranges of costs were rounded to the nearest $10,000. 
18 The capital presented is the sum of the years 2017, 2018, and 2019 or a three-year total.  Years 2017, 2018 and 
2019 are the forecast years for SDG&E’s Test Year 2019 GRC Application.   
19 The Mitigation Total column includes GRC items as well as any applicable non-GRC items. 
20 The GRC Total column shows costs typically represented in a GRC. 

ID Mitigation 
Potential Risk 

Drivers
Addressed

2017-2019
Capital18

2019
O&M

Mitigation
Total19 GRC Total20

1 Maintenance* Asset Failure 
Public
Incident  
Force of 
Nature

$2,980 - 
3,300 

$5,870- 
6,490 

$8,850 - 9,790 $8,850 - 9,790 

2 Qualifications of 
Pipeline
Personnel*

Employee 
Incident
Contractor
Incident

1,420 - 
1,730 

790 - 960 2,210 - 2,690 2,210 - 2,690 

3 Requirements 
for Corrosion 
Control * 

Asset
Failure
Public
Incident
Force of 
Nature

6,070 - 
6,710 

1,460 - 
1,620 

7,530 - 8,330 7,530 - 8,330 

4 Operations* Asset 1,410 - 470 - 520 1,880 - 2,080 1,880 - 2,080 
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While all the mitigations and costs presented in Tables 5 and 6 mitigate the Medium-Pressure Pipeline 
Failure risk, some of the activities also mitigate other risks presented in this RAMP Report, including:  
Catastrophic Damage Involving Third Party Dig-Ins (Dig-Ins) and Employee, Contractor and Public 
Safety.  Because these activities mitigate Medium-Pressure Pipeline Failure as well as these 
aforementioned risks, both the costs and risk reduction benefits are included in all applicable RAMP 
chapters.

Failure
Employee 
Incident
Contractor
Incident
Public
Incident

1,560 

5 Gas Distribution 
Integrity  
Management 
Programs*

Asset
Failure
Public
Incident

64,480 - 
89,160 

220 - 300 64,700 - 
89,460 

64,700 - 
89,460 

6 Improvements Asset
Failure
Public
Incident

129,270 - 
142,870 

0 - 6,700 129,270 - 
149,570 

129,270 - 
149,570 

TOTAL COST $205,630 - 
$245,330 

$8,810 -
16,590 

$214,440 - 
261,920 

$214,440 - 
261,920 

Status quo is maintained 
- Expanded or new activity 

* Includes one or more mandated activities 
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8 Risk Spend Efficiency 

Pursuant to D.16-08-018, the utilities are required in this Report to “explicitly include a calculation of 
risk reduction and a ranking of mitigations based on risk reduction per dollar spent.”21  For the purposes 
of this Section, Risk Spend Efficiency (RSE) is a ratio developed to quantify and compare the 
effectiveness of a mitigation at reducing risk to other mitigations for the same risk. It is synonymous 
with “risk reduction per dollar spent” required in D.16-08-018.22

As discussed in greater detail in the RAMP Approach chapter within this Report, to calculate the RSE 
the Company first quantified the amount of Risk Reduction attributable to a mitigation, then applied the 
Risk Reduction to the Mitigation Costs (discussed in Section 7).  The Company applied this calculation 
to each of the mitigations or mitigation groupings, then ranked the proposed mitigations in accordance 
with the RSE result.    

8.1 General Overview of Risk Spend Efficiency Methodology
This subsection describes, in general terms, the methods used to quantify the Risk Reduction.  The 
quantification process was intended to accommodate the variety of mitigations and accessibility to 
applicable data pertinent to calculating risk reductions.  Importantly, it should be noted that the analysis 
described in this chapter uses ranges of estimates of costs, risk scores and RSE.  Given the newness of 
RAMP and its associated requirements, the level of precision in the numbers and figures cannot and 
should not be assumed.   

8.1.1 Calculating Risk Reduction 
The Company’s SMEs followed these steps to calculate the Risk Reduction for each mitigation:  

1. Group mitigations for analysis:  The Company “grouped” the proposed mitigations in one of 
three ways in order to determine the risk reduction: (1) Use the same groupings as shown in the 
Proposed Risk Mitigation Plan; (2) Group the mitigations by current controls or future 
mitigations, and similarities in potential drivers, potential consequences, assets, or dependencies 
(e.g., purchase of software and training on the software); or (3) Analyze the proposed mitigations 
as one group (i.e., to cover a range of activities associated with the risk).   

2. Identify mitigation groupings as either current controls or incremental mitigations:  The
Company identified the groupings by either current controls, which refer to controls that are 
already in place, or incremental mitigations, which refer to significantly new or expanded 
mitigations.   

3. Identify a methodology to quantify the impact of each mitigation grouping:  The Company 
identified the most pertinent methodology to quantify the potential risk reduction resulting from 
a mitigation grouping’s impact by considering a spectrum of data, including empirical data to the 

21 D.16-08-018 Ordering Paragraph 8. 
22 D.14-12-025 also refers to this as “estimated mitigation costs in relation to risk mitigation benefits.” 
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extent available, supplemented with the knowledge and experience of subject matter experts.  
Sources of data included existing Company data and studies, outputs from data modeling, 
industry studies, and other third-party data and research.

4. Calculate the risk reduction (change in the risk score):  Using the methodology in Step 3, the 
Company determined the change in the risk score by using one of the following two approaches 
to calculate a Potential Risk Score: (1) for current controls, a Potential Risk Score was calculated 
that represents the increased risk score if the current control was not in place; (2) for incremental 
mitigations, a Potential Risk Score was calculated that represents the new risk score if the 
incremental mitigation is put into place. Next, the Company calculated the risk reduction by 
taking the residual risk score (See Table 4 in this chapter.) and subtracting the Potential Risk 
Score.  For current controls, the analysis assesses how much the risk might increase (i.e., what 
the potential risk score would be) if that control was removed.23  For incremental mitigations, the 
analysis assesses the anticipated reduction of the risk if the new mitigations are implemented.  
The change in risk score is the risk reduction attributable to each mitigation. 

8.1.2 Calculating Risk Spend Efficiency
The Company SMEs then incorporated the mitigation costs from Section 7.  They multiplied the risk 
reduction developed in subsection 8.1.1 by the number of years of risk reduction expected to be realized 
by the expenditure, and divided it by the total expenditure on the mitigation (capital and O&M).  The 
result is a ratio of risk reduction per dollar, or RSE.  This number can be used to measure the relative 
efficiency of each mitigation to another.  Figure 2 shows the RSE calculation. 

Figure 2: Formula for Calculating RSE 

The RSE is presented in this Report as a range, bounded by the low and high cost estimates shown in 
Table 6 of this chapter. The resulting RSE scores, in units of risk reduction per dollar, can be used to 
compare mitigations within a risk, as is shown for each risk in this Report.  

8.2 Risk Spend Efficiency Applied to This Risk    
SDG&E analysts used the general approach discussed in Section 8.1, above, in order to assess the RSE 
for the Medium Pressure Pipeline Incident risk.  The RAMP Approach chapter in this Report, provides a 
more detailed example of the calculation used by the Company.   

To calculate the RSE, SDG&E began with the six mitigations in its proposed plan: 
1. Maintenance

23 For purposes of this analysis, the risk event used is the reasonable worst case scenario, described in the Risk 
Information section of this chapter. 
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2. Qualifications of Pipeline Personnel 
3. Requirements for Corrosion Control 
4. Operations 
5. Gas Distribution Pipeline Integrity Management 
6. Improvements 

SDG&E then analyzed and arranged these mitigations into common groupings that addressed similar 
potential drivers or potential consequences for purposes of the RSE analysis: 

(a) DIMP/Distribution integrity (current controls) 
(b) Technical training (current controls) 
(c) Regulatory compliance activities (current controls) 
(d) Expanded integrity activities (incremental mitigations) 

For each of these four mitigation groupings, SDG&E determined the preferred methodology for 
quantifying the RSE.  The primary assumption for the RSE for the Medium-Pressure Pipeline Failure 
risk was that performance would deteriorate in the absence of the mitigation.  Data from the PHMSA 
and asset data, where applicable, was used to model the deterioration boundaries.  The appropriate data 
is selected based on the judgment of SMEs. 

DIMP/Distribution Integrity (current control) 
The RSE modeling approach for distribution integrity programs entailed finding the level of possible 
performance deterioration if these programs did not exist, which would represent the baseline, inherent 
risk level.  It is assumed that should the program not be funded, then performance would deteriorate to at 
best the incident rate of the worst state in the nation.  The term “at best” is used because even the worst-
performing states are assumed to have some programs in place.   

The potential drivers associated with a medium pressure pipeline incident are material failure of weld or 
pipe and other.  This was compared to the current incident rate due to all potential drivers so as to attain 
the level of deterioration from current levels should that program not be funded.  

Not all targeted assets will be remediated within the time period of interest.  To account for this, the risk 
reduction of the program will be prorated proportionally comparing the number of assets remediated to 
the total assets. 

The chart shown below contains the pipeline failure incident rates of all 50 states, in addition to SDG&E 
and the national average.  SDG&E is among the entries with zero incidents per million people per year, 
and the worst-performing state is New Mexico at 0.224 incidents per million people per year.  Using 
SDG&E’s service population of 3.6 million people, the incident rates can be converted to an incident 
expectation, given by the following calculation: 
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The average number of SDG&E incidents per year from all causes for the same time period is 0.4624, the 
proportion of targeted miles being addressed is 100%, and the assumed replacement effectiveness is 1.  
Putting it all together, the residual risk multiplier is given by the following calculation: 

Therefore, if the mitigation is not funded, the projected risk is 1.7 times the current residual risk. 

24 Expected Incidents per year for All Causes for SDG&E = Current Incidents per year per million people * 
Service population 
 = 0.1282 incidents per year per million people * 3.6 million people 
 = 0.46 incidents per year 
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Technical Training (current control) 
The RSE modeling approach for these programs was the same as that used for distribution integrity 
programs above with a couple of slight differences.  The first difference was that a different set of 
incident causes is used to establish the worst state performance level.  Potential drivers considered 
applicable to this category are: incorrect operations.  The second difference was that there is no 
secondary adjustment for the percentage of targeted assets and no effectiveness factor.  It was assumed 
that the effect of structured training takes time to fade, up to a decade, due to lack of refresher training 
and turn over.  The fading effect is accounted for by dividing by 3. 

For this category of projects, the residual risk multiplier is (0.9 / 0.5) X (100%) X (1) / (3) = 0.7. 
Therefore, if the mitigation is not funded, the projected risk is 0.7 times the current residual risk. 

Regulatory Compliance Systems (current control) 
The RSE modeling approach for these programs was the same as that used for distribution integrity 
programs with two exceptions. The first exception was that a different set of incident drivers is used to 
establish the worst state performance level.  Potential drivers considered applicable to this category 
were: all causes.  The second exception is that there was no secondary adjustment for the percentage of 
targeted assets and no effectiveness factor. 

For this category of projects, the residual risk multiplier is (3.8 / 0.5) X (100%) X (1) = 8.2. Therefore, if 
the mitigation is not funded, the projected risk is 8.2 times the current residual risk. 

Expanded distribution integrity activities (incremental mitigation) 
The RSE modeling approach for these programs was the same as that used for distribution integrity 
programs with one exception.  The exception was that a different set of incident drivers is used to 
establish the worst state performance level.  Potential drivers considered applicable to this category 
were: corrosion and material failure of weld or pipe. 

The average number of incidents per year from all potential drivers for the time period of interest is 0.5, 
the percentage of targeted miles being addressed is 12%, and the assumed replacement effectiveness is 
5.  Putting it all together, the residual risk multiplier is (0.8 / 0.5) X (12%) X (4) = 0.9.  Therefore, if the 
mitigation is not funded, the projected risk is 0.9 times the current residual risk. 

8.3 Risk Spend Efficiency Results 
Based on the foregoing analysis, SDG&E calculated the RSE ratio for each of the proposed mitigation 
groupings.  Following is the ranking of the mitigation groupings from the highest to the lowest 
efficiency, as indicated by the RSE number:    

1. DIMP/Distribution integrity (current controls) 
2. Regulatory compliance activities (current controls) 
3. Expanded integrity activities (incremental mitigations) 
4. Technical training (current controls) 
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Figure 3 displays the range25 of RSEs for each of the SDG&E Medium Pressure Pipeline Failure risk 
mitigation groupings, arrayed in descending order.26  That is, the more efficient mitigations, in terms of 
risk reduction per spend, are on the left side of the chart.   

Figure 3: Risk Spend Efficiency 

9 Alternatives Analysis 

SDG&E considered alternatives to the proposed mitigations for the Medium-Pressure Pipeline Failure 
risk.  After consideration, these alternatives were dismissed in favor of the proposed plan, as described 
below.

25 Based on the low and high cost ranges provided in Table 6 of this chapter. 
26 It is important to note that the risk mitigation prioritization shown in this Report, is not comparable across other 
risks in this Report.    
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9.1 Alternative 1 – Adjustments to Scope 
For SDG&E, each individual proposed program was considered as an alternative risk mitigation plan 
(i.e. CP betterment, replacement of threaded main, Oil drip piping removal, etc.).  SDG&E considered 
prioritizing the program that had the largest risk/benefit reduction, affordability, and reasonable 
completion time.  However, this alternative was not considered because of the small impact relative to 
overall risk mitigation proposal and objective.  The reason for this is that it is more effective to address 
all risks at the same time to ultimately have a larger risk/benefit impact in the overall scheme of 
mitigating the Medium-Pressure Pipeline Failure risk.  

9.2 Alternative 2 – DIMP Status Quo 
SDG&E considered maintaining the status quo for Aldyl-A medium pressure pipe replacement under the 
DIMP program.  Each year the program would require $20 million per year to operate and eventually 
eliminate all Aldyl-A pipe.  Due to the fact that a small percentage of non-state-of-the-art pipes exist in 
the system, SDG&E determined there would be a higher benefit to eliminating the current risk 
associated with Aldyl-A pipe altogether in a timely manner rather than extending the time it will take to 
replace all of it.   
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Executive Summary 
Workforce Planning is the risk of the loss of employees with deep knowledge, understanding and 
experience in operations due to retirements.  Employees age 62 or older who meet Company years of 
service requirements are eligible and considered likely to retire.  The departure of employees who fill 
critical operational roles could affect employee and/or public safety, as their knowledge and experience 
is essential to safely operating and maintaining SDG&E’s gas and electric systems. 

SDG&E’s 2015 baseline mitigation plan for this risk consists of four controls:  

1. A variety of training and knowledge transfer programs, 
2. Compliance and inspection programs, 
3. Outside contractors/contingent labor, and
4. Employee engagement survey and action plans. 

These controls focus on safety-related impacts (i.e., Health, Safety, and Environment) per guidance 
provided by the Commission in Decision 16-08-018, as well as controls and mitigations that may 
address reliability.  The 2015 baseline mitigations will continue to be performed in the proposed plan.  
In addition, there will be an expansion of training associated with critical roles in various operational 
areas including Gas Operations, Customer Service Field, Electric Transmission and Distribution as well 
as Human Resources’ Organizational Effectiveness.  Key areas of focus will be job knowledge sharing, 
supervisor development and education about new technologies. 

A risk spend efficiency was calculated for Workforce Planning.  The risk spend efficiency is a new tool 
that was developed to attempt to quantify how the proposed mitigations will incrementally reduce risk.  
For Workforce Planning, the risk spend efficiency was completed at the risk portfolio level, with the 
activities grouped into one, aggregated mitigation.  The methodology for calculating the risk spend 
efficiency was generally based on job proficiency data.   
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Risk: Workforce Planning 
1 Purpose

The purpose of this chapter is to present the mitigation plan of San Diego Gas & Electric Company 
(SDG&E or Company) for the risk of Workforce Planning.  SDG&E defines this risk as the loss of
employees with deep knowledge, understanding and experience in Operations due to retirements.  
Employees age 62 or older who meet Company years of service requirements are eligible and 
considered likely to retire. The departure of employees who fill critical operational roles, could affect 
employee and/or public safety, as their knowledge and experience is essential to safely operating and 
maintaining SDG&E’s gas and electric systems. 

At the same time, the utility industry is undergoing a significant transformation.  A main business 
objective for SDG&E is adopting new technologies in order to deliver the safest and most reliable 
services to its customers.  This evolving technological environment is creating a demand for new, 
additional skillsets. The goal is to have experience in new/emerging technologies, while still maintaining 
necessary legacy knowledge. SDG&E’s workforce planning mitigation strategies enable the thoughtful 
transition of retirement eligible employees and, where appropriate, the procurement of skills in 
new/emerging technologies.  One example of orderly transition is the recent voluntary retirement 
program (VREP).  Management offered a voluntary separation package to a select group of retirement 
eligible employees in areas believed to have skill surpluses to make room for thoughtful technology skill 
acquisition.  SDG&E has periodically offered similar VREP programs in the past and a small percentage 
of employees with critical knowledge are expected to accept the recent VREP offering. 

This analysis of the Workforce Planning risk, considered only safety-related critical roles where 
significant retirements are expected.  Critical roles are ones that can be highly specialized, and 
employees in them tend to remain in these jobs for many years.  During their tenure, they gain work 
experience which enables them to work with a heightened awareness towards safety.  As employees in 
critical roles become eligible to retire, SDG&E needs to prepare to replace this collective knowledge and 
experience, in order to mitigate the risk to public and/or employee safety. 

This risk is a product of SDG&E’s September 2015 annual risk registry assessment cycle.  Any events 
that occurred after that time were not considered in determining the 2015 risk assessment, in preparation 
for this Report.  Note that while 2015 is used as a base year for mitigation planning, risk management 
has been occurring, successfully, for many years within the Company.  SDG&E and Southern California 
Gas Company (SoCalGas) (collectively, the utilities) take compliance and managing risks seriously, as 
can be seen by the numerous actions taken to mitigate each risk. This is the first time, however, that the 
utilities have presented a Risk Assessment Mitigation Phase (RAMP) Report, so it is important to 
consider the data presented in this plan in that context.  The baseline mitigations are determined based 
on the relative expenditures during 2015; however, the utilities do not currently track expenditures in 
this way, so the baseline amounts are the best effort of each utility to benchmark both capital and 
operations and maintenance (O&M) costs during that year. The level of precision in process and 
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outcomes is expected to evolve through work with the California Public Utilities Commission 
(Commission or CPUC) and other stakeholders over the next several General Rate Case (GRC) cycles. 

The Commission has ordered that RAMP be focused on safety related risks and mitigating those risks.1
In many risks, safety and reliability are inherently related and cannot be separated, and the mitigations 
reflect that fact.  Compliance with laws and regulations is also inherently tied to safety and the utilities 
take those activities very seriously.  In all cases, the 2015 baseline mitigations include activities and 
amounts necessary to comply with the laws in place at that time.  Laws rapidly evolve, however, so the 
RAMP baseline has not taken into account any new laws that have been passed since September 2015.  
Some proposed mitigations, however, do take into account those new laws.   

The purpose of RAMP is not to request funding.  Any funding requests will be made in the GRC.  The 
forecasts for mitigation are not for funding purposes, but are rather to provide a range for the future 
GRC filing.  This range will be refined with supporting testimony in the GRC.  Although some risks 
have overlapping costs, the utilities have made efforts to identify those costs. 

SDG&E has a low average retirement rate as compared to other utilities.  SDG&E’s company historical, 
average 5-year retirement rate is 2.5%, compared to the utility industry average retirement rate of 
approximately 3%.2  For the specific identified critical roles listed in this chapter, the 5-year historical 
average rate is 2.7% (or an average of 14 of 514 employees total eligible to retire), which is slightly 
higher than the Company-wide retirement rate.   

Regarding critical roles, it is anticipated that the retirement rate will increase significantly in the next 
few years.  In fact, overall SDG&E retirements are slightly on the upswing as of early 2016, tracking to 
be 3.9%, as a whole, by year end.  Using factors including SDG&E’s average retirement age of 62, 
eligibility requirements, and a range of retirement rates (13% minimum expected retirements each year; 
25% maximum expected retirement rate) based historical averages for critical roles, it is estimated that 
by year end 2019, a cumulative 34% (or 167 out of 488 age 62+) of employees in critical roles are 
eligible and likely to retire.   

As mentioned above, SDG&E’s average retirement age is 62, which is comparable to the utility industry 
average.  PricewaterhouseCoopers reports that the 2015 utility industry average retirement age is 61.5, 
which is also consistent with the Social Security partial benefits age of 62.  Although the average 
retirement age is 62, employees could consider retiring at an earlier age, between 55 and 61 years of age 
consistent with Company policies.  If this happens, then estimates indicate that a cumulative 57% (278 
out of 488) of employees in critical roles would be retiring by the end of 2019.  SDG&E does not 
believe this is a likely scenario; therefore, this chapter addresses the most likely range of retirement rates 
(between 13% and 25%).  Figure 1 depicts the 13% retirement scenario, wherein 13% of retirements 

1 Commission Decision (D.) 14-12-025 at p. 31. 
2 U.S. Department of Energy, Workforce Trends in the Electric Utility Industry, 2006, p. 6. 
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occur each year; however, the retirement bubble still continues to grow through 2019, which heightens 
the need and importance of successful workforce planning and knowledge transfer.

Figure 1: SDG&E Operations Critical Roles – Projected Retirement Bubble3

The assessment and analysis presented herein focuses on Workforce Planning as it pertains to SDG&E’s 
electric and gas operations.  For purposes of the Workforce Planning risk analysis, the following eight 
departments are considered “essential” to operations, and, therefore, encompass the critical roles:

1. Gas Operations 

2. Customer Service Field and Smart Meter Operations 

3. Kearny Maintenance and Operations  

4. Electric Regional Operations  

5. Electric Grid Operations  

6. Construction Services 

7. Electric Distribution Operations

8. Electric Transmission and Distribution Engineering  

SDG&E applied its definition of essential operations to these eight departments based on comprehensive 
discussions with the director of each, as well as feedback from executive management.  As stated 
previously, the risk analysis focused on the critical roles within these departments – roles that potentially 
could affect public or employee safety, which have a likely retirement risk.  While other, non-operational 

3 Data as of January 31, 2016.  Retirement bubble reflects the number likely (age 62+ & eligible) to retire, after 
the average 13% retirements are subtracted, and annual the incremental likely to retire are added in each year. 
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job functions are important to SDG&E, those jobs may not directly affect safety or have a retirement 
risk and, therefore, are excluded from the scope of this risk.

2 Background  

For purposes of analyzing this risk, SDG&E first defined Operations as eight departments residing in the 
Electric Transmission and System Engineering, Electric Distribution Operations, Customer Services, 
and Gas Operations organizations.  Next, critical roles within the eight organizations with a retirement 
risk were identified.  A description of each essential department and associated critical roles is provided 
below.  The tables show, for each critical role, the number of employees eligible to retire through 2019, 
as compared to the total number of employees in that role.4

1. Gas Operations  

SDG&E’s gas distribution system consists of a network of approximately 14,600 miles of 
interconnected gas mains, services and associated pipeline facilities.  The primary function of this steel 
and plastic pipeline network is to deliver natural gas from SDG&E’s transmission system to 
approximately 865,300 customer meters in an area of over 1,400 square miles.  SDG&E routinely 
performs work to maintain the daily operation of the system, connect new customers, maintain the 
necessary capacity to serve all customers, replace damaged or deteriorating facilities, and relocate 
facilities to meet customer and governmental agency needs.  This work is accomplished by 
approximately 340 employees, from front-line construction crews to technical planners and engineers. 
Examples of critical roles in this department include: Meter and Revenue System Protection Manager, 
Pipeline Operations Supervisor, District Operations Manager, Field Operations Supervisor, Locator, 
Working Foreman, Welding and Pipeline Inspection Supervisor, and Shop Services Supervisor. 

Table 1: Gas Operations – San Diego Critical Roles

Gas Operations – San Diego 
Critical Role Retirement Range 

2019
# Emps eligible to retire

(age 62+)
Total # Emps 

Total 19 78
25% retirement rate 5

Critical Roles avg. retirement rate (13%) 2

4 Data as of 1/31/16. 
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2. Customer Service Field and Smart Meter Operations
Customer Service Field (CSF) consists primarily of field technicians who perform services at customer 
premises, including gas and electric meter work, establishing and terminating gas and electric service, 
lighting gas pilot lights, conducting customer appliance checks, investigating reports of gas leaks, 
investigating customer complaints of high bills, shutting off and restoring gas service for fumigation, 
responding to structure fires (e.g., to check for gas leakage/shut off gas service) and other emergency 
incidents, and other related field services for customers.  Field technicians work from five different 
operating base locations that are dispersed throughout SDG&E’s service territory, which spans more 
than 4,100 square miles from the California-Mexico border to southern Orange County.  Examples of 
critical roles in this department include: Appliance Mechanic, Electric Meter Tester/Meter Test 
Electrician, Engineer I, Principle Engineer, Senior Engineer, and Service Technician. 

Table 2: CSF and Smart Meter Operations Critical Roles

CSF & Smart Meter Operations 
Critical Role Retirement Range 

2019
# Emps eligible to retire

(age 62+)
Total # Emps 

Total 31 120
25% retirement rate 8

Critical Roles avg. retirement rate (13%) 4

3. Kearny Maintenance & Operations
Kearny Maintenance and Operations (Kearny) is responsible for constructing and maintaining SDG&E’s 
substation and transmission infrastructure and equipment throughout the service territory.  Also, Kearny 
is responsible for the testing of protective rubber goods as well as testing, repairing and calibrating tools 
for electrical employees and other users at SDG&E.  Examples of critical roles in this department 
include: Principle Engineer and Relay Specialist. 

Table 3: Kearney Critical Roles

Kearny
Critical Role Retirement Range 

2019
# Emps eligible to retire

(age 62+)
Total # Emps 

Total 3 7
25% retirement rate 1

Critical Roles avg. retirement rate (13%) <1
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4. Electric Regional Operations
Electric Regional Operations (ERO) is responsible for the construction, operations, maintenance and 
restoration of power for SDGE’s electric distribution system.  Other functions include: SDG&E’s 
training center for field operations functions, electric crew scheduling, helicopter operations and 
business system integration and operations.  Examples of critical roles in this department include: 
Construction Project Coordinator, District Crew Dispatcher, Fault Finding Specialist,* Inspector A, 
Senior Customer Project Planner, Troubleshooter,* Working Foreman.* 

Table 4: ERO Critical Roles

ERO
Critical Role Retirement Range 

2019
# Emps eligible to retire

(age 62+)
Total # Emps 

Total 66 137
25% retirement rate 17

Critical Roles avg. rate rate (13%) 9
*Linemen feed into the Fault Finding Specialist, Troubleshooter, and Working Foreman-Electric Distribution critical  

         roles that have a retirement risk as defined in this chapter.  (See Section 5.2.4) 

5. Electric Grid Operations
The Electric Grid Operations (EGO) organization is responsible for the safe, reliable, and efficient 
operation of SDG&E’s electric transmission system.  This is achieved through compliance with 
associated North American Electric Reliability Corporation (NERC) Standards, transmission outage 
coordination and operations planning, training, and 24-hour real-time situational awareness of all 
transmission assets using EGO’s state of the art Energy Management System (EMS). 

EGO works closely with the California Independent System Operator (CAISO) and Peak Reliability 
Coordinator, provides inter-departmental platforms vital to the integration of new transmission and 
generation projects, as well as the leadership needed so that critical facilities are secured in accordance 
with NERC physical and cyber security standards. In addition, assessments and optimal fulfillments of 
contractual obligations performed by EGO throughout the year make it so adequate readiness is always 
available to meet safety and reliability goals.  Examples of critical roles in this department include: EMS 
Software Supervisor, Grid Business Process Manager, Grid Operations Services Manager, Mission 
Control Training Manager, and Engineers (Principle and Senior). 
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Table 5: EGO Critical Roles

EGO
Critical Role Retirement Range 

2019
# Emps eligible to retire

(age 62+)
Total # Emps 

Total 4 12
25% attrition 1

Critical Roles avg. attrition rate (13%) 1

6. Construction Services
Construction Services is responsible for the contract administration of gas and electric distribution 
infrastructure projects performed mainly by third-party contractors. The department also oversees 
SDG&E’s Vegetation Management compliance program, which includes contract administration, 
education and outreach, and inspection requirements as set forth by the CPUC. A large percentage of 
the organization’s workforce consists of Contract Administrators (CAs) who have prime responsibility 
for field oversight of these projects. Construction Services also is responsible for the management of 
high impact infrastructure projects.  Examples of critical roles in this department include: Contract 
Administrator – Electric, Contract Administrator – Gas, Construction Advisor – Electric, Construction 
Advisor – Gas, and Construction Services Supervisor/Supervisor-Construction Services. 

Table 6: Construction Services Critical Roles

Construction Services 
Critical Role Retirement Range 

2019
# Emps eligible to retire

(age 62+)
Total #Emps 

Total 18 48
25% retirement rate 5

Critical Roles avg. retirement rate (13%) 2

7. Electric Distribution Operations
Electric Distribution Operations (EDO) operates 1,034 electric distribution circuits to provide safe and 
reliable service to SDG&E customers behind the 1.4 million electric meters in San Diego County and 
south Orange County.  The EDO department consists of three sections: 

The Distribution Control Center, staffed with Distribution System Operators who oversee the 
planned switching during routine work and restoration switching steps during emergencies. 
An EDO workgroup that directly supports the control center with technology and process 
issues, especially ones related to the Supervisory Control and Data Acquisition (SCADA) 



Page SDGE 17-9
310317

system.  SCADA enables EDO to operate equipment remotely and to limit outage impacts to 
our customers. 
Another EDO workgroup that includes the Enterprise GIS Services (EGISS) section, which 
updates electric facility information in the GIS mapping system feeding into the circuit 
diagrams in the network management system utilized by the distribution control center. 

Examples of critical roles in this department include: Distribution System Operator and Working 
Foreman – System Operator. 

Table 7: EDO Critical Roles

EDO
Critical Role Retirement Range 

2019
# Emps eligible to retire

(age 62+)
Total #Emps 

Total 2 23
25% retirement rate <1

Critical Roles avg. retirement rate (13%) <1

8. Electric Transmission & Distribution Engineering
The Electric Transmission and Distribution (T&D) Engineering department's main role is the 
engineering and design of transmission, substation, and distribution projects for the Company in 
accordance with industry and Company standards. This includes developing and maintaining Company 
standards, and developing work methods and technical solutions to provide safe and reliable service to 
customers. The department consists of the following sections: Transmission Engineering & Design, 
Substation Engineering & Design, Electric Distribution Engineering, Civil/Structural Engineering, 
System Protection & Control Engineering, Customer Generation, Distributed Energy Resources, and 
Project Management & Drafting.  Examples of critical roles in this department include: Construction 
Standards Administrator (includes Sr.), Drafting Supervisor, Electric Distribution Analyst (includes 
Senior), Lead Substation Project Designer, Principle Engineer, Senior Engineer, Substation Designer 
(includes Senior), Substation Team Lead, Substation Engineering & Design Manager, and Transmission 
Engineering Designer (includes Senior). 
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Table 8: Electric T&D Engineering Critical Roles

Electric T&D Engineering 
Critical Role Retirement Range 

2019
# Emps eligible to retire

(age 62+)
Total # Emps 

Total 24 63
25% retirement rate 6

Critical Roles avg. retirement rate (13%) 3

3 Risk Information 

As stated in the testimony of Jorge M. DaSilva in the Safety Model Assessment Proceeding (S-MAP) 
Application (A.) 15-05-002, “SDG&E is moving towards a more structured approach to classifying risks 
and mitigations through the development of its new risk taxonomy.  The purpose of the risk taxonomy is 
to define a rational, logical and common framework that can be used to understand analyze and 
categorize risks.”5  The Enterprise Risk Management (ERM) process and lexicon that SDG&E has put in 
place was built on the internationally-accepted IS0 31000 risk management standard. In the application 
and evolution of this process, the Company is committed to increasing the use of quantification within 
its evaluation and prioritization of risks.6  This includes identifying leading indicators of risk.  Sections 2 
– 9 of this plan describe the key outputs of the ERM process and resultant risk mitigations.    

In accordance with the ERM process, this section describes the risk classification, possible drivers and 
potential consequences of the Workforce Planning risk.  

Risk Classification 3.1
Consistent with the taxonomy presented by SDG&E and SoCalGas in A.15-05-002, SDG&E classifies 
this risk as a cross-cutting, people risk, associated with the organizational health function, as shown in 
Table 9.    

Table 9: Risk Classification per Taxonomy 

Risk Type Asset/Function Category Asset/Function Type
CROSS CUTTING PEOPLE ORG. HEALTH

5 A.15-05-002, filed May 1, 2015, at p. JMD-7. 
6 Testimony of Diana Day, Risk Management and Policy (SDG&E-02), submitted on November 14, 2014 in 
A.14-11-003. 
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Potential Drivers73.2
When performing the risk assessment for Workforce Planning, SDG&E identified potential indicators of 
risk, referred to as drivers.  These include, but are not limited to: 

Economic factors - these can accelerate or delay retirement decisions, which may cause the 
shifting of retirement bubbles. 
Increasing number of retirement-eligible critical employees - this number is growing each 
year relative to the total pool of experienced employees. 
Lack of job satisfaction - may quicken the pace and increase the number of those seeking to 
retire. 
Transition to newer and/or emerging technology - longer-tenured, more experienced 
employees may struggle to adapt, which may lead to earlier retirements. 
Increased demand for specialized skills - may lead to competition in the industry, resulting in 
attrition and vacancies. 
Company culture that encourages movement between jobs – can make it difficult to gain 
knowledge and experience developed through “time in role.” 

Potential Consequences 3.3
If one of the risk drivers listed above were to occur, resulting in an incident, the potential consequences, 
in a reasonable worst case scenario, could include:  

Few, serious injuries; 
Property damage; 
Inefficiencies due to less experienced employees; 
Disruption to operations;
Regulatory scrutiny; and/or 
Adverse litigation and resulting financial impacts.  

These potential consequences were used in the scoring of Workforce Planning that occurred during the 
SDG&E’s 2015 risk registry process.  See Section 4 for more detail.   

Risk Bow Tie 3.4
The risk “bow tie,” shown in Figure 2, is a commonly-used tool for risk analysis.  The left side of the 
bow tie illustrates potential drivers that lead to a risk event and the right side shows the potential 
consequences of a risk event.  SDG&E applied this framework to identify and summarize the 
information provided above. 

7 An indication that a risk could occur. It does not reflect actual or threatened conditions. 
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Figure 2: Risk Bow Tie 

4 Risk Score 

The SDG&E and SoCalGas ERM organization facilitated the 2015 risk registry process, which resulted 
in the inclusion of Workforce Planning as one of the enterprise risks.  During the development of the 
risk register, subject matter experts assigned a score to this risk, based on empirical data to the extent it 
is available and/or using their expertise, following the process outlined in this section.   

Risk Scenario – Reasonable Worst Case 4.1
There are many possible ways in which an electric infrastructure integrity incident can occur.  For 
purposes of scoring this risk, subject matter experts used a reasonable worst case scenario to assess the 
impact and frequency.  The scenario represented a situation that could happen, within a reasonable 
timeframe, and lead to a relatively significant adverse outcome. These types of scenarios are sometimes 
referred to as low frequency, high consequence events. The subject matter experts selected a reasonable 
worst case scenario to develop a risk score for Workforce Planning:  

A less-experienced employee fills a position recently vacated by a long-time experienced 
employee due to retirement and due to lack of experience, the employee performs work that 
gives rise to serious injuries. 

Note that the following narrative and scores are based on this scenario; they do not address all 
consequences that can happen if the risk occurs. 
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2015 Risk Assessment 4.2
Using this scenario, subject matter experts then evaluated the frequency of occurrence and potential 
impact of the risk using SDG&E’s 7X7 Risk Evaluation Framework (REF).  The framework (also called 
a matrix) includes criteria to assess levels of impact ranging from Insignificant to Catastrophic and 
levels of frequency ranging from Remote to Common.  The 7X7 framework includes one or more 
criteria to distinguish one level from another.  The Commission adopted the REF as a valid method to 
assess risks for purposes of this RAMP.8 Using the levels defined in the REF, the subject matter experts 
applied empirical data to the extent it is available and/or their expertise to determine a score for each of 
four residual impact areas and the frequency of occurrence of the risk.   
Table 10 provides a summary of the Workforce Planning risk score in 2015.  This risk has a score of 4 
or above in the Health, Safety, and Environmental impact area and, therefore, was included in the 
RAMP.  These are residual scores because they reflect the risk remaining after existing controls are in 
place.  For additional information regarding the REF, please refer to the RAMP Risk Management 
Framework chapter within this Report. 

Table 10: Risk Score 

Residual Impact Residual
Frequency

Residual
Risk 
Score

Health, Safety, 
Environmental

(40%) 

Operational & 
Reliability 

(20%) 

Regulatory,
Legal,

Compliance 
(20%) 

Financial

(20%) 
4 3 3 2 3 255 

Explanation of Health, Safety, and Environmental Impact Score4.3
As indicated in the reasonable worst case scenario, a less experienced workforce may lead to unintended 
safety consequences.  SDG&E scored this risk a 4 (major) in the Health, Safety, and Environmental 
impact category as it has the potential to result in one or more serious injuries or illnesses to the public 
or employees.    

Explanation of Other Impact Scores4.4
Based on the selected reasonable worst case risk scenario, SDG&E gave the following scores to the 
remaining residual impact areas:  

Operational and Reliability: A score of 3 (moderate) was given to this impact area, which is 
defined in the 7X7 matrix as greater than 1,000 customers affected.  The actions of less 
experienced personnel could potentially cause operational disruptions of this magnitude.  
Inefficiencies due to less experienced employees also contributed to the determination of this 
score. 

8 D.16-08-018 Ordering Paragraph 9. 
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Regulatory, Legal and Compliance: An incident that occurs because of a less experienced 
workforce could result in potential regulatory, legal or compliance consequences, such as 
violations.  Based on this, SDG&E scored this risk impact area a 3 (moderate).  
Financial: The incident caused by a less experienced worker, could result in monetary impacts 
that result from a violation.  However, SDG&E believes that the potential financial impact would 
be minor, or a score of 2, which is defined in the 7X7 matrix as a potential financial loss between 
$50,000 and $1 million. 

Explanation of Frequency Score 4.5
The frequency score of 3 (infrequent) was based on SDG&E’s knowledge of the business and historical 
experience.  This score also took into account SDG&E’s continuing efforts in implementing and 
growing a strong safety culture that not only starts with new employees, but also continues through 
those employees as they near retirement.  

5 Baseline Risk Mitigation Plan9

As stated above, SDG&E defines Workforce Planning risk as the loss of employees with deep 
knowledge, understanding and experience in Operations due to retirements. The 2015 baseline 
mitigations discussed below include the current evolution of the utilities’ risk management of this risk.  
The baseline mitigations have been developed over many years to address this risk.  They include the 
amount to comply with laws that were in effect at that time.   

Subject matter experts (i.e., Directors) in each of the eight essential operational areas described in 
Section 2 identified the baseline mitigation plan controls in place for the Workforce Planning risk.  
These include a variety of training and knowledge transfer programs, compliance and inspection 
programs, outside contractors/contingent labor, and employee engagement survey and action plans.    
These controls focus on safety-related impacts10 (i.e., Health, Safety, and Environment) per guidance 
provided by the Commission in D.16-08-018,11 as well as controls and mitigations that may address 
reliability.12  Accordingly, the controls and mitigations described in Sections 5 and 6 address safety-
related impacts primarily.  Note that the controls and mitigations in the baseline and proposed plans are 
intended to address various Workforce Planning incidents, not just the scenario used for purposes of risk 
scoring.   

These baseline plan control activities are further described below, organized by essential operations 
area:

9 As of 2015, which is the base year for purposes of this Report. 
10 The Baseline and Proposed Risk Mitigation Plans may include mandated, compliance-driven mitigations. 
11 D.16-08-018 at p. 146 states “Overall, the utility should show how it will use its expertise and budget to 
improve its safety record” and the goal is to “make California safer by identifying the mitigations that can 
optimize safety.”     
12 Reliability typically has an impact on safety.  Accordingly, it is difficult to separate reliability and safety. 
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1. Gas Operations 
Operator Qualification - Operator Qualification (OpQual) Gas Standard G8113, is a 
federally- mandated law that states that any person who performs a gas pipeline construction-
related activity that influences safety of the pipeline, and/or inspects, operates or maintains 
an existing operating gas pipeline, must be trained and tested in the task that they are 
performing. 

Environmental and Safety Compliance Management Program (ESCMP) - SDG&E 
maintains an ESCMP to address compliance requirements, awareness, goals, monitoring and 
verification related to all applicable environmental, health and safety laws, rules and 
regulations, and company standards. 

SDG&E Combination Welding School – 14 weeks of instruction on SDG&E combination 
welding training 

2. CSF & Smart Meter 
Operations Qualification – See description under Gas Operations in this section. 

ESCMP – See description under Gas Operations in this section. 

Appliance Mechanic Class – A four-week class training that includes: Fundamentals of 
Natural Gas, Electric Troubleshooting, Carbon Monoxide Investigations, Leak 
Investigations, and Purging Large Meter Sets. 

Apprentice Electric Meter Tester Program - A three-year competency-based apprentice 
training program that consists of “hands on” competency and skill testing. 

Metering School – A third-party training program that covers the principles of metering 
engineering (i.e., all the various meter forms, how they function, the specific metering 
application, and equipment and tools). 

Service Technician Training – 11-week class training, four-week ride-along in field, one-
week qualification.  Training includes: Gas fundamentals, appliance familiarization, meter 
reading, gas controls, gas pressures and regulators, venting, carbon monoxide, fundamentals 
of electricity, advanced schematics and electrical troubleshooting, indoor/outdoor gas leaks, 
first responder/incident command, gas and electric meter sets and changes, and heating 
equipment. 

3. Kearny
ESCMP – See description under Gas Operations in this section. 
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Relay School/Classes – Provides understanding of SDG&E's relays, electric system, and 
protection schemes to develop ability to identify problems, troubleshoot outages and restore 
substation/transmission events.   

4. ERO
ESCMP – See description under Gas Operations in this section. 

CPUC General Order 165 - Corrective Maintenance Program – SDG&E is required to 
inspect its electric distribution system according to the CPUC General Order 165 (GO 165). 
GO 165 establishes inspection cycles and record-keeping requirements for utility distribution 
equipment. In general, utilities must patrol their systems once a year in urban areas, and once 
every two years in rural areas (SDG&E performs all patrols on an annual basis). Utilities 
must conduct detailed inspections every 3-5 years, depending on the type of equipment. For 
detailed inspections, utilities' records must specify the condition of inspected equipment, any 
problems found, and a scheduled date for corrective action. Utilities are required to perform 
intrusive inspections of distribution wood poles depending on the age and condition of the 
pole and prior inspection history. 

Apprentice Lineman Program - SDG&E has a three-year, state-approved, apprenticeship 
program for the development of journeymen electrical workers, with certification by the Joint 
Apprentice Committee.  Electric overhead and underground training for apprentices is 
required to last 155 weeks over a three-year period.  The training introduces basic electrical 
education and awareness, communication, familiarization with safety rules, proper personal 
protective equipment, use of tools, material, equipment, and work practices associated with 
high voltage overhead electrical work.  In the third year, the apprentices gain field experience 
working under the supervision of Journeyman Lineman.13

Fault Finder & Relief Fault Finder classes – Teaches essential knowledge and skills to 
safely and reliably perform Relief Fault Finding for SDG&E’s system.  Includes the Inspect 
Corrective Maintenance Program (CMP), and Overhead & Underground (GO 165). 

Progressive Planner Training programs – Class and on-the-job training to obtain skills and 
knowledge in providing new upgrades to electrical services to industrial, commercial and 
residential buildings.  Examples of topics covered are: rate information, service requirements, 
material needs, load management, conservation techniques and metering installations. 

13 There are in place strong development and acquisition plans to mitigate the retirement risk for Linemen; 
however, lineman also can fill critical roles such as Fault Finding Specialist, Troubleshooter, and Working 
Foreman-Electric Distribution. 
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Troubleshooter Training Program – Training on electric service restoration and outage 
repair, inspections under the CMP and the Overhead and Underground (CPUC Gen Order 
165).

Working Foreman Development Program – Teaches working foreman essential 
knowledge and skills to safely oversee their crews, public safety, and all aspects of the work 
in the field. 

5. EGO
ESCMP – See description under Gas Operations in this section. 

Engineer Intern/Associate Program - Intern/Associate entry level engineer rotation 
program that provides the inexperienced engineer an opportunity to acquire experience and 
proficiency in performing fundamental engineering work. 

Management Advisory Group (MAG) - MAG team helps keep engineers on track and 
grow throughout the organization.  Discussions around interns, associates, rotation of 
engineers, engineer presentations, succession planning. 

6. Construction Services 
Operations Qualification – See description under Gas Operations in this section.

ESCMP – See description under Gas Operations in this section. 

Outside Contractors/Contingent Labor – Used for workload peaks. 

7. EDO
ESCMP – See description under Gas Operations in this section. 

Joint Transmission System Operator (TSO)/Distribution System Operator (DSO) 
training program - Training program to operate the switches of the Electric Transmission 
and Distribution systems in a safe and reliable manner. 

8. Electric T&D Engineering 
ESCMP – See description under Gas Operations in this section. 

Industry and Trade Training Workshops - Current training consists of continuing 
education or industry-sponsored workshops for new technologies. Such technologies include 
power electronic-based devices and advanced communication systems to build and operate a 
"smart" reliable electric power grid. 
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SDG&E Project Management/Planner Training Class - Content of the class includes 
skills and knowledge to provide new upgrades to existing electrical services to industrial, 
commercial and residential buildings. 

Substation Design Training Classes – Training on SDG&E substation electrical and 
structural designs. 

High Performing Leader I (formerly Supervisor Toolkit) - This comprehensive 10-month 
leadership development program is for new leaders in the SDG&E and shared services 
organizations.

Outside Contractors/Contingent Labor – The use of supplemental workforce on an as-
needed basis. 

9. Human Resources (HR) Organizational Effectiveness 
Engagement Survey and Action Planning – Approximately every 18 months, SDG&E 
surveys all employees to obtain input on their overall engagement and their supervisor’s 
effectiveness.  Action plans are put into place for those departments with lower scores for the 
directors and supervisors to increase employee engagement and satisfaction via methods such 
as coaching, training, and team building.

6 Proposed Risk Mitigation Plan 

SDG&E will continue to perform the 2015 baseline mitigations outlined in Section 5, to, in most cases, 
maintain the current residual risk level.  In addition, SDG&E is proposing to expand or add mitigations 
during the 2017- 2019 timeframe.  These incremental changes are described below.

1. Gas Operations 
Supervisor University - The program includes specific and consistent technical, business, 
and systems training to adequately equip a potential Supervisor candidate to be 80% 
proficient at graduation. 

2. CSF & Smart Meter 
Job Knowledge Sharing Program – The 2017 program is geared to share knowledge on 
meter engineering.  Various methods will be used to promote knowledge sharing from 
employees in critical roles, who also may be retiring. These methods will include, but are not 
exclusive to: interviews, lunch and learns, knowledge sharing workshops, and mentoring).  

Third-Party Metering Engineering School – In 2017 there will be third-party Electric 
Metering Engineering training in Texas or Seattle for employees to attend.  Training will 
cover the principles of metering engineering, all the various meter forms, how they function, 
the specific metering application, and equipment and tools.  
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3. Construction Services 
Contract Administrator training modules – There will be new Contract Administrator 
training modules to supporting training at monthly meetings  

4. Electric T&D Engineering 
Job Knowledge Sharing Program (Pilot) - This program is geared to share knowledge 
across the Electric Transmission and System Engineering division.  Various methods will be 
used to promote knowledge sharing from employees in critical roles, who also may be 
retiring. These methods will include, but are not exclusive to: interviews, lunch & learns, 
knowledge sharing workshops, and mentoring).  

In-House Utility Technology Training Program – An SDG&E program to develop and 
provide training and refreshers on new utility technologies, such as smart-grid operations, 
distributed generation, line sensing and power quality devices, and SCADA controls. 

Engineering Outside Contractors: The use of experienced external engineering contractors 
to supplement internal staff.  

Substation Design Program – A substation design training program that will include written 
tests to achieve measureable status and formal classes based on reviewed designs to 
determine which areas are lacking in experience.   

Transmission Engineering Design Program – SDG&E will develop a required, internal 
transmission engineering training program. It will formalize the QA/QC program around 
design review and job package creation practices to provide consistency. 

5. HR Organizational Effectiveness 
Supervisor Effectiveness Program – This will be a Supervisor development program, 
beginning in the essential Operations areas, and then will expand to all, that enhances 
supervisor knowledge, leadership skills, safety awareness and policy knowledge in order to 
mitigate risks associated with retirement and knowledge loss.  HR Organizational 
Effectiveness eventually will provide this training to all Operations departments. 
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7 Summary of Mitigations 

Table 11 summarizes the 2015 baseline mitigation plan, the risk driver(s) a control addresses, and the 
2015 baseline costs for the Workforce Planning Risk.  While control or mitigation activities may address 
both risk drivers and consequences, risk drivers link directly to the likelihood that a risk event will 
occur.  Thus, risk drivers are specifically highlighted in the summary tables.

SDG&E does not account for and track costs by activity, but rather, by cost center and capital budget 
code.  So, the costs shown in Table 11 below were estimated using assumptions provided by SMEs and 
available accounting data. 

Table 11: Baseline Risk Mitigation Plan14

(Direct 2015 $000)15

ID Control Risk Drivers 
Addressed Capital16 O&M Control

Total17
GRC

Total18

1 Gas Operations Economic factors  
A higher number 
of retirement 
eligible critical 
employees each 
year  
Lack of job 
satisfaction  
Transition to 
newer and/or 
emerging 
technology
Increased demand 

There were no retirements in critical roles 
within Gas Operations in 2015. 

2 CSF & Smart Meter n/a 340 340 270

3 Kearny Maintenance 
& Ops 

n/a 20 20 0

4 Electric Regional 
Operations

n/a 1,070 1,070 1,060

5 Electric Grid 
Operations

n/a 10 10 0

6 Construction n/a 10 10 10

14 Recorded costs were rounded to the nearest $10,000. 
15 The figures provided in Tables 11 and 12 are direct charges and do not include Company overhead loaders, 
with the exception of vacation and sick.  The costs are also in 2015 dollars and have not been escalated to 2016 
amounts. 
16 Pursuant to D.14-12-025 and D.16-08-018, the Company is providing the “baseline” costs associated with the 
current controls, which include the 2015 capital amounts.  The 2015 mitigation capital amounts are for illustrative 
purposes only.  Because projects generally span several years, considering only one year of capital may not 
represent the entire mitigation. 
17 The Control Total column includes GRC items as well as any applicable non-GRC jurisdictional items.  Non-
GRC items may include those addressed in separate regulatory filings or under the jurisdiction of the Federal 
Energy Regulatory Commission (FERC). 
18 The GRC Total column shows costs typically presented in a GRC. 
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Services for specialized 
skills and lead to 
vacancies 
Company culture 
embraces and 
encourages job 
movements 

7 Electric Distribution 
Operations

There were no retirements in critical roles 
within Electric Distribution Operations in 

2015.
8 Electric

Transmission & 
Distribution
Engineering

n/a 330 330 70

9 HR – Organizational 
Effectiveness

n/a 80 80 0

TOTAL COST n/a $1,860 $1,860 $1,410

Table 12 summarizes SDG&E’s proposed mitigation plan and associated projected ranges of O&M 
expenses for 2019. There are no capital costs for the baseline and proposed mitigations.  It is important 
to note that SDG&E is identifying potential ranges of costs in this plan and is not requesting funding 
approval.  SDG&E will request approval of funding in its next GRC.  There are non-CPUC 
jurisdictional mitigation activities addressed in RAMP; the costs associated with these will not be 
carried over to the GRC.  As set forth in Table 12, the utilities are using a 2019 forecast provided in 
ranges based on 2015 dollars. 

Subject matter experts used average labor costs for roles expected and/or required to participate in the 
training and knowledge sharing activities, along with per-person course costs where available.
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Table 12: Proposed Risk Mitigation Plan19

(Direct 2015 $000)

ID Mitigation Risk Drivers Addressed 
2017-2019
Capital20

2019 
O&M 

Mitigation
Total21

GRC
Total22

1 Gas Operations Economic factors can 
accelerate or delay 
retirement decisions, 
which may cause the 
shifting of retirement 
bubbles.
A higher number of 
retirement-eligible 
critical employees each 
year relative to the 
total pool of 
experienced
employees. 
Lack of job satisfaction 
may quicken the pace 
and scope of those 
seeking to retire. 
Transition to newer 
and/or emerging 
technology can lead 
longer tenured, more 
experienced employees 
to struggle to adapt, 
which may lead to 
earlier retirements. 
Increased demand for 
specialized skills may 
cause competition in 
the industry and lead to 
vacancies. 

n/a $200 - 430 $200 - 430 $160 - 
380 

2 Customer Service 
Field & Smart Meter 
Ops

n/a 610 - 1,150 610 - 1,150 480 - 900 

3 Kearny n/a 20-60 20-60 0 

4 ERO n/a 1,900 - 
3,580 

1,900 - 
3,580 

1,880 - 
3,540 

5 EGO n/a 10 - 30 10 - 30 0 - 10 

6 Construction
Services 

n/a 50 - 560 50 - 560 10 - 60 

7 EDO n/a 30-40 30 - 40 20 - 30 

8 Electric
Transmission & 
Distribution

n/a 770 - 1,070 770 - 1,070 230 - 300 

9 HR Organizational 
Effectiveness 

n/a 30 - 120 30 - 120 30 - 120 

19 Ranges of costs were rounded to the nearest $10,000. 
20 The capital presented is the sum of the years 2017, 2018, and 2019 or a three-year total.  Years 2017, 2018 and 
2019 are the forecast years for SDG&E’s Test Year 2019 GRC Application.   
21 The Mitigation Total column includes GRC items as well as any applicable non-GRC items. 
22 The GRC Total column shows costs typically represented in a GRC. 
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Company culture 
embraces and 
encourages job 
movements. 

TOTAL COST $3,620 - 
$7,040

$3,620 - 
$7,040

$2,810 - 
$5,340

While all the mitigations and costs (baseline and proposed) presented in tables above mitigate the 
Workforce Planning risk, some of the mitigations also mitigate other risks presented in the RAMP 
Report.  Most of the costs and benefits associated with the training classes in this risk’s baseline plan, 
which are also continuing in the proposed plan, are also included in the risk of Employee, Contractor 
and Public Safety.  However, generally, the apprenticeship programs are only included in this risk.  The 
incremental programs are specific to this risk as well.  

8 Risk Spend Efficiency 

Pursuant to D.16-08-018, the utilities are required in this Report to “explicitly include a calculation of 
risk reduction and a ranking of mitigations based on risk reduction per dollar spent.”23  For the purposes 
of this Section, Risk Spend Efficiency (RSE) is a ratio developed to quantify and compare the 
effectiveness of a mitigation at reducing risk to other mitigations for the same risk. It is synonymous 
with “risk reduction per dollar spent” required in D.16-08-018.24

As discussed in greater detail in the RAMP Approach chapter within this Report, to calculate the RSE 
the Company first quantified the amount of Risk Reduction attributable to a mitigation, then applied the 
Risk Reduction to the Mitigation Costs (discussed in Section 7).  The Company applied this calculation 
to each of the mitigations or mitigation groupings, then ranked the proposed mitigations in accordance 
with the RSE result.    

General Overview of Risk Spend Efficiency Methodology8.1
This subsection describes, in general terms, the methods used to quantify the Risk Reduction.  The 
quantification process was intended to accommodate the variety of mitigations and accessibility to 
applicable data pertinent to calculating risk reductions.  Importantly, it should be noted that the analysis 
described in this chapter uses ranges of estimates of costs, risk scores and RSE.  Given the newness of 

23 D.16-08-018 Ordering Paragraph 8. 
24 D.14-12-025 also refers to this as “estimated mitigation costs in relation to risk mitigation benefits.” 

- Status quo is maintained 
- Expanded or new activity 

* Includes one or more mandated activities 
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RAMP and its associated requirements, the level of precision in the numbers and figures cannot and 
should not be assumed.   

8.1.1 Calculating Risk Reduction 
The Company’s SMEs followed these steps to calculate the Risk Reduction for each mitigation:  

1. Group mitigations for analysis: The Company “grouped” the proposed mitigations in one of 
three ways in order to determine the risk reduction: (1) Use the same groupings as shown in the 
Proposed Risk Mitigation Plan; (2) Group the mitigations by current controls or future 
mitigations, and similarities in potential drivers, potential consequences, assets, or dependencies 
(e.g., purchase of software and training on the software); or (3) Analyze the proposed mitigations 
as one group (i.e., to cover a range of activities associated with the risk).   

2. Identify mitigation groupings as either current controls or incremental mitigation: The
Company identified the groupings by either current controls, which refer to controls that are 
already in place, or incremental mitigations, which refer to significantly new or expanded 
mitigations.   

3. Identify a methodology to quantify the impact of each mitigation grouping: The Company 
identified the most pertinent methodology to quantify the potential risk reduction resulting from 
a mitigation grouping’s impact by considering a spectrum of data, including empirical data to the 
extent available, supplemented with the knowledge and experience of subject matter experts.  
Sources of data included existing Company data and studies, outputs from data modeling, 
industry studies, and other third-party data and research.

4. Calculate the risk reduction (change in the risk score): Using the methodology in Step 3, the 
Company determined the change in the risk score by using one of the following two approaches 
to calculate a Potential Risk Score: (1) for current controls, a Potential Risk Score was calculated 
that represents the increased risk score if the current control was not in place; (2) for incremental 
mitigations, a Potential Risk Score was calculated that represents the new risk score if the 
incremental mitigation is put into place. Next, the Company calculated the risk reduction by 
taking the residual risk score (See Table 10 in this chapter.) and subtracting the Potential Risk 
Score.  For current controls, the analysis assesses how much the risk might increase (i.e., what 
the potential risk score would be) if that control was removed.25  For incremental mitigations, the 
analysis assesses the anticipated reduction of the risk if the new mitigations are implemented.  
The change in risk score is the risk reduction attributable to each mitigation. 

8.1.2 Calculating Risk Spend Efficiency 
The Company SMEs then incorporated the mitigation costs from Section 7.  They multiplied the risk 
reduction developed in subsection 8.1.1 by the number of years of risk reduction expected to be realized 
by the expenditure, and divided it by the total expenditure on the mitigation (capital and O&M).  The 
result is a ratio of risk reduction per dollar, or RSE.  This number can be used to measure the relative 
efficiency of each mitigation to another.  

25 For purposes of this analysis, the risk event used is the reasonable worst case scenario, described in the Risk 
Information section of this chapter. 
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Figure 3 shows the RSE calculation. 

Figure 3: Formula for Calculating RSE 

The RSE is presented in this Report as a range, bounded by the low and high cost estimates shown in 
Table 12 of this chapter. The resulting RSE scores, in units of risk reduction per dollar, can be used to 
compare mitigations within a risk, as is shown for each risk in this Report.  

Risk Spend Efficiency Applied to This Risk    8.2
SDG&E analysts used the general approach discussed in Section 8.1 above in order to assess the RSE 
for the Workforce Planning risk.  The RAMP Approach chapter in this Report provides a more detailed 
example of the calculation used by the Company.   

The risk reduction associated with the aforementioned projects was estimated using research, proprietary 
data and information from SDG&E, along with input from subject-matter experts. The reasonable worst 
case scenario used to calculate the relative benefits of the mitigations was: a less experienced electric 
employee fills a position recently vacated by a long-time experienced employee due to retirement, and 
due to lack of experience, the employee performs work that gives rise to serious injuries.  The current 
controls were analyzed as one group. Incremental mitigations were analyzed as one group, also. 

Analysis of Current Controls Grouping 
The Federal Pipeline and Hazardous Materials Safety Administration (PHMSA) collects historical 
information on significant gas incidents from all causes.  The cause that is most closely-related to 
employee human error is incorrect operations. 

Analysts postulated that eliminating workforce planning and training would result in an upward trend in 
the level of human error, and that this could be represented by an increase in incident rate from incorrect 
operations.  It is assumed that at some point in the future, poor performance would increase to the level 
of the worst-performing state in the nation, and it is assumed that such a point in time would occur in 
one decade.   

This is believed to be an effective proxy because, in the absence of training, proper employee 
development, and workforce planning, one can expect to have a workforce that is ill-prepared to make 
the best decisions and conduct ongoing safe operations.  In addition, this is believed to be a conservative 
approach, since all major utilities have planning and training functions, including those that operate in 
the worst-performing state.  The data represents minimum performance degradation expectations.

Mitigated risk can be calculated by multiplying residual risk by the ratio of future incident count 
expectations to the current expectation.  The chart shown below contains the incident rates due to 
incorrect operations of all 50 states, of SoCalGas, and the national average.  SDG&E is among the states 
with zero incidents per million people per year, and the worst-performing state is Louisiana at 0.1697 
incidents per million people per year.  Using SDG&E’s service population of 3.6 million people, the 
incident rates can be converted to an incident expectation, given by the following calculation: 
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The incident frequency corresponding to the residual risk analysis is 0.058 incidents per year.
Considering that a decade will not have elapsed by the end of year 2019, a ½ coefficient is applied to the 
residual risk multiplier.  The calculation is shown below:  

This implies that the mitigated risk frequency is 5.3 times the residual risk frequency. 

Analysis of Incremental Mitigations Grouping
A benchmarking study estimated that 34.2% of utility workers industrywide are eligible for retirement 
through the end of year 2019.  Consequently, it is expected that there is going to be a temporary drop in 
the level of workforce job proficiency. 
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The analysis used an estimate of net workforce proficiency as a proxy to estimate the risk reduction 
from the incremental mitigations. This is believed to be an effective proxy because as less experienced 
personnel are replacing employees in large numbers, it can be assumed that there will be a decline in 
workforce proficiency for some period. Further it was assumed here that there is a direct correlation 
between proficiency and safety.

In order to define the benefit in terms of a percent improvement in workforce proficiency, it is important 
to know how proficiency evolves for technical employees as a function of experience.  Based on 
productivity information for engineers,26 the function displayed below was derived: 

The above curve can be matched with a second curve that shows the range of work experience to get the 
desired net workforce proficiency.  Although actual work experience is not tracked for SDG&E 
employees, years of seniority is tracked and serves as a representative parameter.  The curves below 
show the current state of the workforce for employees having a safety-related jobs. 

26 Jaber, Mohamad. Learning Curves Theory, Models & Applications, p. 376. 
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Merging the proficiency curve with the job seniority curves yields the current net workforce proficiency.  
To get the future state of the net workforce proficiency the job seniority curves need to be modified by 
assuming a first in/first out pattern.  The net result from these calculations is a 44% improvement in 
proficiency.  Thus, the implied benefit is 44% of the residual risk. 

Risk Spend Efficiency Results 8.3
Based on the foregoing analysis, SDG&E calculated the RSE ratio for each of the proposed mitigation 
groupings.  Following is the ranking of the mitigation groupings from the highest to the lowest 
efficiency, as indicated by the RSE number:    

1. Workforce Planning (current controls) 
2. Workforce Planning (incremental mitigations) 

Figure displays the range27 of RSEs for each of the SDG&E Workforce Planning risk mitigation 
groupings, arrayed in descending order.28  That is, the more efficient mitigations, in terms of risk 
reduction per spend, are on the left side of the chart.   

27 Based on the low and high cost ranges provided in Table 12 of this chapter. 
28 It is important to note that the risk mitigation prioritization shown in this Report, is not comparable across other 
risks in this Report.
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Figure 4: Risk Spend Efficiency

9 Alternatives Analysis 

SDG&E considered alternatives to the proposed mitigations as it developed the incremental mitigation 
plan for the Workforce Planning risk.  Typically, alternatives analysis occurs when implementing 
activities, and with vendor selection in particular, to obtain the best result or product for the cost.  The 
alternatives analysis for this risk plan also took into account modifications to the proposed plan and 
constraints, such as budget and resources.   

Alternative 1 – Increases to Contract Labor 9.1
SDG&E considered increasing its contract labor as an alternative, rather than backfilling critical roles 
with Company employees.  But in the interest of both employee and public safety, SDG&E prefers to 
keep “core knowledge” in-house.  Additionally, the cost to use contract labor to fill all “critical roles” is 
estimated to be 20% - 50% higher than using in-house employees.  Nonetheless, contract labor may be 
used to supplement the workforce for peak/seasonal needs.  Accordingly, SDG&E prefers its proposed 
plan to backfill vacancies due to retirements with new employees, and train them to meet Company 
standards, anticipating that these employees would have a long-standing career with SDG&E.
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Alternative 2 – Maintain Current Mitigations 9.2
SDG&E also considered the status quo.  In other words, SDG&E would do nothing else to mitigate this 
risk other than the baseline activities in place in 2015.  The current training plans have enabled SDG&E 
to achieve low historic OSHA recordable rates.  However, emerging technologies require additional, 
new training.  Further, when discussing workforce and succession planning to meet the future needs of 
SDG&E’s Operating groups, additional training was deemed necessary.  For example, the streamlining 
of processes, a corporate focus, requires existing training to be updated.  Therefore, this alternative was 
dismissed as it would not meet the future needs of SDG&E Operations.


