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San Diego Gas & Electric Company

2016 GRC - APP
Capital Workpapers

Overall Summary For Exhibit No. SDG&E-19-CWP

Area:

Witness:

A. CS - Field & SCG Mtr Reading

B. CS - Operations, Information, and Technologies

C. Electric Distribution
D. Facilities

E. Gas Distribution

F. Procurement

G. Information Technology

Note: Totals may include rounding differences.

INFORMATION TECHNOLOGY
Stephen J. Mikovits

In 2013 $ (000)

Adjusted-Forecast

Total

2014 2015 2016
121 0 0
26,743 26,317 15,579
15,029 5,954 2,372
0 112 1,288
0 1,160 0
2,658 2,438 986
49,723 26,103 15,163
94,274 62,084 35,388

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits

Page 1 of 502




San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits
Category: A. CS - Field & SCG Mtr Reading
Workpaper: 00834A
Summary for Category: A.CS - Field & SCG Mtr Reading
In 2013$ (000)
Adjusted-Recorded Adjusted-Forecast
2013 2014 [ 2015 | 2016
Labor 0 96 0 0
Non-Labor 0 25 0 0
NSE 0 0 0 0
Total 0 121 0 0
FTE 0.0 0.9 0.0 0

00834A PT13024 SORTCustomer Service Field MDT Refresh

Labor 0 96 0
Non-Labor 0 25 0
NSE 0 0 0
Total 0 121 0
FTE 0.0 0.9 0.0

Note: Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
Page 2 of 502
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Beginning of Workpaper Group
00834A - PT13024 SORTCustomer Service Field MDT Refresh

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00834.0

Category: A. CS - Field & SCG Mtr Reading
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00834A - PT13024 SORTCustomer Service Field MDT Refresh

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 96 0 0
Non-Labor Zero-Based 0 0 0 0 0 25 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 121 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.9 0.0 0.0

Business Purpose:

Replacing the MDTs for CSF will provide new devices to replace critical tools used to link the field technicians with not only
the SORT System, but with Service Dispatch and Field Management.

Replacing the aging hardware will allow the project team to implement wireless capabilities for CSF, including GPS tracking
capability to improve safety for these field technicians.

Replacing the aging AEG with wireless broadband and deliver expanded wireless data capacity

Minimize current hardware breakdown and downtime issues.

Physical Description:

Install and Implement ~250 MDT devices and associated hardware/software.
Windows XP OS

Hardware Encryption

NetMotion VPN

Verizon/ATT Backhaul

Replace ~250 docking stations for all current CSF service vehicles

Install ~250 CSF field employees added to Verizon/ATT wireless contract
Work with Desktop Services to develop CSF base image.

Microsoft Office Suite 2003 (Upon agreement with field management)

Project Justification:

The purpose of this project is to replace the current Mobile Data Terminals (MDTs) for Customer Service Field (CSF). The
MDTs are at end of life (most are at least eight (8) years old) and must be upgraded to meet minimum requirements for
wireless broadband and GPS capabilities. The MDT Refresh Project will replace approximately 215 Panasonic Toughbooks
and all associated peripheral devices (docking stations, vehicle mounts, printers, etc.).

This wireless capability will eliminate the current requirement for the Advanced Enterprise Gateway (AEG) and the Motorola
900MHz Data Radio Network. Those areas are the two biggest points of failure in the current SORT System. In the event
of failure of either the AEG or the Data Radio Network, the CSF Technicians would be stranded with no ability to
communicate data within the SORT System.

Note: Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
Page 4 of 502




San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00834.0

Category: A. CS - Field & SCG Mtr Reading
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00834A - PT13024 SORTCustomer Service Field MDT Refresh

Forecast Methodology:

Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

Non-Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

NSE - Zero-Based

N/A

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
Page 5 of 502



San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Beginning of Workpaper Sub Details for
Workpaper Group 00834A

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
Page 6 of 502



San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00834.0

Category: A. CS - Field & SCG Mtr Reading
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00834A - PT13024 SORTCustomer Service Field MDT Refresh
Workpaper Detail: 00834A.001 - SORT Customer Service Field MDT Refresh

In-Service Date: 03/31/2014
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 96 0 0
Non-Labor 25 0 0
NSE 0 0 0
Total 121 0 0
FTE 0.9 0.0 0.0

Note: Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
Page 7 of 502



Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits
Category: B. CS - Operations, Information, and Technologies
Workpaper: VARIOUS
Summary for Category: B. CS - Operations, Information, and Technologies
In 2013$ (000)
Adjusted-Recorded Adjusted-Forecast
2013 2014 [ 2015 | 2016
Labor 0 7,308 9,674 4,938
Non-Labor 0 19,435 16,643 10,641
NSE 0 0 0 0
Total 0 26,743 26,317 15,579
FTE 0.0 715 95.7 48.6
00831B PT15009 EBPP Tech Refresh
Labor 0 0 272 1,140
Non-Labor 0 0 1,808 2,751
NSE 0 0 0 0
Total 0 0 2,080 3,891
FTE 0.0 0.0 2.7 11.2
00832A PT14006 Branch Office Technical and Security Improvements
Labor 0 0 0 0
Non-Labor 0 0 824 0
NSE 0 0 0 0
Total 0 0 824 0
FTE 0.0 0.0 0.0 0.0
00833D PT15012 I-Avenue Replacement
Labor 0 0 1,093 90
Non-Labor 0 0 1,855 155
NSE 0 0 0 0
Total 0 0 2,948 245
FTE 0.0 0.0 10.7 0.9
00831A PT15007 SDGE.com Redesign
Labor 0 0 286 0
Non-Labor 0 0 0 0
NSE 0 0 0 0
Total 0 0 286 0
FTE 0.0 0.0 2.8 0.0
00831J PT14015 C&I Business Portal
Labor 0 0 0 1,476
Non-Labor 0 0 0 5,871
NSE 0 0 0 0
Total 0 0 0 7,347
FTE 0.0 0.0 0.0 14.5

Note:

San Diego Gas & Electric Company

2016 GRC - APP
Capital Workpapers

Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits
Category: B. CS - Operations, Information, and Technologies
Workpaper: VARIOUS
In 2013$ (000)
Adjusted-Recorded Adjusted-Forecast
2013 2014 | 2015 | 2016
00831L PT14023 IVR Phase 4 SDGE
Labor 0 395 0 0
Non-Labor 0 156 0 0
NSE 0 0 0 0
Total 0 551 (] (]
FTE 0.0 3.9 0.0 0.0
008310 PT11013 SCG My Account Accessibility Phase 3
Labor 0 7 0 0
Non-Labor 0 106 0 0
NSE 0 0 0 0
Total 0 113 (] (]
FTE 0.0 0.1 0.0 0.0
00831P PT12051 SDG&E My Account Accessibility
Labor 0 859 329 0
Non-Labor 0 3,845 1,258 0
NSE 0 0 0 0
Total 0 4,704 1,587 (]
FTE 0.0 8.4 3.2 0.0
03849C PT15800 Bill Re-Design 2015
Labor 0 0 1,449 1,094
Non-Labor 0 0 480 300
NSE 0 0 0 0
Total 0 0 1,929 1,394
FTE 0.0 0.0 14.2 10.7
00831M PT14040 Direct Access Service Request (DASR) Upgrade
Labor 0 0 239 0
Non-Labor 0 0 134 0
NSE 0 0 0 0
Total 0 0 373 (]
FTE 0.0 0.0 2.3 0.0
00831N PT14065 CCA - Community Choice Aggregation
Labor 0 0 2,950 0
Non-Labor 0 0 0 0
NSE 0 0 0 0
Total 0 0 2,950 (]
FTE 0.0 0.0 29.9 0.0
03849A PT14039 CEN Phase 4 - System Enhancements
Labor 0 0 291 291
Non-Labor 0 0 164 164
NSE 0 0 0 0
Total (] 0 455 455
FTE 0.0 0.0 2.9 2.9

Note:

San Diego Gas & Electric Company

2016 GRC - APP
Capital Workpapers

Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits
Category: B. CS - Operations, Information, and Technologies
Workpaper: VARIOUS
In 2013$ (000)
Adjusted-Recorded Adjusted-Forecast
2013 2014 [ 2015 [ 2016
03851D PT13003 GRC Phase 2
Labor 0 456 0 0
Non-Labor 0 182 0 0
NSE 0 0 0 0
Total 0 638 (] (]
FTE 0.0 45 0.0 0.0
03851F PT13021 Critical Peak Pricing Default (CPP_D)
Labor 0 1,204 1,021 0
Non-Labor 0 4,027 6,424 0
NSE 0 0 0 0
Total 0 5,231 7,445 (]
FTE 0.0 11.8 10.0 0.0
04843A PT14843 Smart Meter IT Phase 3 Billing
Labor 0 392 0 0
Non-Labor 0 525 0 0
NSE 0 0 0 0
Total 0 917 (] (]
FTE 0.0 3.8 0.0 0.0
10872A PTSPP Smart Peak Pricing
Labor 0 698 0 0
Non-Labor 0 1,236 0 0
NSE 0 0 0 0
Total 0 1,934 (] (]
FTE 0.0 6.8 0.0 0.0
13849A PT13026 Reduce your Use Opt In
Labor 0 306 0 0
Non-Labor 0 692 0 0
NSE 0 0 0 0
Total 0 998 (] (]
FTE 0.0 3.0 0.0 0.0
00831E PT14005 Off But Registering (OBR) Enhancement
Labor 0 0 554 0
Non-Labor 0 0 0 0
NSE 0 0 0 0
Total 0 0 554 (]
FTE 0.0 0.0 54 0.0
00833F PT14013 Centralized Calcuation Engine
Labor 0 675 1,053 0
Non-Labor 0 1,396 1,954 0
NSE 0 0 0 0
Total 0 2,071 3,007 (]
FTE 0.0 6.6 10.3 0.0

Note: Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits
Category: B. CS - Operations, Information, and Technologies
Workpaper: VARIOUS
In 2013$ (000)
Adjusted-Recorded Adjusted-Forecast
2013 2014 [ 2015 [ 2016
00833G PT14017 Smart Energy Advisor 2
Labor 0 1,026 0 0
Non-Labor 0 1,698 0 0
NSE 0 0 0 0
Total 0 2,724 (] (]
FTE 0.0 10.0 0.0 0.0
00833R PT13013 SMART METER OPERATION CENTER NETWORK
Labor 0 102 0 0
Non-Labor 0 212 0 0
NSE 0 0 0 0
Total 0 314 (] (]
FTE 0.0 1.0 0.0 0.0
00833U PT13009 Smart Energy Advisor
Labor 0 256 0 0
Non-Labor 0 857 0 0
NSE 0 0 0 0
Total 0 1,113 (] (]
FTE 0.0 2.5 0.0 0.0
03849B PT13012 Net Energy Metering
Labor 0 45 0 0
Non-Labor 0 26 0 0
NSE 0 0 0 0
Total 0 71 0 0
FTE 0.0 0.4 0.0 0.0
03851H PT13031 SMOC EXCEPTION MANAGEMENT (SMOC-EM)
Labor 0 386 51 0
Non-Labor 0 2,416 457 0
NSE 0 0 0 0
Total 0 2,802 508 (]
FTE 0.0 3.8 0.5 0.0
00821A PT13010 CUSTOMER ANALYTICS SYSTEM 2013
Labor 0 501 0 0
Non-Labor 0 2,061 0 0
NSE 0 0 0 0
Total 0 2,562 (] (]
FTE 0.0 4.9 0.0 0.0
03853B PT14030 Customer Analytics System - Phase Il
Labor 0 0 86 114
Non-Labor 0 0 1,285 1,225
NSE 0 0 0 0
Total 0 0 1,371 1,339
FTE 0.0 0.0 0.8 1.2

Note:

San Diego Gas & Electric Company

2016 GRC - APP
Capital Workpapers

Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
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San Diego Gas & Electric Company

2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Category: B. CS - Operations, Information, and Technologies
Workpaper: VARIOUS

In 2013$ (000)

Adjusted-Recorded

Adjusted-Forecast

2013 2014 | 2015 | 2016
03853C PT16003 Customer Analytics System - llI
Labor 0 0 0 733
Non-Labor 0 0 0 175
NSE 0 0 0 0
Total 0 0 0 908
FTE 0.0 0.0 0.0 7.2

Note: Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Beginning of Workpaper Group
00831B - PT15009 EBPP Tech Refresh

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
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Area:
Witness:
Budget Code:
Category:
Category-Sub:

Workpaper Group:

Summary of Results (Constant 2013 $ in 000s):

San Diego Gas & Electric Company

2016 GRC - APP
Capital Workpapers

INFORMATION TECHNOLOGY
Stephen J. Mikovits

00831.0

B. CS - Operations, Information, and Technologies

1. Technical Obsolescence
00831B - PT15009 EBPP Tech Refresh

Forecast Method

Adjusted Recorded

Adjusted Forecast

Years
Labor
Non-Labor
NSE
Total
FTE

Zero-Based
Zero-Based
Zero-Based

Zero-Based

2009 2010 2011 2012 2013 2014 2015 2016
0 0 0 0 0 0 272 1,140
0 0 0 0 0 0 1,808 2,751
0 0 0 0 0 0 0 0
0 0 0 0 0 0 2,080 3,891
0.0 0.0 0.0 0.0 0.0 0.0 2.7 11.2

Business Purpose:

The purpose of the Electronic Bill Presentment and Payment “EBPP” Tech Refresh project is to replace the existing
back-end technology platform for the online electronic bill payment process (‘EBPP”) available to customers through
SDG&E’s My Account website. Upgrading the technology now will enable continued support of the site before the vendor
for our current technology stops supporting the existing product in 2018. This is the same vendor supporting the
customer-facing My Account portal site which is being replaced as part of the SDG&E My Account Accessibility project
(project #12051). Updating the platform will improve stability, dependability and cost to support EBPP for customers. This
is important because of the increased needs of the SDG&E customer base as demonstrated by EBPP’s ability to handle
the increased volume of transactions required by the C&l customers being addressed by the CPP-D project.

Physical Description:

The project will provide improved stability and dependability of EBPP as we continue to promote and drive increased
adoption of our online services. Oracle Payments provides the many to many relationship functionality that will serve as
the foundation for supporting the business needs of our C&l customers. Recurring Payment adoption rates and cash flow
improvements will be realized due to an enhanced Recurring Payment process.

Project Justification:

Updating the user interface enhances the customer experience and allows for the implementation of accessibility
requirements in accordance with the MOU (“Memorandum of Understanding”) with Disabilities Rights Advocates

Note: Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00831B - PT15009 EBPP Tech Refresh
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Beginning of Workpaper Sub Details for
Workpaper Group 00831B

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies

Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00831B - PT15009 EBPP Tech Refresh

Workpaper Detail: 00831B.001 - My Account Portal is being replaced as part of the MAAUI project. This project propose
In-Service Date: 12/31/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 272 1,140
Non-Labor 0 1,808 2,751
NSE 0 0 0
Total 0 2,080 3,891
FTE 0.0 2.7 11.2

Note: Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Beginning of Workpaper Group
00832A - PT14006 Branch Office Technical and Security Improvements

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00832.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00832A - PT14006 Branch Office Technical and Security Improvements

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 0 0
Non-Labor Zero-Based 0 0 0 0 0 0 824 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 824 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

Business Purpose:

The purpose of the Branch Office Technical and Security Improvements project is to provide for more secure financial
transactions, easier cash and payment reconciliation, improved processing/handling and an overall better customer
payment experience. The project will seek to improve upon the existing payment handling and processing in the Branch
Offices. This project will also identify improvements to help with payment processing and better ways to track and secure
cash that is received from the customers, such as Smart Safes. After identifying improved cash security and payment
processing solutions, the project will implement the most cost effective and efficient products wherever possible.

Physical Description:

The scope will be centered on purchasing new equipment for the Branch Offices to replace existing outdated equipment
and provide new payment options for customer. Also, the focus will be to strengthen the customer experience at the
Branch Offices.

Project Justification:

For example, debit card payments are currently not available to customers who wish to pay over the counter in the Branch
Offices, cash and change is given out by hand, and the existing Payment Entry Processing system (“PEP”) is not efficient
and is not entirely compatible with any of the new software programs or project initiatives for the CCC and Branch Offices.
As such, this incompatibility has led to the creation of inefficient and more costly workarounds. There are also issues
between the PEP system and some of the newer implementations for the SEAd and CAS projects. In addition, this project
will address several known technology issues with SDG&E’s ExpressPay kiosks. The existing kiosks are outdated from a
technology standpoint and are in need of software upgrades and/or retrofitting and need to be replaced with a newer, more
efficient technology.

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00832.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00832A - PT14006 Branch Office Technical and Security Improvements
Forecast Methodology:

Labor - Zero-Based

Full implementation assumes all new equipment is purchased and up and running.

Non-Labor - Zero-Based

Full implementation assumes all new equipment is purchased and up and running.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00832.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00832A - PT14006 Branch Office Technical and Security Improvements

Workpaper Detail: 00832A.001 - The scope will be centered on purchasing new equipment for the Branch Offices to replac
In-Service Date: 12/31/2015
Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 0
Non-Labor 0 824 0
NSE 0 0 0
Total 0 824 0
FTE 0.0 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00833.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00833D - PT15012 I-Avenue Replacement

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 1,093 90
Non-Labor Zero-Based 0 0 0 0 0 0 1,855 155
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 2,948 245
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 10.7 0.9

Business Purpose:

I-Avenue, also known as Saratoga, is a CRM tool used by Commercial and Industrial services. In short, the system
manages and tracks the interaction that takes place between SDG&E and its business customers. An upgrade is needed
to bring the system up to current technology, and will require additional changes to master data to meet the customer’s
desire to have a more real-time, holistic view of each customer’s usage profile.

Physical Description:

Configure SAP-CRM out the box functionality to support business requirements using standard CRM functionality:
appointments, notes, contact lists, calendars, letters and reporting as well as, client specific views. The system will require
additional changes to master data to meet the clients desire to have a 360 degree customer view.

Project Justification:

Move approximately 150 I-Avenue (Saratoga) CRM business users to enterprise CRM (SAP) application. The primary
groups being effecting are SDG&E C&l Services, Trade Allies, Fire Prevention and Delinquent Phone List business client
groups. SCG gas business using I-Avenue will not be part of the project.

Note: Totals may include rounding differences.
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Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00833.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00833D - PT15012 I-Avenue Replacement
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00833.0

Category: B. CS - Operations, Information, and Technologies

Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00833D - PT15012 I-Avenue Replacement

Workpaper Detail: 00833D.001 - Move approximately 150 I-Avenue (Saratoga) CRM business users to enterprise CRM (SAP) a
In-Service Date: 06/30/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 1,093 90
Non-Labor 0 1,855 155
NSE 0 0 0
Total 0 2,948 —us
FTE 0.0 10.7 0.9

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 2. Improving Customer Experience

Workpaper Group: 00831A - PT15007 SDGE.com Redesign

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 286 0
Non-Labor Zero-Based 0 0 0 0 0 0 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 286 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 2.8 0.0

Business Purpose:

The purpose of the SDGE.com Redesign project is to redesign the SDG&E'’s website, SDGE.com. The website has
become a prominent and essential communications channel to connect with customers. The redesign is needed because
of new customer technologies (e.g. mobile, social media) and increase search engine friendliness. The website redesign
will incorporate customer usage trend data and above-mentioned technologies to improve self-service. An enhanced
navigation and information architecture will help customers find information easier and faster, a consistent experience with
My Account, as well as removing out of date information, adding new features and technologies that were not available
when the site was last built, and integration of the latest social media interfaces, image and video galleries, and blogging
interfaces. Additionally, a redesign will help with compatibility with the latest browsers and accessibility requirements.

Physical Description:

A redesign will include research and testing, information architecture, and design and development. Advanced analytics
will also be included as part of the redesign project. A large part of the first phase of development will be information
gathering and planning, leading up to the research. Also needed will be testing and a maintenance strategy as part of a
digital roadmap.

Project Justification:

Redesign company website, SDGE.com. Our website has become a prominent and essential communications channel to
connect with customers. A redesign is needed to stay on top of best practices. The redesign will help us stay up-to-date
with new technologies and increase search engine friendliness. The website redesign will utilize new trends and
above-mentioned technologies to improve self-service, thus reducing calls and raising customer satisfaction.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 2. Improving Customer Experience

Workpaper Group: 00831A - PT15007 SDGE.com Redesign
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on internal labor hours quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies

Category-Sub: 2. Improving Customer Experience

Workpaper Group: 00831A - PT15007 SDGE.com Redesign

Workpaper Detail: 00831A.001 - Redesign company website, SDGE.com. Our website has become a prominent and essential ¢
In-Service Date: 12/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 286 0
Non-Labor 0 0 0
NSE 0 0 0
Total 0 286 0
FTE 0.0 2.8 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 2. Improving Customer Experience

Workpaper Group: 00831J - PT14015 C&l Business Portal

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 0 1,476
Non-Labor Zero-Based 0 0 0 0 0 0 0 5,871
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 0 7,347
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 0.0 14.5

Business Purpose:

The purpose of the C&l Business Portal is to address the specific needs of the large and medium commercial and
industrial (C&l) customers. Currently, My Account provides online self-service for Residential and Small Commercial
customers, however does not address the specific needs of the medium and large C&l customers. To satisfy the requests
from this segment of customers and to enhance the customer experience for those that utilize our existing and future
on-line customer tools, a C&l Business Portal will be developed for Medium and Large C&l customers. This portal will be a
centralized location that provides the C&l customer roles the ability to utilize tools that support energy analysis from a cost
and consumption level, event management, rate eligibility and enroliment, bill payment, benchmarking and energy
efficiency. Across those functions additional capabilities will be developed to allow for role based access and complex
analysis such as:

»  Business level C&l Customer Registration into My Account allowing access to business-level related functions
supporting C&l tools

»  Aggregation and disaggregation of accounts, for multi-account customers.

* Management of complex (Many-to-Many) relationships between master users and delegated users for selected
business functions

+  Customer Managed Contact Management at the user level

*  Subscription/Alerts

Physical Description:

Build out a WebPortal within the Oracle's WebCenter CMS to utilize new advance functions, which may include the ability
to Design & Layout the entire look and feel of the front-end and backend separate from functionality. Organize and manage
the structure of SDG&E website, content or data. Manage (create,modify,delete) user accounts and their information.
Define user roles and setup permissions or use predefined ones. The ability to manage and setup user groups and set
customer access permissions. Manage regional settings (language, character sets, date & time format, decimal points,
etc.) Automatically manage mailing list and subscriptions and unsubscribes. Customizable administrative interfaces
(functionality, access and actions restrictions in sections, and designs.)

Project Justification:

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 2. Improving Customer Experience

Workpaper Group: 00831J - PT14015 C&l Business Portal

Currently, My Account provides online self-service for Residential and Small Commercial customers. However, it does not
address the specific needs of the Large and Medium Commercial & Industrial (C&l) customers. This concept document
addresses the requirement to enhance the customer experience for those that utilize on-line customer tools by developing
a C&l WebPortal solution. The Web Portal will connect people, processes and information with a suite of functions: Web
Experience management, content management, and collaboration technologies. Leverage existing investments by offering
a complete, open and integrated user experience by providing standards-based support to improve the reuse of SDG&E
existing resources and extend the value of existing systems. Features like content management will provide the ability for
SDG&E to interact with the customer to manage text, pages, documents, images, data records, links, news, articles,
topics, posts, products, catalogs, galleries, forms, polls, security, etc. Improve business productivity by providing social
and collaborative services to help build the connections between people, information and applications, provides business
activity streams so users can navigate, discover and access content in context, and offers dynamic, personalized
role-based content in a collaborative environment.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 2. Improving Customer Experience

Workpaper Group: 00831J - PT14015 C&l Business Portal
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies

Category-Sub: 2. Improving Customer Experience

Workpaper Group: 00831J - PT14015 C&l Business Portal

Workpaper Detail: 00831J.001 - Build out a WebPortal within the Oracle's WebCenter CMS to utilize new advance functio
In-Service Date: 12/31/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 240
Non-Labor 0 0 757
NSE 0 0 0
Total 0 0 997
FTE 0.0 0.0 2.4

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 2. Improving Customer Experience

Workpaper Group: 00831J - PT14015 C&l Business Portal
Workpaper Detail: 00831J.002 - C&l Business Portal

In-Service Date: 12/31/2016
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 160
Non-Labor 0 0 1,135
NSE 0 0 0
Total (] 0 1,295
FTE 0.0 0.0 1.6

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 2. Improving Customer Experience

Workpaper Group: 00831J - PT14015 C&l Business Portal
Workpaper Detail: 00831J.003 - C&l Business Portal

In-Service Date: 12/31/2016
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 646
Non-Labor 0 0 1,592
NSE 0 0 0
Total (] 0 2,238
FTE 0.0 0.0 6.3

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 2. Improving Customer Experience

Workpaper Group: 00831J - PT14015 C&l Business Portal
Workpaper Detail: 00831J.004 - C&l Business Portal

In-Service Date: 12/31/2016
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 430
Non-Labor 0 0 2,387
NSE 0 0 0
Total 0 (] 2,817
FTE 0.0 0.0 4.2

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 2. Improving Customer Experience

Workpaper Group: 00831L - PT14023 IVR Phase 4 SDGE

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 395 0 0
Non-Labor Zero-Based 0 0 0 0 0 156 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 551 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 3.9 0.0 0.0

Business Purpose:

The SDG&E IVR manages incoming customer calls to the CCC. The application guides the customer through menus,
which either provide functions for the customer to self-serve (e.g. extend the due date on their bill; arrange for a gas
appliance service order) or collects information about the caller to route the call to the properly skilled agent. The IVR 2014
project will shorten the call flow from the IVR entry to main menu and sub-menu; eliminate unnecessary caller
authentication; minimize steps to complete a gas appliance service order; revise prompt verbiage for improved clarity and
succinctness; and add self-service opportunities to start/stop service. The enhancements are intended to improve the
experience for the caller and entice callers to use self-service. The benefits of this project are to increase IVR self-service
and to reduce calls to the ESS and ESS workforce.

Physical Description:

Main and secondary menu changes; add a ‘payment options’ menu, identify callers at point of need; change gas appliance
and shut-off call flows to increase self service

Move profile lookup call (IV02) into the IVR (from the Genesys strategy)

Implement Payment Arrangements web service (built for My Account)

Create an entry point in the Payment Arrangements leg of the application, to allow the CCC to transfer callers into the IVR
to complete bill payment extension

Add IVR modules to improve call routing

Add NAICS code to the IV02 profile

Project Justification:

These changes will improve the overall IVR self service rate by 2.5 — 3%. In addition to increasing the self service rate,
changes to the application will also result in better customer experience.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 2. Improving Customer Experience

Workpaper Group: 00831L - PT14023 IVR Phase 4 SDGE
Forecast Methodology:

Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

Non-Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies

Category-Sub: 2. Improving Customer Experience

Workpaper Group: 00831L - PT14023 IVR Phase 4 SDGE

Workpaper Detail: 00831L.001 - SDG&E IVR system has been proven working however the results were modest. The IVR self-
In-Service Date: 12/31/2014

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 395 0 0
Non-Labor 156 0 0
NSE 0 0 0
Total 551 0 0
FTE 3.9 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 2. Improving Customer Experience

Workpaper Group: 008310 - PT11013 SCG My Account Accessibility Phase 3

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 7 0 0
Non-Labor Zero-Based 0 0 0 0 0 106 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 113 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.1 0.0 0.0

Business Purpose:

The purpose of the MAAUI Phase 3 (PDF Bill remediation) project is to complete the update to My Account and comply
with TY 2011 GRC Memorandum of Understanding with the Center for Accessible Technology (C for AT). SoCalGas has
long supported website usability and accessibility and has been making steady progress meeting its commitments to
website accessibility as outlined in its Section 4.A.2.d of the MOU which states: “.... the third party vendor software used
for My Account will be rewritten to utilize accessible web pages that are compliant with Priorities A and AA and produce
PDF documents that will be in an accessible format that would allow for a reader to review them using a screen reader”. In
July of 2013 the My Account system rewrite was completed and Priority AA compliance was confirmed by the C for AT.
SoCalGas continues to modify the 25 months of billing history stored as PDF documents and available online to every My
Account user in order to be remain compliant with the MOU. More specifically, key requirements for the MAAUI Phase 3
project includes providing an alternative bill format that is readable with “screen readers” and font enlargement software and
to provide accessible linkage to the new alternative bill format. SoCalGas’ web and My Account teams have collaborated
closely with the C for AT and other internal or external website accessibility resources in order to assure that all our
customers with special needs can utilize every feature of socalgas.com and My Account. This project will provide Priority
AA accessibility compliance to every feature and function in My Account

Physical Description:

Redesign of the web user interface for the My Account applications (no technical upgrades/changes)

Project Justification:

Note: Totals may include rounding differences.
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Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 2. Improving Customer Experience

Workpaper Group: 008310 - PT11013 SCG My Account Accessibility Phase 3

The purpose of the MAAUI Phase 3 (PDF Bill remediation) project is to complete the update to My Account and comply
with TY 2011 GRC Memorandum of Understanding with the Center for Accessible Technology (C for AT). SoCalGas has
long supported website usability and accessibility and has been making steady progress meeting its commitments to
website accessibility as outlined in its Section 4.A.2.d of the MOU which states: “.... the third party vendor software used
for My Account will be rewritten to utilize accessible web pages that are compliant with Priorities A and AA and produce
PDF documents that will be in an accessible format that would allow for a reader to review them using a screen reader”. In
July of 2013 the My Account system rewrite was completed and Priority AA compliance was confirmed by the C for AT.
SoCalGas continues to modify the 25 months of billing history stored as PDF documents and available online to every My
Account user in order to be remain compliant with the MOU. More specifically, key requirements for the MAAUI Phase 3
project includes providing an alternative bill format that is readable with “screen readers” and font enlargement software and
to provide accessible linkage to the new alternative bill format. SoCalGas’ web and My Account teams have collaborated
closely with the C for AT and other internal or external website accessibility resources in order to assure that all our
customers with special needs can utilize every feature of socalgas.com and My Account. This project will provide Priority
AA accessibility compliance to every feature and function in My Account

Note: Totals may include rounding differences.
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Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 2. Improving Customer Experience

Workpaper Group: 008310 - PT11013 SCG My Account Accessibility Phase 3
Forecast Methodology:

Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

Non-Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 2. Improving Customer Experience

Workpaper Group: 008310 - PT11013 SCG My Account Accessibility Phase 3
Workpaper Detail: 008310.001 - SCG My Account Accessibility

In-Service Date: 03/31/2014
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 7 0 0
Non-Labor 106 0 0
NSE 0 0 0
Total 113 0 0
FTE 0.1 0.0 0.0

Note: Totals may include rounding differences.
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00831P - PT12051 SDG&E My Account Accessibility

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
Page 53 of 502



San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 2. Improving Customer Experience

Workpaper Group: 00831P - PT12051 SDG&E My Account Accessibility

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 859 329 0
Non-Labor Zero-Based 0 0 0 0 0 3,845 1,258 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 4,704 1,587 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 8.4 3.2 0.0

Business Purpose:

The purpose of the SDG&E My Account Accessibility is to update the customer-facing My Account portal site to comply
with TY 2008 GRC Memorandum of Understanding (“MOU”) with the Disability Rights Advocates while improving usability
and upgrading the portal technology platform. The My Account portal site provides customers with convenient access to
online service options. Updating the user interface will enhance customer experience through improved visual layout,
additional personalization, and newer technology. The new technology will allow for the implementation Priority A and
Priority AA Web Content Accessibility Guidelines 2.0 and requirements per section §4.3 of the 2008 MOU in order to
ensure all our customers, including those with special needs, can utilize every My Account feature. Pages will be easier to
read and customers who sign up can view their SDG&E bill, schedule online payments, manage service requests, view
energy charts, and use analysis tools. New personalization will present at-a-glance balance and bill payment information,
and an improved tailored account summary. The implementation of responsive design will create a seamless web
experience with the same look-and-feel across mobile devices and other company sites, such as sdge.com. Supporting
computer-alternative devices, such as mobile smartphones and tablets, will provide greater access to My Account for
customers who may have barriers to technology. Upgrading the portal technology platform now will enable continued
support of the site before the vendor for our current WebLogic technology stops supporting the existing product in 2018.

Physical Description:

Redesigned User Interface (My Account “look & feel”) with Responsive Design

Usability improvements to promote self-service containment (where possible)

100% Accessibility Compliance including Accessible PDF Bill

Content Management & Tailored Treatments with utilization of portal features

Technology Refresh & Portal Migration to WebCenter Platform (HW & SW)

My Account site optimization including technical improvements & maintenance efficiencies
CSR Module — maintain consistency between module and My Account

Project Justification:

Compliance with §4.3 of the 2008 GRC Memorandum of Understanding (MOU) with the Disability Rights Advocates. The
MOU was signed June of 2007 and agreed to be completed in ‘a reasonable time.” The project needs to move forward in
order to show progress on this agreement, show we intend to uphold our commitments and maintain credibility in
negotiation with Interveners. Proof of progress will prevent legal action to force compliance and avoid potential lawsuits such
as those experienced by Target & Amazon. (In 2008, Target settled a lawsuit agreeing to pay $6 million to the National
Federation of the Blind.)

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 2. Improving Customer Experience

Workpaper Group: 00831P - PT12051 SDG&E My Account Accessibility
Forecast Methodology:

Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

Non-Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 2. Improving Customer Experience

Workpaper Group: 00831P - PT12051 SDG&E My Account Accessibility
Workpaper Detail: 00831P.001 - SDG&E My Account Accessibility

In-Service Date: 12/31/2014
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 859 0 0
Non-Labor 3,845 0 0
NSE 0 0 0
Total 4,704 (] 0
FTE 8.4 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 2. Improving Customer Experience

Workpaper Group: 00831P - PT12051 SDG&E My Account Accessibility
Workpaper Detail: 00831P.004 - SDG&E My Account Accessibility

In-Service Date: 05/31/2015
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 329 0
Non-Labor 0 1,258 0
NSE 0 0 0
Total (] 1,587 (]
FTE 0.0 3.2 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 03849.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 2. Improving Customer Experience

Workpaper Group: 03849C - PT15800 Bill Re-Design 2015

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 1,449 1,094
Non-Labor Zero-Based 0 0 0 0 0 0 480 300
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 1,929 1,394
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 14.2 10.7

Business Purpose:

The purpose of the Bill Redesign project is to improve SDG&E'’s customer bill to address changes in the electric utility
industry. The existing customer bill was designed in 2008 and implemented in 2010. As the electric industry is changing,
our existing bill format lacks the flexibility to meet the expectations or the future needs of our customers. This project will
leverage the existing formatting software to redesign our bill, and to enhance the bill presentation and graphics. Customer
generation is expanding dramatically and new technologies are constantly providing new options for our customers. Smart
Meter data allows us to provide more specific and targeted information that ever before.

Physical Description:

Rate reform, SPP and Demand Response programs will require us to provide timely, valuable and easy to read power
usage information, alternative rate options and other important information to our customers to help them to make informed
decisions in support of energy use, cost and conservation. While these tools are available now to customers online, over
half our customers still receive a paper bill. The objective of this project is to target those customers and provide a paper
bill that is easier to understand, incorporates more graphic information and provides a large font option.

Project Justification:

SDG&E also plans to offer customers currently receiving a paper bill the option of a one sheet/two page summary bill in lieu
of the current full bill detail.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 03849.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 2. Improving Customer Experience

Workpaper Group: 03849C - PT15800 Bill Re-Design 2015
Forecast Methodology:

Labor - Zero-Based

Based on historical and vendor estimates

Non-Labor - Zero-Based

Based on historical and vendor estimates

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 03849.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 2. Improving Customer Experience

Workpaper Group: 03849C - PT15800 Bill Re-Design 2015
Workpaper Detail: 03849C.001 - Bill Re-Design 2015

In-Service Date: 12/31/2016
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 1,449 1,094
Non-Labor 0 480 300
NSE 0 0 0
Total (] 1,929 1,394
FTE 0.0 14.2 10.7

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 3. Mandated

Workpaper Group: 00831M - PT14040 Direct Access Service Request (DASR) Upgrade

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 239 0
Non-Labor Zero-Based 0 0 0 0 0 0 134 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 373 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 2.3 0.0

Business Purpose:

The Direct Access Service Request (“DASR”) System is a data management system used by SDG&E to exchange
electronic and manual data input and output files with the Electronic Data Interchange (EDIX) System, CISCO, and other
data management systems. The DASR system allows for the enrollment, termination, and customer account management
associated with customers receiving electric or gas commodity services from an Electric Service Provider under the Direct
Access (“DA”) Program (electric), an Aggregator under the Core Aggregation Transportation Program (gas), or a
Community Choice Aggregator (“CCA”) under the Community Choice Aggregation Program (electric), collectively known as
Energy Service Providers (ESPs). The DASR system upgrade will automate the DASR and related system processes
(EDI, Service Order, and Load Migration), streamline processes across multiple applications to reduce existing time-lag,
automate all DASR service orders, minimize the necessity for manual processing and verification of DASRs, ensure the
accuracy of all DA billing, reduce the cancel and re-bill of customer billing due to data errors, and automate the Load
Migration Reporting to the CAISO. These functional and technical enhancements are required to support the current DA
business and are foundational to CCA. The current system has reached the end of its useful life and is to be reconfigured
or replaced.

Physical Description:

The current system has reached the end of its useful life and is to be reconfigured or replaced. The new or reconfigured
DASR System must have the functional capabilities required to support efficient, accurate, and timely processing of service
requests and other electronic data exchanges between SDG&E and LSEs, inlcuding Community Choice Aggregators, and
their agents.

Project Justification:

The new or reconfigured DASR System must have the functional capabilities required to support efficient, accurate, and
timely processing of service requests and other electronic data exchanges between SDG&E and Load Serving Entities
(LSE), including CCAs, and their agents. While the system changes required for CCA are being proposed under a
separate project, implementing these DASR enhancements will mitigate the company’s risk of not being fully prepared to
develop and deploy the CCA-specific enhancements under regulatory timing constraints.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 3. Mandated

Workpaper Group: 00831M - PT14040 Direct Access Service Request (DASR) Upgrade
Forecast Methodology:

Labor - Zero-Based

Estimate based on vendor quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies

Category-Sub: 3. Mandated

Workpaper Group: ~ 00831M - PT14040 Direct Access Service Request (DASR) Upgrade

Workpaper Detail: 00831M.001 - The current system has reached the end of its useful life and is to be reconfigured or
In-Service Date: 12/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 239 0
Non-Labor 0 134 0
NSE 0 0 0
Total 0 373 0
FTE 0.0 2.3 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 3. Mandated

Workpaper Group: 00831N - PT14065 CCA - Community Choice Aggregation

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 2,950 0
Non-Labor Zero-Based 0 0 0 0 0 0 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 2,950 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 29.9 0.0

Business Purpose:

The purpose of the Community Choice Aggregation (“CCA”) capital project is to make the necessary changes to SDG&E’s
systems to implement CCA. CCA permits cities and counties to provide electric commodity services to customers located
within their jurisdiction. Under CCA, SDG&E would be required to provide basic CCA implementation services as well as
ongoing support, including, SDG&E consolidated billing for all CCA customers within their boundaries and ongoing DASR
communications between the CCA and SDG&E. The existing DASR system requires a technical upgrade and functional
enhancements to meet the current Direct Access business needs. The CCA project is dependent on these DASR system
modifications as these changes are foundational to the DASR CCA enhancements. The DASR upgrade has been
proposed under a separate project due to the risk of timing constraints to complete those changes ahead of the
development work required for implementing CCA.

Physical Description:

Systems impacted: Service Orders, Billing, Finance, Revenue, IVR, MyAcct, SDGE.com, Direct Access Service Request,
Customer Relationship Management, Aclara & DataWarehouse. The DASR portion of this project has also been proposed
as a separate project due to the risk of timing constraints to complete before a CCA is prepared to implement.

Project Justification:

In accordance with SDG&E’s CPUC-approved Electric Rule 27, no later than six months after a CCA files an
implementation plan with the CPUC, SDG&E must be prepared to provide initial CCA implementation services. These
services include a platform to facilitate electronic communication between a CCA and SDG&E, in addition to ongoing
support including SDG&E consolidated billing, meter reading, and other customer services. SDG&E recently received a
request for data from a city and is aware of another CCA-eligible entity that has set aside funding for a CCA feasibility
study. While it is difficult to predict if and when a city or county will ultimately implement CCA, SDG&E must be prepared
nonetheless. Based on recent examples of CCAs becoming active in California, it seems entirely possible that a CCA
could be implemented within two years after commencing its feasibility study. Thus, SDG&E believes that it is necessary
to start the work on the upgrades to its systems now to be ready to serve a CCA within the six-month period discussed
above.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 3. Mandated

Workpaper Group: 00831N - PT14065 CCA - Community Choice Aggregation
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 3. Mandated

Workpaper Group:  00831N - PT14065 CCA - Community Choice Aggregation
Workpaper Detail: 00831N.001 - Community Choice Aggregation

In-Service Date: 12/31/2015
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 1,370 0
Non-Labor 0 0 0
NSE 0 0 0
Total (] 1,370 (]
FTE 0.0 13.4 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 3. Mandated

Workpaper Group:  00831N - PT14065 CCA - Community Choice Aggregation
Workpaper Detail: 00831N.002 - CCA - Customer Choice Aggregation

In-Service Date: 12/31/2015
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 587 0
Non-Labor 0 0 0
NSE 0 0 0
Total 0 587 0
FTE 0.0 5.8 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 3. Mandated

Workpaper Group:  00831N - PT14065 CCA - Community Choice Aggregation
Workpaper Detail: 00831N.003 - CCA - Customer Choice Aggregation

In-Service Date: 12/31/2015
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 666 0
Non-Labor 0 0 0
NSE 0 0 0
Total 0 666 0
FTE 0.0 7.5 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00831.0

Category: B. CS - Operations, Information, and Technologies
Category-Sub: 3. Mandated

Workpaper Group:  00831N - PT14065 CCA - Community Choice Aggregation
Workpaper Detail: 00831N.004 - CCA - Customer Choice Aggregation

In-Service Date: 12/31/2015
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 327 0
Non-Labor 0 0 0
NSE 0 0 0
Total 0 327 0
FTE 0.0 3.2 0.0

Note: Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
Page 76 of 502
















































San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 03851.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 03851E - PT13018 SDG&E WebLogic Integration

Forecast Methodology:

Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

Non-Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 03851.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 03851E - PT13018 SDG&E WebLogic Integration
Workpaper Detail: 03851E.001 - SDG&E WebLogic Integration

In-Service Date: 10/31/2014
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 220 0 0
Non-Labor 74 0 0
NSE 0 0 0
Total 294 (] 0
FTE 2.2 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 08869.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group:  08869A - PT11018 SDGE WAN REBUILD PHASE IV

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 135 0 0
Non-Labor Zero-Based 0 0 0 0 0 592 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 727 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 1.3 0.0 0.0

Business Purpose:

The new systems delivered by WAN Rebuild 2010 (phase Ill) and this project (SDGE WAN Rebuild Phase V) will be
capable of more efficient use of expensive transport (circuits), enable capacity upgrades as required (additional cost), and
provide network flexibility in support of major programs.

Physical Description:

Provide capacity to support 2011 OpEx CBM go-live sites / services scheduled through 2nd Quarter 2012 (24 sites) using a
combination of leased and private circuits.

Deploy 24 SRX240 new routers for CBM

Upgrade / Deploy 20 Metro-E circuits

Upgrade routers to OS 10.4.R3 and further implementation of Traffic Engineering and QOS attributes to support efficient
traffic management

Implement 3 DVM radio upgrades using the current standard Aviat hardware.

Retire the legacy Passport and SONET Nortel network (11 nodes) based on recommendations from design work underway
(a single homogenous network)

Deploy 10 “ruggedized” routers for sites where environmental condition dictate

Project Justification:

The project will deploy the incremental capacity upgrades required to support the OpEx CBM, retire SONET Nortel network,
upgrade end-of-life MW hardware which has served Sempra for nearly 15 years, and increase the efficiency of managing the
network through software enhancements and technologies to remotely manage devices. The new systems delivered by
WAN Rebuild 2010 (phase IIl) and this project (SDGE WAN Rebuild Phase 1V) will be capable of more efficient use of
expensive transport (circuits), enable capacity upgrades as required (additional cost), and provide network flexibility in
support of major programs.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 08869.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group:  08869A - PT11018 SDGE WAN REBUILD PHASE IV

Forecast Methodology:

Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

Non-Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 08869.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 08869A - PT11018 SDGE WAN REBUILD PHASE IV
Workpaper Detail: 08869A.001 - SDGE WAN REBUILD PHASE IV

In-Service Date: 12/31/2014
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 135 0 0
Non-Labor 592 0 0
NSE 0 0 0
Total 727 0 0
FTE 1.3 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00829.0

Category: G. Information Technology
Category-Sub: 3. Mandated

Workpaper Group: 00829D - PT14036 SDGE Downtown SCADA

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 228 143 0
Non-Labor Zero-Based 0 0 0 0 0 2,092 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 2,320 143 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 2.2 1.4 0.0

Business Purpose:

The new SCADA Sysytem will provide increased capacity, increased accessibility, eliminate dependency on current HQ
based system, and allow long-term flexibility of the physical location of HQ.

Physical Description:

Removal of the SCADA System from HQ will require redesign and upgrading of the existing system in the downtown area.
The redesign and upgrade will incorporate a fiber optic backbone, supportin a multi node fiber rings, with full redundancy &
sub-second recovery.

Project Justification:

The current SCADA Communications System in Downtown San Diego must be removed from Sempra HQ. We will evaluate
a complete reconfiguration of the SCADA system. This project will install and configure a new backbone network for the
existing SCADA ingrastructure in downtown San Diego.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00829.0

Category: G. Information Technology
Category-Sub: 3. Mandated

Workpaper Group: 00829D - PT14036 SDGE Downtown SCADA

Forecast Methodology:

Labor - Zero-Based

Project proceeding as expected, trenching, real estate conflicts, and all work being performed at night.

Non-Labor - Zero-Based

Project proceeding as expected, trenching, real estate conflicts, and all work being performed at night.

NSE - Zero-Based

N/A

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
Page 374 of 502



San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Beginning of Workpaper Sub Details for
Workpaper Group 00829D

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
Page 375 of 502



San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00829.0

Category: G. Information Technology

Category-Sub: 3. Mandated

Workpaper Group: 00829D - PT14036 SDGE Downtown SCADA

Workpaper Detail: 00829D.001 - The current SCADA Communications System in Downtown San Diego must be removed from Se
In-Service Date: 01/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 228 143 0
Non-Labor 2,092 0 0
NSE 0 0 0
Total 2,320 143 0
FTE 2.2 1.4 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00833.0

Category: G. Information Technology
Category-Sub: 3. Mandated

Workpaper Group:  00833S - PT13017 CISCO DATA RETENTION

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 119 0 0
Non-Labor Zero-Based 0 0 0 0 0 20 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 139 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 1.2 0.0 0.0

Business Purpose:

According to California Civil Code Section 1798.81 and CPUC restrictions on data retention, covered entities must retain
customer information for only as long as necessary to fulfill purposes consented to by their customers. California Civil Code
requires organizations to securely dispose of personal information when it is no longer required by the business. This
project also supports a management corrective action item to satisfy internal audit 12-131.3 (Customer Data Privacy).

Physical Description:

Identifying the specific length of retention per CISCO table.
Ability to retain data necessary for financial reporting where necessary.
Ability to report the data to be purged prior to the final purge.

Project Justification:

Data is retained indefinitely on CISCO, which may contravene retention commitments and justifiable business purpose.
There is currently 14 years worth of customer data contained in CISCO. The implications of inaccurate communication of
personal information warrants retention practices in order to meet published notices and meet PUC requirements.

Scope includes the need to establish appropriate legal and business definitions for customer data retention. Comply with
our published privacy statement to keep customer information only for as long as necessary to serve and handle matters
like billing disputes, inquiries and system planning. Retention periods vary based upon the specific circumstances and
business needs, but will most typically be three to ten years.

Establish the technical capabilities to manage the purging of customer data over a specific number of years per CISCO
table.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00833.0

Category: G. Information Technology
Category-Sub: 3. Mandated

Workpaper Group:  00833S - PT13017 CISCO DATA RETENTION

Forecast Methodology:

Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

Non-Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00833.0

Category: G. Information Technology
Category-Sub: 3. Mandated

Workpaper Group: ~ 00833S - PT13017 CISCO DATA RETENTION
Workpaper Detail: 00833S.001 - CISCO DATA RETENTION

In-Service Date: 03/31/2014
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 119 0 0
Non-Labor 20 0 0
NSE 0 0 0
Total 139 0 0
FTE 1.2 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 03851.0

Category: G. Information Technology
Category-Sub: 4. Business Optimization

Workpaper Group: 03851C - PT0460 IT Financial Planning

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 189 0
Non-Labor Zero-Based 0 0 0 0 0 0 800 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 989 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 1.9 0.0

Business Purpose:

More consistent O&C reporting for actuals, budgets, outlooks and long range planning. Ability to track changes in
forecasts and perform ad hoc analysis.

Physical Description:

The system will have a central repository with web based reporting and drill down capability for all IT O&M outlooks and
actuals. The system will have the ability to simulate and track multiple scenarios with one set of centralized outlook
loaders. Shared service and net O&M reporting will track shared service allocations and overhead loaders from beginnning
to end with sending and receiving cost centers. This information will be presented for budgeting in a meaningful manner.

Project Justification:

Annual budgets and monthly O&C costs are entered into SAP once per year. Outlooks are created twice per year with
annual plans completed manually in Excel. Monthly reporting does not incorporate shared service allocations. The
process is manually intensive with data adjusted and formatted to meet the reporting requirements.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 03851.0

Category: G. Information Technology
Category-Sub: 4. Business Optimization

Workpaper Group: 03851C - PT0460 IT Financial Planning
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 03851.0

Category: G. Information Technology

Category-Sub: 4. Business Optimization

Workpaper Group: 03851C - PT0460 IT Financial Planning

Workpaper Detail: 03851C.001 - Annual budgets and monthly O&C costs are entered into SAP once per year. Outlooks are
In-Service Date: 12/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 189 0
Non-Labor 0 800 0
NSE 0 0 0
Total 0 989 0
FTE 0.0 1.9 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10874.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10874A - PT12052 SDGE GRID COMMUNICATIONS SYSTEM (SGCS)

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 603 0 0
Non-Labor Zero-Based 0 0 0 0 0 22,145 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 22,748 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 5.9 0.0 0.0

Business Purpose:

Electric T&D has undertaken various SmartGrid initiatives aimed at automating various operations previously performed via
manual inspection. Process automation requires new and updated telecommunications to carry field asset status back to
the Data Center. Options for fulfilling the varied monitoring requirements of key field assets will be investigated and
implemented.

Physical Description:

Program scope will consist of implementing telecommunications in four areas: 1) Low Power Communications Network, 2)
Substation Communications, 3) Field Broadband Connections, 4) SCADA Optimization. These varied solutions should
provide needed telecommunications for current, as well as additional future initiatives.

Project Justification:

Field workers currently performing manual inspections will be freed up to perform other more critical tasks. With automated
processes, company may be able to avoid potential fines and penalties that could result from undetected or untimely
discovery of problems. New systems will provide capacity for some additional SmartGrid initiatives in the future.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10874.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10874A - PT12052 SDGE GRID COMMUNICATIONS SYSTEM (SGCS)
Forecast Methodology:

Labor - Zero-Based

Project is currently in process and forecast is based on current assumptions.

Non-Labor - Zero-Based

Project is currently in process and forecast is based on current assumptions.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10874.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10874A - PT12052 SDGE GRID COMMUNICATIONS SYSTEM (SGCS)
Workpaper Detail: ~ 10874A.001 - SDGE GRID COMMUNICATIONS SYSTEM (SGCS)
In-Service Date: 12/31/2014

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 603 0 0
Non-Labor 22,145 0 0
NSE 0 0 0
Total T 22748 0 0
FTE 5.9 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875A - Smart Grid Critical Infrastructure Cybercity

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 221 0 0
Non-Labor Zero-Based 0 0 0 0 0 1,261 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 1,482 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 21 0.0 0.0

Business Purpose:

Strategic partnerships to monetize the use of the critical infrastructure cybercity

Ability to train targeted personnel in a real world SCADA training environment using real world scenarios

Greater ability for SDGE to react, respond, and recover from a cyber security incident

Limit potential damage a cyber security incident could have on the electric or gas grid

Ability to establish an industry leading cybersecurity training program for system critical infrastructure operators and
cybersecurity professionals across the nation

Ability to conduct advanced training for SDGE Cybersecurity resources in a simulated SCADA/ICS environment to develop
better competencies

Physical Description:

The main objective of this project is to deliver a critical infrastructure cybercity environment comprised of a virtualized model
of San Diego like critical infrastructure assets and systems. The backend hardware and communication systems will host
small scale SCADA systems controlling the model city’s power generation plants, electric and gas transmission and
distribution infrastructure, water treatment facilities, hospitals, banks, transit facilities, retail shops, and even the city’s
residential homes. A number of real world cybersecurity attack scenarios on the city’s gas and electric systems will be
developed in order to provide a environment for SDGE’s grid operators, Information Security team, and Corporate Security
personnel to execute SDGE'’s incident response plans and activities. This will not only build proficiencies for front line
SDGE responders, but also refine SDGE'’s cybersecurity response plans/procedures to minimize potential areas of
weakness or concern.

The overall vision includes making this new SDGE training environment a SCADA operator and Cybersecurity
regional/national training hub. The plan includes establishing strategic partnerships and building multiple revenue streams
from the use of this specialized training environment. Various training organizations, critical infrastructure operators,
universities, government agencies, or other entities could then leverage this environment to provide services. This training
environment provides SDGE an opportunity to become a national leader in SCADA operator cybersecurity training, SCADA
offensive and defensive cybersecurity training, and cybersecurity incident response training.

Project Justification:

The ability to react, respond, and recover from an cybersecurity attack is crucial to maintaining the security and reliability of
the electric grid. On the front lines of this battle our SDGE'’s Electric Transmission and Distribution electric operators,
Corporate Security operators, and various members of Information Security’s incident response team. Currently SDGE
does not have an environment aimed to allow these critical resources to prepare and practice SDGE's identification,
response, reaction, and recover processes/procedures to a serious cybersecurity incident.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875A - Smart Grid Critical Infrastructure Cybercity
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875A - Smart Grid Critical Infrastructure Cybercity

Workpaper Detail: 10875A.001 - The ability to react, respond, and recover from an cybersecurity attack is crucial to m
In-Service Date: 12/31/2014

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 176 0 0
Non-Labor 1,008 0 0
NSE 0 0 0
Total T 1184 0 0
FTE 1.7 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875A - Smart Grid Critical Infrastructure Cybercity

Workpaper Detail: 10875A.002 - The ability to react, respond, and recover from an cybersecurity attack is crucial to m
In-Service Date: 12/31/2014

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 45 0 0
Non-Labor 253 0 0
NSE 0 0 0
Total 298 0 0
FTE 0.4 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875B - Smart Grid Cybersecurity Training Environment

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 238 0 0
Non-Labor Zero-Based 0 0 0 0 0 1,203 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 1,441 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 23 0.0 0.0

Business Purpose:

The ability to react, respond, and recover from an cybersecurity attack is crucial to maintaining the security and reliability of
the electric grid. On the front lines of this battle our SDGE'’s Electric Transmission and Distribution electric operators,
Corporate Security operators, members of Information Security’s incident response team. Currently SDGE does not have a
formalized cyber security training course or environment aimed to educate SDGE'’s first responders to properly react,
respond, and recover from a serious cybersecurity incident.

Physical Description:

The main objective of this project is to deliver a cybersecurity training environment comprised of a virtualized model of San
Diego. The backend hardware and communication systems will host small scale SCADA systems controlling the model
city’s power generation plants, electric and gas transmission and distribution infrastructure, water treatment facilities,
hospitals, banks, transit facilities, retail shops, and even the city’s residential homes. A number of real world cybersecurity
attack scenarios on the city’s gas and electric systems will be developed in order to provide a training environment for
SDGE'’s grid operators, Information Security team, and Corporate Security personnel to execute SDGE'’s incident response
plans and activities. This will not only build proficiencies for front line SDGE responders, but also refine SDGE’s
cybersecurity response plans/procedures to minimize potential areas of weakness or concern.

The overall vision includes making this new SDGE training environment a SCADA operator and Cybersecurity
regional/national training hub. The plan includes establishing strategic partnerships and building multiple revenue streams
from the use of this specialized training environment. Various training organizations, critical infrastructure operators,
universities, government agencies, or other entities could then leverage this environment to provide services. This training
environment provides SDGE an opportunity to become a national leader in SCADA operator cybersecurity training, SCADA
offensive and defensive cybersecurity training, and cybersecurity incident response training. Delivering a cutting edge
training environment like this would not only improve SDGE’s ability to detect, respond, and recover from a cybersecurity
incident but also assist professionals around the nation/world

Project Justification:

Strategic partnerships to monetize the use of the training environment

Ability to train targeted personnel in a real world SCADA training environment using real world scenarios

Greater ability for SDGE to react, respond, and recover from a cyber security incident

Limit potential damage a cyber security incident could have on the electric or gas grid

Ability to establish an industry leading cybersecurity training program for system critical infrastructure operators and
cybersecurity professionals across the nation

Ability to conduct advanced training for SDGE Cybersecurity resources in a simulated SCADA/ICS environment to develop
better competencies

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875B - Smart Grid Cybersecurity Training Environment
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875B - Smart Grid Cybersecurity Training Environment

Workpaper Detail: 10875B.001 - The ability to react, respond, and recover from an cybersecurity attack is crucial to m
In-Service Date: 12/31/2014

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 238 0 0
Non-Labor 1,203 0 0
NSE 0 0 0
Total m 0 0
FTE 23 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875C - Smart Grid DIIS Phase 2

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 90 0 0
Non-Labor Zero-Based 0 0 0 0 0 0 0
NSE Zero-Based 0 0 0 0 0 0 0
Total 0 0 0 0 0 90 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.9 0.0 0.0

Business Purpose:

The DIIS Phase 2 project will build functionalities to track and provision multiple programs including Rule 21 (Advanced
Energy Storage, Fuel Cells, and Biogas), Wholesale Distribution Access Tariff (WDAT), and Electric Vehicles (EV),
building on top of the Net Energy Metering (NEM) functionalities built in phase 1. DIIS will provide analytical tools and
reporting functionality for customer-owned generation as well as electric vehicle assets on SDG&E’s electric network.

Physical Description:

Accessibility- The system shall provide users access to information and functionality, as defined by users matrix.

Auditing, Reporting— The system shall be able to produce a list of all provisioned users, and their access permission, a list
of changes made to the application data, and all log messages will be forwarded to Sempra’s Enterprise Log Monitoring.
Availability- The System shall be available 24/7/365, except during planned outages, however the SLA shall be 6 am — 6 pm
Monday through Friday

Capacity- The system shall be able to handle 50 total users and 10 concurrent users (beyond phase 1 totals)
Compatibility- The System shall meet Usability requirements on common browsers and user devices for external users
(Android browsers, apple browsers, google chrome, firefox. Internal users will be supported in |IE 8)

Concurrency- The system shall deliver Optimistic Concurrency control on all database write operations.

Documentation- The system shall meet all the documentation requirements mentioned in the detailed requirements
documents.

Efficiency- The system shall prevent consuming the limit of database connections, web server connections, memory, and
CPU.

Error Handling- The system shall meet the error handling requirements.

Maintainability- The system shall meet the maintainability requirements described the detailed non-functional requirements.

Project Justification:

CPUC Electric Rule 21 — Electric Rule 21 is a tariff that describes the interconnection, operating, and metering
requirements for generation facilities to be connected to a utility’s distribution system, over which the California Public
Utilities Commission (CPUC) has jurisdiction. Penalties for non-compliance may be levied.

CPUC Alternative Fuel Vehicle OIR D.11-07-029 — AFV OIR D.11-07-029 establishes policies to overcome barriers to
Electric Vehicle deployment and compliance. Penalties for non-compliance may be levied.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875C - Smart Grid DIIS Phase 2
Forecast Methodology:

Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

Non-Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 10875C - Smart Grid DIIS Phase 2
Workpaper Detail: 10875C.001 - Smart Grid DIIS Phase 2
In-Service Date: 03/31/2014

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 90 0 0
Non-Labor 0 0
NSE 0 0
Total 90 0 0
FTE 0.9 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875D - Smart Grid - Security Compliance Management Phase 1

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 80 0 0
Non-Labor Zero-Based 0 0 0 0 0 46 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 126 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.8 0.0 0.0

Business Purpose:

Implement an industry preferred software solution designed to managed Enterprise Risk and Compliance process and
workflow. Additionally, the solution will provide a centralized capability for threat/vulnerability, risk and compliance tracking
and reporting.

Physical Description:

Ensure the company is able to satisfy current and future legal and security requirements.

Reduce risk related to legal and security non-compliance.

Align risk treatment responsibility with company internal financial accounting rules.

Eliminate follow-on audit deficiencies related to threat and vulnerability management program deficiencies.
Assist with the remediation of risks identified in the Information Security Risk Assessments (PCl and Customer Privacy).
Consolidate ISISC processes for control implementation and ongoing compliance activities.

Reduce duplicate compliance management efforts.

Provide a near real time view of security compliance across all company business units.

Automate trend analysis and reporting for analysts and decision makers.

Automate security compliance management workflows (requests, approvals, attestation and risk treatment).
Position IT to provide an extensible enterprise solution for risk and compliance activities.

Project Justification:

In support of SDG&E’s smart grid efforts, the ISISC department will deploy a solution to ensure that privacy, security and
compliance objectives are accomplished with the introduction of Smart Grid process and technology. Currently,

compliance objectives are accomplished via a combination independent and non-integrated control workbooks (over 10) and
de-centralized processes. Because of the decentralized approach, the ISISC department cannot track cyber risk effectively
across departments and compliance is a point in time snapshot based on a manual process for quarterly attestation, which
results in random controls being tested only one a quarter. The Compliance Management project will implement a
software solution that will consolidate numerous compliance workbooks (PCI, SOX, Customer Privacy) as well as the
information security requirements into a unified control framework; implement process within the software to manage and
report on security incidents, threats and vulnerabilities. The lack of an effective and scalable threat and vulnerability tracking
solution was originally identified as an audit issue during the smart meter project, but is actually a broader enterprise issue.
ISISC conducted a recent security assessments of both customer privacy controls and Payment Card Industry Controls.
Both assessments identified numerous high level risks (43 for Customer Privacy) (9 for PCI Merchant Level 3) that can be
attributed to the existing company approach to compliance activities.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875D - Smart Grid - Security Compliance Management Phase 1
Forecast Methodology:

Labor - Zero-Based

Project was completed March 2014.

Non-Labor - Zero-Based

Project was completed March 2014.

NSE - Zero-Based

N/A

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
Page 410 of 502



San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Beginning of Workpaper Sub Details for
Workpaper Group 10875D

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
Page 411 of 502



San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875D - Smart Grid - Security Compliance Management Phase 1
Workpaper Detail: 10875D.001 - Smart Grid - Security Compliance Management Phase 1
In-Service Date: 03/31/2014

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 80 0 0
Non-Labor 46 0 0
NSE 0 0 0
Total 126 0 0
FTE 0.8 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875E - Smart Grid - Substation Security

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 69 0 0
Non-Labor Zero-Based 0 0 0 0 0 375 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 444 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.7 0.0 0.0

Business Purpose:

The purpose of this phase of the project is to enhance a number of unlicensed and unused security capabilities on the
deployed substation/field gateways and build the supporting infrastructure required to integrate these new capabilities into
SDGE'’s established Smart Grid security, controls, and processes such as Smart Logging Infrastructure, RSA, Security
Incident and Event Monitoring, and Security Compliance Manager. These new security capabilities would be specifically for
Smart Grid and Electric Transmission/Distribution intelligent electronic devices (IEDs) residing on TCP/IP networks. As
SDGE slowly moves away from legacy serial communications to TCP/IP based communications, the security capabilities
provided by this project will give Information Security and SDGE assets owners preventative and detective controls to better
defend against the threats associated with TCP/IP field area networks.

Physical Description:

System must have the ability to allow simultaneous software/firmware upgrades for multiple substations and field gateways
System must have the ability to alert when configuration or firmware changes are made to IEDs
System must have the ability to manage passwords for IEDS

Project Justification:

Field assets and intelligent electronic devices are not compliant with SDGE’s password standards. This project would allow
field asset owners to comply with SDGE’s password and configuration standards and provide the necessary technical
capabilities to meet future regulatory requirements (NERC CIP or NIST’s emerging critical infrastructure security
framework)

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875E - Smart Grid - Substation Security
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 10875E - Smart Grid - Substation Security
Workpaper Detail: 10875E.001 - Smart Grid - Substation Security
In-Service Date: 03/31/2014

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 69 0 0
Non-Labor 375 0 0
NSE 0 0 0
Total T am 0 0
FTE 0.7 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875F - Smart Grid - Threat Intelligence

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 98 0 0
Non-Labor Zero-Based 0 0 0 0 0 41 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 139 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 1.0 0.0 0.0

Business Purpose:

IT has limited capabilities in technology, process, and people to gather specific information about new threats and
vulnerabilities relevant to Smart Grid technologies currently being deployed. Smart Grid Threat Intelligence project
enhances our threat monitoring, analyzing, and disseminating capabilities. This project will provide the resources
necessary to enable the IT Threat and Vulnerability Management team (TVM) to detect, deter, and respond to emerging
threats to Smart Grid infrastructure to ensure the integrity and availability of electric transmission, electric distribution, and
Smart Grid systems.

The Smart Grid Threat Intelligence solution and processes will integrate directly with the Archer system being implemented
by the Smart Grid SCM project. This will allow a seamless integration with SCM Archer modules for reporting and provides
access to this information to end users (alerting / notification).

The technology, processes, and services provided by this project, are necessary to address the increasing need to protect
Smart Grid systems against the increasing cyber security threats.

Physical Description:

Threat intelligence gathering that may impact on integrity or availability of Smart Grid infrastructure.
Provide indicators of compromised Smart Grid systems.

Report generation for intelligence and vulnerability alerts.
Implement automated controls for monitoring and responding to Smart Grid cyber threats

Provide threat intelligence for:

Cyber related attacks against the Smart Grid infrastructure
Malware trends

Zero day attacks

Misuse of company name

Provide behavioral monitoring and indicators allowing IS TVM team to investigate for signs of compromised systems

Project Justification:

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875F - Smart Grid - Threat Intelligence

Information Security policy framework requires systems be implemented to secure the Smart Grid, SCADA, and mission
critical infrastructure from cyber attack.

Smart Grid Deployment Plan (SGDP) states SDG&E will “evolve our existing security capabilities to detect, alert, and
respond to new Smart Grid cyber and physical threats (pg. 149).”

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875F - Smart Grid - Threat Intelligence
Forecast Methodology:

Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

Non-Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 10875F - Smart Grid - Threat Intelligence
Workpaper Detail: 10875F.001 - Smart Grid - Threat Intelligence
In-Service Date: 03/31/2014

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 98 0 0
Non-Labor 41 0 0
NSE 0 0 0
Total 139 0 0
FTE 1.0 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875G - Smart Grid Field Area Secure Device Monitoring and Management

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 120 228
Non-Labor Zero-Based 0 0 0 0 0 0 945 1,575
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 1,065 1,803
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 1.2 2.2

Business Purpose:

As cybersecurity threats continue to increase, critical infrastructure operations need to ensure they can protect against and
quickly respond to any threats. The goal of this project is to provide SDG&E the ability to detect, respond, and mitigate
security vulnerabilities or risks at the Smart Grid component level.

Physical Description:

This project will deploy technologies focused on monitoring the security health of Smart Grid Intelligent Electronic Devices
(IEDs). In the event the security health changes, this technology will have the ablitiy to quaratine and minimize potential
impact to SDG&E's Smart Grid and Electric Transmission and Distribution enviornments.

Project Justification:

Gain abilities to monitor and manage the security health of device controlling the electric grid, quarantine potentially
compromised IEDs and increased reliability, trust, and resiliency from the IEDs

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875G - Smart Grid Field Area Secure Device Monitoring and Management
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875G - Smart Grid Field Area Secure Device Monitoring and Management
Workpaper Detail: 10875G.001 - Smart Grid Field Area Secure Device Monitoring and Management
In-Service Date: 02/28/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 120 30
Non-Labor 0 945
NSE 0 0
Total 0 1,065 30
FTE 0.0 1.2 0.3

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875G - Smart Grid Field Area Secure Device Monitoring and Management
Workpaper Detail: 10875G.002 - Phase2

In-Service Date: 12/31/2016
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 198
Non-Labor 0 0 1,575
NSE 0 0 0
Total (] 0 1,773
FTE 0.0 0.0 1.9

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875H - Smart Grid Secure Distributed Network Protocol

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 109 168
Non-Labor Zero-Based 0 0 0 0 0 0 788 1,155
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 897 1,323
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 1.1 1.6

Business Purpose:

communications.

Currently our SCADA applications leverage a protocol DNP3 for communicating to remote terminal units (RTUs) and
intelligent electronic devices (IEDs) which has no built in security mechansims. This project is to enhance SDG&E's
capabilities to support IEEE's latest version of the DNP3 protocol 1815:2012. Included in this new version of the protocol is
a feature called Secure Authentication, which will allow SDG&E to properly authenticate and ensure integrity of the DNP3

Physical Description:

To enhance SDG&E's SCADA master systems, RTUs, and IEDs to support IEEE 1815:2012 (Secure DNP3). Included in
this effort will be setting up a secure DNP3 authority to issue proper certificate types and establishing a test environment.

Project Justification:

This project will created the ability to authenticate DNP3 communications, ensure integrity of DNP3 communications and
the ability to ensure vendors conform to the latest DNP3 standard

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875H - Smart Grid Secure Distributed Network Protocol
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875H - Smart Grid Secure Distributed Network Protocol
Workpaper Detail: 10875H.001 - Smart Grid Secure Distributed Network Protocol
In-Service Date: 12/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 109 0
Non-Labor 0 788 0
NSE 0 0 0
Total 0 897 0
FTE 0.0 1.1 0.0

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 10875H - Smart Grid Secure Distributed Network Protocol
Workpaper Detail: 10875H.002 - Phase2

In-Service Date: 12/31/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 168
Non-Labor 0 0 1,155
NSE 0 0 0
Total 0 0 1,323
FTE 0.0 0.0 1.6

Note: Totals may include rounding differences.
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Beginning of Workpaper Group
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San Diego Gas & Electric Company

2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 108751 - Smart Grid Security Incident and Event Management (SIEM)

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 109 109
Non-Labor Zero-Based 0 0 0 0 0 0 788 788
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 897 897
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 1.1 1.1

Business Purpose:

deployed by Smart Grid program

Expand the enterprise standard Security Incedent and Event Management systems to accommodate new infrastructure

Physical Description:

thresholds.

Purchase HA pair of Event Processors for processing and parsing of logs, increased storage of log data, increased EPS

Project Justification:

Ability to monitor and manage security elements impacting the Smart Grid

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 108751 - Smart Grid Security Incident and Event Management (SIEM)
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Beginning of Workpaper Sub Details for
Workpaper Group 10875l
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875l - Smart Grid Security Incident and Event Management (SIEM)
Workpaper Detail: 108751.001 - Smart Grid Security Incident and Event Management (SIEM)
In-Service Date: 12/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 109 0
Non-Labor 0 788 0
NSE 0 0 0
Total 0 897 0
FTE 0.0 1.1 0.0

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 108751 - Smart Grid Security Incident and Event Management (SIEM)
Workpaper Detail: 108751.002 - ph2

In-Service Date: 12/31/2016
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 109
Non-Labor 0 0 788
NSE 0 0 0
Total 0 0 897
FTE 0.0 0.0 1.1

Note: Totals may include rounding differences.
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Beginning of Workpaper Group
10875J - Smart Grid Substation Security In a Box
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Area:
Witness:
Budget Code:
Category:
Category-Sub:

Workpaper Group:

Summary of Results (Constant 2013 $ in 000s):

San Diego Gas & Electric Company

2016 GRC - APP
Capital Workpapers

INFORMATION TECHNOLOGY
Stephen J. Mikovits

10875.0
G. Information Technology

5. Integration with new Smart Grid Technology

10875J - Smart Grid Substation Security In a Box

Forecast Method

Adjusted Recorded

Adjusted Forecast

Years
Labor
Non-Labor
NSE
Total
FTE

Zero-Based
Zero-Based
Zero-Based

Zero-Based

2009 2010 2011 2012 2013 2014 2015 2016
0 0 0 0 0 0 109 142
0 0 0 0 0 0 788 1,208
0 0 0 0 0 0 0 0
0 0 0 0 0 0 897 1,350
0.0 0.0 0.0 0.0 0.0 0.0 1.1 1.4

Business Purpose:

networks.

As intelligence devices are being distributed throughout SDG&E's grid and residing within substation networks or wireless
field area networks, SDG&E must also distribute security technologies to protect these computing assets. The assets
being deployed in the field are evolving from simple hardware devices to hardened computing platforms running enterprise
class operating systems and software. SDG&E must extend security services into these new substation and field

Physical Description:

The scope of this project is to deploy a single device in a substation with the capabilities of providing multiple cyber
security functions in a disaggregated, discconnect, and/or low bandwidth scenario to all asset residing on a substation LAN
or field area network

Project Justification:

This project will created the ability to extend securtiy services to networks and assets outside of "CORP" network, provide
security services in a disaaggregated, disconnected, and/or low bandwidth scenarios
and assist in maintaining our security posture in remote or discconected sites

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875J - Smart Grid Substation Security In a Box
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 10875J - Smart Grid Substation Security In a Box
Workpaper Detail: 10875J.001 - Smart Grid Substation Security In a Box
In-Service Date: 12/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 109 0
Non-Labor 0 788 0
NSE 0 0 0
Total 0 897 0
FTE 0.0 1.1 0.0

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 10875J - Smart Grid Substation Security In a Box
Workpaper Detail: 108754.002 - ph2

In-Service Date: 12/31/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 142
Non-Labor 0 0 1,208
NSE 0 0 0
Total 0 0 1,350
FTE 0.0 0.0 14

Note: Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
Page 447 of 502



San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875K - Condition Based Maintenance Analytics

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast

Years 2009 2010 2011 2012 2013 2014 2015 2016

Labor Zero-Based 0 0 0 0 0 166 154 0

Non-Labor Zero-Based 0 0 0 0 0 1,790 869 0

NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 1,956 1,023 0

FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 1.6 1.6 0.0

Business Purpose:
This project will enhance the CBM network for substation transformers. The project will co-develop algorithms and data
analytics modules. All of this will provide better assessment of overall condition of a substation.

Physical Description:

Working with a collaboration, to develop loss of life caluclations and enhance prioritization of maintenance.

Project Justification:

Faliure prevention, Streamline maintenance and create accurate alerts and alarms, Ratepayer will benefit through improved
distribution efficiencies.

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875K - Condition Based Maintenance Analytics
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Beginning of Workpaper Sub Details for
Workpaper Group 10875K
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 10875K - Condition Based Maintenance Analytics
Workpaper Detail: 10875K.001 - Condition Based Maintenance Analytics
In-Service Date: 12/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 82 77 0
Non-Labor 1,790 869 0
NSE 0 0 0
Total 1,872 946 0
FTE 0.8 0.8 0.0

Note: Totals may include rounding differences.
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Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 10875K - Condition Based Maintenance Analytics
Workpaper Detail: 10875K.002 - Condition Based Maintenance Analytics
In-Service Date: 12/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 84 77 0
Non-Labor 0
NSE 0
Total Y - 7 0
FTE 0.8 0.8 0.0

Note: Totals may include rounding differences.
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Beginning of Workpaper Group
10875L - Smart Grid Data Analytics
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San Diego Gas & Electric Company

2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub:

Workpaper Group:

Summary of Results (Constant 2013 $ in 000s):

5. Integration with new Smart Grid Technology

10875L - Smart Grid Data Analytics

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 665 665
Non-Labor Zero-Based 0 0 0 0 0 0 1,464 1,464
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 2,129 2,129
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 6.6 6.6

Business Purpose:

The project will implement new data sources for the load forecasting process and for planning power flow analysis:
Weather Normalizing and Adverse Factors: Use historical weather data and weather models to determine weather
normalizing and adverse factors for each substation and circuit.

Net-metered PV Contribution: Determine the contribution from net-metered PV generation for each circuit, using installed
system nameplate capacities and output from nearby metered PV systems

Planning Power Flow Analysis: Feed Smart Meter data into SynerGEE, enabling the power flow analysis models to factor
in actual loads on a circuit rather than using connected kVA distribution loads on a circuit. Upgrade SynerGEE client
software to V5, which has better PV modeling and many other improvements. Deploy client workstations with a 64-bit OS

and additional RAM to speed up modeling

Physical Description:

Load forecasting uses per-substation factors calculated using data from up to 140+ weather stations

Algorithm is well-defined, calculations are automated and repeatable

Contribution from each net-metered PV system estimated as a variable percentage of system nameplate capacity.
Measured output and nameplate capacity of nearby metered PV systems used to calculate the contribution from
net-metered PV systems at any given point time.

Algorithm is well-defined, calculations are automated and repeatable

Spot loads located using GIS data

Remaining load distributed according to Smart Meter measured data (i.e., actual load)

SynerGEE version 5 client, workstations with 64-bit OS and more RAM

Project Justification:

Optimized capital capacity plant investment based on more accurate load forecasts and power flow analysis.

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875L - Smart Grid Data Analytics
Forecast Methodology:

Labor - Zero-Based

Based on internal labor quotations.

Non-Labor - Zero-Based

Based on vendor quotations.

NSE - Zero-Based

N/A
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 10875L - Smart Grid Data Analytics
Workpaper Detail: 10875L.001 - Smart Grid Data Analytics
In-Service Date: 12/31/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 333 333
Non-Labor 0 732 732
NSE 0 0 0
Total 0 1,065 1,065
FTE 0.0 3.3 3.3

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875L - Smart Grid Data Analytics
Workpaper Detail: 10875L.002 - Smart Grid Data Analytics

In-Service Date: 12/31/2016
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 332 332
Non-Labor 0 732 732
NSE 0 0 0
Total 0 1,064 1,064
FTE 0.0 3.3 3.3

Note: Totals may include rounding differences.
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Beginning of Workpaper Group
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Area:
Witness:
Budget Code:
Category:
Category-Sub:

Workpaper Group:

Summary of Results (Constant 2013 $ in 000s):

San Diego Gas & Electric Company

2016 GRC - APP
Capital Workpapers

INFORMATION TECHNOLOGY
Stephen J. Mikovits

10875.0
G. Information Technology

5. Integration with new Smart Grid Technology

10875M - Distributed Energy Resource Management (DERMS)

Forecast Method

Adjusted Recorded

Adjusted Forecast

Years
Labor
Non-Labor
NSE
Total
FTE

Zero-Based
Zero-Based
Zero-Based

Zero-Based

2009 2010 2011 2012 2013 2014 2015 2016
0 0 0 0 0 489 1,002 418
0 0 0 0 0 6,613 7,758 207
0 0 0 0 0 0 0 0
0 0 0 0 0 7,102 8,760 625
0.0 0.0 0.0 0.0 0.0 4.8 9.8 4.1

Business Purpose:

The project will optimize resource utilization in response to system operational events, enviromental and equiment
conditions (collectively reliability events), and market price conditions. DERMS includes several different, but integrated,
software components that incoporate advanced optimization algorithms to dispatch demand and supply side resources.

Physical Description:

Develop a primary enterprise-wide solution capable of monitoring, optimizing and dispatching utility, 3rd party and
customer-owned DER that interacts with microgrids and other DER controllers. Implement a price drive system
management model.

Project Justification:

Societal/Enviromental, Economic and Reliabilty and Stacking benefits. Other benefits: Quantify benefits matrix, Enable
installed DER to achieve their full potential benefits, Tax benefit for Self Developed SoftwarePotential for incremental
revenue streams

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875M - Distributed Energy Resource Management (DERMS)
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875M - Distributed Energy Resource Management (DERMS)
Workpaper Detail: 10875M.001 - Distributed Energy Resource Management (DERMS)
In-Service Date: 12/31/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 0
Non-Labor 6,613 7,758 207
NSE 0 0 0
Total 6,613 7,758 207
FTE 0.0 0.0 0.0

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875M - Distributed Energy Resource Management (DERMS)
Workpaper Detail: 10875M.002 - Distributed Energy Resource Management (DERMS)
In-Service Date: 12/31/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 489 1,002 418
Non-Labor 0 0 0
NSE 0 0 0
Total T T 1002 a8
FTE 4.8 9.8 4.1

Note: Totals may include rounding differences.
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Beginning of Workpaper Group
10875N - ADMS Phase 2
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Area:
Witness:
Budget Code:
Category:
Category-Sub:

Workpaper Group:

Summary of Results (Constant 2013 $ in 000s):

San Diego Gas & Electric Company

2016 GRC - APP
Capital Workpapers

INFORMATION TECHNOLOGY
Stephen J. Mikovits

10875.0
G. Information Technology

5. Integration with new Smart Grid Technology

10875N - ADMS Phase 2

Forecast Method

Adjusted Recorded

Adjusted Forecast

Years
Labor
Non-Labor
NSE
Total
FTE

Zero-Based
Zero-Based
Zero-Based

Zero-Based

2009 2010 2011 2012 2013 2014 2015 2016
0 0 0 0 0 1,456 535 0
0 0 0 0 0 2,342 485 0
0 0 0 0 0 0 0 0
0 0 0 0 0 3,798 1,020 0
0.0 0.0 0.0 0.0 0.0 14.3 5.2 0.0

Business Purpose:

The scope of this project is to implement a new version of NMS to support the integration of Distributed Energy Resoures
(DERSs) taking advantage of their capabilities and maintain/enhance Distribution Management System (DMS) functionality,
while maintaining current OMS/DMS integration and functionality.

Physical Description:

1. Upgrade and configure the latest version of NMS which integrates DERs into the power flow model
2. Refactor Custom Integration to work with the latest version of NMS
3. Modify integration to the FocalPoint ETL
4. Integration of SCADA Distpatch Training Simulator

ADMS Phase Il will implement the newest release of the NMS system taking advantage of the DERSs in its power flow
solution that will maintain/enhance the DMS functionalities. Furthermore, current NMS integrations will be refactored and a
new SCADA test simulator will be integrated. Here are the high level functional requirements for Phase IlI:

Project Justification:

The benefits from phase 2 of this project will be measured by improvements in reliability (SAIDI) and improvements in asset
utilization from the integration with distributed energy resources. SAIDI improvements will result from quicker determination
of fault location and development of plans to isolate the faulted area and restore customers. Improvements in asset
utilization will result from monitoring the system load during peak periods and transferring load to avoid exceeding
equipment limits. SCADA simulator will finally allow realistic testing and training of SCADA network. Improved reporting
performance will allow quicker outage and distribution management decisions and actions.

Note: Totals may include rounding differences.
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Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875N - ADMS Phase 2
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875N - ADMS Phase 2
Workpaper Detail: 10875N.001 - ADMS Phase 2

In-Service Date: 12/31/2015
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 1,456 535 0
Non-Labor 2,342 485 0
NSE 0 0 0
Total 3,798 1,020 (]
FTE 14.3 5.2 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 108750 - DRMS (Demand Response Management System) - Phase 1

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 461 692 0
Non-Labor Zero-Based 0 0 0 0 0 839 805 200
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 1,300 1,497 200
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 4.5 6.8 0.0

Business Purpose:

The Demand Response Portfolio consists of 11 programs which are currently managed under various different systems with
mainly manual processes. There is no single view of the portfolio in order to make well informed cost effective decisions for
demand response. Technology that has been deployed for HAN DR Programs adds to the proliferation of current system
footprint (DRCA, ecobee, OpenADR Server). DRCA is lacking functionality to send two-way DR signals, text messaging to
devices and price signals. The system does not allow for proactive monitoring and alerts on connectivity.

Physical Description:

The DRMS Project will enable the management of SDG&E’s entire demand response portfolio with the following integrated
capabilities: program management, enrollment, eligibility, device management, event management, forecasting,
settlement, analytics/reporting and workflow. The full project implementation for all programs will take 2-3 years to
complete with a phased approach. The first phase will implement functionality necessary to retire a high-cost application,
APX, automate manual processes for ongoing benefits and provide the functionality needed to send text messaging to
devices, two-way DR and prices signal and monitor device connectivity. The subsequent phases will cover the portfolio of
DR programs and add the additional integrations necessary for an enterprise solution.

Project Justification:

The additional functionality that the DRMS project offers is in alignment with CPUC orders to enable a retail market for

HAN, the long term procurement plan and CPUC Rule 32. Customers will reap the benefits of the Smart Meter investment
and experience the full functionality of the HAN devices available for purchase; participation in auto-DR programs with 2-way
communication of devices and having price information that will help educate/inform them on the current and future dynamic
rates. This integrated solution will provide a single view of the entire DR portfolio for more accurate forescasting.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 108750 - DRMS (Demand Response Management System) - Phase 1
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 108750 - DRMS (Demand Response Management System) - Phase 1
Workpaper Detail: 108750.001 - Demand Response Control Application (DRCA)
In-Service Date: 12/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 461 692 0
Non-Labor 420 403 0
NSE 0 0 0
Total 881 1,095 0
FTE 4.5 6.8 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 108750 - DRMS (Demand Response Management System) - Phase 1
Workpaper Detail: 108750.002 - Demand Response Control Application (DRCA)
In-Service Date: 12/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 0
Non-Labor 419 402 200
NSE 0 0 0
Total 419 402 200
FTE 0.0 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10877.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10877A - PT10018 Windows 7 Platform Replacement

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 38 0 0
Non-Labor Zero-Based 0 0 0 0 0 266 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 304 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.4 0.0 0.0

Business Purpose:

At the conclusion of the SDG&E Windows 7 Project, the SORT team approached us to upgrade the PCs that had opted
out of the regularly scheduled upgrade due to the incompatibility of the SORT application.

Physical Description:

the project was closing down.

Due to the fact that PC’s running SORT would not be upgraded through the project because they wouldn’t have the
remediation of that software for Windows 7 until end of 2014 or beginning of 2015. Fortunately, SORT compatibility issue
with Windows 7 was resolved by the end of 2013, but the timing was off to include it with the SDG&E Windows 7 project as

Project Justification:

By upgrading SORT machines using capital dollars under the SDG&E Windows 7 project, the company can avoid using
approximately $317,000 ($2,500 x 125) O&M dollars to fund the hardware, internal labors and vendor services.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10877.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10877A - PT10018 Windows 7 Platform Replacement
Forecast Methodology:

Labor - Zero-Based

Project was completed in 2Q of 2014.

Non-Labor - Zero-Based

Project was completed in 2Q of 2014.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10877.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 10877A - PT10018 Windows 7 Platform Replacement
Workpaper Detail: 10877A.001 - 2014 Platform Replacement

In-Service Date: 12/31/2014

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 38 0 0
Non-Labor 266 0 0
NSE 0 0 0
Total —304 0 0
FTE 0.4 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 11878.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 11878A - Smart Grid Network Anomaly Detection Business Case

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 121 121 121
Non-Labor Zero-Based 0 0 0 0 0 788 788 788
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 909 909 909
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 1.2 1.2 1.2

Business Purpose:

Scope for this first phase includes identification and evaluation of next generation network anomaly detection (NAD)
technologies capable of detecting anomalies / threats / attacks traversing SDG&E’s field area networks (FAN) and wide
area networks (WAN). The project will evaluate SDGE’s network topology and identify key WAN and FAN networks where
this NAD technology should be deployed, initially focusing on protecting critical networks and devices with the highest
potential exposure. The NAD system will be integrated with established Information Security systems such as log
management infrastructure and security incident and event monitoring solution so events and alerts can be viewed and
responded to by SDGE's Security Operations Center (SOC).

Physical Description:

Capability to capture and conduct forensic investigations or root cause analyses

Capability to detect anomalies and take appropriate action to reduce potential impacts

Capability for distribution operators to gain situational awareness to cyber security incidents within in distribution networks
in real time

Project Justification:

New capability to identify, respond and recover from a cyber incident in critical Smart Grid and SCADA networks.
Limit impact a cyber security incident on the electric grid.

Reduce recover times during a cyber security incident.

Leverage this new technology for future compliance requirements (such as NERC CIP v5 IDS requirements)

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 11878.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 11878A - Smart Grid Network Anomaly Detection Business Case
Forecast Methodology:

Labor - Zero-Based

Based on internal labor quotations.

Non-Labor - Zero-Based

Based on vendor estimates.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits
Budget Code: 11878.0
Category: G. Information Technology
Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 11878A - Smart Grid Network Anomaly Detection Business Case
Workpaper Detail: 11878A.001 - Phase 1
In-Service Date: 12/31/2014
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 13 0 0
Non-Labor 158 0 0
NSE 0 0 0
Total 171 0 0
FTE 0.1 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits
Budget Code: 11878.0
Category: G. Information Technology
Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 11878A - Smart Grid Network Anomaly Detection Business Case
Workpaper Detail: 11878A.002 - Phase 1
In-Service Date: 12/31/2014
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 108 0 0
Non-Labor 630 0 0
NSE 0 0 0
Total 738 0 0
FTE 1.1 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits
Budget Code: 11878.0
Category: G. Information Technology
Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 11878A - Smart Grid Network Anomaly Detection Business Case
Workpaper Detail: 11878A.003 - Phase 2
In-Service Date: 12/31/2015
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 13 0
Non-Labor 0 158 0
NSE 0 0 0
Total 0 171 0
FTE 0.0 0.1 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits
Budget Code: 11878.0
Category: G. Information Technology
Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 11878A - Smart Grid Network Anomaly Detection Business Case
Workpaper Detail: 11878A.004 - Phase 2
In-Service Date: 12/31/2015
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 108 0
Non-Labor 0 630 0
NSE 0 0 0
Total 0 738 0
FTE 0.0 1.1 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits
Budget Code: 11878.0
Category: G. Information Technology
Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 11878A - Smart Grid Network Anomaly Detection Business Case
Workpaper Detail: 11878A.005 - Phase 3
In-Service Date: 12/31/2016
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 13
Non-Labor 0 0 158
NSE 0 0 0
Total 0 0 171
FTE 0.0 0.0 0.1

Note: Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
Page 490 of 502



San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits
Budget Code: 11878.0
Category: G. Information Technology
Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 11878A - Smart Grid Network Anomaly Detection Business Case
Workpaper Detail: 11878A.006 - Phase 3
In-Service Date: 12/31/2016
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 108
Non-Labor 0 0 630
NSE 0 0 0
Total 0 0 738
FTE 0.0 0.0 1.1

Note: Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
Page 491 of 502



San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Beginning of Workpaper Group
11878C - Smart Grid Log Management

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
Page 492 of 502



Area:
Witness:
Budget Code:
Category:
Category-Sub:

Workpaper Group:

Summary of Results (Constant 2013 $ in 000s):

San Diego Gas & Electric Company

2016 GRC - APP
Capital Workpapers

INFORMATION TECHNOLOGY
Stephen J. Mikovits

11878.0
G. Information Technology

5. Integration with new Smart Grid Technology

11878C - Smart Grid Log Management

Forecast Method

Adjusted Recorded

Adjusted Forecast

Years
Labor
Non-Labor
NSE
Total
FTE

Zero-Based
Zero-Based
Zero-Based

Zero-Based

2009 2010 2011 2012 2013 2014 2015 2016
0 0 0 0 0 0 19 15
0 0 0 0 0 0 735 557
0 0 0 0 0 0 0 0
0 0 0 0 0 0 754 572
0.0 0.0 0.0 0.0 0.0 0.0 0.2 0.1

Business Purpose:

Expand centralized Log Management systems for new Smart Grid deployments

Physical Description:

Expand centralized Log Management systems for new Smart Grid deployments

Project Justification:

Expand centralized Log Management systems for new Smart Grid deployments

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 11878.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 11878C - Smart Grid Log Management
Forecast Methodology:

Labor - Zero-Based

Based on internal labor estimations

Non-Labor - Zero-Based

Based on vendor estimations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 11878.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 11878C - Smart Grid Log Management

Workpaper Detail: 11878C.001 - Expand centralized Log Management systems for new Smart Grid deployments
In-Service Date: 12/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 19 0
Non-Labor 0 735 0
NSE 0 0 0
Total 0 754 0
FTE 0.0 0.2 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 11878.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 11878C - Smart Grid Log Management

Workpaper Detail: 11878C.002 - Expand centralized Log Management systems for new Smart Grid deployments
In-Service Date: 12/31/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 15
Non-Labor 0 0 557
NSE 0 0 0
Total 0 0 572
FTE 0.0 0.0 0.1

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 11878.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 11878D - Smart Grid Field Network Access Control

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 0 53
Non-Labor Zero-Based 0 0 0 0 0 0 0 420
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 0 473
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.5

Business Purpose:

This project will implement Network Access Control (NAC) technology within sub-stations and remote facilities where a
higher risk of unauthorized devices connected to the control systems exist. Typically, these facilities are located in remote
areas not staffed by field technicians and have a higher risk of break ins. NAC technology will allow Information Security
(IS) analysts to monitor the control system networks at these facilities and identify when new devices are connected or
attempting to connect. The technology then allows the analyst to make a decision as to whether the connection should be
allowed or rejected.

Physical Description:

This project will implement Network Access Control (NAC) technology within sub-stations and remote facilities where a
higher risk of unauthorized devices connected to the control systems exist.

Project Justification:

These facilities are located in remote areas not staffed by field technicians and have a higher risk of break ins. NAC
technology will allow Information Security (IS) analysts to monitor the control system networks at these facilities and
identify when new devices are connected or attempting to connect. The technology then allows the analyst to make a
decision as to whether the connection should be allowed or rejected.

Note: Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP/Witness: S. Mikovits
Page 499 of 502




San Diego Gas & Electric Company
2016 GRC - APP
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 11878.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 11878D - Smart Grid Field Network Access Control
Forecast Methodology:

Labor - Zero-Based

Forecast based on internal labor hour estimates

Non-Labor - Zero-Based

Forecast based on historical vendor estimates

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 11878.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 11878D - Smart Grid Field Network Access Control
Workpaper Detail: 11878D.001 - Smart Grid Field Network Access Control
In-Service Date: 12/31/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 53
Non-Labor 0 0 420
NSE 0 0 0
Total 0 (] 473
FTE 0.0 0.0 0.5

Note: Totals may include rounding differences.
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