


























San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00833.0

Category: F. Procurement

Category-Sub: 3. Mandated

Workpaper Group: 00833E - PT16002 E&FP 2016 CAISO Mandates
Workpaper Detail: 00833E.002 - E&FP 2014-2015 CAISO Mandates

In-Service Date: 12/31/2014
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 96 0 0
Non-Labor 358 0 0
NSE 0 0 0
Total Y 0 0
FTE 0.9 0.0 0.0

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00833.0

Category: F. Procurement

Category-Sub: 3. Mandated

Workpaper Group: 00833E - PT16002 E&FP 2016 CAISO Mandates
Workpaper Detail: 00833E.003 - E&FP 2014-2015 CAISO Mandates

In-Service Date: 12/31/2014
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 0
Non-Labor 100 0 0
NSE 0 0 0
Total 100 0 0
FTE 0.0 0.0 0.0

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00833.0

Category: F. Procurement

Category-Sub: 3. Mandated

Workpaper Group: 00833E - PT16002 E&FP 2016 CAISO Mandates
Workpaper Detail: 00833E.004 - E&FP 2014-2015 CAISO Mandates

In-Service Date: 12/31/2015
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 293 0
Non-Labor 0 75 0
NSE 0 0 0
Total 0 368 0
FTE 0.0 2.9 0.0

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00833.0

Category: F. Procurement

Category-Sub: 3. Mandated

Workpaper Group: 00833E - PT16002 E&FP 2016 CAISO Mandates
Workpaper Detail: 00833E.005 - E&FP 2014-2015 CAISO Mandates

In-Service Date: 12/31/2015
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 0
Non-Labor 0 75 0
NSE 0 0 0
Total 0 75 0
FTE 0.0 0.0 0.0

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Beginning of Workpaper Group
03851G - PT13027 E&FP Spring 2014 CAISO Mandates
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San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 03851.0

Category: F. Procurement

Category-Sub: 3. Mandated

Workpaper Group: 03851G - PT13027 E&FP Spring 2014 CAISO Mandates

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 199 0 0
Non-Labor Zero-Based 0 0 0 0 0 938 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 1,137 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 2.0 0.0 0.0

Business Purpose:

«Implement CAISO mandated changes (required to maintain participation in CAISO, or subject to large penalties)
*Forecasting system changes will improve the accuracy of load numbers which drives down ratepayer cost.
*Reduction of exposure to imbalance market through enhancements to the dispatch position system

Physical Description:

CAISO will implement a new 15-minute scheduling option in the real-time market to comply with FERC Order No. 764,
which requires us to offer intra-hourly scheduling on our portfolio. We will also be implementing financially binding 15-minute
economic bids, which will optimize the integration of variable energy resources (VERs) and address other identified market
inefficiencies.

Because of the change to 15-minute scheduling and bidding, a new PCI software release is required. As well, existing

excel tools utilized for load forecast system and dispatch position system and bidding templates will have to be enhanced

or replaced to comply with the CAISO initiative 764.

Project Justification:

SDG&E must comply with the CAISO changes made as a result of FERC order 764 in order to be a scheduling coordinator
at the CAISO. The CAISO will start to release the technical specifications for the change on 9/11/2013.
The CAISO release date is May 1, 2014.

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 03851.0

Category: F. Procurement

Category-Sub: 3. Mandated

Workpaper Group: 03851G - PT13027 E&FP Spring 2014 CAISO Mandates

Forecast Methodology:

Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

Non-Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

NSE - Zero-Based

N/A
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San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Beginning of Workpaper Sub Details for
Workpaper Group 03851G

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP-R/Witness: S. Mikovits
Page 285 of 502



San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 03851.0

Category: F. Procurement

Category-Sub: 3. Mandated

Workpaper Group: 03851G - PT13027 E&FP Spring 2014 CAISO Mandates
Workpaper Detail: 03851G.001 - E&FP Spring 2014 CAISO Mandates

In-Service Date: 12/31/2014
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 199 0 0
Non-Labor 391 0 0
NSE 0 0 0
Total 590 0 0
FTE 2.0 0.0 0.0

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 03851.0

Category: F. Procurement

Category-Sub: 3. Mandated

Workpaper Group: 03851G - PT13027 E&FP Spring 2014 CAISO Mandates
Workpaper Detail: 03851G.002 - E&FP Spring 2014 CAISO Mandates

In-Service Date: 12/31/2014
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 0
Non-Labor 472 0 0
NSE 0 0 0
Total —472 0 0
FTE 0.0 0.0 0.0

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 03851.0

Category: F. Procurement

Category-Sub: 3. Mandated

Workpaper Group: 03851G - PT13027 E&FP Spring 2014 CAISO Mandates
Workpaper Detail: 03851G.003 - E&FP Spring 2014 CAISO Mandates

In-Service Date: 12/31/2014
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 0
Non-Labor 75 0 0
NSE 0 0 0
Total 75 0 0
FTE 0.0 0.0 0.0

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits
Category: G. Information Technology
Workpaper: VARIOUS
Summary for Category: G. Information Technology
In 2013$ (000)
Adjusted-Recorded Adjusted-Forecast
2013 2014 [ 2015 | 2016
Labor 0 5,179 4,632 2,445
Non-Labor 0 44,544 21,471 12,718
NSE 0 0 0 0
Total 0 49,723 26,103 15,163
FTE 0.0 50.7 458 24.1
00817A PT14031 SDG&E Data Warehouse Upgrade
Labor 0 0 0 104
Non-Labor 0 0 0 1,425
NSE 0 0 0 0
Total 0 0 0 1,529
FTE 0.0 0.0 0.0 1.0
00817B PT15003 SDGE Desktop Hardware Refresh
Labor 0 0 156 284
Non-Labor 0 0 2,028 2,200
NSE 0 0 0 0
Total 0 0 2,184 2,484
FTE 0.0 0.0 15 2.8
00827A PT14032 SDG&E SCADA Log Management Expansion
Labor 0 22 0 0
Non-Labor 0 735 0 0
NSE 0 0 0 0
Total 0 757 0 0
FTE 0.0 0.2 0.0 0.0
00827B PT14045 Generation IS Equipment Refresh
Labor 0 54 0 0
Non-Labor 0 275 0 0
NSE 0 0 0 0
Total 0 329 0 0
FTE 0.0 0.5 0.0 0.0
00827C PT15001 Remote Server Rooms
Labor 0 0 26 26
Non-Labor 0 0 132 132
NSE 0 0 0 0
Total 0 0 158 158
FTE 0.0 0.0 0.3 0.3

Note: Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP-R/Witness: S. Mikovits

Page 289 of 502




San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Category: G. Information Technology
Workpaper: VARIOUS

In 2013$ (000)

Adjusted-Recorded

Adjusted-Forecast

2013 2014 [ 2015 [ 2016
00827D PT15005 SDGE Video-enabled Collaboration Room Upgrade
Labor 0 0 105 0
Non-Labor 0 0 290 0
NSE 0 0 0 0
Total 0 0 395 (]
FTE 0.0 0.0 1.0 0.0
00829B PT14034 SDGE CI Small Cap Projects
Labor 0 0 0 0
Non-Labor 0 380 380 380
NSE 0 0 0 0
Total 0 380 380 380
FTE 0.0 0.0 0.0 0.0
00829C PT14035 2014 SDG&E Microwave Upgrade and Enhancement
Labor 0 52 149 88
Non-Labor 0 0 810 0
NSE 0 0 0 0
Total 0 52 959 88
FTE 0.0 0.5 1.5 0.9
00829E PT14038 Mobile Command Trailer Enhancement
Labor 0 95 32 0
Non-Labor 0 446 116 0
NSE 0 0 0 0
Total 0 541 148 (]
FTE 0.0 0.9 0.3 0.0
00829F PT13014 SDGE LAND MOBILE RADIO
Labor 0 103 0 0
Non-Labor 0 1,471 0 0
NSE 0 0 0 0
Total 0 1,574 (] (]
FTE 0.0 1.0 0.0 0.0
00829G PT14004 SDGE SCADA Log Management
Labor 0 21 0 0
Non-Labor 0 750 0 0
NSE 0 0 0 0
Total 0 771 0 0
FTE 0.0 0.2 0.0 0.0
00833C PT15008 Service Order Routing Technology (SORT) Upgrade
Labor 0 0 57 24
Non-Labor 0 0 440 219
NSE 0 0 0 0
Total 0 0 497 243
FTE 0.0 0.0 0.6 0.3

Note: Totals may include rounding differences.
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Area:
Witness:
Category:
Workpaper:

San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

INFORMATION TECHNOLOGY
Stephen J. Mikovits

G. Information Technology
VARIOUS

In 2013$ (000)

Adjusted-Recorded

Adjusted-Forecast

2013 2014 [ 2015 [ 2016
00835A PT14021 PostgreSQL OpenSource DBMS
Labor 0 0 140 0
Non-Labor 0 0 262 0
NSE 0 0 0 0
Total 0 0 402 0
FTE 0.0 0.0 1.4 0.0
03851E PT13018 SDG&E WebLogic Integration
Labor 0 220 0 0
Non-Labor 0 74 0 0
NSE 0 0 0 0
Total 0 294 (] (]
FTE 0.0 2.2 0.0 0.0
08869A PT11018 SDGE WAN REBUILD PHASE IV
Labor 0 135 0 0
Non-Labor 0 592 0 0
NSE 0 0 0 0
Total 0 727 (] (]
FTE 0.0 1.3 0.0 0.0
00829D PT14036 SDGE Downtown SCADA
Labor 0 228 143 0
Non-Labor 0 2,092 0 0
NSE 0 0 0 0
Total 0 2,320 143 (]
FTE 0.0 2.2 1.4 0.0
00833S PT13017 CISCO DATA RETENTION
Labor 0 119 0 0
Non-Labor 0 20 0 0
NSE 0 0 0 0
Total 0 139 (] (]
FTE 0.0 1.2 0.0 0.0
03851C PT0460 IT Financial Planning
Labor 0 0 189 0
Non-Labor 0 0 800 0
NSE 0 0 0 0
Total 0 0 989 (]
FTE 0.0 0.0 1.9 0.0
10874A PT12052 SDGE GRID COMMUNICATIONS SYSTEM (SGCS)
Labor 0 603 0 0
Non-Labor 0 22,145 0 0
NSE 0 0 0 0
Total 0 22,748 (] (]
FTE 0.0 5.9 0.0 .0

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits
Category: G. Information Technology
Workpaper: VARIOUS
In 2013$ (000)
Adjusted-Recorded Adjusted-Forecast
2013 2014 | 2015 | 2016
10875A Smart Grid Critical Infrastructure Cybercity
Labor 0 221 0 0
Non-Labor 0 1,261 0 0
NSE 0 0 0 0
Total 0 1,482 0 0
FTE 0.0 2.1 0.0 0.0
10875B Smart Grid Cybersecurity Training Environment
Labor 0 238 0 0
Non-Labor 0 1,203 0 0
NSE 0 0 0 0
Total 0 1,441 (] (]
FTE 0.0 23 0.0 0.0
10875C Smart Grid DIIS Phase 2
Labor 0 90 0 0
Non-Labor 0 0 0 0
NSE 0 0 0 0
Total 0 90 0 0
FTE 0.0 0.9 0.0 0.0
10875D Smart Grid - Security Compliance Management Phase 1
Labor 0 80 0 0
Non-Labor 0 46 0 0
NSE 0 0 0 0
Total 0 126 0 0
FTE 0.0 0.8 0.0 0.0
10875E Smart Grid - Substation Security
Labor 0 69 0 0
Non-Labor 0 375 0 0
NSE 0 0 0 0
Total 0 444 (] (]
FTE 0.0 0.7 0.0 0.0
10875F Smart Grid - Threat Intelligence
Labor 0 98 0 0
Non-Labor 0 41 0 0
NSE 0 0 0 0
Total 0 139 0 0
FTE 0.0 1.0 0.0 0.0
10875G Smart Grid Field Area Secure Device Monitoring and Management
Labor 0 0 120 228
Non-Labor 0 0 945 1,575
NSE 0 0 0 0
Total 0 0 1,065 1,803
FTE 0.0 0.0 1.2 22

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company

2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Category: G. Information Technology
Workpaper: VARIOUS

In 2013$ (000)

Adjusted-Recorded

Adjusted-Forecast

2013 2014 [ 2015 [ 2016
10875H Smart Grid Secure Distributed Network Protocol
Labor 0 0 109 168
Non-Labor 0 0 788 1,155
NSE 0 0 0 0
Total 0 0 897 1,323
FTE 0.0 0.0 1.1 1.6
10875l Smart Grid Security Incident and Event Management (SIEM)
Labor 0 0 109 109
Non-Labor 0 0 788 788
NSE 0 0 0 0
Total 0 0 897 897
FTE 0.0 0.0 1.1 1.1
10875J Smart Grid Substation Security In a Box
Labor 0 0 109 142
Non-Labor 0 0 788 1,208
NSE 0 0 0 0
Total 0 0 897 1,350
FTE 0.0 0.0 1.1 1.4
10875K Condition Based Maintenance Analytics
Labor 0 166 154 0
Non-Labor 0 1,790 869 0
NSE 0 0 0 0
Total 0 1,956 1,023 (]
FTE 0.0 1.6 1.6 0.0
10875L Smart Grid Data Analytics
Labor 0 0 665 665
Non-Labor 0 0 1,464 1,464
NSE 0 0 0 0
Total 0 0 2,129 2,129
FTE 0.0 0.0 6.6 6.6
10875M Distributed Energy Resource Management (DERMS)
Labor 0 489 1,002 418
Non-Labor 0 6,613 7,758 207
NSE 0 0 0 0
Total 0 7,102 8,760 625
FTE 0.0 4.8 9.8 4.1
10875N ADMS Phase 2
Labor 0 1,456 535 0
Non-Labor 0 2,342 485 0
NSE 0 0 0 0
Total 0 3,798 1,020 (]
FTE 0.0 14.3 5.2 0.0

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits
Category: G. Information Technology
Workpaper: VARIOUS
In 2013$ (000)
Adjusted-Recorded Adjusted-Forecast
2013 2014 | 2015 | 2016
108750 DRMS (Demand Response Management System) - Phase 1
Labor 0 461 692 0
Non-Labor 0 839 805 200
NSE 0 0 0 0
Total 0 1,300 1,497 200
FTE 0.0 4.5 6.8 0.0
10877A PT10018 Windows 7 Platform Replacement
Labor 0 38 0 0
Non-Labor 0 266 0 0
NSE 0 0 0 0
Total 0 304 (] (]
FTE 0.0 0.4 0.0 0.0
11878A Smart Grid Network Anomaly Detection Business Case
Labor 0 121 121 121
Non-Labor 0 788 788 788
NSE 0 0 0 0
Total 0 909 909 909
FTE 0.0 1.2 1.2 1.2
11878C Smart Grid Log Management
Labor 0 0 19 15
Non-Labor 0 0 735 557
NSE 0 0 0 0
Total 0 0 754 572
FTE 0.0 0.0 0.2 0.1
11878D Smart Grid Field Network Access Control
Labor 0 0 0 53
Non-Labor 0 0 0 420
NSE 0 0 0 0
Total 0 0 (] 473
FTE 0.0 0.0 0.0 0.5

Note: Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP-R/Witness: S. Mikovits

Page 294 of 502




San Diego Gas & Electric Company
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Capital Workpapers

Beginning of Workpaper Group
00817A - PT14031 SDG&E Data Warehouse Upgrade
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San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00817.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00817A - PT14031 SDG&E Data Warehouse Upgrade

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 0 104
Non-Labor Zero-Based 0 0 0 0 0 0 0 1,425
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 0 1,529
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 0.0 1.0

Business Purpose:

Upgrade and consolidate servers supporting the SDG&E Data Warehouses which contain customer data, meter read data,
and engineering data, as well as upgrading the servers and software running the Informatica application.

Physical Description:

Project will spend >$500K in off-the-shelf software products for the construction of the upgraded environments (Dev, QA, &
Prod). Project is focused on upgrading infrastructure and the Informatica application software, and the upgrade and
consolidation of three current production Data Warehouse environments to a single instance. Project will also ensure that
all existing reports & processes are functional in the new environment.

Project Justification:

Existing Infrastructure supporting Data Warehouse is over 6 years old. Demand on the systems has resulted in degraded
performance with nightly data loads, and the age of the infrastructure presents an increased risk of significant unplanned
down time due to component failure, as well as continued issues with responsiveness for clients using this system for
Meter Revenue Projection and Transformer Load Analysis on a daily basis. To address these issues, this project proposes
to replace hardware and upgrade Informatica to the current release (9.x), upgrade all Informatica Workflows and ETL
Processes, and consolidate the instances of CISCO, SMart Meter, and Engineering Data Warehouses.

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00817.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00817A - PT14031 SDG&E Data Warehouse Upgrade

Forecast Methodology:

Labor - Zero-Based

Estimate based on vendor quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Beginning of Workpaper Sub Details for
Workpaper Group 00817A
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San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00817.0

Category: G. Information Technology

Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00817A - PT14031 SDG&E Data Warehouse Upgrade

Workpaper Detail: 00817A.001 - Existing Infrastructure supporting Data Warehouse is over 6 years old. Demand on the s
In-Service Date: 11/30/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 104
Non-Labor 0 0 1,425
NSE 0 0 0
Total 0 0 1,529
FTE 0.0 0.0 1.0

Note: Totals may include rounding differences.
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Beginning of Workpaper Group
00817B - PT15003 SDGE Desktop Hardware Refresh
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San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00817.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00817B - PT15003 SDGE Desktop Hardware Refresh

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast

Years 2009 2010 2011 2012 2013 2014 2015 2016

Labor Zero-Based 0 0 0 0 0 0 156 284

Non-Labor Zero-Based 0 0 0 0 0 0 2,028 2,200

NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 2,184 2,484

FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 1.5 2.8

Business Purpose:
Proactively replace roughly 4800 desktops and laptops starting in 2015 . Evaluate business requirements and ensure the
final product meets or exceeds them.

Physical Description:

Proactively replace roughly 4800 desktops and laptops

Project Justification:

Sempra’s laptops and desktop have a useful life cycle of five years. After five years of service they will be out of warranty
and no longer fit for their intended purpose. As well the asset will not have the technical capability to meet the businesses
needs and out of warranty failures are expected to exceed 10% a year. It's common for spare parts to not be available from
the manufacture after the devices fifth year of age so, it's possible that repair may not be feasible for failed assets older
than 5 years.

A hardware refresh program should be investigated as a proactive solution to the above concerns. Once an asset reaches
its’ fifth year of service it should be proactive replaced to ensure the business has an asset fit for purpose and to mitigate

as many failures as possible to reduce impact on production.

Note: Totals may include rounding differences.
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San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00817.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00817B - PT15003 SDGE Desktop Hardware Refresh

Forecast Methodology:

Labor - Zero-Based

Estimate based on vendor quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Capital Workpapers

Beginning of Workpaper Sub Details for
Workpaper Group 00817B
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San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00817.0

Category: G. Information Technology

Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00817B - PT15003 SDGE Desktop Hardware Refresh

Workpaper Detail: 00817B.001 - Sempra’s laptops and desktop have a useful life cycle of five years. After five years o
In-Service Date: Not Applicable

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 156 284
Non-Labor 0 2,028 2,200
NSE 0 0 0
Total 0 2,184 2,484
FTE 0.0 1.5 2.8

Note: Totals may include rounding differences.
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Capital Workpapers

Beginning of Workpaper Group
00827A - PT14032 SDG&E SCADA Log Management Expansion
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Area:

Witness:
Budget Code:
Category:
Category-Sub:
Workpaper Gro

Summary of Results (Constant 2013 $ in 000s):

San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

INFORMATION TECHNOLOGY
Stephen J. Mikovits

00827.0
G. Information Technology
1. Technical Obsolescence
up: 00827A - PT14032 SDG&E SCADA Log Management Expansion

Forecast Method

Adjusted Recorded

Adjusted Forecast

Years
Labor
Non-Labor
NSE
Total
FTE

Zero-Based
Zero-Based
Zero-Based

Zero-Based

2009 2010 2011 2014 2015 2016
0 0 0 0 0 22 0 0
0 0 0 0 0 735 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 757 0 0
0.0 0.0 0.0 .0 .0 0.2 0.0 0.0

Business Purpose:

Expand existing Splunk log management infrastructure to adrress Audit MCA releating to SDGE SCADA systems.

Physical Description:

Purchase 2 servers, 32TB SAN storage, incremental Splunk licensing.

Project Justification:

Expand existing Splunk log management infrastructure to adrress Audit MCA releating to SDGE SCADA systems.

Note: Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP-R/Witness: S. Mikovits

Page 306 of 502




San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00827.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00827A - PT14032 SDG&E SCADA Log Management Expansion
Forecast Methodology:

Labor - Zero-Based

Estimate based on vendor quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00827.0

Category: G. Information Technology

Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00827A - PT14032 SDG&E SCADA Log Management Expansion

Workpaper Detail: 00827A.001 - Expand existing Splunk log management infrastructure to adrress Audit MCA releating to
In-Service Date: 04/30/2014

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 22 0 0
Non-Labor 735 0 0
NSE 0 0 0
Total 757 0 0
FTE 0.2 0.0 0.0

Note: Totals may include rounding differences.
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Area:

Witness:
Budget Code:
Category:
Category-Sub:
Workpaper Gro

Summary of Results (Constant 2013 $ in 000s):

San Diego Gas & Electric Company

2016 GRC - REVISED
Capital Workpapers

INFORMATION TECHNOLOGY
Stephen J. Mikovits

00827.0
G. Information Technology
1. Technical Obsolescence

up: 00827B - PT14045 Generation IS Equipment Refresh

Forecast Method

Adjusted Recorded

Adjusted Forecast

Years
Labor
Non-Labor
NSE
Total
FTE

Zero-Based
Zero-Based
Zero-Based

Zero-Based

2009 2010 2011 2012 2013 2014 2015 2016
0 0 0 0 0 54 0 0
0 0 0 0 0 275 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 329 0 0
0.0 0.0 0.0 0.0 0.0 0.5 0.0 0.0

Business Purpose:

infrastructure.

The IS/IT equipment supporting the security of the Palomar Energy Center (PEC) and Miramar Energy Facility (MEF)
control centers are End-of-Life and End-of-Support. This project will evalute options and alternatives for updating that

Physical Description:

The replacement of Information Security Managed Firewalls (4), Intrusion Prevention Devices (4), Jump Server (2) and
Routers (replaced with firewalls) protecting the control networks at the PEC and MEF sites.

Project Justification:

infrastructure.

The IS/IT equipment supporting the security of the Palomar Energy Center (PEC) and Miramar Energy Facility (MEF)
control centers are End-of-Life and End-of-Support. This project will evalute options and alternatives for updating that

Note: Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP-R/Witness: S. Mikovits

Page 311 of 502




San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00827.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00827B - PT14045 Generation IS Equipment Refresh

Forecast Methodology:

Labor - Zero-Based

The project will leverage existing product standards and company contract agreements

Non-Labor - Zero-Based

The project will leverage existing product standards and company contract agreements

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00827.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00827B - PT14045 Generation IS Equipment Refresh
Workpaper Detail: 00827B.001 - Generation IS Equipment Refresh

In-Service Date: 06/30/2014
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 54 0 0
Non-Labor 275 0 0
NSE 0 0 0
Total 329 0 0
FTE 0.5 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00827.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00827C - PT15001 Remote Server Rooms

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 26 26
Non-Labor Zero-Based 0 0 0 0 0 0 132 132
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 158 158
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 0.3 0.3

Business Purpose:

This project will fund physical and small scale computing infrastructure for computing facilities located in the field. These
locations include construction offices, operating bases, substations and other locations were the compute performance
requirements or data collection indicate installation of local converged computing infrastructure.

Physical Description:

Physical and small scale computing infrastructure

Project Justification:

This project will fund physical and small scale computing infrastructure for computing facilities located in the field. These
locations include construction offices, operating bases, substations and other locations were the compute performance
requirements or data collection indicate installation of local converged computing infrastructure.

Note: Totals may include rounding differences.
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Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00827.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00827C - PT15001 Remote Server Rooms

Forecast Methodology:

Labor - Zero-Based

Estimate based on vendor quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00827.0

Category: G. Information Technology

Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00827C - PT15001 Remote Server Rooms

Workpaper Detail: 00827C.001 - This project will fund physical and small scale computing infrastructure for computing
In-Service Date: 12/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 26 0
Non-Labor 0 132 0
NSE 0 0 0
Total 0 158 0
FTE 0.0 0.3 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00827.0

Category: G. Information Technology

Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00827C - PT15001 Remote Server Rooms

Workpaper Detail: 00827C.002 - This project will fund physical and small scale computing infrastructure for computing
In-Service Date: 12/31/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 26
Non-Labor 0 0 132
NSE 0 0 0
Total 0 0 158
FTE 0.0 0.0 0.3

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00827.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00827D - PT15005 SDGE Video-enabled Collaboration Room Upgrade

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 105 0
Non-Labor Zero-Based 0 0 0 0 0 0 290 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 395 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 1.0 0.0

Business Purpose:

Productive client interactions between geographically distant conf rooms; travel time/expense avoidance for employees;
integrations with mobile users; framework to allow collaboration with external entities.

Physical Description:

The scope will include infrastructure to upgrade the video conferencing equipment in ~30 SDGE video conferencing rooms.
The new equipment will integrate with existing and proposed solutions (Lync and TelePresence).

Project Justification:

Sempra's current video conferencing enabled rooms (Polycom not TelePresence) have outdated equipment that is out of
support, out of warranty and difficult to use. This project will implement a solution to manage these devices.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00827.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00827D - PT15005 SDGE Video-enabled Collaboration Room Upgrade
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Based on general HW list price estimates

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00827.0

Category: G. Information Technology

Category-Sub: 1. Technical Obsolescence

Workpaper Group: ~ 00827D - PT15005 SDGE Video-enabled Collaboration Room Upgrade

Workpaper Detail: 00827D.001 - Sempra's current video conferencing enabled rooms (Polycom not TelePresence) have outda
In-Service Date: 06/30/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 105 0
Non-Labor 0 290 0
NSE 0 0 0
Total 0 395 0
FTE 0.0 1.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00829.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00829B - PT14034 SDGE CI Small Cap Projects

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 0 0
Non-Labor Zero-Based 0 0 0 0 0 380 380 380
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 380 380 380
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

Business Purpose:

Maintain and improve CI service and network reliability, and enhance our ability to recover from damage to our fiber optics
cable plant.

Physical Description:

Scope will include purchases of small capital assets under $75,000. Purchase examples can included but are not limited to
fiber optics test sets used to locate breaks and identify problem areas, installation of Operational Status Displays in areas
occupied by Computing Infrastructure engineers, crash kit for NAS, blade servers and other Cl service objectives to be
determined and prioritized.

Project Justification:

Multiple SDGE Small Cap projects for covering business customer operational issues, safety, network improvements,
faster service delivery, collaboration, and innovation.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00829.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00829B - PT14034 SDGE CI Small Cap Projects

Forecast Methodology:

Labor - Zero-Based

N/A

Non-Labor - Zero-Based

Based on general HW list price estimates

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00829.0

Category: G. Information Technology

Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00829B - PT14034 SDGE CI Small Cap Projects

Workpaper Detail: 00829B.001 - Multiple SDGE Small Cap projects covering business customer operational issues, safety,
In-Service Date: Not Applicable

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 0
Non-Labor 380 380 380
NSE 0 0 0
Total 380 380 380
FTE 0.0 0.0 0.0

Note: Totals may include rounding differences.
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Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00829.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00829C - PT14035 2014 SDG&E Microwave Upgrade and Enhancement

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 52 149 88
Non-Labor Zero-Based 0 0 0 0 0 0 810
NSE Zero-Based 0 0 0 0 0 0 0
Total 0 0 0 0 0 52 959 88
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.5 1.5 0.9

Business Purpose:

1. Reduce outages to existing links due over utilization for corporate locations utilizing microwave backhauls
2. Reduce the amount of spare parts due to standardization of microwave hardware
3. Provide more optionsfor business unit applications due to increased capacity

Physical Description:

1. Replace older hardware to provide supportability, increased bandwidth and enhanced security
2. Add capacity to existing links to provide stability to corporate and substation networks

3. Where possible add new microwave links to replace existing leased line circuits

4. Establish a microwave ring to provide redundant paths for the core network

Project Justification:

To expand the microwave coverage, add security features, and add capacity to existing links for future growth on the
corporate and substation networks. Currently we have a number of links that are at capacity with some suffering
performance issues, along with the aging hardware it is becoming difficult to obtain replacement parts. Identify existing
leased line circuits that could be migrated to microwave to reduce O&M expenditures.

Note: Totals may include rounding differences.
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Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00829.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00829C - PT14035 2014 SDG&E Microwave Upgrade and Enhancement
Forecast Methodology:

Labor - Zero-Based

Based on current upgrade work that is being performed

Non-Labor - Zero-Based

Based on current upgrade work that is being performed

NSE - Zero-Based

N/A
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Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00829.0

Category: G. Information Technology

Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00829C - PT14035 2014 SDG&E Microwave Upgrade and Enhancement

Workpaper Detail: 00829C.001 - To expand the microwave coverage add security features and add capacity to existing |
In-Service Date: 12/31/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 52 149 88
Non-Labor 0 810
NSE 0 0
Total T 52 T 959 T g8
FTE 0.5 1.5 0.9

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00829.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00829E - PT14038 Mobile Command Trailer Enhancement

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 95 32 0
Non-Labor Zero-Based 0 0 0 0 0 446 116 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 541 148 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.9 0.3 0.0

Business Purpose:

1. WAN Connectivity: These trailers may be deployed anywhere at any time — potentially even out of the SDG&E and
SoCalGas service territories. As such, it is critical that quality, high-speed connectivity be established and maintained
throughout the deployment which may be days or even weeks 2. The trailers are often deployed in remote areas where
travel time limits remote support capabilities. Significant delays do occur waiting for technical support to be dispatched and
arriving onsite Solution: Develop remote management capabilities that include provisioning visibility to the onboard system
as well as connectivity that could work in the event of WAN problems 3. Currently, an All-in-One printer provides on-board
capability. However, each user laptop must be configured to point to the printer. Field personnel also want the capability of
generating full-size prints Solution: Thoroughly analyze current configurations, develop a technical solution to operability
and provide large format printing capability. 4. It is unclear what the expected performance from the Riverbed appliances will
be. Since a variety of WAN connections may be used, some with fairly limited bandwidth, the most efficient use of the
connection is needed Solution: Develop and implement the most efficient acceleration and bandwidth management solution
available

Physical Description:

Enhancements to alleviate work by reducing on-site support and provide high-speed connectivity throughout the deployment
allowing field personel quickier access to information. These would include enhancements to (1) WAN Connectivity (2)
Network Acceleration (3) Remote Management (4) Printing

Project Justification:

A fully functional command, control and communications mobile facility supporting a wide variety of field operations.

Note: Totals may include rounding differences.
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Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00829.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00829E - PT14038 Mobile Command Trailer Enhancement

Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Based on general HW list price estimates

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00829.0

Category: G. Information Technology

Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00829E - PT14038 Mobile Command Trailer Enhancement

Workpaper Detail: 00829E.001 - A fully functional command control and communications mobile facility supporting a wid
In-Service Date: 01/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 95 32 0
Non-Labor 446 116 0
NSE 0 0 0
Total T s T 18 0
FTE 0.9 0.3 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00829.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: ~ 00829F - PT13014 SDGE LAND MOBILE RADIO

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 103 0 0
Non-Labor Zero-Based 0 0 0 0 0 1,471 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 1,574 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 1.0 0.0 0.0

Business Purpose:

Provide field personnel with access to a reliable means of wireless radio communication and allows for the replacement of
failed field equipment to be upgraded.

Physical Description:

Existing core controller is at vendor end of life; IT needs to upgrade existing core controller to provide a high level of
availability and supportability.

Project Justification:

Since 2000, SDG&E has built and operated a Motorola private tactical field mobile voice radio system to manage
mission-critical day-to-day operations, ensure field personnel safety, as well as respond during emergency situations. As
demonstrated during the 2007 wildfires and the September 8, 2011 outage, this system represents the only reliable
communications method across SDG&E'’s service territory during such events when commercial services are not available.
With the system over 10 years old, vendor support for the current legacy platform is no longer available and neither are the
spare hardware accessories. With 2000 mobile subscriber units in the fleet and 56 dispatch console positions, it is
imperative that this legacy system be upgraded to a next generation and supported platform.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00829.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: ~ 00829F - PT13014 SDGE LAND MOBILE RADIO

Forecast Methodology:

Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

Non-Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00829.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: ~ 00829F - PT13014 SDGE LAND MOBILE RADIO
Workpaper Detail: 00829F.001 - SDGE LAND MOBILE RADIO

In-Service Date: 07/31/2014
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 103 0 0
Non-Labor 1,471 0 0
NSE 0 0 0
Total 1,574 0 0
FTE 1.0 0.0 0.0

Note: Totals may include rounding differences.
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Area:

Witness:
Budget Code:
Category:
Category-Sub:
Workpaper Gro

Summary of Results (Constant 2013 $ in 000s):

San Diego Gas & Electric Company

2016 GRC - REVISED
Capital Workpapers

INFORMATION TECHNOLOGY
Stephen J. Mikovits

00829.0
G. Information Technology
1. Technical Obsolescence

up: 00829G - PT14004 SDGE SCADA Log Management

Forecast Method

Adjusted Recorded

Adjusted Forecast

Years
Labor
Non-Labor
NSE
Total
FTE

Zero-Based
Zero-Based
Zero-Based

Zero-Based

2009 2010 2011 2012 2013 2014 2015 2016
0 0 0 0 0 21 0 0
0 0 0 0 0 750 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 771 0 0
0.0 0.0 0.0 0.0 0.0 0.2 0.0 0.0

Business Purpose:

configured.

This project will implement a new log management system for all SDGE Electric Distribution SCADA network and server
infrastructure that produce log information. This system will use established hardware and software product standards and
configuration which will include new servers, storage and Splunk licensing. This new log management system will monitor
all servers, workstations, and network devices in the SDGE Electric Distribution SCADA environment. Information Security
will be involved in the review and monitoring of logging configurations and determining that all systems are appropriately

Physical Description:

count

Integrate SDGE Electric Distribution Operations requirements into communications and notification process and
procedures and solution with existing security controls (SEIM, log management, etc.) to mitigate increase application

Project Justification:

The project will resolve and close Audit 13-230 MCA 1.D relating to SDGE Electric Distribution (SCADA) systems and will
create new capability to monitor logs and access controls for SDGE Distribution SCADA networks.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00829.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00829G - PT14004 SDGE SCADA Log Management

Forecast Methodology:

Labor - Zero-Based

Based on internal labor hours estimate to complete work

Non-Labor - Zero-Based

Based on vendor estimates

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00829.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: ~ 00829G - PT14004 SDGE SCADA Log Management
Workpaper Detail: 00829G.001 - SDGE SCADA Log Management

In-Service Date: 11/30/2014
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 21 0 0
Non-Labor 750 0 0
NSE 0 0 0
Total 771 0 0
FTE 0.2 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00833.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00833C - PT15008 Service Order Routing Technology (SORT) Upgrade

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 57 24
Non-Labor Zero-Based 0 0 0 0 0 0 440 219
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 497 243
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 0.6 0.3

Business Purpose:

Improvements in the hardware with automatic failover will make a more reliable system and will alleviate concern over long
outages to repair the system. Rewrite of the SOPE application that produces non-metered orders written in an obsolete
language (PowerBuilder) will become a maintainable application once again. Failover for Call Ahead will be implemented to
ensure continued customer notification by the service technicians. Redesign of the data flow in the reporting system will
allow improved reporting support for field management.

Physical Description:

The scope will be limited to the applications & hardware within the SORT system: SOPE, dispatch, mobile, Call Ahead,
reporting, etc. However, the scope of this project will not include the mobile devices.

Project Justification:

Aging hardware and the delay in SORT replacement project for the next few years, brings an increasing risk of system
failure. This project aims to mitigate risks and extend the life of this tier 1 application. This project will focus on those
areas that have been identified as the highest areas of risk leading to instability of the system, degrading of performance &
unreliability.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00833.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00833C - PT15008 Service Order Routing Technology (SORT) Upgrade
Forecast Methodology:

Labor - Zero-Based

Estimate based on vendor quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00833.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00833C - PT15008 Service Order Routing Technology (SORT) Upgrade
Workpaper Detail: 00833C.005 - The scope will be limited to the applications & hardware within the SORT system: SOPE

In-Service Date: 05/30/2016
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 46 19
Non-Labor 0 352 175
NSE 0 0 0
Total (] 398 194
FTE 0.0 0.5 0.2

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
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Budget Code: 00833.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00833C - PT15008 Service Order Routing Technology (SORT) Upgrade
Workpaper Detail: 00833C.006 - The scope will be limited to the applications & hardware within the SORT system: SOPE

In-Service Date: 05/30/2016
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 11 5
Non-Labor 0 88 44
NSE 0 0 0
Total 0 99 49
FTE 0.0 0.1 0.1

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00835.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00835A - PT14021 PostgreSQL OpenSource DBMS

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 140 0
Non-Labor Zero-Based 0 0 0 0 0 0 262 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 402 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 1.4 0.0

Business Purpose:

Bring cost benefit awareness to the business and IT of capability of mature open source solutions. Business and IT
realization of credible alternatives to Oracle that are significantly cheaper than Oracle Database and

Development of additional DBA skillsets

maintenance.Development of a methodology for future evaluations of other open source database alternatives (i.e. MySQL).

Physical Description:

Partner up with application teams to pilot three (3) application systems, new or existing, to run with PostgreSQL as
RDBMS. A set of three database environments will be setup and configured capable of handling Disaster Recovery, High
Availabilty, High-Transaction and Large Volume.

Project Justification:

This project seeks to build on the PostgreSQL Proof of Concept activity completed by the IT DBA Group in 2013. The
project purpose is to mature an open source RDBMS platform to rival Oracle's database position at Sempra. With a
mature PostgreSQL alternative, we will be able to achieve two significant objectives: 1) To offer a standard, open source
RDBMS technology that new and existing projects / applications can use with high confidence; 2) To drastically lower TCO
database costs through the shrinking or elimination of our Oracle database appetite

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00835.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00835A - PT14021 PostgreSQL OpenSource DBMS

Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00835.0

Category: G. Information Technology

Category-Sub: 1. Technical Obsolescence

Workpaper Group: 00835A - PT14021 PostgreSQL OpenSource DBMS

Workpaper Detail: 00835A.001 - Partner up with application teams to pilot three (3) application systems, new or existi
In-Service Date: 06/30/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 140 0
Non-Labor 0 262 0
NSE 0 0 0
Total 0 402 0
FTE 0.0 1.4 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 03851.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 03851E - PT13018 SDG&E WebLogic Integration

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 220 0 0
Non-Labor Zero-Based 0 0 0 0 0 74 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 294 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 2.2 0.0 0.0

Business Purpose:

Eliminate the risk of running our mission critical applications on an unsupported vendor product better position ourselves to
support business enhancements reduce risk of instability and potential outages, resulting in damaging our reputation with
our customers

Physical Description:

Smart Meter - Remote Connect Disconnect (RCDC), Load Side Voltage Check (LSVC), Remote Meter Configuration (RMC)
Outage Management System (OMS) and Distribution Management System (DMS)
SDGE Account Manager

Project Justification:

Oracle WebLogic Integration (WLI) platform is obsolete and lacking full vendor support since Oracle acquired BEA
WebLogic on April 29th 2008. Since that time there has been a staged reduction in support levels from Oracle, where today
we can no longer obtain software fixes for established defects. There are critical SDG&E system integration components
still running on WLI and we are aware of specific stability issues that have contributed to system failures, resulting in
outages and direct customer impacts. For as long as we continue to utilize WLI we be at risk of such outages and
damaging our reputation with our customers.

This project will migrate all integration components from WLI to Oracle Service Bus (OSB) and/or Oracle Business Process
Execution Language (BPEL) to provide a stable and fully supported platform for future projects and enhancements.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 03851.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 03851E - PT13018 SDG&E WebLogic Integration

Forecast Methodology:

Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

Non-Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 03851.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 03851E - PT13018 SDG&E WebLogic Integration
Workpaper Detail: 03851E.001 - SDG&E WebLogic Integration

In-Service Date: 10/31/2014
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 220 0 0
Non-Labor 74 0 0
NSE 0 0 0
Total —294 0 0
FTE 2.2 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 08869.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group:  08869A - PT11018 SDGE WAN REBUILD PHASE IV

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 135 0 0
Non-Labor Zero-Based 0 0 0 0 0 592 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 727 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 1.3 0.0 0.0

Business Purpose:

The new systems delivered by WAN Rebuild 2010 (phase Ill) and this project (SDGE WAN Rebuild Phase V) will be
capable of more efficient use of expensive transport (circuits), enable capacity upgrades as required (additional cost), and
provide network flexibility in support of major programs.

Physical Description:

Provide capacity to support 2011 OpEx CBM go-live sites / services scheduled through 2nd Quarter 2012 (24 sites) using a
combination of leased and private circuits.

Deploy 24 SRX240 new routers for CBM

Upgrade / Deploy 20 Metro-E circuits

Upgrade routers to OS 10.4.R3 and further implementation of Traffic Engineering and QOS attributes to support efficient
traffic management

Implement 3 DVM radio upgrades using the current standard Aviat hardware.

Retire the legacy Passport and SONET Nortel network (11 nodes) based on recommendations from design work underway
(a single homogenous network)

Deploy 10 “ruggedized” routers for sites where environmental condition dictate

Project Justification:

The project will deploy the incremental capacity upgrades required to support the OpEx CBM, retire SONET Nortel network,
upgrade end-of-life MW hardware which has served Sempra for nearly 15 years, and increase the efficiency of managing the
network through software enhancements and technologies to remotely manage devices. The new systems delivered by
WAN Rebuild 2010 (phase IIl) and this project (SDGE WAN Rebuild Phase 1V) will be capable of more efficient use of
expensive transport (circuits), enable capacity upgrades as required (additional cost), and provide network flexibility in
support of major programs.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 08869.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group:  08869A - PT11018 SDGE WAN REBUILD PHASE IV

Forecast Methodology:

Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

Non-Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 08869.0

Category: G. Information Technology
Category-Sub: 1. Technical Obsolescence

Workpaper Group: 08869A - PT11018 SDGE WAN REBUILD PHASE IV
Workpaper Detail: 08869A.001 - SDGE WAN REBUILD PHASE IV

In-Service Date: 12/31/2014
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 135 0 0
Non-Labor 592 0 0
NSE 0 0 0
Total 727 0 0
FTE 1.3 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00829.0

Category: G. Information Technology
Category-Sub: 3. Mandated

Workpaper Group: 00829D - PT14036 SDGE Downtown SCADA

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 228 143 0
Non-Labor Zero-Based 0 0 0 0 0 2,092 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 2,320 143 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 2.2 1.4 0.0

Business Purpose:

The new SCADA Sysytem will provide increased capacity, increased accessibility, eliminate dependency on current HQ
based system, and allow long-term flexibility of the physical location of HQ.

Physical Description:

Removal of the SCADA System from HQ will require redesign and upgrading of the existing system in the downtown area.
The redesign and upgrade will incorporate a fiber optic backbone, supportin a multi node fiber rings, with full redundancy &
sub-second recovery.

Project Justification:

The current SCADA Communications System in Downtown San Diego must be removed from Sempra HQ. We will evaluate
a complete reconfiguration of the SCADA system. This project will install and configure a new backbone network for the
existing SCADA ingrastructure in downtown San Diego.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00829.0

Category: G. Information Technology
Category-Sub: 3. Mandated

Workpaper Group: 00829D - PT14036 SDGE Downtown SCADA

Forecast Methodology:

Labor - Zero-Based

Project proceeding as expected, trenching, real estate conflicts, and all work being performed at night.

Non-Labor - Zero-Based

Project proceeding as expected, trenching, real estate conflicts, and all work being performed at night.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 00829.0

Category: G. Information Technology

Category-Sub: 3. Mandated

Workpaper Group: 00829D - PT14036 SDGE Downtown SCADA

Workpaper Detail: 00829D.001 - The current SCADA Communications System in Downtown San Diego must be removed from Se
In-Service Date: 01/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 228 143 0
Non-Labor 2,092 0 0
NSE 0 0 0
Total 2,320 143 0
FTE 2.2 1.4 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00833.0

Category: G. Information Technology
Category-Sub: 3. Mandated

Workpaper Group:  00833S - PT13017 CISCO DATA RETENTION

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 119 0 0
Non-Labor Zero-Based 0 0 0 0 0 20 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 139 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 1.2 0.0 0.0

Business Purpose:

According to California Civil Code Section 1798.81 and CPUC restrictions on data retention, covered entities must retain
customer information for only as long as necessary to fulfill purposes consented to by their customers. California Civil Code
requires organizations to securely dispose of personal information when it is no longer required by the business. This
project also supports a management corrective action item to satisfy internal audit 12-131.3 (Customer Data Privacy).

Physical Description:

Identifying the specific length of retention per CISCO table.
Ability to retain data necessary for financial reporting where necessary.
Ability to report the data to be purged prior to the final purge.

Project Justification:

Data is retained indefinitely on CISCO, which may contravene retention commitments and justifiable business purpose.
There is currently 14 years worth of customer data contained in CISCO. The implications of inaccurate communication of
personal information warrants retention practices in order to meet published notices and meet PUC requirements.

Scope includes the need to establish appropriate legal and business definitions for customer data retention. Comply with
our published privacy statement to keep customer information only for as long as necessary to serve and handle matters
like billing disputes, inquiries and system planning. Retention periods vary based upon the specific circumstances and
business needs, but will most typically be three to ten years.

Establish the technical capabilities to manage the purging of customer data over a specific number of years per CISCO
table.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00833.0

Category: G. Information Technology
Category-Sub: 3. Mandated

Workpaper Group:  00833S - PT13017 CISCO DATA RETENTION

Forecast Methodology:

Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

Non-Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 00833.0

Category: G. Information Technology
Category-Sub: 3. Mandated

Workpaper Group: ~ 00833S - PT13017 CISCO DATA RETENTION
Workpaper Detail: 00833S.001 - CISCO DATA RETENTION

In-Service Date: 03/31/2014
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 119 0 0
Non-Labor 20 0 0
NSE 0 0 0
Total 139 0 0
FTE 1.2 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 03851.0

Category: G. Information Technology
Category-Sub: 4. Business Optimization

Workpaper Group: 03851C - PT0460 IT Financial Planning

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 189 0
Non-Labor Zero-Based 0 0 0 0 0 0 800 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 989 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 1.9 0.0

Business Purpose:

More consistent O&C reporting for actuals, budgets, outlooks and long range planning. Ability to track changes in
forecasts and perform ad hoc analysis.

Physical Description:

The system will have a central repository with web based reporting and drill down capability for all IT O&M outlooks and
actuals. The system will have the ability to simulate and track multiple scenarios with one set of centralized outlook
loaders. Shared service and net O&M reporting will track shared service allocations and overhead loaders from beginnning
to end with sending and receiving cost centers. This information will be presented for budgeting in a meaningful manner.

Project Justification:

Annual budgets and monthly O&C costs are entered into SAP once per year. Outlooks are created twice per year with
annual plans completed manually in Excel. Monthly reporting does not incorporate shared service allocations. The
process is manually intensive with data adjusted and formatted to meet the reporting requirements.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 03851.0

Category: G. Information Technology
Category-Sub: 4. Business Optimization

Workpaper Group: 03851C - PT0460 IT Financial Planning
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 03851.0

Category: G. Information Technology

Category-Sub: 4. Business Optimization

Workpaper Group: 03851C - PT0460 IT Financial Planning

Workpaper Detail: 03851C.001 - Annual budgets and monthly O&C costs are entered into SAP once per year. Outlooks are
In-Service Date: 12/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 189 0
Non-Labor 0 800 0
NSE 0 0 0
Total 0 989 0
FTE 0.0 1.9 0.0

Note: Totals may include rounding differences.
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Beginning of Workpaper Group
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10874.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10874A - PT12052 SDGE GRID COMMUNICATIONS SYSTEM (SGCS)

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 603 0 0
Non-Labor Zero-Based 0 0 0 0 0 22,145 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 22,748 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 5.9 0.0 0.0

Business Purpose:

Electric T&D has undertaken various SmartGrid initiatives aimed at automating various operations previously performed via
manual inspection. Process automation requires new and updated telecommunications to carry field asset status back to
the Data Center. Options for fulfilling the varied monitoring requirements of key field assets will be investigated and
implemented.

Physical Description:

Program scope will consist of implementing telecommunications in four areas: 1) Low Power Communications Network, 2)
Substation Communications, 3) Field Broadband Connections, 4) SCADA Optimization. These varied solutions should
provide needed telecommunications for current, as well as additional future initiatives.

Project Justification:

Field workers currently performing manual inspections will be freed up to perform other more critical tasks. With automated
processes, company may be able to avoid potential fines and penalties that could result from undetected or untimely
discovery of problems. New systems will provide capacity for some additional SmartGrid initiatives in the future.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10874.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10874A - PT12052 SDGE GRID COMMUNICATIONS SYSTEM (SGCS)
Forecast Methodology:

Labor - Zero-Based

Project is currently in process and forecast is based on current assumptions.

Non-Labor - Zero-Based

Project is currently in process and forecast is based on current assumptions.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10874.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10874A - PT12052 SDGE GRID COMMUNICATIONS SYSTEM (SGCS)
Workpaper Detail: ~ 10874A.001 - SDGE GRID COMMUNICATIONS SYSTEM (SGCS)
In-Service Date: 12/31/2014

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 603 0 0
Non-Labor 22,145 0 0
NSE 0 0 0
Total T 22748 0 0
FTE 5.9 0.0 0.0

Note: Totals may include rounding differences.
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Beginning of Workpaper Group
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875A - Smart Grid Critical Infrastructure Cybercity

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 221 0 0
Non-Labor Zero-Based 0 0 0 0 0 1,261 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 1,482 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 21 0.0 0.0

Business Purpose:

Strategic partnerships to monetize the use of the critical infrastructure cybercity

Ability to train targeted personnel in a real world SCADA training environment using real world scenarios

Greater ability for SDGE to react, respond, and recover from a cyber security incident

Limit potential damage a cyber security incident could have on the electric or gas grid

Ability to establish an industry leading cybersecurity training program for system critical infrastructure operators and
cybersecurity professionals across the nation

Ability to conduct advanced training for SDGE Cybersecurity resources in a simulated SCADA/ICS environment to develop
better competencies

Physical Description:

The main objective of this project is to deliver a critical infrastructure cybercity environment comprised of a virtualized model
of San Diego like critical infrastructure assets and systems. The backend hardware and communication systems will host
small scale SCADA systems controlling the model city’s power generation plants, electric and gas transmission and
distribution infrastructure, water treatment facilities, hospitals, banks, transit facilities, retail shops, and even the city’s
residential homes. A number of real world cybersecurity attack scenarios on the city’s gas and electric systems will be
developed in order to provide a environment for SDGE’s grid operators, Information Security team, and Corporate Security
personnel to execute SDGE'’s incident response plans and activities. This will not only build proficiencies for front line
SDGE responders, but also refine SDGE'’s cybersecurity response plans/procedures to minimize potential areas of
weakness or concern.

The overall vision includes making this new SDGE training environment a SCADA operator and Cybersecurity
regional/national training hub. The plan includes establishing strategic partnerships and building multiple revenue streams
from the use of this specialized training environment. Various training organizations, critical infrastructure operators,
universities, government agencies, or other entities could then leverage this environment to provide services. This training
environment provides SDGE an opportunity to become a national leader in SCADA operator cybersecurity training, SCADA
offensive and defensive cybersecurity training, and cybersecurity incident response training.

Project Justification:

The ability to react, respond, and recover from an cybersecurity attack is crucial to maintaining the security and reliability of
the electric grid. On the front lines of this battle our SDGE'’s Electric Transmission and Distribution electric operators,
Corporate Security operators, and various members of Information Security’s incident response team. Currently SDGE
does not have an environment aimed to allow these critical resources to prepare and practice SDGE's identification,
response, reaction, and recover processes/procedures to a serious cybersecurity incident.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875A - Smart Grid Critical Infrastructure Cybercity
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875A - Smart Grid Critical Infrastructure Cybercity

Workpaper Detail: 10875A.001 - The ability to react, respond, and recover from an cybersecurity attack is crucial to m
In-Service Date: 12/31/2014

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 176 0 0
Non-Labor 1,008 0 0
NSE 0 0 0
Total T 1184 0 0
FTE 1.7 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875A - Smart Grid Critical Infrastructure Cybercity

Workpaper Detail: 10875A.002 - The ability to react, respond, and recover from an cybersecurity attack is crucial to m
In-Service Date: 12/31/2014

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 45 0 0
Non-Labor 253 0 0
NSE 0 0 0
Total 298 0 0
FTE 0.4 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875B - Smart Grid Cybersecurity Training Environment

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 238 0 0
Non-Labor Zero-Based 0 0 0 0 0 1,203 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 1,441 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 23 0.0 0.0

Business Purpose:

The ability to react, respond, and recover from an cybersecurity attack is crucial to maintaining the security and reliability of
the electric grid. On the front lines of this battle our SDGE'’s Electric Transmission and Distribution electric operators,
Corporate Security operators, members of Information Security’s incident response team. Currently SDGE does not have a
formalized cyber security training course or environment aimed to educate SDGE'’s first responders to properly react,
respond, and recover from a serious cybersecurity incident.

Physical Description:

The main objective of this project is to deliver a cybersecurity training environment comprised of a virtualized model of San
Diego. The backend hardware and communication systems will host small scale SCADA systems controlling the model
city’s power generation plants, electric and gas transmission and distribution infrastructure, water treatment facilities,
hospitals, banks, transit facilities, retail shops, and even the city’s residential homes. A number of real world cybersecurity
attack scenarios on the city’s gas and electric systems will be developed in order to provide a training environment for
SDGE'’s grid operators, Information Security team, and Corporate Security personnel to execute SDGE'’s incident response
plans and activities. This will not only build proficiencies for front line SDGE responders, but also refine SDGE’s
cybersecurity response plans/procedures to minimize potential areas of weakness or concern.

The overall vision includes making this new SDGE training environment a SCADA operator and Cybersecurity
regional/national training hub. The plan includes establishing strategic partnerships and building multiple revenue streams
from the use of this specialized training environment. Various training organizations, critical infrastructure operators,
universities, government agencies, or other entities could then leverage this environment to provide services. This training
environment provides SDGE an opportunity to become a national leader in SCADA operator cybersecurity training, SCADA
offensive and defensive cybersecurity training, and cybersecurity incident response training. Delivering a cutting edge
training environment like this would not only improve SDGE’s ability to detect, respond, and recover from a cybersecurity
incident but also assist professionals around the nation/world

Project Justification:

Strategic partnerships to monetize the use of the training environment

Ability to train targeted personnel in a real world SCADA training environment using real world scenarios

Greater ability for SDGE to react, respond, and recover from a cyber security incident

Limit potential damage a cyber security incident could have on the electric or gas grid

Ability to establish an industry leading cybersecurity training program for system critical infrastructure operators and
cybersecurity professionals across the nation

Ability to conduct advanced training for SDGE Cybersecurity resources in a simulated SCADA/ICS environment to develop
better competencies

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875B - Smart Grid Cybersecurity Training Environment
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875B - Smart Grid Cybersecurity Training Environment

Workpaper Detail: 10875B.001 - The ability to react, respond, and recover from an cybersecurity attack is crucial to m
In-Service Date: 12/31/2014

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 238 0 0
Non-Labor 1,203 0 0
NSE 0 0 0
Total m 0 0
FTE 2.3 0.0 0.0

Note: Totals may include rounding differences.
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Beginning of Workpaper Group
10875C - Smart Grid DIIS Phase 2
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875C - Smart Grid DIIS Phase 2

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 90 0 0
Non-Labor Zero-Based 0 0 0 0 0 0 0
NSE Zero-Based 0 0 0 0 0 0 0
Total 0 0 0 0 0 90 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.9 0.0 0.0

Business Purpose:

The DIIS Phase 2 project will build functionalities to track and provision multiple programs including Rule 21 (Advanced
Energy Storage, Fuel Cells, and Biogas), Wholesale Distribution Access Tariff (WDAT), and Electric Vehicles (EV),
building on top of the Net Energy Metering (NEM) functionalities built in phase 1. DIIS will provide analytical tools and
reporting functionality for customer-owned generation as well as electric vehicle assets on SDG&E’s electric network.

Physical Description:

Accessibility- The system shall provide users access to information and functionality, as defined by users matrix.

Auditing, Reporting— The system shall be able to produce a list of all provisioned users, and their access permission, a list
of changes made to the application data, and all log messages will be forwarded to Sempra’s Enterprise Log Monitoring.
Availability- The System shall be available 24/7/365, except during planned outages, however the SLA shall be 6 am — 6 pm
Monday through Friday

Capacity- The system shall be able to handle 50 total users and 10 concurrent users (beyond phase 1 totals)
Compatibility- The System shall meet Usability requirements on common browsers and user devices for external users
(Android browsers, apple browsers, google chrome, firefox. Internal users will be supported in |IE 8)

Concurrency- The system shall deliver Optimistic Concurrency control on all database write operations.

Documentation- The system shall meet all the documentation requirements mentioned in the detailed requirements
documents.

Efficiency- The system shall prevent consuming the limit of database connections, web server connections, memory, and
CPU.

Error Handling- The system shall meet the error handling requirements.

Maintainability- The system shall meet the maintainability requirements described the detailed non-functional requirements.

Project Justification:

CPUC Electric Rule 21 — Electric Rule 21 is a tariff that describes the interconnection, operating, and metering
requirements for generation facilities to be connected to a utility’s distribution system, over which the California Public
Utilities Commission (CPUC) has jurisdiction. Penalties for non-compliance may be levied.

CPUC Alternative Fuel Vehicle OIR D.11-07-029 — AFV OIR D.11-07-029 establishes policies to overcome barriers to
Electric Vehicle deployment and compliance. Penalties for non-compliance may be levied.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875C - Smart Grid DIIS Phase 2
Forecast Methodology:

Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

Non-Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 10875C - Smart Grid DIIS Phase 2
Workpaper Detail: 10875C.001 - Smart Grid DIIS Phase 2
In-Service Date: 03/31/2014

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 90 0 0
Non-Labor 0 0
NSE 0 0
Total 90 0 0
FTE 0.9 0.0 0.0

Note: Totals may include rounding differences.
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Beginning of Workpaper Group
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875D - Smart Grid - Security Compliance Management Phase 1

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 80 0 0
Non-Labor Zero-Based 0 0 0 0 0 46 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 126 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.8 0.0 0.0

Business Purpose:

Implement an industry preferred software solution designed to managed Enterprise Risk and Compliance process and
workflow. Additionally, the solution will provide a centralized capability for threat/vulnerability, risk and compliance tracking
and reporting.

Physical Description:

Ensure the company is able to satisfy current and future legal and security requirements.

Reduce risk related to legal and security non-compliance.

Align risk treatment responsibility with company internal financial accounting rules.

Eliminate follow-on audit deficiencies related to threat and vulnerability management program deficiencies.
Assist with the remediation of risks identified in the Information Security Risk Assessments (PCl and Customer Privacy).
Consolidate ISISC processes for control implementation and ongoing compliance activities.

Reduce duplicate compliance management efforts.

Provide a near real time view of security compliance across all company business units.

Automate trend analysis and reporting for analysts and decision makers.

Automate security compliance management workflows (requests, approvals, attestation and risk treatment).
Position IT to provide an extensible enterprise solution for risk and compliance activities.

Project Justification:

In support of SDG&E’s smart grid efforts, the ISISC department will deploy a solution to ensure that privacy, security and
compliance objectives are accomplished with the introduction of Smart Grid process and technology. Currently,

compliance objectives are accomplished via a combination independent and non-integrated control workbooks (over 10) and
de-centralized processes. Because of the decentralized approach, the ISISC department cannot track cyber risk effectively
across departments and compliance is a point in time snapshot based on a manual process for quarterly attestation, which
results in random controls being tested only one a quarter. The Compliance Management project will implement a
software solution that will consolidate numerous compliance workbooks (PCI, SOX, Customer Privacy) as well as the
information security requirements into a unified control framework; implement process within the software to manage and
report on security incidents, threats and vulnerabilities. The lack of an effective and scalable threat and vulnerability tracking
solution was originally identified as an audit issue during the smart meter project, but is actually a broader enterprise issue.
ISISC conducted a recent security assessments of both customer privacy controls and Payment Card Industry Controls.
Both assessments identified numerous high level risks (43 for Customer Privacy) (9 for PCI Merchant Level 3) that can be
attributed to the existing company approach to compliance activities.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875D - Smart Grid - Security Compliance Management Phase 1
Forecast Methodology:

Labor - Zero-Based

Project was completed March 2014.

Non-Labor - Zero-Based

Project was completed March 2014.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875D - Smart Grid - Security Compliance Management Phase 1
Workpaper Detail: 10875D.001 - Smart Grid - Security Compliance Management Phase 1
In-Service Date: 03/31/2014

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 80 0 0
Non-Labor 46 0 0
NSE 0 0 0
Total 126 0 0
FTE 0.8 0.0 0.0

Note: Totals may include rounding differences.
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Beginning of Workpaper Group
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875E - Smart Grid - Substation Security

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 69 0 0
Non-Labor Zero-Based 0 0 0 0 0 375 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 444 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.7 0.0 0.0

Business Purpose:

The purpose of this phase of the project is to enhance a number of unlicensed and unused security capabilities on the
deployed substation/field gateways and build the supporting infrastructure required to integrate these new capabilities into
SDGE'’s established Smart Grid security, controls, and processes such as Smart Logging Infrastructure, RSA, Security
Incident and Event Monitoring, and Security Compliance Manager. These new security capabilities would be specifically for
Smart Grid and Electric Transmission/Distribution intelligent electronic devices (IEDs) residing on TCP/IP networks. As
SDGE slowly moves away from legacy serial communications to TCP/IP based communications, the security capabilities
provided by this project will give Information Security and SDGE assets owners preventative and detective controls to better
defend against the threats associated with TCP/IP field area networks.

Physical Description:

System must have the ability to allow simultaneous software/firmware upgrades for multiple substations and field gateways
System must have the ability to alert when configuration or firmware changes are made to IEDs
System must have the ability to manage passwords for IEDS

Project Justification:

Field assets and intelligent electronic devices are not compliant with SDGE’s password standards. This project would allow
field asset owners to comply with SDGE’s password and configuration standards and provide the necessary technical
capabilities to meet future regulatory requirements (NERC CIP or NIST’s emerging critical infrastructure security
framework)

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875E - Smart Grid - Substation Security
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 10875E - Smart Grid - Substation Security
Workpaper Detail: 10875E.001 - Smart Grid - Substation Security
In-Service Date: 03/31/2014

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 69 0 0
Non-Labor 375 0 0
NSE 0 0 0
Total T am 0 0
FTE 0.7 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875F - Smart Grid - Threat Intelligence

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 98 0 0
Non-Labor Zero-Based 0 0 0 0 0 41 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 139 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 1.0 0.0 0.0

Business Purpose:

IT has limited capabilities in technology, process, and people to gather specific information about new threats and
vulnerabilities relevant to Smart Grid technologies currently being deployed. Smart Grid Threat Intelligence project
enhances our threat monitoring, analyzing, and disseminating capabilities. This project will provide the resources
necessary to enable the IT Threat and Vulnerability Management team (TVM) to detect, deter, and respond to emerging
threats to Smart Grid infrastructure to ensure the integrity and availability of electric transmission, electric distribution, and
Smart Grid systems.

The Smart Grid Threat Intelligence solution and processes will integrate directly with the Archer system being implemented
by the Smart Grid SCM project. This will allow a seamless integration with SCM Archer modules for reporting and provides
access to this information to end users (alerting / notification).

The technology, processes, and services provided by this project, are necessary to address the increasing need to protect
Smart Grid systems against the increasing cyber security threats.

Physical Description:

Threat intelligence gathering that may impact on integrity or availability of Smart Grid infrastructure.
Provide indicators of compromised Smart Grid systems.

Report generation for intelligence and vulnerability alerts.
Implement automated controls for monitoring and responding to Smart Grid cyber threats

Provide threat intelligence for:

Cyber related attacks against the Smart Grid infrastructure
Malware trends

Zero day attacks

Misuse of company name

Provide behavioral monitoring and indicators allowing IS TVM team to investigate for signs of compromised systems

Project Justification:

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875F - Smart Grid - Threat Intelligence

Information Security policy framework requires systems be implemented to secure the Smart Grid, SCADA, and mission
critical infrastructure from cyber attack.

Smart Grid Deployment Plan (SGDP) states SDG&E will “evolve our existing security capabilities to detect, alert, and
respond to new Smart Grid cyber and physical threats (pg. 149).”

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875F - Smart Grid - Threat Intelligence
Forecast Methodology:

Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

Non-Labor - Zero-Based

Project is currently in - progress. Based on actual timeline of the project to complete.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 10875F - Smart Grid - Threat Intelligence
Workpaper Detail: 10875F.001 - Smart Grid - Threat Intelligence
In-Service Date: 03/31/2014

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 98 0 0
Non-Labor 41 0 0
NSE 0 0 0
Total 139 0 0
FTE 1.0 0.0 0.0

Note: Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP-R/Witness: S. Mikovits
Page 423 of 502



San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Beginning of Workpaper Group
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875G - Smart Grid Field Area Secure Device Monitoring and Management

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 120 228
Non-Labor Zero-Based 0 0 0 0 0 0 945 1,575
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 1,065 1,803
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 1.2 2.2

Business Purpose:

As cybersecurity threats continue to increase, critical infrastructure operations need to ensure they can protect against and
quickly respond to any threats. The goal of this project is to provide SDG&E the ability to detect, respond, and mitigate
security vulnerabilities or risks at the Smart Grid component level.

Physical Description:

This project will deploy technologies focused on monitoring the security health of Smart Grid Intelligent Electronic Devices
(IEDs). In the event the security health changes, this technology will have the ablitiy to quaratine and minimize potential
impact to SDG&E's Smart Grid and Electric Transmission and Distribution enviornments.

Project Justification:

Gain abilities to monitor and manage the security health of device controlling the electric grid, quarantine potentially
compromised IEDs and increased reliability, trust, and resiliency from the IEDs

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875G - Smart Grid Field Area Secure Device Monitoring and Management
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Beginning of Workpaper Sub Details for
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875G - Smart Grid Field Area Secure Device Monitoring and Management
Workpaper Detail: 10875G.001 - Smart Grid Field Area Secure Device Monitoring and Management
In-Service Date: 02/28/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 120 30
Non-Labor 0 945
NSE 0 0
Total 0 1,065 30
FTE 0.0 1.2 0.3

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875G - Smart Grid Field Area Secure Device Monitoring and Management
Workpaper Detail: 10875G.002 - Phase2

In-Service Date: 12/31/2016
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 198
Non-Labor 0 0 1,575
NSE 0 0 0
Total (] 0 1,773
FTE 0.0 0.0 1.9

Note: Totals may include rounding differences.
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Beginning of Workpaper Group
10875H - Smart Grid Secure Distributed Network Protocol
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875H - Smart Grid Secure Distributed Network Protocol

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 109 168
Non-Labor Zero-Based 0 0 0 0 0 0 788 1,155
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 897 1,323
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 1.1 1.6

Business Purpose:

communications.

Currently our SCADA applications leverage a protocol DNP3 for communicating to remote terminal units (RTUs) and
intelligent electronic devices (IEDs) which has no built in security mechansims. This project is to enhance SDG&E's
capabilities to support IEEE's latest version of the DNP3 protocol 1815:2012. Included in this new version of the protocol is
a feature called Secure Authentication, which will allow SDG&E to properly authenticate and ensure integrity of the DNP3

Physical Description:

To enhance SDG&E's SCADA master systems, RTUs, and IEDs to support IEEE 1815:2012 (Secure DNP3). Included in
this effort will be setting up a secure DNP3 authority to issue proper certificate types and establishing a test environment.

Project Justification:

This project will created the ability to authenticate DNP3 communications, ensure integrity of DNP3 communications and
the ability to ensure vendors conform to the latest DNP3 standard

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875H - Smart Grid Secure Distributed Network Protocol
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875H - Smart Grid Secure Distributed Network Protocol
Workpaper Detail: 10875H.001 - Smart Grid Secure Distributed Network Protocol
In-Service Date: 12/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 109 0
Non-Labor 0 788 0
NSE 0 0 0
Total 0 897 0
FTE 0.0 1.1 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 10875H - Smart Grid Secure Distributed Network Protocol
Workpaper Detail: 10875H.002 - Phase2

In-Service Date: 12/31/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 168
Non-Labor 0 0 1,155
NSE 0 0 0
Total 0 0 1,323
FTE 0.0 0.0 1.6

Note: Totals may include rounding differences.
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Beginning of Workpaper Group
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 108751 - Smart Grid Security Incident and Event Management (SIEM)

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 109 109
Non-Labor Zero-Based 0 0 0 0 0 0 788 788
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 897 897
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 1.1 1.1

Business Purpose:

deployed by Smart Grid program

Expand the enterprise standard Security Incedent and Event Management systems to accommodate new infrastructure

Physical Description:

thresholds.

Purchase HA pair of Event Processors for processing and parsing of logs, increased storage of log data, increased EPS

Project Justification:

Ability to monitor and manage security elements impacting the Smart Grid

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 108751 - Smart Grid Security Incident and Event Management (SIEM)
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875l - Smart Grid Security Incident and Event Management (SIEM)
Workpaper Detail: 108751.001 - Smart Grid Security Incident and Event Management (SIEM)
In-Service Date: 12/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 109 0
Non-Labor 0 788 0
NSE 0 0 0
Total 0 897 0
FTE 0.0 1.1 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 108751 - Smart Grid Security Incident and Event Management (SIEM)
Workpaper Detail: 108751.002 - ph2

In-Service Date: 12/31/2016
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 109
Non-Labor 0 0 788
NSE 0 0 0
Total 0 0 897
FTE 0.0 0.0 1.1

Note: Totals may include rounding differences.
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Beginning of Workpaper Group
10875J - Smart Grid Substation Security In a Box
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Witness:
Budget Code:
Category:
Category-Sub:
Workpaper Gro

Summary of Results (Constant 2013 $ in 000s):

San Diego Gas & Electric Company

2016 GRC - REVISED
Capital Workpapers

INFORMATION TECHNOLOGY
Stephen J. Mikovits

10875.0
G. Information Technology

5. Integration with new Smart Grid Technology
up: 10875J - Smart Grid Substation Security In a Box

Forecast Method

Adjusted Recorded

Adjusted Forecast

Years
Labor
Non-Labor
NSE
Total
FTE

Zero-Based
Zero-Based
Zero-Based

Zero-Based

2009 2010 2011 2012 2013 2014 2015 2016
0 0 0 0 0 0 109 142
0 0 0 0 0 0 788 1,208
0 0 0 0 0 0 0 0
0 0 0 0 0 0 897 1,350
0.0 0.0 0.0 0.0 0.0 0.0 1.1 1.4

Business Purpose:

networks.

As intelligence devices are being distributed throughout SDG&E's grid and residing within substation networks or wireless
field area networks, SDG&E must also distribute security technologies to protect these computing assets. The assets
being deployed in the field are evolving from simple hardware devices to hardened computing platforms running enterprise
class operating systems and software. SDG&E must extend security services into these new substation and field

Physical Description:

The scope of this project is to deploy a single device in a substation with the capabilities of providing multiple cyber
security functions in a disaggregated, discconnect, and/or low bandwidth scenario to all asset residing on a substation LAN
or field area network

Project Justification:

This project will created the ability to extend securtiy services to networks and assets outside of "CORP" network, provide
security services in a disaaggregated, disconnected, and/or low bandwidth scenarios
and assist in maintaining our security posture in remote or discconected sites

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875J - Smart Grid Substation Security In a Box
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 10875J - Smart Grid Substation Security In a Box
Workpaper Detail: 10875J.001 - Smart Grid Substation Security In a Box
In-Service Date: 12/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 109 0
Non-Labor 0 788 0
NSE 0 0 0
Total 0 897 0
FTE 0.0 1.1 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 10875J - Smart Grid Substation Security In a Box
Workpaper Detail: 108754.002 - ph2

In-Service Date: 12/31/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 142
Non-Labor 0 0 1,208
NSE 0 0 0
Total 0 0 1,350
FTE 0.0 0.0 14

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875K - Condition Based Maintenance Analytics

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast

Years 2009 2010 2011 2012 2013 2014 2015 2016

Labor Zero-Based 0 0 0 0 0 166 154 0

Non-Labor Zero-Based 0 0 0 0 0 1,790 869 0

NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 1,956 1,023 0

FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 1.6 1.6 0.0

Business Purpose:
This project will enhance the CBM network for substation transformers. The project will co-develop algorithms and data
analytics modules. All of this will provide better assessment of overall condition of a substation.

Physical Description:

Working with a collaboration, to develop loss of life caluclations and enhance prioritization of maintenance.

Project Justification:

Faliure prevention, Streamline maintenance and create accurate alerts and alarms, Ratepayer will benefit through improved
distribution efficiencies.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875K - Condition Based Maintenance Analytics
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 10875K - Condition Based Maintenance Analytics
Workpaper Detail: 10875K.001 - Condition Based Maintenance Analytics
In-Service Date: 12/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 82 77 0
Non-Labor 1,790 869 0
NSE 0 0 0
Total 1,872 946 0
FTE 0.8 0.8 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 10875K - Condition Based Maintenance Analytics
Workpaper Detail: 10875K.002 - Condition Based Maintenance Analytics
In-Service Date: 12/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 84 77 0
Non-Labor 0
NSE 0
Total Y - 7 0
FTE 0.8 0.8 0.0

Note: Totals may include rounding differences.
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Beginning of Workpaper Group
10875L - Smart Grid Data Analytics

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP-R/Witness: S. Mikovits
Page 454 of 502



San Diego Gas & Electric Company

2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub:

Workpaper Group:

Summary of Results (Constant 2013 $ in 000s):

5. Integration with new Smart Grid Technology

10875L - Smart Grid Data Analytics

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 665 665
Non-Labor Zero-Based 0 0 0 0 0 0 1,464 1,464
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 2,129 2,129
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 6.6 6.6

Business Purpose:

The project will implement new data sources for the load forecasting process and for planning power flow analysis:
Weather Normalizing and Adverse Factors: Use historical weather data and weather models to determine weather
normalizing and adverse factors for each substation and circuit.

system nameplate capacities and output from nearby metered PV systems

in actual loads on a circuit rather than using connected kVA distribution loads on a circuit. Upgrade SynerGEE client

and additional RAM to speed up modeling

Net-metered PV Contribution: Determine the contribution from net-metered PV generation for each circuit, using installed

Planning Power Flow Analysis: Feed Smart Meter data into SynerGEE, enabling the power flow analysis models to factor

software to V5, which has better PV modeling and many other improvements. Deploy client workstations with a 64-bit OS

Physical Description:

Load forecasting uses per-substation factors calculated using data from up to 140+ weather stations

Algorithm is well-defined, calculations are automated and repeatable

Contribution from each net-metered PV system estimated as a variable percentage of system nameplate capacity.
Measured output and nameplate capacity of nearby metered PV systems used to calculate the contribution from
net-metered PV systems at any given point time.

Algorithm is well-defined, calculations are automated and repeatable

Spot loads located using GIS data

Remaining load distributed according to Smart Meter measured data (i.e., actual load)

SynerGEE version 5 client, workstations with 64-bit OS and more RAM

Project Justification:

Optimized capital capacity plant investment based on more accurate load forecasts and power flow analysis.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875L - Smart Grid Data Analytics
Forecast Methodology:

Labor - Zero-Based

Based on internal labor quotations.

Non-Labor - Zero-Based

Based on vendor quotations.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 10875L - Smart Grid Data Analytics
Workpaper Detail: 10875L.001 - Smart Grid Data Analytics
In-Service Date: 12/31/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 333 333
Non-Labor 0 732 732
NSE 0 0 0
Total 0 1,065 1,065
FTE 0.0 3.3 3.3

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875L - Smart Grid Data Analytics
Workpaper Detail: 10875L.002 - Smart Grid Data Analytics

In-Service Date: 12/31/2016
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 332 332
Non-Labor 0 732 732
NSE 0 0 0
Total 0 1,064 1,064
FTE 0.0 3.3 3.3

Note: Totals may include rounding differences.
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Area:

Witness:
Budget Code:
Category:
Category-Sub:
Workpaper Gro

Summary of Results (Constant 2013 $ in 000s):

San Diego Gas & Electric Company

2016 GRC - REVISED
Capital Workpapers

INFORMATION TECHNOLOGY
Stephen J. Mikovits

10875.0
G. Information Technology

5. Integration with new Smart Grid Technology
up: 10875M - Distributed Energy Resource Management (DERMS)

Forecast Method

Adjusted Recorded

Adjusted Forecast

Years
Labor
Non-Labor
NSE
Total
FTE

Zero-Based
Zero-Based
Zero-Based

Zero-Based

2009 2010 2011 2012 2013 2014 2015 2016
0 0 0 0 0 489 1,002 418
0 0 0 0 0 6,613 7,758 207
0 0 0 0 0 0 0 0
0 0 0 0 0 7,102 8,760 625
0.0 0.0 0.0 0.0 0.0 4.8 9.8 4.1

Business Purpose:

The project will optimize resource utilization in response to system operational events, enviromental and equiment
conditions (collectively reliability events), and market price conditions. DERMS includes several different, but integrated,
software components that incoporate advanced optimization algorithms to dispatch demand and supply side resources.

Physical Description:

Develop a primary enterprise-wide solution capable of monitoring, optimizing and dispatching utility, 3rd party and
customer-owned DER that interacts with microgrids and other DER controllers. Implement a price drive system
management model.

Project Justification:

Societal/Enviromental, Economic and Reliabilty and Stacking benefits. Other benefits: Quantify benefits matrix, Enable
installed DER to achieve their full potential benefits, Tax benefit for Self Developed SoftwarePotential for incremental
revenue streams

Note: Totals may include rounding differences.
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Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875M - Distributed Energy Resource Management (DERMS)
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875M - Distributed Energy Resource Management (DERMS)
Workpaper Detail: 10875M.001 - Distributed Energy Resource Management (DERMS)
In-Service Date: 03/31/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 0
Non-Labor 6,613 7,758 207
NSE 0 0 0
Total 6,613 7,758 207
FTE 0.0 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875M - Distributed Energy Resource Management (DERMS)
Workpaper Detail: 10875M.002 - Distributed Energy Resource Management (DERMS)
In-Service Date: 12/31/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 489 1,002 418
Non-Labor 0 0 0
NSE 0 0 0
Total T T 1002 a8
FTE 4.8 9.8 4.1

Note: Totals may include rounding differences.
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Area:
Witness:
Budget Code:
Category:
Category-Sub:

Workpaper Group:

Summary of Results (Constant 2013 $ in 000s):

San Diego Gas & Electric Company

2016 GRC - REVISED
Capital Workpapers

INFORMATION TECHNOLOGY
Stephen J. Mikovits

10875.0
G. Information Technology

5. Integration with new Smart Grid Technology

10875N - ADMS Phase 2

Forecast Method

Adjusted Recorded

Adjusted Forecast

Years
Labor
Non-Labor
NSE
Total
FTE

Zero-Based
Zero-Based
Zero-Based

Zero-Based

2009 2010 2011 2012 2013 2014 2015 2016
0 0 0 0 0 1,456 535 0
0 0 0 0 0 2,342 485 0
0 0 0 0 0 0 0 0
0 0 0 0 0 3,798 1,020 0
0.0 0.0 0.0 0.0 0.0 14.3 5.2 0.0

Business Purpose:

The scope of this project is to implement a new version of NMS to support the integration of Distributed Energy Resoures
(DERSs) taking advantage of their capabilities and maintain/enhance Distribution Management System (DMS) functionality,
while maintaining current OMS/DMS integration and functionality.

Physical Description:

1. Upgrade and configure the latest version of NMS which integrates DERs into the power flow model
2. Refactor Custom Integration to work with the latest version of NMS
3. Modify integration to the FocalPoint ETL
4. Integration of SCADA Distpatch Training Simulator

ADMS Phase Il will implement the newest release of the NMS system taking advantage of the DERSs in its power flow
solution that will maintain/enhance the DMS functionalities. Furthermore, current NMS integrations will be refactored and a
new SCADA test simulator will be integrated. Here are the high level functional requirements for Phase IlI:

Project Justification:

The benefits from phase 2 of this project will be measured by improvements in reliability (SAIDI) and improvements in asset
utilization from the integration with distributed energy resources. SAIDI improvements will result from quicker determination
of fault location and development of plans to isolate the faulted area and restore customers. Improvements in asset
utilization will result from monitoring the system load during peak periods and transferring load to avoid exceeding
equipment limits. SCADA simulator will finally allow realistic testing and training of SCADA network. Improved reporting
performance will allow quicker outage and distribution management decisions and actions.

Note: Totals may include rounding differences.
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Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875N - ADMS Phase 2
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10875N - ADMS Phase 2
Workpaper Detail: 10875N.001 - ADMS Phase 2

In-Service Date: 12/31/2015
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 1,456 535 0
Non-Labor 2,342 485 0
NSE 0 0 0
Total 3,798 1,020 (]
FTE 14.3 5.2 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 108750 - DRMS (Demand Response Management System) - Phase 1

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 461 692 0
Non-Labor Zero-Based 0 0 0 0 0 839 805 200
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 1,300 1,497 200
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 4.5 6.8 0.0

Business Purpose:

The Demand Response Portfolio consists of 11 programs which are currently managed under various different systems with
mainly manual processes. There is no single view of the portfolio in order to make well informed cost effective decisions for
demand response. Technology that has been deployed for HAN DR Programs adds to the proliferation of current system
footprint (DRCA, ecobee, OpenADR Server). DRCA is lacking functionality to send two-way DR signals, text messaging to
devices and price signals. The system does not allow for proactive monitoring and alerts on connectivity.

Physical Description:

The DRMS Project will enable the management of SDG&E’s entire demand response portfolio with the following integrated
capabilities: program management, enrollment, eligibility, device management, event management, forecasting,
settlement, analytics/reporting and workflow. The full project implementation for all programs will take 2-3 years to
complete with a phased approach. The first phase will implement functionality necessary to retire a high-cost application,
APX, automate manual processes for ongoing benefits and provide the functionality needed to send text messaging to
devices, two-way DR and prices signal and monitor device connectivity. The subsequent phases will cover the portfolio of
DR programs and add the additional integrations necessary for an enterprise solution.

Project Justification:

The additional functionality that the DRMS project offers is in alignment with CPUC orders to enable a retail market for

HAN, the long term procurement plan and CPUC Rule 32. Customers will reap the benefits of the Smart Meter investment
and experience the full functionality of the HAN devices available for purchase; participation in auto-DR programs with 2-way
communication of devices and having price information that will help educate/inform them on the current and future dynamic
rates. This integrated solution will provide a single view of the entire DR portfolio for more accurate forescasting.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 108750 - DRMS (Demand Response Management System) - Phase 1
Forecast Methodology:

Labor - Zero-Based

Estimate based on internal labor hours quotations

Non-Labor - Zero-Based

Estimate based on vendor quotations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 108750 - DRMS (Demand Response Management System) - Phase 1
Workpaper Detail: 108750.001 - Demand Response Control Application (DRCA)
In-Service Date: 12/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 461 692 0
Non-Labor 420 403 0
NSE 0 0 0
Total 881 1,095 0
FTE 4.5 6.8 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10875.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 108750 - DRMS (Demand Response Management System) - Phase 1
Workpaper Detail: 108750.002 - Demand Response Control Application (DRCA)
In-Service Date: 12/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 0
Non-Labor 419 402 200
NSE 0 0 0
Total 419 402 200
FTE 0.0 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10877.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10877A - PT10018 Windows 7 Platform Replacement

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 38 0 0
Non-Labor Zero-Based 0 0 0 0 0 266 0 0
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 304 0 0
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.4 0.0 0.0

Business Purpose:

At the conclusion of the SDG&E Windows 7 Project, the SORT team approached us to upgrade the PCs that had opted
out of the regularly scheduled upgrade due to the incompatibility of the SORT application.

Physical Description:

the project was closing down.

Due to the fact that PC’s running SORT would not be upgraded through the project because they wouldn’t have the
remediation of that software for Windows 7 until end of 2014 or beginning of 2015. Fortunately, SORT compatibility issue
with Windows 7 was resolved by the end of 2013, but the timing was off to include it with the SDG&E Windows 7 project as

Project Justification:

By upgrading SORT machines using capital dollars under the SDG&E Windows 7 project, the company can avoid using
approximately $317,000 ($2,500 x 125) O&M dollars to fund the hardware, internal labors and vendor services.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10877.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 10877A - PT10018 Windows 7 Platform Replacement
Forecast Methodology:

Labor - Zero-Based

Project was completed in 2Q of 2014.

Non-Labor - Zero-Based

Project was completed in 2Q of 2014.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 10877.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 10877A - PT10018 Windows 7 Platform Replacement
Workpaper Detail: 10877A.001 - 2014 Platform Replacement

In-Service Date: 12/31/2014

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 38 0 0
Non-Labor 266 0 0
NSE 0 0 0
Total —304 0 0
FTE 0.4 0.0 0.0

Note: Totals may include rounding differences.
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Budget Code: 11878.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 11878A - Smart Grid Network Anomaly Detection Business Case

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 121 121 121
Non-Labor Zero-Based 0 0 0 0 0 788 788 788
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 909 909 909
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 1.2 1.2 1.2

Business Purpose:

Scope for this first phase includes identification and evaluation of next generation network anomaly detection (NAD)
technologies capable of detecting anomalies / threats / attacks traversing SDG&E’s field area networks (FAN) and wide
area networks (WAN). The project will evaluate SDGE’s network topology and identify key WAN and FAN networks where
this NAD technology should be deployed, initially focusing on protecting critical networks and devices with the highest
potential exposure. The NAD system will be integrated with established Information Security systems such as log
management infrastructure and security incident and event monitoring solution so events and alerts can be viewed and
responded to by SDGE's Security Operations Center (SOC).

Physical Description:

Capability to capture and conduct forensic investigations or root cause analyses

Capability to detect anomalies and take appropriate action to reduce potential impacts

Capability for distribution operators to gain situational awareness to cyber security incidents within in distribution networks
in real time

Project Justification:

New capability to identify, respond and recover from a cyber incident in critical Smart Grid and SCADA networks.
Limit impact a cyber security incident on the electric grid.

Reduce recover times during a cyber security incident.

Leverage this new technology for future compliance requirements (such as NERC CIP v5 IDS requirements)

Note: Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP-R/Witness: S. Mikovits
Page 483 of 502




San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 11878.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 11878A - Smart Grid Network Anomaly Detection Business Case
Forecast Methodology:

Labor - Zero-Based

Based on internal labor quotations.

Non-Labor - Zero-Based

Based on vendor estimates.

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits
Budget Code: 11878.0
Category: G. Information Technology
Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 11878A - Smart Grid Network Anomaly Detection Business Case
Workpaper Detail: 11878A.001 - Phase 1
In-Service Date: 12/31/2014
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 13 0 0
Non-Labor 158 0 0
NSE 0 0 0
Total 171 0 0
FTE 0.1 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits
Budget Code: 11878.0
Category: G. Information Technology
Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 11878A - Smart Grid Network Anomaly Detection Business Case
Workpaper Detail: 11878A.002 - Phase 1
In-Service Date: 12/31/2014
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 108 0 0
Non-Labor 630 0 0
NSE 0 0 0
Total 738 0 0
FTE 1.1 0.0 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits
Budget Code: 11878.0
Category: G. Information Technology
Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 11878A - Smart Grid Network Anomaly Detection Business Case
Workpaper Detail: 11878A.003 - Phase 2
In-Service Date: 12/31/2015
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 13 0
Non-Labor 0 158 0
NSE 0 0 0
Total 0 171 0
FTE 0.0 0.1 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits
Budget Code: 11878.0
Category: G. Information Technology
Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 11878A - Smart Grid Network Anomaly Detection Business Case
Workpaper Detail: 11878A.004 - Phase 2
In-Service Date: 12/31/2015
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 108 0
Non-Labor 0 630 0
NSE 0 0 0
Total 0 738 0
FTE 0.0 1.1 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits
Budget Code: 11878.0
Category: G. Information Technology
Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 11878A - Smart Grid Network Anomaly Detection Business Case
Workpaper Detail: 11878A.005 - Phase 3
In-Service Date: 12/31/2016
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 13
Non-Labor 0 0 158
NSE 0 0 0
Total 0 0 171
FTE 0.0 0.0 0.1

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY
Witness: Stephen J. Mikovits
Budget Code: 11878.0
Category: G. Information Technology
Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 11878A - Smart Grid Network Anomaly Detection Business Case
Workpaper Detail: 11878A.006 - Phase 3
In-Service Date: 12/31/2016
Description:
Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 108
Non-Labor 0 0 630
NSE 0 0 0
Total 0 0 738
FTE 0.0 0.0 1.1

Note: Totals may include rounding differences.
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Witness:
Budget Code:
Category:
Category-Sub:

Workpaper Group:

Summary of Results (Constant 2013 $ in 000s):

San Diego Gas & Electric Company

2016 GRC - REVISED
Capital Workpapers

INFORMATION TECHNOLOGY
Stephen J. Mikovits

11878.0
G. Information Technology

5. Integration with new Smart Grid Technology

11878C - Smart Grid Log Management

Forecast Method

Adjusted Recorded

Adjusted Forecast

Years
Labor
Non-Labor
NSE
Total
FTE

Zero-Based
Zero-Based
Zero-Based

Zero-Based

2009 2010 2011 2012 2013 2014 2015 2016
0 0 0 0 0 0 19 15
0 0 0 0 0 0 735 557
0 0 0 0 0 0 0 0
0 0 0 0 0 0 754 572
0.0 0.0 0.0 0.0 0.0 0.0 0.2 0.1

Business Purpose:

Expand centralized Log Management systems for new Smart Grid deployments

Physical Description:

Expand centralized Log Management systems for new Smart Grid deployments

Project Justification:

Expand centralized Log Management systems for new Smart Grid deployments

Note: Totals may include rounding differences.

SDG&E/INFORMATION TECHNOLOGY/Exh No:SDG&E-19-CWP-R/Witness: S. Mikovits

Page 493 of 502




San Diego Gas & Electric Company
2016 GRC - REVISED
Capital Workpapers

Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 11878.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 11878C - Smart Grid Log Management
Forecast Methodology:

Labor - Zero-Based

Based on internal labor estimations

Non-Labor - Zero-Based

Based on vendor estimations

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 11878.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 11878C - Smart Grid Log Management

Workpaper Detail: 11878C.001 - Expand centralized Log Management systems for new Smart Grid deployments
In-Service Date: 12/31/2015

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 19 0
Non-Labor 0 735 0
NSE 0 0 0
Total 0 754 0
FTE 0.0 0.2 0.0

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 11878.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 11878C - Smart Grid Log Management

Workpaper Detail: 11878C.002 - Expand centralized Log Management systems for new Smart Grid deployments
In-Service Date: 12/31/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 15
Non-Labor 0 0 557
NSE 0 0 0
Total 0 0 572
FTE 0.0 0.0 0.1

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 11878.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 11878D - Smart Grid Field Network Access Control

Summary of Results (Constant 2013 $ in 000s):

Forecast Method Adjusted Recorded Adjusted Forecast
Years 2009 2010 2011 2012 2013 2014 2015 2016
Labor Zero-Based 0 0 0 0 0 0 0 53
Non-Labor Zero-Based 0 0 0 0 0 0 0 420
NSE Zero-Based 0 0 0 0 0 0 0 0
Total 0 0 0 0 0 0 0 473
FTE Zero-Based 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.5

Business Purpose:

This project will implement Network Access Control (NAC) technology within sub-stations and remote facilities where a
higher risk of unauthorized devices connected to the control systems exist. Typically, these facilities are located in remote
areas not staffed by field technicians and have a higher risk of break ins. NAC technology will allow Information Security
(IS) analysts to monitor the control system networks at these facilities and identify when new devices are connected or
attempting to connect. The technology then allows the analyst to make a decision as to whether the connection should be
allowed or rejected.

Physical Description:

This project will implement Network Access Control (NAC) technology within sub-stations and remote facilities where a
higher risk of unauthorized devices connected to the control systems exist.

Project Justification:

These facilities are located in remote areas not staffed by field technicians and have a higher risk of break ins. NAC
technology will allow Information Security (IS) analysts to monitor the control system networks at these facilities and
identify when new devices are connected or attempting to connect. The technology then allows the analyst to make a
decision as to whether the connection should be allowed or rejected.

Note: Totals may include rounding differences.
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 11878.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology

Workpaper Group: 11878D - Smart Grid Field Network Access Control
Forecast Methodology:

Labor - Zero-Based

Forecast based on internal labor hour estimates

Non-Labor - Zero-Based

Forecast based on historical vendor estimates

NSE - Zero-Based

N/A
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Area: INFORMATION TECHNOLOGY

Witness: Stephen J. Mikovits

Budget Code: 11878.0

Category: G. Information Technology

Category-Sub: 5. Integration with new Smart Grid Technology
Workpaper Group: 11878D - Smart Grid Field Network Access Control
Workpaper Detail: 11878D.001 - Smart Grid Field Network Access Control
In-Service Date: 12/31/2016

Description:

Forecast In 2013 $(000)
Years 2014 2015 2016
Labor 0 0 53
Non-Labor 0 0 420
NSE 0 0 0
Total 0 (] 473
FTE 0.0 0.0 0.5

Note: Totals may include rounding differences.
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