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Executive Summary

The objective of EPI, Project 3 (Monitoring, Communications, and Control Infrastructure for

Power System Modernization) was to demonstrate advanced monitoring, communication, and
control infrastructure needed to operate an increasingly complex powamnspsérastructure.

The chosen project focus was a demonstration of Open Field Message Bus (OpenFMB) with
respect to San Diego Gas & Electricdés (SDG&E)
The project included assembly of a test system to dstrade OpenFMB in a controlled
environment within SDG&Ewasuséddoerecugpecdficupe Thi s t
cases developed as part of this project, leading to a number of test results. Finally, these test

results were analyzed to generate mber of findings and recommendations

This project was one of three SDG&E EPIC projects orcpramercial demonstration of
communications standards for power system operations. The three projects were:

1 Smart Grid Architecture Demonstrations
o Focus: Communations standards for integration of feeder equipment and DER
into networked automation
1 Monitoring, Communication, and Control Infrastructure for Power System Modernization
o Focus: Open Field Message Bus
1 Modernization of Distribution System and Integratmf Distributed Generation and
Storage
o Focus: IEC 61850 in substation network

The principal standard of interest in these three demonstrations was IEC 61850, which is an open
standard developed by industry stakeholders and promulgated through theigmalnat
Electrotechnical Commission. The intent of these EPIC demonstrations is to increase the body
of knowledge available to aid users in making decisions regarding their future power system
communications architecture. The final reports for all threbese projects are posted on the
SDG&E EPIC website atww.sdge.com/epic

OpenFMB is an effort coordinated by the Smart Grid Interoperability Panel (SGIP) and
standardized by the North American Energy StandardsdBOSBXKESB). OpenFMB consists of a
framework and reference architecture comprised of a variety of existing standards to enable a
publish/subscribe smart grid field message bus. OpenFMB is designed to enable distributed
intelligence, with peeto-peer commurmation, as well as ease integration by extending the life
of field assets through the use of adapters to legacy protocols.

The test system consisted of several controllable utility distribution system devices networked to

mi mi ¢ two f eed e rdiondistribubid Geworl. STheperdevides were networked

using differing network technologies designed to reproduce field conditions. The project also
demonstrated communications interoperability among different vendor products through the use
ofadapters’yhi ch converted those productsd | egacy ¢
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The OpenFMB network then used multiple communications protocols, including MQTT, DDS,
and RGOOSE, to accomplish the 13 use cases developed for this project. Finally, the
demongration system was subjected to a number of test cases to verify its correct operation and
validate the use cases.

During the testing of the demonstration system, results were captured using a variety of methods
such as network packet capturesgillography, and sequence of events. These results were then
analyzed to develop a number of findings and recommendafisresresult of this

demonstration, it was found that OpenFMBiat yeta standard fopeerto-peerinteroperability.
Gapsandoppins i n Op e nF MBRRBirdrartcetd achrevirngintevaperability. For the
purposes of this project, many of these aspects were defined to create a complete demonstration
system. However, further work on unambiguous definitions in the standard aiduts

potential commercialization. Such definitions would provide guidance and confidence to vendors
considering integration of OpenFMB into their products and, subsequently, would provide

market confidence in OpenFMB.

It was also found that OpenFNdilows use of peeto-peer communication, rather than

traditional hierarchical communication between devices and the bty officefound in most
currently deployed distribution systenasd the autonomy of distributed intelligence ungitie
potentid for new use cases, suchdstributedVolt/VV Ar control. Another potential use case that
could drive adoption of OpenFMB would be the use of adapters on existing assets with limited
communication capabilities to integrate them into a distributed irdaltig networkAn example

is distributed energy resources (DER) that typically use Modbus for local communications via
serial links, but are not caple of networked communication

In conclusion, this project successfully demonstrateonaplete OpenFMB network. The test
system demonstrated the power of distributed intelligence as well as the architectural flexibility
provided by adapters. While it was found that work remains to further define and mature the
OpenFMB standard, it was alfmund that OpenFMB clearly shows promise as a framework in
addressing the objective of this project. It is recommended that work be continued to further
define the OpenFMB standard so that it can be successfully utilized in future utility distribution
sysem projects and deployments.
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1 Introduction

1.1 Project Objective

Theobjective of the preommercial demonstration of ERE; Project 3 (Monitoring,

Communications, and Control Infrastructure for Power System Modernizatasri)

demonstratadvanced monitoring, communicatj@nd control infrastructe needed to operate

an increasingly complex (fAismartero) power sSys

This project was one of three SDG&E EPIC projects orcpramercial demonstration of
communications standards for power system operations. The three projects were:

1 SmartGrid Architecture Demonstrations

o Focus: Communications standards for integration of feeder equipment and DER
into networked automation

1 Monitoring, Communication, and Control Infrastructure for Power System Modernization
o Focus: Open Field Message Bus

1 Modernization of Distribution System and Integration of Distributed Generation and

Storage

o Focus: IEC 61850 in substation network

The principal standard of interest in these three demonstrations was IEC 61850, which is an open
standard developed by industry stakeholders and promulgated through the International
Electrotechnical Commission. The intent of these EPIC demonstratimnmease the body

of knowledge available to aid users in making decisions regarding their future power system
communications architecture. The final reports for all three of these projects are posted on the
SDG&E EPIC website atww.sdge.com/epic

EPIG2, Project 3ought to address the following problems:

1 Interoperabilityissues and challenges

1 Peerto-peer communication thus enabling distributed applications and avoiding brittle
centralized command and associd&dncies

1 Integration challenges with using mygtiotocol conversions

1 Benefits and challenges with distributed intelligence

T h e p rcbgsaespdcifickocus wado:

1 Demonstrate ahevaluate th®©pen Field Message B@®penFMB framework within
SDG&EG6s existing architectur e admsuwbutions vi si
system

1 Demonstrate and evaluate the use of OpenFMB in the monitoring and control of a
distribution network.


http://www.sdge.com/epic

1 Development of a test system (fm@nmercial demonstration as per EPIC guidelines) to
evaluate and demonstrate OpenFMB a contr ol l ed environment
laboratory.

1 Demonstrate the capabilities of an OpenFMB field messaging bus architecture and how a
control portal along with aroptimizer can be deployed on the OpenFk&workand
can enable the communication and visualization of network diagrams, display and
monitoring of field devices with measurement and status values.

1 Demonstrateand documernthe useof the OpenFMB architectu to validate the pre
definedusecases.

1 Demonstrate the salient features of OpenFMB such as

b Distributed intelligent devices and the opportunity to manage grids locally, in a
manner suitable to local needs and conditions.

L Demonstrate OpenFMB framewonkth field devices such as relays, reclosers,
capacitors, switches, inverters and other devices that communicate to each other
and take intelligent actions locally.

1 Provide recommendations regarding the future use of OpenFMB and prospective next
steps, basd on the demonstration results and metrics.

1.2 Issue/Problem Being Addressed

The modern electric power system will be designed forvixag power flow in distribution

circuits, in contrast to the traditional value chain of one way power flow from dgngeration

systems through the transmission and distribution systems to the load. New intelligent devices
that support varied functionality and features are being deployed along the transmission system,
within substations, along the distribution feederg| behind the meter at customer premises.

These devices use various alternative information models and communication protocols, many of
which are proprietary in nature. This inhibits devices from communicatingi@@eer with

other devices in the fieldhereby hindering interoperability and making it difficult to exchange

data and information for local intelligence and decision making. Additionally, distributed sources
of energy are injecting power into the utility distribution system, which requiredegiges

capable of handling the power flow. This has resulted in the traditional centralized control
systems evolving into a more hierarchical model that leverages the traditional centralized control
and the added distributed control

To enable this evolwig model, a new framework for monitoring, communication and control
infrastructure is required. The Smart Grid Interoperability Panel (SGIP) and North American
Energy Standards Board (NAESB) have been developing an open standard for utility field device
interoperability. Open Field Message Bus (OpenFMB) is a specification fegnopnietary and
standardsased field message bus to enable various power system field devices to interoperate.
OpenFMB is intended to be used by the stakeholder communityigéstdnd vendors to

develop the technical requirements on field devices that enable them to communicate directly
with each other via a field message bus as well as with centralized data centers as they do today,

2



without a significant increase in the intagjon cost or complexity. It is a framework for utilities

to securely access field data and share it between all devices and systems. OpenFMB leverages
proven internet protocols (IP) for improved interoperability and situational awareness. Adoption
of IP-enabled technology can be scalable to support existing power system infrastructure

1.3 ProjectApproach
The project plan was organized into three phases:

1 Phase I SDG&E Internal Project Work Prior to contractor procurement that includes
0 Task #1- Developnent of Project Plan
o Task #2i RFP Development
o Task #3- RFP Release, Proposal Evaluation, and Vendor Selection
o Task #4- Contracting, Procurement, Resourcing, and Kofk
1 Phase 2 Project Development Activities
o Task #5 Evaluate OpenFMB Framework withBDG&E Architecture

o Task #6i Develop PreCommercial Demonstration System for Testing in ITF
(Integrated Test Facility)

o Task #7i PreCommercial, Demonstration, and Analysis

1 Phase 3 SDG&E Internal Project Work prior to project conclusion
o Task #8171 Finalize Project Report for External Release
o Task#1 Technology Transfer Plan

Phases consisted of stdsks, each of which has a report documenting the activities and.results
Tablel presents the phased approaskd in the preommercial demonstration activities.



Tableli EPIC2, Project 3 PreCommercial DemonstratiognPhased Approach

Phase I SDG&E Internal Project Work Task #1- Development of Project Plan

Prior to contractor procurement Task #2- RFP Development
Task #3- RFP Release, Proposal Evaluation,
and Vendor Selection

Task #4- Contracting, ProcuremerRResourcing,
and KickOff

Phase 21 Project Development Activities  Task #5i Evaluate OpenFMB Framework
within SDG&E Architecture
Task #6i Develop PreCommercial
Demonstration System for Testing in ITF
Task #7i PreCommercial Demonstration, and

Analysis
Phase 3 SDG&E Internal Project Work Task #8i Comprehensive Final Report
prior to project conclusion Task #9i Technology Transfer

1.3.1 Phase 1 SDG&E Internal Work Prior to Contractor Procurement

Task 17 Development of Project Plan
Objectivei Develop detailed work plan for the project.

Approachi The project team metith internal stakeholders to conduct a review of existing
systems for monitoring, communication and control of the power system and the plans for
ongoing development of thesgstems. Following activities were reviewadith the
stakeholders:

1 OpEx2020 vision and Vision 2030

1 Projects ongoing under EPIC

1 AdvancedDistribution Management System

9 Distributed Energy Resource Management System

The project team identifiecbnceptualfunctional and system requirements for the pre

commercial demonstratiqroject These requirementgerei dent i fi ed by revi ewi
existing plans antigh-level use cases to identify key systems and their interactions for key

modes of operation. Theoject plan identified staffing requirements for the project, both



internal and contracted, with definition of needed skiRgquiredequipment and other
resourcesverealso identified.

Outputi Project work plan including technical scope definitischedule, budget, and staffing
requirements was developed.

Task 27 RFP Development

Objective- Develop RFP for competitive procurement of contractor services for the requisite
phases of the technical scope.

Approachi An RFP was developed for the contracted portion of the work, the contained the
following sections:

=

Brief Project Background

Statement of Project Objective

Scope of Work

Approach

List of Deliverables

Expectations for Tech Transfer Plan

Project Schedule

Selection Criteria

Solicitation Schedule

Encouragement for Bids with DBE Participation

=4 =4 =4 4 -4 4 5 -9 2

The RFP was sent to multiple recipients. The proposals expected from the respondents included
(at a minimum):

=

Meeting the requirements of the RFP (being responsive)

Propaed technical approach for performing the work

Concept of operations and system architecture

System infrastructure specifications

Test plan for testing at SDG&E facilities

Measurement, verification and analysis of data

Findings and recommendations, basedhe results

Tech transfer plan for use of project results

Reporting to SDG&E

Conformance with CPUC EPIC DecisionQ3037 and other relevant EPIC decisions

= =4 =4 4 -5 8 5 -9 -9

The selection criteria (at a minimum) addressed the responsiveness of the bidder to the RFP
requrements, elaboration on technical approach, cost, bidder experience and company
gualifications, DBE participation, team structure, management plan, qualifications of individual
team members, proposed schedule, cost, and acceptance of SDG&E Terms atmh€ondi
Bidders were encouraged to include DBE companies in their project team.



Outputi RFP document was developed for release to recipients.
Task 37 RFP Release, Proposal Evaluation, and Vendor Selection

Objective- Release RFP to external recipients, evaluate proposals received and shortlist prime
contractor.

Approach- Worked with SDG&E supply management to release the RFP and manage the

contractor selection. Obtained bidder responses from supply managemerdamzed for

stakeholders review during the evaluation process. Received proposal submittals were be

validated, a proposal review team was established and a proposal review schedule was

developed. Developed detailed evaluation criteria that evaluatéectivgical and financial

response from the bidders. Scoring criteria incorporated an individual scoring sheet and a
consolidated scoring workbook will be developed. Formed an internal proposal and project

review panel of SDG&E subject matter experts froaksholder groups to use the project

results. Subsequent to developing the evaluation criteria, responses were sent to the review panel
for review and scoring. Two review panel meetings were conducted to review the scores and

discuss the proposals. Duritige evaluation process the scoring matrix was populated to get a
clear picture of strength of the biddersdéd pro
scoring approaches and scoring criteria. Follow up technical questions were developed for

clarificat i on from bidder s. The proposals were ev:
SDG&E team activities and identify project risks. Evaluation workshops were conducted for

bidders who meet the criteria to be vetted further, and necessary discusdiomseahnical

aspects of the SOW and other terms and conditions were conducted that culminated in the

selection of a vendor.

Outputi Vendor selection including proposal evaluation matrix, scoring matrix and
identification of the selected vendor.

Task 471 Contracting and Procurement

Objectivei Procurement of selected contractor services under contract with Supply
Management.

Approach- Engaged with the selected contractor in contract discussions to finalize the scope of
work, schedule and budget for theject deliverables. The following documents were
developed and finalized as part of the contracts package:

9 Detailed scope of work

9 Detailed project schedule

91 Detailed Project Budget

1 Professional services agreement

Outputi Prime contractor agreement wasafined with SDG&E supply management and the
contractor.



1.3.2 Phase 2 Project Development Activities

This section describes the project development activities that were undertaken by the project

team that included SDG&E resources and the prime contractorecesdthe project undertook

an evaluation and demonstration of the OpenFM
existing architecture and vision for the future of its grid operations. The project also un@ertook
precommercial demonstratido evabiate and demonstrate OpenFMB in a controlled
environmentwithnSDG& E G s | a b o rcarimercial test siystem was ralso used to

demonstrate specific use cases developed as part of the.project

Task 51 Evaluate OpenFMB Framework within SDG&E Architecture
Objectivei Evaluate OpenFMB Framework within SDG&E Architecture

Approach-Inthistask t he OpenFMB framework was evaluate
specific architecture. This phase the depeient of reference architecture, demonstration
architecture use cases and associated test caswsreference architecture descdibew

OpenFMB could be incorporated into SDG&EOGs pr
in Section3.2.1.This reference architecture followed the approach detal&dAESB RMQ.26

and specifically detailed a logical architecture and a node architecture. In addition, it was shown
how OpenFMB could be incorporated into SDG&ES®
near term and long term.

The demonstration architecr e descri bes the specific i mpl eme
test system and is further detailadSection2.3. This demonstration architecture is a subset of

theoverall projectreference architecture and was used to create the test sys&power

system equipmerselected represeeda range of gndors, device types, and native protocols

(e.g., DNP3, Modbushs shown iTable2.

The use cases developed were created to demonstrate theOysnBMB in a variety of field
scenariosThese use cases includaoth nonfunctional requirements and also addressed known
business needs. The use cases were then used to create the needed data profiles for
communicating between the various devices. Tases were also created in conjunction with the
use cases to verify their correct operation and to better understand the operation and usefulness
of OpenFMB.

Outputi OpenFMB Framework within SDG&E Architecture for premmercial demonstration
Task 61 Dewvelop PreCommercial Demonstration System for Testing in ITF

Objective- Designand develop preommerciakest system incorporating the OpenFMB
demonstration architectufer testing at the ITF.

Approach- In this task a test system was designed and dgped for demonstration at
S D G & E 6 slevdragifg existing product$his test system realized the demonstration
architecture developed in the first phase and was used to implement the use cases developed.
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Adaptors were configured to interface with thei®as equipment in their native communication
protocols (e.g., DNP3, Modbus). These adaptors converted the data into the format described by
the data profiles and then sent the data over MQTT or DDS.

The test system devices were also interfaced with a poyseem simulator. This simulator was
configured to mimic actual power system conditions and the test system was realized on a
simulation of two actual SDG&E feeders. The simulator was also used during testing to simulate
anomalous conditions in the powsrstem, thus exercising the use casdedetailed

communications infrastructure was designed and developed to demonstrate a variety of
communications technologies and irtetworking. The various adaptors were then integrated

into the communications infseructure to realize a field message bus.

Outputi Development and integration of pcemmercial demonstration system for testing at the
ITF.

Task 71 Pre-Commercial Demonstration, and Analysis

Objective- Conduct demonstrations for the gremmercial tessystem at the ITFand analyze
the results

Approachi In this tasktheprecommerciakysteru nder went t est i fagjityat t he
prior to installation at SDG&EOGs I TF. This in
feedback and furtheefinement of the test system and culminated in FAubsequentlythe test
system was i nt e gr .dhisinstallationincludSdin&graionswithl thie Bnsite

power system simulator and placement into the faciltyce installed, the test sgat was

exercised using the previously developed test dasgse-commerciademonstraon. Data was

collected during thedemonstrationincluding network packet captures and oscillography. This

data formed the basis of the findings and recommendatiessied iMTask 8 (this report)

Outputi Precommercial demonstration and analysis of the OpenFMB test system

1.3.3 Phase 3 SDG&E Internal Project WorRrior to ProjectConclusion

Task 87 Comprehensive Final Report
Objectivei Develop comprehensive final report

Approach- Develop a comprehensive final report based on the CPUC EPIC Final Report
guideline developed by the three 10Us. The report presented in this document follows the outline
developed by the I0Us to share thsulés of the project undertaken.

Outputi Comprehensive final report as presented in this document.



Task 97 Technology Transfer
Objectivei Develop technology transfer plan to share results with all stakeholders.

Approachi A technology transfer plan was developed to share the results with SDG&E
stakeholders and with other stakeholders in the industry that would benefit from this pre
commercial demonstration

Outputi Technology transfer plan as documente&ectiord4 of thisreport.



2 OpenFMB Pre-Commercial Demonstration System

2.1 OpenFMB Overview

OpenFMB is an loT framework designed and supported by SEPA (formerly SGIP) and
standardized in NAESB as NAESB RMQ.26. OpenFMB@ised on providing an open field
message bus framework using wiatlown and widelyadopted standards and indusstgndard
semantics as well as a reference architecture and common approach to development. Interfacing
to other existing standards is accdisiped through the use of adaptédpenFMB is focused on

field device interoperability and enabling secure, fiegreer communication through a
publish/subscribe model, often without the need to communicate with central officerebad
systems.

2.2 Publish/aibscribe Protocols

One of the requirements for OpenFMB is that i
That s a foundational el ement of OpenFMB that
field device messaging.ub/sub generally describes a messaging pattern. It is an alternative to

other messaging patterns such as the eienter model, e.g., used fdypertext Transfer

Protocol (HTTP)or File Transfer ProtocolHTP) technology. In that model, a client specdily
requests information from or sends informatio
relationship, in that the client knows precisely which server to communicate with and, typically,

the server knows which client is trying to communicate.

In the pub/sub model, publishers have data that is published out often through what is referred to
as a Atopic.0 For example, if the publisher i
Authorized subscribers subscribe to that topic and thusctrepull temperature data. In that
arrangement, the publisher and subscriber are more loosely coupled than in theeplient
approach, because subscribers dondét necessar.
publisher could push out a topic toamde number of subscribers. Subscribers, in turn, could

receive just one topic from one thermometer or it could subscribe to any number of topics from

any number of publishers.

Mut ual Afawareness, 0o if you wil tlientsergernpodes si bl e,
The key is that a subscriber is more focused on the topic than on the node it is talking to. All

traffic in the pub/sub approach is subject to security protocols and publishers only publish and
subscribers only receive topics for wiithey are authorized. Security protections are in place.

The thinking behind OpenFMB is that the pub/sub model should be a more effective model than
client/server for multiple devices in a field network to communicate with one another. But it is
importart to note that this debate is not settled. Some see advantages to thgeclienmodel

in field device networks. But SGIP and NAESB have chosen to use the pub/sub model in the
OpenFMB guide theyb6bve approved for field devi
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221 6Brokemrookamd eGls 6 approaches

A further distinction with the OpenFMBG&6s use
protocols use fAbrokerso while others are fibro
A broker may be thought of as a node or device that sesve@sreddieman in pub/sub

communications. In broker scenario, when a publisher publishes a topic it goes to a broker,

which thenqueuest up for, and delivers to, authorized subscribers. Subscribers seeking to pull

topics from publishers first go to theder to subscribe, which pulls data from publisher. The

broker is a single node or device that manages traffic between publishers and subscribers.

The role of the broker has pros and cons. Amo
role in ecurity enforcement, which means that that function is not distributed among publishers

and subscribers. The broker performs easier routing of topics and makes discovery by either
publisher or subscriber an easier task because two nodes have only ote sgacktopics or

from which to receive topics. That means publishing and subscribing nodes need less

programming code.

In a brokerless environment, all publishers are responsible for sending the appropriate data to all
authorized subscribers. Thatmeane e publ i sher must Aknowo whi ch
and their addresses. Subscribers need to be able to find publishers and subscribé tolthanh 6 s

the Adi scoveryo process. That can become qui't
routess in them. It can become difficult for publishers and subscribers to find one another and it

can be difficult to then manage publistseibscriber connections, security conditions and so

forth. The benefit of the bngelantdfalsrs.lfar r angem
broker is used, it can fail or be overwhelmed by network congestion

2.2.2 OpenFMB and Multiple Protocols

OpenFMB, as written, provides a guide that identified (3) three choices for protocols, which

provides flexibility for implementadn. The three protocols, however, do not work together.

With standar ds, -offlilexibileydvs interdperabijits Theee choicesdreflect
flexibility. But those choices don6t work tog
systems that make different protocol choices.

The OpenFMB guidance calls out three protocols for potential use: MQTT, DDS and AMQP. If
one OpenFMB i mplementation uses MQTT, for ex.
each other. But in a specific aaltion, one choice can be explored for its efficacy.

If the application needs fast, reahe data, e.g., with a synchrophasor, DDS might be the choice.
If the application calls for a wider, distributed network of devices, the best choice might be
MQTT.Each has pros and cons. Thatodés why the aut

Ai ntegration framework. o OpenFMB today is not
integrating new devices in the field and avoid stranded assets. In the verrfapala#fMB is a
sort of fAgrab bag, o0 |l oose framework that requ

two OpenFMB devices and assume that they will interoperate.

11



Thatds just at the protocol | ayer . NMdefind he app
all messages. When OpenFMB is implemented, the nature of messages must be defined as well.

So tradeoffs exist at the application layer as well. Therefore, aspects of OpenFMB remain

undefined for now. If one utility uses OpenFMB for a new purpesg, synchrophasors, one

utility might define it one way, and another utility might define it another way. And the two

systems would not interoperate and communicate. So interoperability gaps remain, depending on
how OpenFMB is implemented. OpenFMB isra a process for how users can define messages

rather defining them itself.

This undefined aspect of OpenFMB makes it difficult for it to reach commercial availability,

because i f Vendor AOGs messages are deinined on
another way, the two wil/ not i nterope-rate an
alityo to OpenFMB, thus at this point it rema

the parlance of the IEEE Standards Association, e.gheB would be called a guide, not a
standard.)

MQTT: one of two protocols explored inthis project

MQTT or Message Queue Telemetry Transport, was first defined by IBM but is now the
standard used both in OASIS, the Organization for the Advancement augtdimformation
Standards and in ISO/IEC, the International Organization for Standardization/International
Electrotechnical CommissioMQTT is one of two protocols used in the demonstration project.
MQTT defines the application layer protocol that rongop of TCP/IP. So it is built on Internet
technologes. For security, it usé&ansport Layer Securit§f LS), another Internet standard.

Like http, MQTT runs on TCP/IP, and uses TLS for security.

MQTTO6s primary desi gn i se.,taigeted dt lofype apgplecationg Al i gh
that favor small, inexpensive devices. It is designed to be lightweight both in terms of

implementatiori it uses minimal coding and, therefore, programming effag well as

requiring low bandwidth from networkresa@ ces. So it dés fast and | i gh

it has few features. Thatodés thought of as its
is that it uses a broker and, therefore, it has a single point of failure.

DDS: the other protocol expored in this demo

DDS stands for data distribution service. It is another pub/sub protocol allowed under

OpenFMB, andis one of the two protocols tested in the demonstration préjetetrms of

history and status, it has had mainly military applicati@ng., in equipment communicating

with one another aboard submarines. Today DDS is an OKGject Management Group

standard. (OMG is an international, open membershigfangirofit technology standards

consortium.) At this point, DDS has a handfulmplementations or use cases and is not as

widely adopted as MQTT or AMQP (Advanced Message Queueing Protocol, described in the
next section). Thereds active interest in DDS
infancy than other protwls identified under OpenFMB.
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DDS is brokerl ess, in contrast to MQTT. Thato
no single point of failure. But that means paying attention to routing, discovery, etc., which

affects scalability. One wouldohuse DDS for a field network of thousands or millions of

devices, thus it is not IoT friendly because it has a high overhead of programming. It is referred

to as-caniidatca protocol, meaning how a program
pubsub protocols, the programmer doesnodét think
rather, the focus is on the nature of the data being published or subscribed to.

DDS does not run on TCP/IP. It can run on IP, but it has its own technologylalidove |t doesn
use TCP, it Tidhe easlitodat IntarngterotdchlsS For security it has its own,
referred to as ADDS security.o I n a sense, DD
well as detractors.

Among its advantages is thats brokerless, therefore faster. Again, no single point of failure. In
the power utility world, where applications demand that lots of data is exchangedtimegair
closedloop control is needed (e.g., sampbdue type data or synchophasors), DDig§ht be a
candidaté those applications are its sweet spot. The corollary to the speed and lack of a single
point of failure in brokerless protocols is, again, that discovery and security functions must be
programmed into all the field devices commutiragdirectly with one another. Also, without a
broker, lots of pub/sub devices and their exchanges can overwhelm the network.

AMQP: not tested in this demo

The third protocol defined under the OpenFMB guidance is AMQP, or Advanced Message
Queueing Protodolt is built on TCP/IP and and it uses TLS for secuiritypical Internet

protocols. AMQP is OASIS and ISO/IEC compliant standAMQP and MQTT are very

similar: both are built on typical Internet protocols, are OASIS and ISO/IEC standards and both
usebrokers. The generally accepted difference between the two is that AMQP is richer, in that it
provides more functionality. AMQP, for instance, can use both a pub/sub and et
communication approach. However, that added functionality comesoat.dt is more complex,
requires more programming and code and, therefore, is more difficult to implement. In sum,
AMQP is richer and MQTT is more lightweight.

R-GOOSE Overview(Additional protocol reviewed in the project)

The Generic Object Oriente&lbstation Event (GOOSE) is a transport profile for IEC 61850.

This profile was developed with the specific goal of performance in mind. As such, GOOSE only
operates via Layer 2 addressing and supports multicast and quality of service. However, in the
course of identifying new use cases for the IEC 61850 standard, the issue of transmitting data
from one publisher to multiple subscribers in a network drove the development of routable
multicast messages now known as Routable GOOSEQ@RSE). The primary addiins being

the use of routable IP addressing and a complete security profile.

13



2.3 Test System

The test system developed for this project wa
demonstrate the range of benefits of OpenFWVHs test system was desigg to mimic two

feeders on SDG&EOGs pr oduct Figurel addFigurel. FipureB i on ne
thenillustrates thearchitectureof the test systepdesigned to mimic those two feedeas

described in more detail below
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A number of devices and simulators were used in the creation of the test system. These devices
were selected to demonstrate interoperability amongst devices from a variety of manufacturers,
each requiring an OpenFMB adapter to translate from their legaasnanications technology

to OpenFMB. These devices and simulators are list@ale2. Figure4, Figure5, andFigure

6 show the developed test systemracks including labels for each devicEhese racks were

then installed in the SDG&E ITF.

Table2 - Devices and Simulatotdsed inTest System

Device Device Device
Type Role Description
Control Portal System, application Application that provides a User Interface to visualiz

the circuit network, display measurement values andg
provide limited control capability for network devices

Optimizer System, application Application which optimizes the resources included i
the Vol/Var Use Cases. Optimizationascomplished
usingdefined business rules.

Field Agent device Field agent software and hardwalevice that
communicate with the "edge" field devices. The Field
Agents include Ethernet communications capability.
FA nodesare connected to each Field Device and
connected to the OpenFMB.

Breaker Relay device The Breaker Relay feeder protection system provide
feeder proteddn, control, monitoringand metering in
an integrated package. Communicates vi@®OSE
and DNP.

Capacitor device The Capacitor Relay provides protection functions
designed specifically to protect shunt capacitor bank
Protocols: RGOOSE and DNP

Tie Switch device The controller system is a device designed to act as
Switch to demonstrate Use Cases. ProtocdB(ROSE
and DNP

Recloser Relay device The Recloser Control offers protection and

communications capabilities for Automatic Network
Reconfiguation in the event of a fault. Reclos&mwith
DNP protocaol.

Voltage Regulator device The Voltage Regulator Controller to optimize Systen|
Voltage and control system voltage with DNP protoc|

Switch (2 position) device The load simulation relagrovides thregohase restraint
current inputs. 2 Position Switch with DNP protocol

DER /Battery Inverter device Inverter that connects battery to the VVC System.

Assumed to be capable of operation as a rectifier.
Controllable up in range zero to curremaximum
capability ofbattery Uses Modbus protocol.

Flexible Load device Controllable load to simulate Critical customer loads
both shedable and neshedableomponents.
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Device

Type

Device

Role

Device

Description

RTDS

System, application

Power system simulation software

Router Subnet A and B

Communication
Device

Routes network traffic from Subnet A to Subnet B a
vice-versa

900 MHzRadios

Communication
Device

Long-range 900MHz radiocesgoints. Configured
to bridgeEthernet data ovehe radio link to the feede
remotes. Configured for 500kbps raw ovke-air data
rate. Also configured to be a W access point for
computer connections to the OFMB test rack

Time Server Server Time server for the entire rack (both Feeder A and
Feeder B). SNTRnd PTPserver.

Computer Computer HW R-GOOSE to OPC Adaptor (Windows Server)

HMI Display System, application | Traditional HMI for Grid Devices

DER Inverter

Device

Energy Storage System devieehnology
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These devices were networked in such a way to mimic their location on two different feeders,
A F e e dandiiF A e d eusingRBliffebent networking technologiessmimica realistic network
design The overall design of the communications is showRigure?7.
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NnSubstation DevicesoO are connected via Ethern

These devices experience high speed networking connections between each other
(10/100/1000Mb s ) . ARemote DevicesoO are connected
devices in the real world would be located up to 10 miles from the substation and therefore, need
long range wireless to communicate. Each feeder has a 900MHz radio access pogriefm th

the devices on that feeder share the 500kbps link.

The networking is such that Feeder A and Feeder B are in two different subnets, but connected
by routers. That is, the two feeders are connected at Layjee30penFMB rack IP addressing
scheme iss follows(the actual IP addresses have been redacted throughout this report and
replaced with &6x06)

1 Feeder A is in the xxx.xxx.42.x subnet
M Feeder B is in the xxx.xxx.43.x subnet

For connecting computers and tablets to run tests and/or troubleshddpethEMB rack
contains a Wi Access Point and DHCP Server for ease of use.

Feeder A
Substation

Feeder B
Substation

(XXX.XXX.42.X) (XXX.XXX.43.X)

Router
Router

Ethernet Cable

900MHz Radio 900MHz Radio

Feeder A Remote
Devices
(XXX.XXX.42.X)

Feeder B Remote
Devices
(Xxx.Xxx.43.X)

Figure 8 - High-Level Network Concept
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As shown inFigure8, the test system network is designed to connect every device in two
feeders. The devices and computers in the substation are connected-gipeeidtthernetover

copper cable. The remotewllees of each feeder are connected via a-piglver/long range radio

link. The two feeders are connected to each other through 2 routers. In this way, the test system
network is comprised of four major sskctions:

1) Feeder A Substation SiNetwork
2) Feeder A Remote Devices SiNeetwork
3) Feeder B Substation SiNetwork
4) Feeder B Remote Devices Shbtwork

UAP Computer
VMs

oFMB Control Portal HMI (RGOOSE to OPC 42,225
Laptop xxx.xxx.42.224 Xxx.xxx.42.10 Adaptor) XXX'XXX'42'226
(Run tests or debug) X XXXA2.228 XXKXXX.42,

XXX.XXX.42.227

CB-A
(DNP/RGOOSE)
X000 xxx.42.237

Feeder A
Ethernet Switch

Router To Feeder B Substation
xocoo42.1

Time Server
(GPS Clock/NTP)
Xxx.xxx.42.248

Field Agent
Optimizer,CB-A FA
XXX XxX.42.245

Field Agent
FMB Broker
0000x.42.249

Radio
000X 42.206

To Feeder A Remote Devices
via
S00MHz Radio Network

Figure9 - Feeder A Substation Network

As shown inFigure9, the "Feeder A Substation” portion of the network contains devices that
would normally be connected in an electrical substation or be connected byspéeghnetwork
connection to the substation. The Feeder A substation contains both devices andreompute
Everything in this subnet is connected through the use of an Ethernet switch using copper cables
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(Cat5/6). In this way, all devices communicate using IP (Internet Protocol) over
10/100/1000BaseT Ethernet.

There are several computers and virtual mashf®ls) connected to this part of the network.

The OpenFMB Control Portal provides visualization of the FMB data. The HMI machine talks

legacy protocols and shows the user details regarding the devices further down Feeder A. The

UAP machine providles RGOOSEo OPC transl ation. An engineer
the switch to provide troubleshooting access or to run tests.

A time server that acts as a NTP server for the entire network is in this portion of the network.
Devices learn date and time of daym this device. This ensures all devices in the network
share the same time of day, which is important for correlating logs and published data. The
circuit breaker controller (CB\) is also connected to this portion of the network.

There are two fieldgents at the substation of Feeder A. In general, field agents can be loaded
with different applications to provide intelligence and data translation at the edge of the network.
In this case, we have two field agents configured to provide very specifirohdy. One field

agent functions as the optimizer for the feeder. The other field agent acts as the Field Message
Bus Broker ("FMB Broker"). The FMB Broker routes messages to/from other field agents in the
network. This function is how field agents gaarticipate in different FMB topics (logical data
streams).

There are two devices in the Feeder A Substation network that act to route data to other parts of
the network. The Feeder A Router connects Feeder A to Feeder B so that the two feeders can
send a@ta back and forth. This router must be capable of routing both unicast and multicast IP
traffic. The Radio Access Point (AP) connects wirelessly to other radios further down the feeder.
The Radio AP creates a poiatmultipoint (star) network that connsall the remote radios. In

this way, every remote radio transmits directly with the AP while the AP maintains multiple
connections one to each remote radio. The radio signals in the test network are carried by RF
cables with fixed attenuation. In theat world, these signals would travel through antennas and
then ovetthe-air for large distances {10 miles) to connect the remote devices of feeder A to the
substation of feeder A.
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Field Agent

Radio
XX Xxx.42.207

Recloser-A

000000.42.238
DNP

Field Agent

Radio
XKX.XxX.42.208

Radio
soocxxx.42.209

Regulator

Field Agent

_______

To Feeder A Access Point
via
800MHz Radio Network

4

RF Splitter
4 (e

Radio
x000xxx.42.210

Capbank A

Field Agent

______

Field Agent

Radio
xoxxx.42.211

Modbus

XXX XXX.42.239
DNP

0. 00.42.240
RGOOSE / DNP

Figure 10- Feeder A Remote Devices

As shown inFigurel0, there are a number of remote devices connected to Feeder A, along with
their respective field agents.

Eachcontrollableutility distribution systentdevice is connected to the network using a wireless
field agent. The wireless field agent contains a {ugtver/long range radio to connect remote
devices that may be miles away from the substation. The field agent also hasstbppetand
serial ports to physically connect to the electrical grid remote devices. Each field agent can run
different field message bus protocols (MQTT, DDS, RGOOSE transport, etc.). The field agents
are also capable of being loaded with different appboatto implement edge features and

device protocol translation (Modbus, DNP3, etc.) Therefore, we can connect different types of
devices talking different protocols to the same network.

This OpenFMB test network contains variausity distribution systentdevices. We have the
following in Feeder A:
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1) Recloser controller running DNP3 ("Reclog€)

2) 4 Position Switch controller running DNP3 ("Switch")

3) Regulator running DNP3 ("Regulator")

4) Capacitor Bank Controller running RGOOSE and DNP3 ("Capbadnk A
5) Battery Inverter running Modbus ("DER")

Power System Sim
XXX.xxx.43.201

Power System Sim Field Agent
Virtual CAP XXX XXX.43.231
XXX Xxx.43,202

Power System Sim
Virtual DER Field Agent
X06xxx.43.203 xxxo00643.232

Feeder B
To Feeder A Substation Router Ethernet Switch Power System Sim
X00x.43.1 Virtual Breaker (CB-B)
XXX.XxX.43.204

Power System Sim
_______________ e e Virtual Breaker
Field Agent X0x0x.43.206

Radio
xx0043.205

Power System Sim
Field Agent Sync Card
FMB Broker XX6Xxx.43.223

XXX.XXX.43.246

Test Instrument
Xxx.Xxx.43.199
(Connected when
needed)

Fommmm e

To Feeder B Remote Devices
via
900MHz Radio Network

Figure 11 - Feeder B Substation Network

As shown inFigurell, the "Feeder B Substation" portion of the network contains devices that
would normally be connected in an electrical substation or be connected byspéeghnetwork
connection to theubstation. The Feeder B substation contains both devices and computers.
Everything in this subnet is connected through the use of an Ethernet switch using copper cables
(Cat5/6). So, in this way, all devices communicate using IP (Internet Protocol) over
10/100/1000BaseT Ethernet.

An electrical grid simulation system is connected to the network at the Feeder B Substation level.
The simulation system is comprised of both physical and virtual network elements. The main
simulator hardware and its synchronipatcard are physical devices at this level. The simulation
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system is also configured for a number of virtual devices. These include a virtual capacitor
controller, a virtual DER controller, and two virtual breaker controllers.

There are three field agergsthe substation of Feeder A. In general, field agents can be loaded
with different applications to provide intelligence and data translation at the edge of the network.
One field agent acts as the Field Message Bus Broker ("FMB Broker"). The FMB Bookes
messages to/from other field agents in the network. This function is how field agents can
participate in different FMB topics (logical data streams). The other two field agents provide
data translation and control for the virtual CAP and the vilER.

There are two devices in the Feeder A Substation network that act to route data to other parts of
the network. The Feeder B Router connects Feeder B to Feeder A so that the two feeders can
send data back and forth. This router must be capable oigdagth unicast and multicast IP

traffic. The Radio Access Point (AP) connects wirelessly to other radios further down the feeder.
The Radio AP creates a poiatmultipoint (star) network that connects all the remote radios. In
this way, every remote raatransmits directly with the AP while the AP maintains multiple
connections one to each remote radio. The radio signals in the test network are carried by RF
cables with fixed attenuation. In the real world, these signals would travel through amstetinas
then ovetthe-air for large distances {10 miles) to connect the remote devices of feeder B to the
substation of feeder B.
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To Feeder B Access Point
via
900MHz Radio Network

F

RF Splitter
(1x8)

RF Cables

Field Agent Field Agent

Radio
xxx.xxx.43.214

Field Agent Field Agent Field Agent
Processor Processor Processor
XXX.xxx.43.233 xxx.xxx.43.234 xxx.xxx.43.235

Capbank B Recloser B

Tie

XXX.XXX.43.244
RGOOSE/DNP

Xxx.xxx.43.247
RGOOSE/DNP

Xxx.xxx.43.243
RGOOSE/DNP

Figure 12 - Feeder B Remote Devices

As shown inFigurel?2, there are a number of remote devices connected to Feeder B, along with
their respective field agents.

Eachcontrollableutility distribution systendevice is connected to the network usangireless

field agent. The wireless field agent contains a{gugter/long range radio to connect remote

devices that may be miles away from the substation. The field agent also has copper Ethernet and
serial ports to physically connect to the electrgrad remote devices. Each field agent can run
different field message bus protocols (MQTT, DDS, RGOOSE transport, etc.). The field agents
are also capable of being loaded with different applications to implement edge features and
device protocol translatn (Modbus, DNP3, etc.) Therefore, we can connect different types of
devices talking different protocols to the same network.
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This OpenFMB test network contains variausity distribution systendevices. We have the
following in Feeder B:

1) Tie controler running RGOOSE and DNP3 ("Tie")
2) Capacitor Bank Controller running RGOOSE and DNP3 ("Capbank B")

3) Recloser controller running DNP3 ("Recloser B")
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2.4 Summary olUse Cases

Table3 shows he use casdbatwere developed for demonstration on the test system. For more

details of the use cases, €ee

Table3 - Summary of Use Cases

Use Case la:

OpenFEMB Connection to Vendor B Devices and Virtual DER / Cap Bank

Objective:

The objective was to demonstrate the use of OpenFMBrtonunicate from ¢
Control Portal to a field device showing status (measurement values) anc
control (change status).

Description:

An operation of Recloser 1 (Open/Close) and Voltage measurements wa|
made through OpenFMB messaging to the VENDOR B RECLOEHRe
control and status of thef2eder switch was demonstrated from the Contrg
Portal through OpenFMB to the VENDOR B Switch. The control and stat
the Virtual DER and Virtual Cap Bank were also exercised.

Use Case 2a:

Var Control

Objective:

The objective was to evaluateGROOSE as an alternative pub/sub protocol
under the OpenFMB standard / framework.

Description:

An operation of Recloser 1 (Open/Close) and Voltage measurements wal
made through OpenFMB messaging to the VENDOR B RECLOSHReL.
control and status of thef2eder switch was demonstrated from the Contrg
Portal through OpenFMB to the VENDOR B Switch. The control and stat
the Virtual DER and Virtual Cap Bank were also exercised.

Use Case 2b:

Marin-the-Middle Augmented Vdtage/Var Control

Objective:

The objective was to demonstrate manual control and operation using
OpenFMB.

Description:

Capacitor 1 was closed. When, after closing Capacitor 1, the var level we
above the setting threshold in the VENDOR A-&BanOpenFMB alarm of
Aover VARO was i ss ueAlreldy.yrhigalaren wasE N
received by the Control Portal and indicated. The operator then placed V
auto mode.

Use Case 2c:

Peeto-Peer Voltage/Var Control

Objective:

The objective of Use Case 2c was to demonstrate automated control or
operation using OpenFMB.

Description:

Capacitor 1 was closed. When, after closing Capacitor 1, the var level we
above the setting threshold in the VENDOR A-B an al awAR
was issued by the VENDOR A GAB. This alarm was received by the
Optimizer and the Optimizer then placed VR 1 Voltage Regulator in auto
mode via an DNP OpenFMB command.

Use Case 2d:

Voltage Override

Objective:

The objective of Use Case 2d wagleamonstrate the communication of the
rejection of manual control and subsequent automatic response based of
prevailing local condition using OpenFMB.
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Description:

The Control Portal sent a close command to VENDOR A CAPBANK 1. A
the voltage on VENDOR AAPBANK 1 was set using the simulator to be
high, VENDOR A CAPBANK 1 refused the CLOSE control and sent a
message to the VENDOR A GBindicating refusal to execute the requeste
close action. An OpenFMB message was issued indicating such from
VENDOR A CB-A and was displayed on the Control Portal. Detection of
OverVoltage was also transmitted to the Optimizer which then cause VR
change to auto mode.

Use Case 3a:

Intemetwork Var Control

Objective:

The objective of this use case was to demotesttee intemetwork
communication capability of OpenFMB.

Description:

Building on Use Cases 2a, b, ¢, and d, an OpenFMB command was issu
from the Control Portal to open Recloser 2 and then close the TIE switch
status of Recloser 2 and Tie Breakare monitored by the Recloser 2 and ]
Switch, respectively. This information was then sent inegwork via R
GOOSE to VENDOR A CBA. The var load on the feeder was then increas
above the setting threshold. The VENDOR A-@Bhen made a
determinatio to close Capacitor 2 for additional var support.

Use Case 3b:

Peeto-Peer Volt/Var Control

Objective:

The objective of this use case was to demonstrate theégpeer
communication capability of OpenFMB to achieve progressive var suppo

Description:

The var load on the feeder was increased above the setting threshold.
VENDOR A CB-A then issued a signal (High Var) to the Optimizer that
additional var support was needed. Upon receipt of the High Var messag
Optimizer then switched théoltage Regulator to manual mode.

Use Case 4a:

DER Active Power Control

Objective:

The objective of this use case was to demonstrate the ability of OpenFMi
bridge Modbus communication, and to demonstrate the interoperation of
traditi onRERusingOpérs-MBE n d

Description:

A start command was sent from the Control Portal to the DER. An OpenkF
command to change the Power level was issued. In addition to changing
Var/Power order, a command was issued to change between operationa
from Voltage Droop regulation mode to Volt/Watt Mode regulation mode.
heartbeat signal was removed by disconnecting the DER from the netwo
the response of the inverter was noted. After removing the heartbeat,
communication was reestablished and atreesmmand was issued to DER.
Breaker A was opened and the response of the DER was recorded.

Use Case 5a:

DER ofline / off-line

Objective:

The objective of this use case was to demonstrate the us&OIFSE to
improve system performance bgmmunicating breaker status to a DER an
thereby overriding autonomous DER control functions.

Description:

A button push on VENDOR A CGB\ was used to open CRB. Upon detection
of CB-A open, CBA sent a command to VENDOR A CAPBANK 1.
VENDOR A CAPBANK loperated an output contact to take the DER off
line.
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Use Case 6a:

Enhanced Automatic Feeder-aeployment

Objective:

The objective of this use case was to demonstrate the mapping of data fr
GOOSE messages into OpenFMB as well as complexdetace
communication.

Description:

Using the HMI, CBB was tripped. Vendor A CGB\ Phase A current was the
set to pass its perogrammed threshold. As a result, Vendor A-&Bet its
AHeal thy Feeder o based on tfhe th
deployment. AsRR was monitoring the fAHea
trip command to open-R. R-2 then sends a command to clos# Via R
GOOSE. Finally, Vendor A CB\ detected that T1 closed and changed its
setting group and visualized via th&/H

Use Case 7a:

Automatic Feeder RElose

Objective:

The objective of this use case was to demonstrate cireodnéguration back
to normal operating condition.

Description:

CB-B was closed by the HMI, placing voltage on the Breaker sitReofoser
2. Voltage was then detected on both sides of Recloser 2 and the phase
of the voltage across the recloser was less than 30 degrees (as measure
2). As a result, Recloser 2 sent an open commandlto/ENDOR A CBA
identified T-1 openedand changed back to the setting group 1.

Use Case 8a:

Sample Value Test Cases (documentation only)

Objective:

The objective of this use case was to demonstrate theshegd transmission
of sample values to further develop communication requiremeints f
OpenFMB.

Description:

The measurement and transmission of voltage and current values from fi
equipment are known as sample values (SV). SV typically require high sg
rates in the range of 3,000 to 96,000 samples per second. Additionally, t
device creating the samples (known as the Merging Unit) can be located
several kilometers away. IEC 61850 introduced the concept of sample va
as a digital interface to optical current and voltage sensors as well as
applicationspecific circumstances whe remote location of voltage and
current sensors is required/desirable. The IEC 61850 standard addresse
such as data synchronization and phase correction. Given the high band
and low latency constraints of such data, further study of itgcappity to
OpenFMB is needed.

Use Case 8b:

Synchrophasors via-BOOSE

Objective:

The objective of this use case was to demonstrate the use of pub/sub
technologies to transmit high speed data (e.g. synchrophasors) via routa
GOOSE and evaluate tiecorporation into OpenFMB standards.

Description:

Synchrophasors (V1 Magnitude and Angle) were mapped into Generic A
61850 data objects in VENDOR A &Band Recloser 2 and then included i
R-GOOSE messages-®OOSE reception by-T was monitoredychanging
the source voltage angle and magnitude between Feeder A and Feeder

Use Case 9a:

Dynamic Subscription (documentation only)

Objective:

The objective of this use case was to identify the requirement for dynami
subscription for all messaging protocols for incorporation into OpenFMB
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standards.

Description:

In the scenario, when Feeder A and Feeder B are separated, there is no
share messages between them. OncethésTlosed, it becomes desirable {
the devices on Feeder A to be ab
on the Aextendedo | ine. For that

Subscription becomes a ki@ this test case. Additionally, the definition of
the data objects from the newly subscribed devices may be needed, espg
if there have been setting changes in any of the nsuwldgcribed devices.

Use Case 10a: Endo-End Security (documentationonly)

Objective: The objective of this use case was to identify the requirement fetioesmitd
security in OpenFMB standards.
Description: | When communicating devige-device in the field, entb-end secure

communications are required. Eta@dendsecurity should be developed that
addresses authentication, authorization, access control, confidentiality,
integrity, nonrepudiation, availability, and accountability.

Use Case 1la: File transfer

Objective:

The objective of this use case is to demiatstfile transfer using OpenFMB.

Description:

To demonstrate the transfer of a settings file, a file was transferred from {
Administration Node to a Field Agent (OpenFMB Adapter). This file was ¢
size representative of a settings file, ~10 KBhibuld be noted that settings
files may also be unique to each OpenFMB node.

Use Case 11b: Firmware

Objective: The objective of this use case was to document or demonstrate firmware
transfer.
Description: | To demonstrate the transfer of a firmwanage, a file was transferred from

the Administration Node to a Field Agent (OpenFMB Adapter). This file w
of a size representative of a firmware image, ~10 MB. It should be noted
firmware images have various security characteristics that may dpeeuta
each firmware instance, such as manufacturer signing. Firmware images
also be unique to each OpenFMB node.

Use Case 11c: Provisioning (documentation only)

Objective: The objective of this use case was to document the requirement to provig
field devices using OpenFMB.
Description: | To set up an OpenFMB network, the secure provisioning of OpenFMB ng

is critical. Each OpenFMB node has to have its security credentials verifig
with the Administration Node. Various settings also need twob@nunicated
relating to both the nodebs netw
Initial subscriptions to other OpenFMB nodes also need to be created.

Use Case 12a: File transfer

Objective: The objective of this use case was to demonstratgdihsfer using
OpenFMB.
Description: | File transfer from an Administration Node to other nodes through OpenFI

(MQTT) was demonstrated. Currently, OpenFMB does not specifically de
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file transfer. In the future, OpenFMB may choose to use anptbgvcol
better suited for file transfer (e.g., SFTP) as pub/sub protocols are not tyy
used for large, poirto-point, file transfers. Further, individual settings and
firmware are likely not to be broadcast as security images; configuration
othe aspects are likely to be unique to each node. (Note: Refer to Use C
11a for further information on file transfer.)

13a OpenFMB using DDS
Objective: The objective of this use case was to demonstrate OpenFMB using DDS
Description: | To demonstrate OpenFMB using DDS, the Tie SW is set as the one of th

DDS nodes. The Tie SW gets the data (measurement value) from DNP3
adaptor and publishes the data on the DDS virtual FMB. Then another D
node subscribes to the data. When the datzeésved, the data is published i

the Audit Log.
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2.5 System Tests
Table4 summarizes the tests run on the demonstration system to verify the use cases. The
complete test case documentluding specific resultss provided inAppendix B

Table4 - System Tests

Test
Use Case Case| Description
Step
la: OpenFMB 1 Start controportal.
Connection to Vendor E 2 Start field agents.
Devices and Virtual 3 Insert ALL Vendor A devices
DER / Cap Bank 1 CB-A, Recloser 2, Tie SW, Cap 1, Cap 2
4 Monitor measurement values on R1.
5 Control portal sends R1 Open command.
6 Monitor measurement values on SW (Vendor B Switch).
7 Controlportal sends SW Open command.
8 Monitor measurement values on Virtual DER.
9 Control portal exercises range of DER commands:

1 Reset

1 Set voltage source invertePQ Mode

1 Set for Voltage / Watt mode of operation

1 Initial real power set point

1 Initial reactve power set point

10 Monitor measurement values on Virtual Cap Bank.

11 Control portal sends control values to Virtual Cap Bank.

2a: Var Control Start control portal.

Start field agents / optimizer.

Measure the vars at the breaker Feedévéndor A CBA).
Change vars in the RTDS model to exceed a set point.
Send RGOOSE message from Vendor A @Bto Vendor
A Cap Bank 1 to close capacitor Vendor A Cap Bank 1.
Sent RGOOSE message received by Vendor A Cap Ban
capacitor.
7 Measure the vars at the breaker Feeder A (Vendor ALB

G WINEF

(o)}

2b: Manin-theMiddle |1 Measure the vars at the breaker Feeder A (Vendor ALB
Augmented 2 Change vars in the RTDS model to exceed a set point if
Voltage/Var Control needed.

3 VendorACBAsends an al arm of

4 Control portal receives alarm.

5 Operator places VR1 in Auto mode.
2c: Peeito-Peer 1 Measure the vars at the breaker Feeder A (Vendor AALCB
Voltage/Var Control 2 Change vars to exceed a set point.

3 VendorACB-A sends an alarm of

4 Control portal and optimizer receive alarm.
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Use Case

Test
Case
Step

Description

Optimizer sendsommand to VR1 to switch to Manual
mode.

6 VRL1 regulates to a previously issued set point in Manual
mode.
7 Measure the vars at the breaker Feedé&véndor A CBA).
2d: Voltage Override |1 Monitor voltage on Cap 1 Vendor A Cap Bank 1.
2 RTDS simulates an increase in voltage (high voltage) on
Cap 1 Vendor A Cap Bank 1.
3 Control portal sends close command to Vendor A Cap B
1.
4 Cap 1 Vendor ACap Bank 1 refuses the close control.
5 Cap 1 Vendor A Cap Bank 1 sends message t&ACB
indicating refusal.
6 CB-A sends me¥sclageagé@é®vieo of
7 Optimizer sends message to VR1 to change to Auto mo(
8 VR1 receives Auto mode command.
3a: Internetwork Var | 1 Start control portal.
Control 2 Start field agents.
3 Control portal sends Open command to R2.
4 Control portal sends Close command to T1.
5 R2 monitors device status.
6 T1 monitors device status.
7 Var load on thdeeder is increased above the setting
threshold.
8 Vendor A CBA monitors network and determines to clos
Cap 2.
9 Vendor A CBA closes Cap 2 (RKSO0SE).
10 Control portal displays measurement values.
3b: Peetto-Peer 1 Var load orthe feeder is increased above the setting
Volt/Var Control threshold.
2 Vendor A CBA monitors network and determines var is
above threshold.
3 Vendor A CBA issues a signal (High Var) to optimizer fo
var support.
4 Optimizer receives message.
5 Optimizer sendsommand to VR1 to switch to Manual
mode.
6 Control portal displays measurement values.
4a: DER Active Power | 1 Start control portal.
Control 2 Start field agents.
3 Operator issues a start command via the control portal.
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Test

Use Case Case| Description
Step
4 Operator issues an enallet point command.
5 Operator issues Real Power setpoint
6 Operator issues Reactive Power setpoint
7 DER mode changed to Volt / Wattsode.
8 DER mode changed to Volt / Vars mode.
9 Test engineer removes Ethernet connection to DER.
10 Testengineer reconnects Ethernet connection to DER.
11 Operator issues reset command to DER via control portg
12 Operator opens Breaker A.
5a: DER Online / 1 Pushbutton command on Vendor A @80 open CBA.
Offline 2 Vendor A CBA de-energizes Feedé#.
3 Upon detection of Breaker A open, Vendor A-BBends a
command to Vendor A Cap Bank 1.
4 Vendor A Cap Bank 1 operates an output contact to take
DER offline.
5 DER operates and goes offline.
6a: Enhanced 1 Start control portal.
Automatic Feeder Re | 2 Start field agents.
Deployment 3 Test engineer trips CB from HMI.
4 Vendor A Phase A Current < Threshold then the Healthy
Circuit status issued
5 VendorACBA sets fAHealthy Fee
threshold conditions.
6 Vendor A CBA auto redeployment enabled (phase A
current< threshold).
7 R2 monitors fAHealthy Feed
8 R2 issues trip command open R2.
9 R2 send command to close T1
10 Vendor A CBA detects T1 closed and changes settings
group.
11 VendorCBA Phase A Current >
Shed status issued
12 VendorACBA sends fiLoad Shedo
OpenFMB to OPC UA (UAP)to SW T
13 Vendor A CBA Phase A Voltag& Threshold then the
Healthy Circuit status issued
14 | Vendor A CBA Commands Circuit A reconfiguration
15 Vendor A CBA detects TieBreaker T1 closed, change
settin%;roup
7a: Automatic Feeder |1 Start control portal.
ReClose 2 Start field agents.
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Test

Use Case Case| Description
Step
3 Close CBB.
4 Measure voltage (high and load sidéR2.
5 Measure phase angle of R2.
Note: RTDS can be used to adjust phase angle.
6 Close R2.
7 R2 sends Open command to T1.
8 Vendor A CBA monitors T1 is open and changes back td
the original settings group (1).
9 Control portal displaymeasurement values.
10 Close CBB.
11 Measure voltage (high and load side) of R2.
12 Measure phase angle of R2.
Note: RTDS can be used to adjust phase angle.
13 Close R2, R2 fails to close
8a: Sample Value Documentation Only
8b: Synchrophasorga | 1 Vendor A CBA and R2 send synchrophasor data.
R-GOOSE 2 Change source voltage angle and magnitude between F
1 and Feeder 2.
9a: Dynamic Documentation Only
Subscription
10a: Endto-End Documentation Only
Security
1la: File Transfer 1 Startcontrol portal.
2 Start optimizer.
3 Control portal sends message to Vendor AABptimizer.
11b: Firmware Documentation Only
11c: Provisioning Documentation Only
12a: Operational Data Documentation OnlySee 11a
File Transfer using
OpenFMB
13a OpenFMB using |1 Set Vendor A Tie SW as one of the DDS nodes
DDS
2 Vendor A Tie SW (Node 1) receives data (DNP3 adaptol
and publishes data via DDS OpenFMB
3

Node 2 subscribes to data from Node 1 (View Audit Log)
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2.6 Data Collection

During testing, data was collected from the demonstration system in a variety of ways including
network packet capturgsscillography, and sequence of evemtss data was then analyzed to

create the findings and recommendations given later in thistrétatitionally, this data was

used in the various test cases to confirm correct operation and validation of the functionality.
Detailed use case descriptions are presented in Appendix A and detailed results of test cases are
presented in Appendix B.
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3 Overall Project Results

3.1 Technical ResultandFindings

Many aspects of OpenFMB remain undefingd.each implementation of OpenFMB may define
those aspects differently, there are likely interoperability issues between different OpenFMB
implementations. & the purposes of this project, those aspects that had to be defined to create a
fully functioning demonstration system included

1 Provisioning of devices

Management services (e.g., time synchronization)

Security

Data profiles (e.g., OpenFMB says to us&IClbut without needed precision)
Configuration

Standardized adapters for data translation between protocols

= =4 =4 A -

Similarly, OpenFMBO0s optionality allows the wu
during this project (i.e., MQTT, DDSCurrently, OpenMB allows each implementation to

select which protocols they believe best for their circumstances. However, as each

implementation of OpenFMB may choose to use different protocols, there are, once again, likely

to be interoperability issues between diffear®penFMB implementationélthough this project

tested multiple protocols, a production deployment would likely need to constrain itself to a

single protocol for a given circumstance.

Each protocol tested in this project uses a multicast approach eoelig@and the transfer of

data, which resulted in a level of data traffic that adversely affected network performance
increasing latency and packet lobsa realworld production system, the network would need to
be designed to take that multicast ti@afiito accountA production deployment would also

likely need to constrain itself to a single protocol for a given network.

This projectds test system also used differen
900 MHz radio, which saw degradsgstem performance when multicast traffic was routed

between those technologidsis degraded performance was a result of several factors including
saturation of the network bandwidth and the imégficies of multicast traffic with radio

technologies (wére there is often not a channel dedicated to multicast traffic but rather multicast
traffic must be repeated for each connected device).

In light of potential data traffic congestion, message prioritization, such as Quality of Service, is
needed for OperB so that critical messages are not impeded by, for instance, less urgent file
transfersExisting, legacy client/server and/or master/slave devices have limits on the number of
other devices to which they can communicate, making them unfiefmto-peer uses. This

points to the strengths of OpenFMB andsROSEpublish/subscribenessaging approaches;

they are designed f@eerto-peercommunication.
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The OpenFMB payloads, the format for data being exchanged, used in this project proved
inefficient andneeds further exploration to improve efficiencies. Currently, the OpenFMB
standard is silent on payload formats and further work is needed to determine or define optimally
efficient payloadssuch as payload compression and/or more efficient formats

Theuse of deadbands to report exceptions in the recording of analog information from various
devices in the network needs fitening to take network constraints into account and limit
exception reportdVhile this is not unique to OpenFMB, any use of OpenFMie future

should take this need into accou@urrently, configuring adapters and mapping is difficult,
particularly when standards have optionality. The commercialization of OpenEldigd

systems would have to facilitate the mapping and integrafieristing devices, particularly

when multiple protocols and vendor implementations are involved. Standardization of mapping
(e.g., afile format) would be usefi@uch a standardized mapping could then be used during the
configuration of a given adapter

The use of adapters for protocol translation introduces additional latency. The availability of
native OpenFMB devices that preclude the need for adapters could eliminate-eslafedr
latency.Such latency may prove detrimental in certain use casésasuclosedbop control,
sample value data, asgnchro phasacommunication.

To achieve reliability in data transfer, each protocol uses different mechanisms. For example,
MQTT uses TCP with acknowledgements@EDOSE uses message repeat. Further stagy m
reveal the pros and cons of the various reliability mecharasihsheir impact on overall
communication system performance

OpenFMB works today through the use of adapters, which allows access to all devices in a
unified manner and could be useful tmal stranded assets, integrate existing assets into 0T
and enabl@eerto-peercommunication. This project was thus enabled to tie together a variety of
devices produced by several vendors using different standards (e.g., IEC 61850, DNP3,
Modbus). As nad, the benefits of adapters are constrained by the additional latency they
produce.

By using adapters, OpenFMB provides all devices with a common data model. This makes it
possible for wutilities to use agifidtechmeldgy. ons t h
Utilities are freed to use best-breed applications because there is a common application

interface available.

Further study of the pros and cons of using a broker would be useful, as well as determining its
role and placement in spécinetwork and securityelated designs. (MQTT uses a broker. DDS
and RGOOSE do not.)

Lastly, an additional finding of this project was the need for dynamic subscriptions and
mechanisms to support their configuratidhe dynamic subscription approadiosld be
explored for use with OpenFMB as well as other technologies.
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3.2 OverallRecommendations

As a result of this demonstration, it was found that OpenFMB is not yet a standard fr- peer

peer interoperability. Gaps sdasaibedgbove,ar@as i n Op
hindrances to achieving interoperability. Further work on unambiguous definitions in the

standard would aid its potential use and commercialization.

OpenFMB and its use of adapters could allow access to all devices in a unifigutategting
legacy investments and unlocking new potential in devices with limited communications
capabilities, such as DER that typically use Modbus for local communication only.

OpenFMB allowsgpeerto-peercommunication, rather tharaditionalhierarchial
communication between devices and the utility baffike found in most currently deployed
distribution systemsand the autonomy of distributed intelligence un&itie potential for new
OpenFMB use cases, suchdistributedVolt/V Ar control.

The impkementation of OpenFMB in a larger, production system will require a careful network

design that takes resulting data traffic and bandwidth needs into consideration. This network

design will also need to take into account application requirements touredtnstand each
applicationdés | atency needs and capabilities.

IEC 61850 using R5OO0SE is a potentially useful alternatimeadditionto OpenFMB and

SDG&E may wish to investigate the use of IEC 61850 uskigOSE furtherThe use of IEC
61850 with RGOOSEcould still benefit from many of the features of OpenFMB such as the use
of adapters and the focus on distributed intelligence.

OpenFMB clearly shows promise as a framework for{@@eer communication and

distributed intelligence. Further, the use dépters in OpenFMB could help to avoid costly
device replacement and extend the uses of existing devices. However, work does remain to
further define and mature the OpenFMB standard is not yet ready for commercial adoption.

It is recommended that wiobe continued to further define the OpenFMB standard so that it can
be successfully utilized in future utility distribution system projects and deployments.
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4 Technology Transfer Plan

4.1 Technology Transfer Plan

A primary benefit of the EPIC programtlse technology and knowledge sharing that occurs
both internally within SDG&E and across the industry. To facilitate this knowledge sharing,
SDG&E will share the results of this project by announcing the availability of this report to
industry stakeholdsron its EPIC website, by submitting papers to technical journals and
conferences, and by presentations in EPIC and other industry workshops and BRGE&E
will also make presentations on project results to internal stakeholder groups within the
company.

4.2 Adaptability to Utilities and Industry

Many aspects of OpenFMB are yet to be defined, as noted above, and the OpenFMB working
group should strive taddress each of these gaps to develop a truly interoperable standard.
Without this further definition, there are likely to be riateroperable implementations of
OpenFMB.Further work on the OpenFMB standard is needed to provide the industry with
unambigwus definitions and direction on which protocol (MQTT, DDS, AMQP) is optimal for
specific circumstances or when one should be selected over another.

Currently, the OpenFMB standard is silent on payload formats and further work is needed to
determine odefine optimally efficient payloadslsing RGOOSE as an additional protocol for
OpenFMB is worthy of furtheevaluation The industry stakeholders headed by OpefkrMB
working group might consider f6O0OSE as a protocol choice, much like MQTT or DDShis t
project, proofof-concept rules were created for orchestrating thejogeeer communication,
which were dynamically created and deployed. Further development, includirigieisely

tools, is needed to achieve production quality. A number of stdsdativities are evaluating
dynamic rules or policie§.he projectecommendthat the OpenFMBvorking groupundertake
this evaluation.

4.2.1 Potential @enFMB Reference Architecture

The following section summarizes currstate of the architecture to aid fte&utOpenFMB
standard developmerRRequirements and recommendations for this reference architecture are
sourced from the NAESB RMQ.26 standard as well as potential future enhancements to the
OpenFMB standard.

An OpenFMB reference architecture describedalewing components:

1 OpenFMB Logical Architecture
o Operational (Data Path) Logical Architecture
0 Management Services Logical Architecture
o CrossCutting Services Logical Architecture
1 Node Architecture
0 Representative Hardware and Software Configurations
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OpenFMB Logical Architecture

An OpenFMB operational logical architecture is related to the data path or flow of information
during normal business operations. The operational logical architecture is composed of three
components: application/adapter, inteefagnd middlewareddapters should be developed and
available for all protocols currently used by SDG&E field devices: DNP3, Modbus, IEC 61850,
R-GOOSE, and ANSI C12.19pplications and application profiles should be defined and
included for all desired @enFMB functionality (e.g., volt/var optimization, Distributed Energy
Resource (DER) optimization, microgrid isolation/reconnecting).

Currently, NAESB RMQ.26 does not define specific application profiles beyond demonstration
profiles or a specific canonicaodel. GE has developed a specific canonical model for

OpenFMB that can be used to create an SDG&E canonical model and needed application

profiles. In the future, this canonical model and any application profiles could be contributed

back to the OpenFMBtandard. In addition, as the OpenFMB standard and IEC CIM evolve, the
canonical model can easily be extended or replaced due to the cleanly layered design of
OpenFMB.Either a full XSD for the application profiles or only the portions relevant to the

gven nodes should be i ncl ud blessafedapicsSHOBEDE OGS canor
defined and utilized for SB&scdEdisevaluatiendoneoand c a
more publishsubscribe protocols should be selected from among: MQTT, DDS, and AMQP

comprise the middleware.

Management Services Logical Architecture

An OpenFMB management services logical architecture is related to the monitoring, auditing,
alerting, and updating of OpenFMB nodébe management services layer should be flexible
andallow the inclusion of additional management services-plagfter deployment of an
OpenFMB nodeUpdates and rollbacks of updates, as well as their timing, should be supported
on all OpenFMB nodes. The updates may apply to the entire operating systeimdovidual
components such as OpenFMB applications, adapters, and management senoss plug

Auditing of OpenFMB nodes should be supported. Such auditing should provide clear logging of
pertinent data as well as accurate timestamps. Pertinenhdatd shclude network transfers,
computing resource usage (e.g., Central Processing Unit (CPU), Random Access Memory
(RAM), storage), and any installations, updates, or rollbdoksddition to logging, data of a

critical nature should be sent via an aiteran administration node.

CrossCutting Services Logical Architecture

An OpenFMB crosgutting services logical architecture consists of those components which
apply to both the operational logical architecture and the management services logical
archiecture, such as security. Security services should be based on open, standardized services
appropriate for the chosen middleware (e.g., MQTT) and following the principles of defense in
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depth. These security services should provide mechanisms for autti@mtigathorization,
confidentiality, noarepudiation, integrity, and auditing.

In addition, physical security, based both on the OpenFMB node hardware as well as physical
placement, as well as software isolation (e.qg., virtualization, containers), sleoctahsidered.
Data stored (at rest) should also be held in a confidential manner (e.g., encrypted) if necessary.

Credentials should be ppaced in OpenFMB nodes to allow for proper authentication and
authorization of an administration node and anymthen o d e s f eofthewb x 6 h fout
communication may be necessary. The procedures for loading these credentials vary amongst
deployments and may require additional action from network owners, network operators or
device manufacturers. Other OpenFMB noday tme authenticated and authorized based on
policies distributed by an administration no@aS (quality of service) should be supported on
OpenFMB nodes. Further, in the presence of hardware or communications degradation, these
QoS mechanisms should beedgo best utilize the degraded system.

Node Architecture

Given that SDG&E already has many deployed assets that communicate using a variety of
protocols, and given that dedicated OpenFMB equipment is not readily available in the market,
the proposed nodarchitecture below heavily makes use of adapters. If, in the future, native
OpenFMB nodes are available, those may be more cost effective than the below approach for
new assets.

For hardware, it is recommended to use a standalone device connectedeistanchfield

asset or, should field assets be in close proximity, a standalone device may be used for multiple
existing field assets. Such a device must have sufficient speed in its CPU, sufficient room in its
RAM, and storage resources to implementdésired software. In our experience, we would
suggest a minimum of a 1 GHz ARM processor, 512 MB of RAM, and 4 GB of storage. This
device should also be capable of utilizing a variety of communications options based on previous
selections by SDG&E.

For sofware, it is recommended to use Docker containers running atop the Linux operating
system. Containerization is proving more and more popular and is more lightweight than virtual
machines. Each existing device connected to the hardware would have itsndamnespthus

isolating each OpenFMB virtual node. These containers would then have access to adapters for
each legacy protocol desired (e.g., DNP3, Modbus) as well as one or more middleware protocols
(e.g., DDS, MQTT, AMQP) selected based on results otesting. The containers would also
contain applications for base OpenFMB communications as well as any new applications (e.g.,
peerto-peer communication). These new applications are thus easily extensible for any new
OpenFMB use cases without affectiihg existing devices.

This node architecture is shownRigure 13
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OpenFMB | OpenFMB OpenFMB | OpenFMB OpenFMB | OpenFMB
Application | Adapter Application | Adapter Application |  Adapter

Interface Interface Interface

Pub/Sub Middleware Pub/Sub Middleware Pub/sub Middlewars

Figure 13- OpenFMB Node Architecture

4.2.2 Dynamic Subscriptions within OpenFMB

Dynamic subscription is a finding discovered during the course of this demonstinati@ould

be an area of future study, both for OpenFMB and for other pub/sub standards and frameworks.
In pub/sub protocols, the receiver of information must subscribe to receive a published message.
In the course of developing the use cases for thiggraj became apparent that continuous
subscription to a message is not always needed or desirable and will consume bandwidth. As
such, the concept of dynamic subscription was proposed. In this scenario, a subscriber may
release itself from receiving anppiaular message. When events on the power system dictate, the
subscriber can reinitiate the subscription.

As an example, consider a device on Feeder A. In normal operating conditions, this device would
likely subscribe to messages from other devices edd&teA. However, should an event cause
Feeder A to be connected electrically with Feeder B, the device may now wish to subscribe to
messages from other devices on Feed&/8have referred to this need to change subscriptions
iothef | yo as drptios. dtithe applicabian ayer, the device would need to have the
ability to both recognize the change in electrical network topology as welkasw which new
devices and messages it would need to subscribe.

While such a capability could potentialte preprogrammed into the device or communicated
from a central location, we believe further study could unlock new distributed mechanisms for
these changes. It is likely a distributed mechanism would be preferable, in the event that
communications to eentral location is also impacted by the event as well as to avoid the
latencies required to communicate to a central location during such anewentost
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efficacious design of a dynamic subscription approach has yet to be explored, but could become
thefocus of a followon demonstration project.
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5 Metrics and Value Proposition

5.1 Metrics

The following metrics were identified for this project and evaluated during the course of-the pre
commercial demonstration. These metrics are not exhaustive given ib@prercial
demonstration approach for this project.

Identification of barriers or issues resolved that prevented widespread deployment of
technology or strategy

1 Develop standards for communication and interoperability of appliances and equipment
connectedd the electric grid, including the infrastructure serving the grid (PU Code 8
8360)

o0 The EPIC project demonstrated the potential value of OpenFMB in addressing
interoperability issues that exist in the electric system today, with multiple vendor
technologis/systems unable to interface or interact with each other in a seamless
manner. OpenFMB could provide a framework that enables the coexistence of
traditional IEDs or devices that operate in a centralized manner with new IEDs or
devices (especially DERs)ahhave the capability to operate in a decentralized
manner.

1 Identification and lowering of unreasonable or unnecessary barriers to adoption of smart
grid technologies, practices, and services (PU Code 8§ 8360)

o0 This EPIC project established a potentiae®pMB framework that could be
implemented in the secondary layer that sits between the enterprise layer in a
utility control center, and the primary layer that sits on multiple devices or
equipment in the field. Next generation of IEDs or DERs may prdtiele
necessary communication technology and application framework that enable peer
to peer communication between devices and routes the information through the
OpenFMB framework to disparate systems in the backend.

Safety, Power Quality, and Reliability (Equipment, Electricity System)

The use of OpenFMB framework to deploy decentralized applications could enable
interoperability and improve information sharing between field devices and backend systems.
The following subfactors could be enhanced with the uw§ OpenFMB:

1 Reduction in outage numbers, frequency, and duration.

1 Reduction in system harmonics

1 Increase in the number if nodes in the power system at monitoring points
1 Public safety improvement and hazard exposure reduction

5.2 Value Proposition

The purpose of EPIC funding is to support investments in R&D projects that benefit the
electricity customers of SDG&E, PG&E, and SCE. The primary principles of EPIC are to invest
in technologies and approaches that provide benefits to electric ratepapeosioting greater
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reliability, lower costs, and increased safety. This EPIC project contributes to these primary and
secondary principles in the following ways:

1 Reliabilityi The use of OpenFMB to address interoperability challenges may provide
greatereliability through potential improvements in distribution system operations
through automated peer to peer volt/var control, DER management, or enhanced
automatic feeder redeployment.

1 Lower Costg Utilizing OpenFMB as a framework for deploying multipgehnologies
has the potential to lower costs for integration of devices and applications that can help
utilities operate their electric infrastructure efficiently and in a cost effective manner.
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1. Introduction

The purpose of thigppendixs to specify system requirements including the-honetional

scenarios andserstories for the OpenFMB which focuses on the application components and

the data exchange necessary to perform the analysis. The requirements are intended to specify
the functional and nefunctional requirements for the OpenFMB configioa and to be the
prerequisite to the Use plan documents. The Use Cases have been developed to demonstrate the
use of messaging to optimize distribution system performance.



2. Reference Architecture

2.1 Reference ArchitectureFigure 1
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2.2 Reference ArchitecturieFigure 1 Device Names
Note: Device Names and abbreviations

Device Description Device Abb.

Vendor A- Circuit Breaker A CB-A
Vendor A- Capacitor 1 Cap1l
Vendor A- Capacitor 2 Cap 2
Vendor A- Tie Switch Tie SW
Vendor A- Recloser 2 R-2
Vendor A- Virtual Capacitor 3 Cap 3
Vendor A- Virtual DER Der 2
Vendor B Recloser 1 R-1
Vendor B Voltage Regulator VR-1
Vendor B Load Switch SW-1
Vendor C DER DER 1
Vendor B Circuit Breaker B CB-B




3. Actors

3.1 UseCase Actors

Actor Name

see Actor List

Actor Type

see Actor List

Actor Description

see Actor List

Further info

OpenFMB

System, application

System framework and reference
architecture for distributed intelligent node
interacting with each other throutgosely
coupled, peetto-peer messaging for field
devices and systems along the electric va
chain.

Real

Control Portal System, application| Application that provides a User Interface | Real
visualize the circuit network, display
measurement values aprbvide limited
control capability for network devices.

Network Diagram | System, application| Network Diagrams SDG&E provided Real

data

circuits

C411 and C387. The Circuits will be
displayed on the Control Portal.

Optimizer

System, application

Application which optimizes the resources
included in the Vol/Var Use Cases.
Optimization is done using based on defin
business rules.

Simulated

Field Agent

device

Field agent SW & HW device that will
communicate with the "edge", field device
The Field Agents includes Radio,
Communication, FA nodesre connected to
each Field Device and connected to the
OpenFMB.

Real

Operator

person

Operator of the Use Case scsipThis actor
is required for Use Case operations as thg
Use system is not fully autonomous.

Real

Breaker Relay

device

The Breaker Relay feeder protection systg
provides feeder protection, control,
monitoring and metering in an integrated
package.

Real




Actor Name

see Actor List

Actor Type

see Actor List

Actor Description

see Actor List

Further info

Capacitor Relay

device

The Capacitor Relay provides protection
functions designed specifically to protect
shunt capacitor banks.

Real

Tie Switch Relay

device

The controller system is a device designeq
act as Tie Switch to demonstrate Use Cas

Real

Recloser Relay

device

The Advanced Recloser Control offers
protection and communications capabilitie
for Automatic Network Reconfiguration in
the event of a fault.

Real

Voltage Regulator
Relay

device

The Voltage Regulator Controller to
optimize System Voltage and control systg
voltage.

Real

Load Relay

device

The load simulation relay provides three
phase restraint current inputs.

Real

PMU

device

Highly accurate measuring device for
System electdal measure, time tags, and
frequency synchronization.

Real

Battery Inverter

device

Inverter that connects battery to the VVC
System. Assumed to be capable of opera
as a rectifier. Controllable up in range zerq
to current maximum capability of solar
panel.

Real

Flexible Load

device

Controllable load to simulate Critical
customer loads; both load shed and-to=ad
shed components.

Simulated

Communication

device

Interconnection of devices and systems us
900mhz and WIFI.

Real

RTDS

Systemapplication

Power system simulation software

Simulator




4. General Triggering Events, Preconditions, Assumptions

4.1 Use Case Triggering Event, Preconditions, Assumptions

Actor/System/Informatio
n/Contract

Triggering Event

Pre-conditions

Assumption

Operator

Optional human operator.

May observe operations of

Use Case demonstrations

and provide Operator input

as required

Operator trained in use @
the system

Optimizer

There is a control simulator

for managing control
commands to the
distribution grid. The
controls are based on Use
Case Using steps.

Distribution Network (2
Circuits) are imported
into the Control Portal

Interaction with the
Control Portal and
Optimizer during Using
of OpenFMB

Control Portal

Control Portal provides the

visualization, monitoring
and display. Measurement
and Control values trigger
changes the display

Control Portal is
preconfigured and the
distribution network
circuits have been
imported hto the
application.

Devices (Relays)

Relay events are defined in

the Use Cases. Defined

events sends and receives

messages via GOOSE; R
GOOSE or OpenFMB
messages.

Relays are preconfigureq
and are connected to the
distribution and
communication network

Device Relays are pre
wired and connected to
the networks.

Distribution Network

Distribution Network with 2
circuits connected with a tie

switch have been

preconfigured along with all

network devices

Distribution Network (2
Circuits) have full
connectivity from Circuit
Breaker to network
devices defined in the
Use Case

Network model is
provided in CIM/RFD

Messaging Protocols

MQTT, DDS, GOOSE, R
GOOSE messaging
protocols.

Machine to Machine
preconfigured with
MQTT, DDS, GOOSE,
R-GOOSE

Communcation

Communication network
along with Field Agents

Communication Network

is preconfigured with 2

Radio equipment and
communication network
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Network

have been configured. Seni
& receive messages can be
triggered from the relays,

Control Portal or Optimizer.

separate networks. Each
circuit preconfgure with

a separate communicatiq
network.

is preconfigured and has|
the ability to ping all
devices on the network
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5. Use Case 1a OpenFMB Connection to Relays & Virtual DER / Cap Bank

5.1 Use Case DescriptiondC 1la OpenFMB Connection to Relays & Virtual DER /
Cap Bank

UC la: OpenFMB Connection to Relays and Virtual DER / Cap Bank
Objective:

T

Demonstrate the use of OpenFMB to communicate from a Control Portal to a field device
showing:

A Statusi measurement values

A Controli change status

Description:

T

= =4

Operation of Recloser 1 {R (Open/Close) and Voltage measurements are to be made
through OpenFMB messaging to the Recloser-1)Relay.

Control and status of Switch 1 SWare to be denmstrated from the Control Portal through
OpenFMB to the Switch (SWY).

Control and Status of the Virtual DER (DER 2)

Control and Status of the Virtual Cap Bank (Cap 3)
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5.2 Use Case DiagramUC l1a OpenFMB Connection to Relaysv&tual DER / Cap

Bank
Logical and IO Diagram
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Field Agent

5.3 Use Case DiagramUC 1la OpenFMB Connection to Relays & Virtual DER / Cap

Bank

OpenFMB MQTT / DDS

Control
Portal

Utility Integration Bus [

- .
r

i am/Ims

HMI

R-Goose ‘
am { Opt\'mizei
o (o o o (o o @ o (= o e
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e Circuit A Circuit B
Data Data Flow Summary Protocol
Flow
1. | Control Portal (CP Field AgentA CPA OpenFMB(MQTT)A DNPA RECLOSER 1
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Control Portal (CPA Field AgentA CPA OpenFMB(MQTT)A DNPA Switch (SW
2. | Switch (SW1) 1)
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5.4 PreConditions- UC 1a OpenFMB Connection to Relays & Virtual DER / Cap Bank

Pre- Description
Conditions

1. 2 Circuits (Line A and Line B) with communicable devicesddferent networks on
each line

2 OpenFMB preconfigured

3 Multiple field agents connected and communicating via OpenFMB

4 Optimizer Preconfigured

5 Control Portal Preonfigured

5 RTDS is Active

7 Network Model with Switchable Devices (2 Circuits)

8 Tie Switch is Open

9 Cap 1is Open
Cap 2 is Open

10. P P
R-1is Closed

11.
VR-1 is Auto Mode

12.

13. SW-1 is Closed (2 positions)

14. CB-Ais Closed

15. CB-B is Closed

16. On Powetup of the Virtual DER and Field Agent, the following registers shall be

WRITTEN as part ofitialization OR via the Control Portal:
400071 27 RESET

40008i 27 Set Voltage Source InverteiPQ Mode

401017 25671 Set for Voltage / Watt mode of operation
40009i 1007 Initial Real Power Set Point

400107 507 Initial Reactive Power Set Point
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6. Use Case 2aVar Control

6.1 Use Case DescriptianUC 2a Var Control

UC 2a: Var Control
Objective:

1 Evaluate RGOOSE as an alternative R8lb protocol under the OpenFMB standard /
framework.

Description:

1 Create a 2ine power system (Line A and Line B) with communicable devices on different
networks on each line. Measure the Vars at the breaker end of Feeder®). (CB

1 When the Vars exceed a-gxtint, send a FEOOSE message from &Bto Cap 1 to cuin
the capacitor at that location.

1 Close Capacitor Cap 1
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6.2 Use Case DiagramUC 2a Var Control

Logical and IO Diagram
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6.3 Use Case DiagramUC 2a Var Control
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6.4 Use Case Pt€onditionsi UC 2a Var Control

Pre- Description
Conditions
1. 2 Circuits (Line A and Line B) with communicable devices on different networks on
line
2. OpenFMB preconfigured
3. Multiple field agents connected andmmunicating via OpenFMB
4, Optimizer Preconfigured
5. Control Portal Preonfigured
6. RTDS is Active
7. Network Model with Switchable Devices (2 Circuits)
8. Tie Switch is Open
9. Cap 1 is Open
10. Cap 2 is Open
11. R-1is Closed
12. VR-1 is Auto Mode
13. SW-1 isClosed (2 positions)
14. CB-A is Closed
15. CB-B is Closed
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7. Use Case 2b Mann-the-Middle Augmented Voltage/Var Control

7.1 Use Case DescriptidnUC 2b Manin-the-Middle Augmented Voltage/Var Control
UC 2b Manin-theMiddle Augmented Voltage/Var Control

Objective:
1 Demonstrate manual control and operation using OpenFMB

Description:
1 If, after closing Capacitor 1, the var level is still above the setting threshold in tie £B
OpenFMB alarm of fAover VMAMdag. will be issued b

9 This alam is to be received by the Control Portal and indicated.
i Precondition VR1 is in manual mode.
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Logical and IO Diagram

7.2 Use Case DiagrainUC 2b Manin-the-Middle Augmented Voltage/Var Control
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7.3 Use Case DiagrainUC 2b Manin-the-Middle Augmented Voltage/Var Control
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7.4 Use Case Pr€onditionsi UC 2b Manin-the-Middle Augmented Voltage/Var
Control

Pre- Description

Conditions
1. 2 Circuits (Line A and Line B) with communicable devices on different networks on each li
2. OpenFMB preconfigured
3. Multiple field agents connected and communicating via OpenFMB
4. Optimizer Preconfigured
5. ControlPortal Preconfigured
6. RTDS is Active
7. Network Model with Switchable Devices (2 Circuits)
8. Tie Switch is Open
9. Cap 1 is Closed
10. | cap 2is Open
11. | R-1is Closed
12. | VR-1is Manual Mode (not a normal operating state)
13. | SW-1is Closed (2 positions)
14. | cB-AisClosed
15. | CB-Biis Closed
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8. Use Case 2t Peerto-Peer Voltage/Var Control

8.1 Use Case DescriptidnUC 2c Peeto-Peer Voltage/Var Control
UC 2c Peeto-Peer Voltage/Var Control

Objective:

1 Demonstrate automated control or operation using OpenFMB

Description:

1 If, after closing Capacitor 1, the var level is still above the setting threshold in tiie &B
alarm of Aover VARO-Awi | | be issued by the CB
9 This alarm is to be received by the Optimizer and the Optimizer then placés/dRage
Regulabr in auto mode via an OpenFMB command.
PreCondition VR1 manual mode
PreCondition Cap 1 is closed
RTDS raises VAR loading prior to start of test

= =4 =4
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Feeder A

8.2 Use Case DiagrainUC 2c Peetto-Peer Voltage/Var Control

Logical and IO Diagram
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8.3 Use Case DiagrainUC 2c Peetto-Peer Voltage/Var Control
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8.4 Use Case Pr€onditionsi UC 2c Peetto-PeerVoltage/Var Control

Pre- Description
Conditions
1. 2 Circuits (Line A and Line B) with communicable devices on different networks on each li

OpenFMB preconfigured

Multiple field agents connected and communicating via OpenFMB

OptimizerPre-configured

Control Portal Preonfigured

Network Model with Switchable Devices (2 Circuits)

Tie Switch is Open

3
4
5
6. RTDS is Active
7
8
9

Cap 1is Closed

10. Cap 2 is Open

11. R-1is Closed

12. VR-1 is manual Mode

13. SW-1 is Closed (2 positions)

14. Control Portal displays measurement values
15. CB-Ais Closed

16. CB-B is Closed

17. RTDS lowers the VAR loading below threshold
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9. Use Case 2d Voltage Override

9.1 Use Case DescriptianUC 2d Voltage Override
UC 2d Voltage Override

Objective:

T

Demonstrate the communication of the rejection of manual control and subsequent automatic
response based on prevailing local condition using OpenFMB.

Description:

1
1

T

Control Portal sends a close command to CAP 1
If the voltage on CAP 1 is too high, CARefuse the CLOSE control and send a message to
the CBA indicating refusal of the Cap 1 devices to execute the requested close action.

An OpenFMB message is issued indicating such fromAGHEd is to be displayed on the
Control Portal.

Detection of @er-Voltage shall be transmitted to the Optimizer which will then enable the
Voltage Regulator.

Precondition: Voltage Regulator (\MR) Manual Mode & high voltage (circuit A) through
RTDS

Postcondition:Voltage Regulator (VR turned to Automatic Mode
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9.2 Use Case DiagrainUC 2d Voltage Override
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9.3 Use Case DiagrainUC 2d Voltage Override
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9.4 Use Case Pr€onditionsi UC 2d Voltage Override

Pre- Description
Conditions

1. 2 Circuits (Line A and Line B) with communicable devices on different netwamlesach line
2. OpenFMB preconfigured
3. Multiple field agents connected and communicating via OpenFMB
4. Optimizer Preconfigured
5. Control Portal Preonfigured
6. RTDS is Active
7. Network Model with Switchable Devices (2 Circuits)
8. Tie Switch is Open
9. Cap 1 is Open
10. Cap 2 is Open
11. R-1is Closed
12. VR-1 is Manual Mode
13. SW-1 is Closed (2 positions)
14. Control Portal displays measurement values
15. CB-A is Closed
16. CB-B is Closed
17. RTDS voltage needs to raise to 1.6 PU
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10. Use Case 3a Inter -network Var Control

10.1 Use Case DescriptiadhUC 3a Internetwork Var Control
UC 3a Intemetwork Var Control

Objective:
1 Demonstrate Intenetwork communication capability of OpenFMB
Description:
9 Building on Test Case 2a, b, ¢, d.
I Using OpenFMB issues command from the Control Portal to open Reclos2iahdRthen
close the TIE switch (Tie SW).
1 The status of Recloser 2 and Tie Breaker are monitored by-Znand Tie SW relays
respectively.
1 This information is then seiitinternetwork via RGOOSE to CBA.
1 Varload on the feeder is then increased above the setting threshold.
1 The CBA then makes a determination to close Capacitor 2 for additional var support.
1 Precondition: Capacitor Bank 1 is CLOSED and the Voltage Regulef®¥l() is manual
mode
1 Precondition: CBB is open
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10.2 Use Case DiagrainUC 3a Internetwork Var Control

Logical and IO Diagram
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10.3 Use Case DiagrainUC 3a Internetwork Var Control

Control
Portal

Utility Integration Bus |
(uig)

CIM / IMS

s

HMI

OpenFMB MQTT / DDS
R-Goose ‘
CIM Optimizer
DNP3 : DNP3 : NP3 ]N:,mr}us : E : 61850 B ) 2l ) DR ) BLE) :HN)'%H- DNP3
R-Goose R-Goose Goose R-Goose R-Goose R-Goose i -
‘ CB-A ‘ R1 VR-1 DER /Tapl sw1 cap3 | ‘Twesw ‘ Cap?2 R2 ‘ CB-B ‘ DgR,z‘
DER Inverter
Circuit A Circuit B
Data Data Flow Summary Protocol
Flow
1. | Control Portal (CPH CPA CIM/JMSA OpenFMB(MQTT)A Field Agent
OpenFMB(MQTT)A Field (CIM) A DNPA R-2 (Open)
AgentA R-2
2. | Control Portal (CPA CPA CIM/JMSA OpenFMB(MQTT)A Field Agent

OpenFMB(MQTT)A Field
AgentA ¢

(CIM) A DNPA Tie SW(Close)

3. R-2A CB-A R-2 A R-GOOSEA CB-A (Status Change)
4. | Tie SWA CB-A Tie SWA R-GOOSEA CB-A (Status Change)
5. |CB-AA CAP2 CB-A A R-GOOSEA CAP 2 (Close)

34



10.4 Use Case Pt€onditionsi UC 3a Internetwork Var Control

Pre- Description
Conditions
1. 2 Circuits (Line A and Line B) with communicable devices on different networks on each lif

OpenFMB preconfigured

Multiple field agents connected and communicating via OpenFMB

Optimizer Preconfigured

Control Portal Preonfigured

Tie Switch is Open

3
4
5
6. Network Model wih Switchable Devices (2 Circuits)
7
8
9

Cap 1is Close

. Cap 2 is Open
10. R-1is Closed
11. VR-1 is manual
12. SW-1 is Closed (all 2 positions)
13. Control Portal displays measurement values
14. R-2 is Closed
15. CB-B is Open
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11. Use Case 3h Peerto-Peer Volt/Var Control

11.1 Use Case DescriptianUC 3b Peeto-Peer Volt/Var Control
UC 3b Peeto-Peer Volt/Var Control

Objective:

1 Demonstrate Peg¢o-Peer communication capability of OpenFMB to achieve progressive

Var support.

Description:

)l
)l
1

Given that Capacitor 1 is closed AND thie SWis closed AND Capacitor Bank 2 is closed.
The var load on the line is then further increased above the setting threshold.

The CBA then issues a signal (High Var) to the Optimizer that additional vaosuigp
needed.

Upon receipt of a High Var message, the Optimizer will then switch the Voltage Regulator
(VR-1) to manual mode.

PreCondition: Voltage Regulator (VR) is in Auto mode
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11.2 Use Case DiagrainUC 3b Peeto-Peer Volt/Var Control

Logical and IO Diagram
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11.3 Use Case DiagrainUC 3b Peeto-Peer Volt/Var Control
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11.4 Use Case Pt€onditionsi UC 3b Peetto-Peer Volt/VVar Control

Pre- Description
Conditions
1. 2 Circuits (Line A and Line B) with communicable devices on different networks on each li
OpenFMBpre-configured

Multiple field agents connected and communicating via OpenFMB

Optimizer Preconfigured

Control Portal Preonfigured

Network Model with Switchable Devices (2 Circuits)

Tie Switch (Tie SW) is Closed

3
4
5
6. RTDS is Active
7
8
9

. Cap 1 is Close
10. Cap 2 is Close
11. R-1is Closed
12. VR-1 is Auto
13. SW-1 is Closed
14. Control Portal displays measurement values
15. R-2 is Closed
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12. Use Case 4a DER Active Power Control

12.1 Use Case DescriptianUC 4a DER Active Power Control
UC 4a DER Active PoweLontrol

Objective:

1 Demonstrate the capability of OpenFMB using Modbus communication
T Demonstrate the interoperation of traditiona

Description:

The DER 1 inverter is to be connected into the RTDS with appropriate digitéaager
A start command will be sent from the Control Portal to DER 1

Operator to issue enable set point command. Enter value in the Heartbeat field
Operator issues Real Power setpoint. Enter value in Active Power field

Operator issues Reactive Power s@tp Enter value in Reactive Power field

Operator issues new Higlevel Control Modé Voltage Droop Reg. (Volts/Watts). Enter
value in VoltControlMode field

Operator issues new High Level Control Mad€oltage Droop Reg. (Volts/Vars). Enter
value inVoltControlMode field

Test Engineer removes Ethernet connection to DER 1

Test Engineer to reonnect Ethernet

Operator issues reset command to DER 1 via Control Portal

Operator to Open Breaker A and the response of the DER 1 will be recorded.

= = =4 =4 -8 -8 -9

=A =4 =4 =4
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12.2 UseCase Diagrani UC 4a DER Active Power Control

Logical and IO Diagram
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2

Field Agent

12.3 Use Case DiagrainUC 4a DER Active Power Control
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4. Control PortalpA DER 1 Control PortalA OpenFMB(MQTT)A Field AgentA
ModbusA DER 1 InverterA Reset command
5. Control PortalpA DER 1 Control PortalA OpenFMB(MQTT)A Field AgentA

ModbusA DER1 InverterA Enable Stop

42



12.4 Use Case Pt€onditionsi UC 4a DER Active Power Control

Pre- Description
Conditions
1. 2 Circuits (Line A and Line B) with communicable devices on different networks on each |
2. OpenFMB preconfigured
3. Multiple field agents connected and communicating via OpenFMB
4. Optimizer Preconfigured
5. Control Portal Preonfigured
6. Network Model with Switchable Devices (2 Circuits)
7. Tie Switch (TIE SW) is Open
8. Cap 1 is Close
9. Cap 2 is Close
10. R-1is Closed
11. VR-1 is Auto
12. SW-1 is Closed (2 positions)
13. Control Portal displays measurement values
14. R-2 is Closed
15. DER inverter or Simulator has heartbeat
16. On Powetup of the DER 1 and Field Agent, the following registers shall be WRITT

as part of initialization via th€ontrol Portal:

40003i 27 START (Enter 1 CP Switch Position)
400071 27 RESET

40008i 21 Set Voltage Source InverteiPQ Mode
40009i 1007 Initial Real Power Set Point

401017 25671 Set for Voltage / Watt mode of operation
400101 507 Initial Reactive Power Set Point
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13. Use Case 5a DER on Line / off-line

13.1 Use Case DescriptiadhUC 5a DER on Line / offine
UC 5a DER on Line / offine

Objective:

1 Demonstrate use of-Boose to improve system performance by communicating breaker

status tdDER 1 and thereby oveiding autonomous DER control functions.

Description:

)l
)l
)l
)l
)l

To demonstrate enhanced DER lime/off-line via peer to peer
Pushbutton on CB\ opens CBA

Upon detection of Breaker A open, @Bsends a command to CAP 1.
CAP 1 operatesraoutput contact to take the DER 1-biffe

Note: Present implementation of OpenFMB operates at speeds slower than the present
disconnect speed of the DER 1.
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13.2 Use Case DiagrainUC 5a DER on Line / offine

Logical and IO Diagram
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H

13.3 Use Case DiagrainUC 5a DER on Line / offine

Control
Portal

Utility Integration Bus
(uIB)

OpenFMB MQTT / DDS

R-Goose :

CIM /IMS

: Optimizer

HMI

Field Agent
Field Agent

Inverter

@ ® @ e @ e |® |3
DNP3 . . P DNP3 1950 DNP3 DNP3 DNP3 ; “‘
R-Goose o DS Modbus R-Goose :_.1:,: R-Goose R-Goose R-Goose LlE DNP3
CB-A R1 ‘ VR-1 | DER Cap1 ‘ SW1 ‘ Cap 3 Tie SW Cap2 ‘ R2 CB-B DER-2
- . /irtual Cap
DER Inverter
Circuit A Circuit B
Data Data Flow Summary Protocol
Flow
1. |CB-AA CAP 1A DER1 CB-A A R-GOOSEA CAP 1A Contact OutpupA DER

1 Inverter
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13.4 Use Case Pt€onditionsi UC 5a DER on Line / offine

Pre- Description
Conditions

1. 2 Circuits (Line A and Line B) with communicable devices on different networks on each lin]
2. OpenFMB preconfigured
3. Multiple field agents connected and communicating via OpenFMB
4. Optimizer Preconfigured
5. Control PortaPreconfigured
6. Network Model with Switchable Devices (2 Circuits)
7. Tie Switch (TIE SW) is Open
8. Cap 1 is Close
9. Cap 2 is Close
10. R-1is Closed
11. VR-1 is Auto
12. SW-1 is Closed (2 positions)
13. Control Portal displays measurement values
14. R-2 is Closed
15. DER inverter or Simulator has heartbeat with RTDS with appropriate amplifier
16. CB-A is Closed
17. DER inverter set to maximum zero voltage ride thru
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14. Use Case 6& Enhanced Automatic Feeder redeployment

14.1 Use Case DescriptianUC 6a Enhancedutomatic Feeder rdeployment

UC 6a Enhanced Automatic Feededeployment
Objective:

1 Demonstrate the mapping of data from GOOSE messages into OpenFMB as well as complex
inter-device communication.

Description:

9 Healthy Feeder:
o If voltage on the breakeside of Recloser 2 is zero
0 AND there is voltage on Recloser 1 (PT to be located on the Line side of breaker A)
0 AND the feeder is configured for automatiedeployment (Autereconfiguration
Pushbutton on CBA set to ENABLE)
0 AND the Feeder current (cheon Phase A only) is BELOW the-deployment
threshold, the Healthy Feeder A Voltage status bit is set
1 Load Shed:
o If voltage on the Breaker side of Recloser 2 is zero
0 AND there is voltage on Recloser 1 AND the feeder is configured for automatic re
deployment (Autereconfiguration Pusbutton on CRA set to ENABLE)
0 AND the Feeder current (check on Phase A only) is ABOVE tuepéoyment
threshold, the status bit ALoad Shedo (DN
1 Message:
ol f the ALoad SheddeDanPPENacimmand fsto bensent Ba
OpenFMB, t o OPEN-1%whed load onith€é feeder.n S W
o TheR2 on Recl oser 2, upon receipt of the nl
sends a TRIP command to open Recloser 2
0 R-2 THEN sends a command@ose the Tie SW effectively backfeeding the
second segment of Feeder B.
0 The CBA, upon detection of the Tie SW being closed, will change setting groups to
Group 2.
1 Note: Healthy Feeder A Voltage status is NOT set if the Phase A current is alsmre a
specified level. A Load needs to be modeled on Switch T; connection to the Tie SW is to be
connected to Switch fASO
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Logical and IO Diagram

Control
Portal

Optimizer

Feeder A

V=0V

14.2 Use Case DiagrainUC 6a Enhanced Automatic Feedetdeployment

Sworo

[0 ]

Agent/MDS Radio
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14.3 Use Case DiagrainUC 6aEnhanced Automatic Feederdeployment

Control
Portal

Utility Integration Bus

P CIM/IMs

(UIB) :
OpenFMB MQTT / DDS 6

R-Goose :

© | Optimizer

. (e e e e e e (e e |e ‘|
‘(‘3“ ) DNP3 DNP3 ] Modbus :_(V::‘M 61850 N :;'(‘";;W ;’2"5\ H_r:ﬁ;; ;':\m DNP3
CB-A ‘ R1 ‘ VR-1 ‘ DER m 1 sw1 Cap3 Tie SW | Cap2 R2 ‘ BB ‘ DER-2 ‘
F."\:W (:r Recloser ”\;g“llﬁi' a Capacitor H\:, l;:,f . Virtual Cap Tie Switch Capacitor Recloser R-2 ';/‘Lt;ki\l Virtual DER
DER Inverter
Circuit A Circuit B
Data Data Flow Summary Protocol
Flow
1. | CB-B A Open Breake§ R-2 CB-B A Open Breaker, R voltage =0
2. CB-A A R-GooseA R-2A CB-A A R-GooseA R-2 A Healthy Feeder Message
Healthy Feeder message A Trip Open R2
3. R-2 A close Tie SW R-2A R-GOOSEA Tie SW

4. | CB-A A OpenFMBA SW-1 CB-AAALoad CpansSvd Command (DNR)
OpenFMB (MQTTA Field AgentA OPC UAA 61850
Goose message SW-1 A Open Switch

5. CB-A A Healthy Feeder messag CB-A A R-GOOSEA Tie SWA energize Feeder A
A close Tie SWA energize
Feeder A

6. CB-A A change setting group | CB-A A change setting group to 2
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14.4 Use Case Pr€onditionsi UC 6a Enhanced Automatic Feedetdeployment

Pre- Description
Conditions
1. 2 Circuits (Line Aand Line B) with communicable devices on different networks on each i
2. OpenFMB preconfigured
3. Multiple field agents connected and communicating via OpenFMB
4. Optimizer Preconfigured
5. Control Portal Preonfigured
6. Network Model with Switchabl®evices (2 Circuits)
7. Tie Switch (TIE SW) is Open
8. Cap 1 is Open or Closed
9. Cap 2 is Open or Closed
10. R-1 is Closed with Voltage > 0
11. VR-1 is Auto
12. SW-1 is Closed (S Switch & T Switch)
13. Control Portal displays measurement values
14. CB-B is Closed
15. CB-A is Closed with Auto Releployment enabled
16. Test Engineer to enable the @BAuto Redeployment
17. CB-A set over current threshold value 1A = X (400 amps)
18. Var Per Unit Condition = 2.5 MVAR; PU setting = 0.39 = 3.37 MVAR
19. Vol tage AOKO value = 0.9 PU

51



15. Use Case 7a Automatic Feeder ReClose

15.1 Use Case DescriptianUC 7a Automatic Feeder Relose
UC 7a Automatic Feeder Rédose

Objective:

T

Demonstration circuit reonfiguration back to normal operating condition

Description:

T

Precondition: Breaker B is Open and Recloser 2 is Open.

UC 7a-1 Inside the Limit

T

= =4

Breaker B is then closed by RTDS / HMplacing Voltage on the Breaker side of Recloser
2.

Voltage is detected on both sides of th2 Bnd the phase angle of mtage across the
recloser is less than 30 degrees (as measuree?hy R

THEN reclose R2 and Open the Tie SW fromR

The CBA identifies that the Tie SW is now open and changes back to the setting group 1.

UC 7a-2 Outside the Limit

1

= =

Breaker B is then closed by RTDS / HMplacing Voltage on the Breaker side of Recloser
2.

Voltage is detected on both sides of th2 Bnd the phase angle of the voltage across the
recloser is = 45 degrees

Tie SW- measure phase Angle (RTDS observeasptangle) Verify Sync check.

Recloser 2 (R) statudails to close
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15.2 Use Case DiagrainUC 7a Automatic Feeder Relose

Logical and IO Diagram
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15.3 Use Case DiagrainUC 7a Automatic Feeder Reélose(Use Case Diagram &
Data FlowSummary redacted due to IP confidentiality concerns).
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15.4 Use Case Pt€onditionsi UC 7a Automatic Feeder Rélose

Pre- Description
Conditions
1. 2 Circuits (Line A and Line B) with communicable devices on different networks on each li

OpenFMB preconfigured

Multiple field agents connected and communicating via OpenFMB

Optimizer Preconfigured

Control Portal Preonfigured

Tie Switch (TIE SW) is Closed

Cap 1 is Open or Closed

3
4
5
6. Network Model with Switchable Devices (2 Circuits)
7
8
9

Cap 2 is Open or Closed

10. R-1 is Closed

11. VR-1 is Auto

12. SW-1 is Closed (2 positions)

13. Control Portal displays measurement values
14. R-2 is Open

15. CB B is Open

16. CB A'is Closed
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16. Use Case 8a Sample Value Use Cases (Documentation only)

16.1 Use Casd®escriptioni UC 8a Sample Value Use Cases (Documentation only)

UC 8a Sample Value Use Cases
Objective:

1 Demonstrate the higbpeed transmission of sample values as to further develop communication
requirements for OpenFMB

UC 8a Sample Value Use Cag@scumentation only)

1 The measurement and transmission of Voltage and Current values from field equipment is known
as Sample Values. Sample Values (SV) typically require high sample rates in the range of 3000
to 96,000 samples per second. Additionalig device creating the Samples (known as the
Merging Unit) can be located several kilometers away. IEC61850 introduced the concept of
Sample Values as a digital interface to Optical Current and Voltage sensors as well as
applicationspecific circumstanceshere remote location of Voltage and Current sensors is
required/desirable. The 61850 standard addresses issues such as data synchronization and phase
correction. Given the high bandwidth and low latency constraints of such data, further study of its
apdicability to OpenFMB is needed.

1 Note: extend the writep to include RSV documentation
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17. Use Case 8l Synchrophasors via RGoose

17.1 Use Case DescriptiahUC 8b Synchrophasors via®oose

UC 8b Synchrophasors viaGbose
Objective:

1 Demonstrate the puub of high speed data (e.g. synchrophasors) via routable GOOSE and
evaluate the incorporation into OpenFMB standards.
Description:
1 Synchrophasors (V1 Magnitude and Angle) are to be mapped into Generic Analog 61850 data
objects in CBA and R2 and then included in-BOOSE messages.
1 R-GOOSE reception by Tie SW.
1 Tie SW commutes magnitude difference and angle difference
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17.2 Use Case DiagrainUC 8b Synchrophasors via®oose

Feeder A

@,

Logical and IO Diagram
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17.3 Use Case DiagrainUC 8b Synchrophasors via®oose

Control
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Flow

1. | CB-A & R-2 send Synchrophasg F60A R-GooseA Tie SW
data toTie SW
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17.4 Use Case Pr€onditionsi UC 8b Synchrophasors via®oose

Pre- Description
Conditions
1. 2 Circuits (Line A and Line B) with communicable devices on different networks on each li

Network Model with Switchable Devices (2 Circuits)

Tie Switch(TIE SW) is Open

Cap 1 is Open or Closed

Cap 2 is Open or Closed

VR-1 is Auto

SW-1 is Closed (2 positions)

3
4
5
6. R-1 is Closed
7
8
9

Control Portal displays measurement values

10. R-2 is Closed

11. CB B is Closed

12. CB A is Closed
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18. Use Case 9@ Dynamic Subscription (Documentation Only)

18.1 Use Case DescriptiahUC 9a Dynamic Subscription (Documentation)

UC 9a Dynamic Subscription
Objective:

1 Identify the requirement for dynamic subscription for all messaging protocols for incorporation into
OpenFMB sandards.

Description:

1 Inthe scenario when Feeder A and Feeder B are separated, there is no need to share messages
between them. Once the Tie SW is closed, it becomes desirable for the devices on Feeder A to be
able to Asubscribedbces onfobhmafienhehdedhhddbki ne.
For this purpose, it is to be noted that Dynamic Subscription becomes a need in this Use case.
Additionally, the definition of the data objects from the newly subscribed devices may be needed
I especially if there had besetting changes in any of the newlybscribed devices.

=A =
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19. Use Case 10& End-to-End Security (Documentation Only)

19.1 Use Case DescriptiahUC 10 Endto-End Security (Documentation)

UC 10a Endo-End Security
Objective:

1 Identify the requirement for etol end security into OpenFMB standards.

Description:
1  When communicating devige-device in the field, entb-end secure communications are
required.
1 Endto-end security should be developed that addresses authentication, authorization, access
control, coffidentiality, integrity, norrepudiation, availability, and accountability.
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20. Use Case 11a Administration of Devices using OpenFMB

20.1 Use Case DescriptidnUC 11a File transfer

UC 11a File transfer
Objective:

1 Demonstrate file transfer using OpenFMB

Description:
1 To demonstrate the transfer of a settings file, a file will be transferred from the Administration
Node to a Field Agent (OpenFMB Adapter). This file will be of a size representative of a settings
file - ~10 KB. Settings files may also beique to each OpenFMB node.
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20.2 Use Case Diagraiin

UC 11la File transfer

Logical and IO Diagram

Control o
Portal Optimizer
Feeder A Swaro
( oW
Rec Swiso
CB-A il O
(e e e - w |
=
) 52% 6 6 Trip/f 52a¢ 6 = 6
Tnp/CIose? Close | 52a Open/
) 41 Close
CB-A R-1 VR-1 1
CAPJ/T\Tripl SW-1
R-GOOSE/DN% DNP ‘ DNP i SR T = Cap3
) Field Field Field Batten Cap-1 GOOSE| NP
’ RouterAI SwitchA H Agent AgngS Agent/MDS Radio y 52a
Modbus [ R-GOOSE/DNP Field :
SNTP/PTP e Agent/MDS Tie
Field AgentMDS Radio SW
Agent/MDS Radio i
Amp 120vac
Feeder B 120Vac (2] AP | =)
3
® Rec [
CB-B ! 5 ‘ l DER 2
é Triol k53 SW ‘i‘ Trip/Close
Close? ‘ 2 Ti
DNP Trip/ DNP e
. MDS ’ womu e CAP2<Close W %
RouterB | SwitchB Radio SV 1o Relay R-GOOSE/DNP
1°°Base'3"¢ GOOSE to MU Can2 UG
ap- gen adio
52a
R-2
R-GOOSE/DNP

FA = Field Agent

R-GOOSE/DNP

Field

Agent/MDS Radio

Field
Agent/MDS Radio

64



20.3 Use Case DiagrainUC 11a File transfer
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20.4 Use Case Pt€onditionsi UC 11a File transfer

Pre- Description
Conditions
1. 2 Circuits (Line A and Line B) with communicable devices on different networks on each lin]
2. OpenFMB preconfigured
3. Multiple field agents connecteahd communicating via OpenFMB
4. Optimizer Preconfigured
5. Control Portal Preonfigured
6. Network Model with Switchable Devices (2 Circuits)
7. Tie Switch (TIE SW) is Closed
8. Cap 1 is Open or Closed
9. Cap 2 is Open or Closed
10. R-1is Closed
11. VR-1 is Auto
12. SW-1 is Closed (2 positions)
13. Control Portal displays measurement values
14. R-2 is Closed
15. CB B is Closed
16. CB A'is Closed
17. CB-A running Optimizer
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20.5 Use Case DescriptidnUC 11b Firmware

UC 11b Firmware (Documentation Only)
Objective:

M Document Firmware transfer

Description:

1 To demonstrate the transfer of a firmware image, a file will be transferred from the
Administration Node to a Field Agent (OpenFMB Adapter). This file will be of a size
representative of a firmware image10 MB.

1 It should be highlighted in the report that firmware images will need to have various security
characteristics that may be unique to firmware such as manufacturer signing. Firmware images
may also be unique to each OpenFMB node.

1 Note: File sizegpresently limited by file availability
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20.6 Use Case DescriptidnUC 11c Provisioning (Documentation Only)
UC 11c Provisioning (Documentation Only)
Objective:

1 Document the requirement to provision field devices using OpenFMB

Description:

1 To set upan OpenFMB network, the secure provisioning of OpenFMB nodes is critical. Each
OpenFMB node will need to have its security credentials verified with the Administration Node.

Various settings will also need tworklarelthe o mmuni c
nodebs application functionality. Il nitial
be created
1 Provide example of documentation of provisioning of settings file for a Cap Bank similar to CAP
1 or CAP 2.
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21. Use Case 12a Operational Data File transfer using OpenFMB

21.1 Use Case DescriptidnUC 12a Operational Data File transfer using OpenFMB

UC 12a File transfer (Documentation Only)
Objective:

1 Demonstrate file transfer using OpenFMB

Description:

1 Demonstrate file transfer froan Administration Node to other nodes through OpenFMB
(MQTT) 1 field agenito-field agent.

1 Currently, OpenFMB does not define file transfer. In the future, OpenFMB may choose to Use
another protocol better suited for file transfer (e.g., SFTP) as pytwstdzols are not typically
used for large, poirib-point, file transfers. Further, individual settings and firmware is likely not
to be broadcast as security images, configuration, and other aspects are likely to be unique to each
node. These are criitpoints that need to be clearly articulated in the final document.

i Note: Refer to Use Demonstration Use Case 11a
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22. Use Case 134 OpenFMB using DDS

22.1 Use Case DescriptidnUC 13a OpenFMB using DDS

UC 13a OpenFMB using DDS
Objective:

1 Demonstrate Op#-MB using DDS

Description:
M The Tie SW is set as the one of the DDS nodes.

The Tie SW gets the data (measurement value) from DNP3 adaptor and publishes the data on the
DDS virtual FMB

1
1 Another DDS node subscribes to the data.
1 Once the data is received, ti@ta is published in the Audit Log
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Appendix B. Test Cases
Test Cas€ontents:
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2.2  Reference ArchitecturieFigure 1 Device Names.............cccooeee et eeecccccceeee e 2
3 Test Case 1aOpenFMB Connection to Relays & Virtual DER / Cap Bank.............ccccceeeeeenne 3
3.1 Test Case DescriptiorlJC 1a OpenFMB Connection to Relays & Virtual DER / Cap Barik
3.2 Test Case DiagramUC la OpenFMB Connection to Relays & Virtual DER / Cap Bank. 4
3.3 Test Case DiagramUC la OpenFMB Connection to Relays & Virtual DER / Cap Bank.5
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1

Introduction

The purpose of thisectionis to specifytest procedures and stdps the OpenFMBest cases
that were undertaken as part of the-ppenmercial demonstration project. The test cases
intended talemonstratéhe functional and nefunctionaltest casefor the OpenFMBsetup

used for testing at SDG&ERboratory.

2 Test Case Reference Alutecture
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2.2 Reference ArchitectureFigure 1 Device Names

Note: Device Names and abbreviations

Device Description Device Abb.
Vendor A- Circuit Breaker A CB-A
Vendor A- Capacitor 1 Cap1l
Vendor A- Capacitor 2 Cap 2
Vendor A- Tie Switch Tie SW
Vendor A- Recloser 2 R-2
Vendor A- Virtual Capacitor 3 Cap 3
Vendor A- Virtual DER Der 2
Vendor B Recloser 1 R-1
Vendor B Voltage Regulator VR-1
Vendor B Load Switch SW-1
Vendor C DER DER 1
Vendor B Circuit Breaker B CB-B




3 Test Case 1la OpenFMB Connection to Relays & Virtual DER / Cap
Bank

3.1 Test Case DescriptionC la OpenFMB Connection to Relays & Virtual DER /
Cap Bank

UC l1la: OpenFMB Connection to Relays and Virtual DER / Cap Bank
Objective:

T

Demonstrate the use of OpenFMB to communicate from a Control Portal to a field device
showing:

A Status measurement values

A Controli change status

Description:

T

=a =

Operation of Recloser 1 (R (Open/Close) and Voltage measurements are to be made
through OpenFMB messaging to the Recloser-1)Relay.

Control and status of Switch 1 SWare to be demonstrated from the Control Portal through
OpenFMB to the SwitchSW-1).

Control and Status of the Virtual DER (DER 2)

Control and Status of the Virtual Cap Bank (Cap 3)



3.2 Test Case DiagramUC la OpenFMB Connection to Relays & Virtual DER / Cap
Bank

Logical and IO Diagram
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3.3 Test Case DiagramUC la OpenFMB Connection to Relays & Virtual DER / Cap

Bank
Data Data Flow Summary Protocol
Flow
1. Control Portal (CPA Field AgentA CPA OpenFMB(MQTT)A DNPA RECLOSER 1 (R
RECLOSER 1 (R1) 1)
Control Portal (CPA Field AgentA CPA OpenFMB(MQTT)A DNPA Switch (SW1)
2. | switch (SW1)
Control Portal (CPA Field AgentA CPA OpenFMB(MQTT)A DNP A Virtual DER (DER
3. | virtual DER (DER 2) 2)
Control Portal (CPA Field AgentA CPA OpenFMB(MQTT)A DNPA Virtual Cap Bank
4. | Virtual Cap Bank (Cap 3) (Cap 3)




