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EXECUTIVE SUMMARY

This EPIC project was entitleillodernization of Distribution SysteandIntegration of Distributed
Generation and Storagad is identified as EPI2, Project 1 irSD G & E BP$C-2 application

approved by the California Public Utilities Commission (CPUTH)e objective of the project was
demonstrate distribution system infrastructure modernization solutions, including advances in
distribution system design to enablkse of new technologies, such as power electronic components,
new protection systemanddistributed generation and storage technologies.

Thechosen priority fofocusof this project was tperforma pre-commercial demonstratian a
laboratoryof the International Electrotechnical Commission (IEC) 61850 standard, with specific
emphasis ogeneric objecbriented substation evefEOOSE) andampled valu¢SV) messages
The demonstration work compared the resultutoent protective relay pracé and performance.
This projectalsoexamined thg@ros and conef IEC 61850Qinvestigatedzendor interoperability
issuesand recommendations on commercial adoption.

Summary of Key Findings and Conclusions

When compared to legacy relaystens, thetess y st embés protecti vewnvithh rip tin
IEC 61850 No degradation in fault identification performance or signal fidelity was noted with the

use ofSVs and all relaysverecorrectly restrained fasut-of-zone faults. No failure to trip was

notedduring fault simulationsvhen the relays properly subscribed to SV signals from the various

merging units (MUs). The resuldemonstrated thain IEC 61850process buprotection and control

(P&C) schemeshouldbe at least as reliable and secure, if not more so, than the existing hardwired

P&C scheme.Although the initial costs of this P&Scheme may be higher jstanticipated that the

onrgoing costs will be reduced over a hardwired implementadiot access corporate and other

enterprisdevel datawill be improved.

The e of IEC 61850 SV did not impact relay performance, as compared to a direct hardwired
solution, as long as th@ocess buaetworkswere correctly designed and utilized managed switches
for media access contr(1AC) to address filtering as necessary. All use cases were able to be
implemented withthe IEC 61850process busThe technologys now at a point where ¢ouldbe
applied to utility protection applications, assuming careftelrsion to equipment selection for
compatibility.

Theproject wadocused oninteroperability and protection system performance. The interoperability
determination wapositive Although interoperability was not achieved wathof the devices,

enough interoperability was achieved to allowgerformingall of the protection test cases

identified. Performance of the protection relays using an IEC 6R&&Dschemavasverified to

equal or exceed the performance benchmsekisy the project team

IEC 61850process butechnology has progressed to the point where it may be implemented by using
equipment from different manufacturers, but the user can initially expect to spend a significant

amount of time configuring an applicatsnh e n s ever al di fferea¢ manuf aci
included, mainly to get them all to communicate (subscribe) correctly. dfiapletion ofthis task,

relay protection settings were straightforward. The design of a fully IEC 61850 compliant saobstatio

will differ greatly from the current hardwired state of the wattich will impactdesign standards that

may currently be in placelo ensure successsies such as maintenance, teséng training must
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also be addressed before embarking@mmercihadoption andmplementation oAnlEC 61850
project

Overall, the results from thj@oject were venpromising Compared to just a couple years ago,
implementing GOOSE andanufacturing message specificatipMS) messaging was found to be
much easiebetween relays, and between relays and MUs. SV lia&€dvas found to be
equivalent or better than legacy solutions for the identified use cases. In additicnsordif
number ofSV interoperability problems were identified. It was anticipatedithetoperability will
greatly improve in the near term as tB€ 61850 standards, P&C equipmgegmd software tools
mature. Interoperability will be cruadifor system maintainability,nsuring that failed components
may be replaced with newer equipmesithout comprising system operation.

Recommendations and Next Steps

The project team recommends that SDG&E continue to explore commercial adoption of IEC 61850
applications within its substations. The project findings and conclusions show that, altamigh c
required in the selection of products, the currently available merging units and relays are sufficiently
mature to support interoperability between vendors. In addition, the protection performance of the
test systenis equivalent to hardwired lega®&C systems.

The project team further recommends that an SDG&E communications laboratory be developed to
support future work and training. This laboratory would inclieapability to mockup future
substation communications infrastructure to vaédheir performance before actual deployment in
substations. Although this laboratampuld have a focusn IEC 61850it would alsosupporttesting

of other communications technologesd standards

With the completion of the future work items, thejpct team recommends that pilot projects be

initiated to gain experience with IEC 61850. Potential pilot projects could include a GOOSE based
12 kilovolt (kV) capacitor control scheme using existing installed hardware, or a three brekWer 69
P&C scheme These pilot projects could be precursors towards development of a larger project to test
the technology in an actual substation. A pilot project will serve as the basis for developing new
standards for station drawings, relay settisggervisory combl and data acquisitiorBCADA) and
communication configurations. A substation located in close proximity to a maintenance center
would be an ideal candidate for this type of pilot project because of the training opportunities it
provides.

An |IEC 618% design implementation will differ greatly from current hardwired state of the art, and
issues such as maintenance, testing and training, must be addressed while embarking on the first
implementation of this technology.

SDG&E should make the results bfg EPIC project available to the various standards bodies
associated with IEC 61850especiallMEC Technical Committee 57, Working Group 10.

Theprojectdid not explore networking architecture solutions as they were applied to substations.
Network arclitecture, redundancy and secusdieessential factors in substation communications
which should be considered when designindEsC 61850 implementation. For an actual substation
implementation, considerable thought should be giventteank design andptimization.
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1. GLOSSARY

ABBREVIATION DESCRIPTION

AC Alternating current |
ACSI Abstract communication service interface \
BFI Breaker failure initiate

BNC Connector type for coaxial cable

CAT5e Category 5e Ethernet cable

CDC Common Data Class

CID Configured IED description

CIP Critical infrastructure protection (when referenced with NERC i.e. NERC CIP
COMTRADE | Common format for transient data exchange for power systems

CPU Central processing unit

CT Current transformer

cyc Cyclesrglating to electrical frequency)

DC Direct current

DER Distributed energy resource

DNP Distributed network protocol

DOS Denial of service (network attack)

DTT Direct transfer tfiplay protection scheme)

ed Edition (refers to a specific edition of the IEC 61850 standard)

ER EvenRecorder

EHV Extra high voltage (refers to an electric system voltage typically exceeding 3
EPIC Electric Program Investment Charge

FLTn The fault location number associated with the lab testing

GOOSE Generic objeatiented substation evémisssage type defined by IEC 61850)
GPS Global positioning system

HIZ High impedance (fault type)

HS High side (Referring to the high voltage side of a transformer in a substation
HSR Highavailability seamless redundancy

HV High voltage (when referring to a substation bus)

HZ Hertz

le] Input / output

ICD IED capability description

ID Identifier

IEC International Electrotechnical Commission

IED Intelligent electrical device

IEEE Institute of Electrical Btettronics Engineers

IID Instantiated IED Description

IP Internet protocol

IRIG Interrange Instrumentation Group; refers to a time code protocol
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ABBREVIATIO| DESCRIPTION

ITF Integrated Test Facility (San DiegbEbadric)

LAN Local areaetwork

LC One of a variety of small-factor pluggable (SFP) fiber connectors
LS Low side (Referring to the low voltage side of a transformer in a substation)
LV Low voltage (when referring to a substation bus)

MAC Media access control

MM Multimode Fiber (referencing fiber optic cable type)

MMS Manufacturing message specification

ms Milliseconds

MSVCB Multicast sampled value control block

MU Merging unit

NERC North American Electric Reliability Corporation

P&C Protection and control

PPS Pulse per second

PRP Parallel redundancy protocol

PT Potential transformer

PTP Precision time protocol

PUTT Permissive under reaching transfer trip (relay protection scheme)
RJ Registered jack (network connector as in RJ45)

RSCAD RTDS simulatawftware

RTDS Real time digital simulator for power system simulation
RTU Remote terminal unit

SAV Sampled analog value (a common data class in IEC 61850)
SCADA Supervisory control and data acquisition

SCD System configuration description

SCL Substation configuration language

SCSM Specific communication service mapping

SDG&E San Diego G&Electric

sec Seconds (for measurement of time)

SER Sequential events recorder

SFP Small fordfactor pluggable (reference fiber optic transceiver)
SLG Single line to ground (fault type)

SNTP Simple network time protocol

SOE Sequence of Event

ST Straight Tip (Fiber Optic Connector)

YY) Sampled value (Message type defined by IEC 61850)
SWGR Switchgear

TC Technical committee within IEC

TCP Transmission Control Protocol

UCA Utility Communications Architecture

UCAIug Utility Communications Architecture International Users Group
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ABBREVIATIO| DESCRIPTION

UFLS Under frequency load shedding
Vac AC voltage

VAR Voltampere reactive

Vdc DCvoltage

VLAN Virtual local area network

A dual indexed code used to obfuscate the vendor name and model numbe

VxMy for the project

WAN Wide area network

Xfer Transfer (relating to a substation transfer bus)
Xfmr Transformer

1LG Singlgphase line to ground fault

3LG Three phase line to ground fault

3PH Three phase (fault type)

9ILE IEC 61850 Sectiofl Right Edition

UCAIUG agreement on implementation of IE®£261850
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2. INTRODUCTION

This project was one of three SDG&E Electric Program Investment Charge (EPIC) projects on pre
commercial demonstration of communications architecttanedard$or power system operations.
The three projects were:

1 Smart Grid Architecture DemonstratioirsRIC-1, Project 1)

o Focus: Communications standards for integration of feeder equipment and
distributed energy resourcé3ER) into networked automation

1 Monitoring, Communication, and Control Infrastructure for Power System Modernization
(EPIG-2, Project 3

o0 Focus: Open Field Message Bus

1 Modernization of Distribution System and Integration of Distributed Generation and Storage
(EPIC-2, Project 1)

o Focus: IEC 61850 in Substation Network

The principal standard of interest in these three demonstrations terasational Electrotechnical
Commission (IEC) 61850, which is an open standard developed by industry stakeholders and
promulgated through the IEC. The intent of these EPIC demonstrations was to increase the body of
knowledge available to aid users in makidecisions regarding their future power system
communications architecture. The final reports for all three of these projects were posted on the San
Diego Gas & Electric (SDG&E) EPIC websitevatvw.sdge.com/epicThis body of work was

limited in scope by funding availability in the SDG&E EPIC program, and it is acknowledged that a
much larger body of work in this area is needed.

This report is the comprehensive final report for the third project listed alidveobjective of the
project, as <sappeotedRIC2 applicatdie; &as o slemonstrate distribution system
infrastructure modernization solutions, including advances in distribution system design to enable use
of new technologies, such as powdctronic components, new protection systems, distributed
generation and storage technologies.

The chosen priority for focus of this project was to perform acpmamercial demonstration in a
laboratory of the International Electrotechnical Commissi&€}I61850 standard, with specific
emphasis on generic objemtiented substation event (GOOSE) and sampled value (SV) messages.
The demonstration work compared the results to current protective relay practice and performance.
This project also examinetd pros and cons of IEC 61850, vendor interoperability issues, and
recommendations on commercial adoption.

The test system for the demonstration facilitated the application of IEC 61850 to a predefined set of
use cases normally found in distribution sabishs. Protection system performance and
manufacturer interoperability observations were included.

The test system was designed to support a weittdor test environment. This enabled the project
team to not only evaluate the protection impacts 0O&GSE and S\based P&C system, but also to
evaluate the state of the industry in integrating IEC 61850 intelligent electronic devices (IEDs). The
primary goals were to demonstrate a muéindor IEC 61850 system and determine the impact of

IEC 61850 GOOSHENd SV P&C messages on the identified protection use cases. Results from the
demonstration were used to draw conclusions to support the recommendations.
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This report includes documentation of the objective, scope, approach, test case descriptions, concept
of operations, specification and design of the test system, laboratory demonstration atdisfities
results, analysis, findings, conclusions, and recommendations.
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3. IEC 61850 OVERVIEW AND ISSUES

Focus

The pr oj ect 6-sommeraaudesmomsttian ofahe [EC 1850 standard as applied to a
substation P&C mockup in a laboratory including:

Specific emphasis on GOOSE and SV messages
Study of the pros and cons of using this standard with a predefined set of use cases

1
1
1 Study of vendor interoperaliyi for some of the available IEC 61850 products
1

Development of recommendations regarding commercial adoption

This project focused on IEC 61850 implementation, interoperability, control, and protection for
specified use cases. Device configuration andufieeturer interpretation of the standard were key
challenges in the project. The performance of the protection devices was also evaluated in order to
gauge successful implementation of the standard by equipment manufacturers.

IEC 61850

IEC 61850 is an imrnational standard. It is part of the IEC Technical Committee (TC) 57
architecture that provides an opgtiandard communication architecture for electric power systems.
IEC 61850 is more than just a protocol; it contains methods for digitizing infanmatid for its

transfer within a substation or within the larger power system. IEC 61850 and the reld&iéd TC
standards currently include other domains such as (but not limited to) wind power, hydroelectric
plants, distribution automation, electrical niity, electrical storage, and distributed energy resources
(DER).

IEC 61850 provides a semantic model of the power system in that the model describes the meaning of
its instances. This standardized model also provides organizational structure foatiiafiorm

exchanges using various types of messaging. The main data exchange methods are MMS, GOOSE,
and SV.

IEC 61850 is a large standard that contains ten parts. This standard includes, among other things, a
defined set of file structures that describegice and system communications, a list of standard data
objects and abstract communications services, standardized object models, a method of mapping
messaging to communication methods, and a testing section to aid in verifying conformance with the
standad.

Advantages of IEC 61850

A complete and comprehensive description of all of the advantages of an IEC 61850 system is
beyond the scope of this section. The bibliography to this report identifies some sources of
background reading material. Some ofti@re significant items are described below:

IEC 61850 provides standard methods of exchanging data between intelligent electronic devices
(IEDs). By defining a semantic model, muttanufacturer interoperability is possible. Not only
should this ease afiguration effort, but it should greatly reduce the risk that devices from different
manufacturersodo wildl not communicate.

By standardizing the communication methods and protocols, manufacturers should be able to reduce
development time and costs, thus\ging lower cost products to market sooner. The standardized
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file transfer method provides a structured method of exchanging configuration data between devices.
This can reduce end user engineering development time and costs. It also allows fatiztehead
user templates that can be reused in each implementation.

One of the big advantages of IEC 6185C schemes is the reduction in control wiring. Control
wiring is expensive to design, install, document and modify. IEC 61850 replaces théynodjire
control wiring with Ethernet cabling that allows multiple communication sessions to be supported
over a single physical media. When fiber optic cabling is employed, additional advantages accrue
due to its noise resistance and isolation from ggopotential rise (GPR) inherent in high voltage
substations.

The communications cabling employed with IEC 61850 is essentiallynaslitoring due to the
repetitive nature of the messages. Loss of path can be rapidly identified due to messagerhoss. Ala
can then be initiated to resolve failures before a critical failure occurs. This facilitates continuous
automatic testing and reduces effort to comply Withth American Electric Reliability Corporation
(NERCQ) PRGOO05 requirements.

The IEC 61850 seantic model provides for seffescriptive capabilities. Users can browse devices
prior to purchase to identify their capabilities. It simplifies design and configuration as the device
capabilities are standardized, insuring consistency from manufatiuremufacturer.

United States Adoption of IEC 61850

Adoption of IEC 61850 in the United States has been slow. There are many proposed explanations
for this slow adoption. No single explanation would likely cover all the reasons. The internet
provides anultitude of potential explanations for the slow adoption in the United States and the rest
of North America. Some examples are:

1 There is a major investment in older legacy architectures, and migration to a new architecture
will be costly. A businessigtification is needed.

1 The use of some sections of the standard is still new. While MMS and GOOSE are fairly
mature, but SV is still evolving and extensive effort is required to ensure interoperability.

1 The changes required to implement an IEC 61850 atitastare substantial and not every
end user is willing to undertake the challenge.

9 IEC 61850 provides for a very different P&C scheme, which is unfamiliar to many end users
and requires careful change management to succeed.

1 Implementing IEC 61850 introdes Ethernet into substations. Potential NERC compliance
exposure is a concern with many end users.

i Testing and maintenance will be different with a P&C scheme based on IEC 61850.
Development of industry accepted processes and methodologies are stiigevol

1 Introduction of the new methods and processes will take time and effort.

From the above, it appears that knowledge and familiarity with the IEC 61850 standard contribute to
its limited adoption in the United States. Providing additional informatiothe application and
implementation of the IEC 61850 standard should provide a means to improve the adoption of this
technology in the United States. Interest has been growing and adoption in the United States now
appears to be accelerating.
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Major Thrusts of Project Work

This demonstration project had two major work thrusts. The first was to develop additional
information on the interoperability of IEC 61850 GOOSE and SV products between manufacturers.
The second was to demonstrate the adequacy I&&61850 P&C scheme when compared to the
traditional hardwired scheme.

Knowledge Application

This project demonstrated that the use of IEC 61850 enhances interoperability of multiple
manufacturersé product s. | t aprevide pobteatiom systénr at e d
performance that was equal to or better than the tradition hardwired solution. This report provides
support for these assertions and should aid prospective adopters of IEC 61850 by providing assurance
that the IEC 61850 P&C schemwill not degrade protection capabilities of substations.
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4. OVERVIEW OF APPROACH

Power system automation and communication technologies are improving and becoming more robust.
After studying different options and based on discussion with internal sldke$, the project team

chose precommercial demonstration of IEC 61850 for substation protection, control, and automation
as the project focus.

The project and preommercial demonstration were anticipated to help determine whether the
utilization of IEC 61850 based systems could replace existing substation automation and protection
functions without compromising characteristics such as selectivity, speed, security and reliability of
present substation P&C systems. In this project, existing standarsigistation protection,

automation and control architecture were used as a starting point. These existing standards were
mapped to the new IEC 61850 standard. Bridges between the missing links of the technology were
created to provide a transition to EEC 61850 based protection system. This project implemented
test cases in the test system that tested the application of IEC 61850 GOOSE and SV to the identified
use cases (breaker failure protection, line protection, bus protection, transformerqgorotect
capacitor/reactor feeder protection, capacitor and reactor protection, and frequency deviation
protection).

The use cases were then refined into test cases. Test cases provided additional details so that the
performance of the test system could bal@ated for various protection scenarios. These scenarios
included inzone and oubf-zone faults for individual protection elements. In addition, test cases
included various control scenarios for capacitor and reactor banks.

The testsystemequipmemta s i ni ti ally installE@6d850abh. Alacks i n t
equi pment was mounted in 190 racks and connectec
connected to each device in accordance with Appendix C. IEDs settings were therliasthlle

published data sets were assigned in accordancehsitiables irAppendix D. IED subscriptions

werealso assigned per the tables in Appendix C.

Test scenarios were developgging the Realime Digital Simulator (RTDSgand saved as
COMTRADE (comnon format for transient data exchange for posyestemyfiles. These files were
then replayed by the relay test set$he relay test seigjectedcurrents and voltagésto the
appropriateMUs for processing by the relay3 hisprocesenhancedepedability of the test
parameters and reduced testing times. These files were also ugaasbr the RTDS testing that
was performed at the end of hmject. These testfiles utilized actual SDG&E simulations as
developedvith theRTDS,

Forthis project interoperability wagonsidered tthavebesnachieved if the NUs and relays could
accurately publishsubscribeand respontb IEC 61850messages within the operational time limits
of the protection devices.

Pre-Commercial Demonstration

Thepre-commercial demonstration wasnductedvhile the test system was located in the
contractod HEC 61850lab. This provided team membaevih the opportunity to obsentbe

functional tests performed @achtestcase anderify results Additional time wagprovided to

explain each test cased review COMTRADE plott verify that the team members agreed with the
relay operation and timinggsults.
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Additional Demonstration at Integrated Test Facility (ITF)

Additionaltestsof selecedusecasesvereperformedatS D G & E 6 sisingdirdet signals from the
RTDSsimulations as described aboveThis repeat of selectesecasetestsallowed additional
stakeholders to witness testiagd have a chance to discuss the results

Technology Transfer Activities During the Project

This project investigated a multendor IEC 61850 test system that utilized GOOSE, SV, and MMS.
It was predominantly a tenblogy demonstration project.e€hnology transfeactivitieswere

performed throughout the project. Thdseluded onsite meetings, conference calls, web based
presentations, and direct faeface meetingsVarious workshops and training classes were held as
part of the precommercial demonstration phase of the project. System architecture, RTDS, test
setup,configuring software and relay settings were examples of activities and topics which were
covered during the training.

Handson training was provided at various times throughout the prijette pojectte a moé s

engineers ThistrainingincludedIEC 61850 configuration and or@n-onetime with relay
manufacturersé technical experts whi,lwbenit hey perf
was located in theontractod HEC 61850ab. Additional handsn training was provided fahe

projectte a md s nmwhaoaltended the preommercial demonstratidreldat t he cEChnt ract o
61850lab.

Classroom Training

A four day IEC 61850 training class was provideth project tearthat covered the basics of IEC
61850 (i.e. operations, theory, stand#@hdson configurationetc.).

Software Training

Al of the manufacturersd6 configur at itheprojestof t war e
team Training was held to kéew each software package and how to configure the associated

manufactured HEC 61850 IEDs. Additionally, the review of the specific project files was done and

delivered tahe project tean(setting files, configurations, SCL files, etc.) for futuresrehce.

Pre-commercial Demonstration Training

Additional time was devoted to training during the-poenmercial demonstration. This allowed
additional stakeholders to obtain background on the design and development of the test system.

During the precommercial demonstration, the protection engineers provided additional explanations
and background to allow stakeholders to improve their understanding of the test cases.

Hands-On Training with Vendors

Two of the main suppliers were at the lab during thdigoration effort. Stakeholders were invited
to participate. Stakeholders wereste for configuration and trouble shooting. This provided an
opportunity for the stakeholders to gain additional insight into the configuration of the IEDs in the
test sptem.

COMPREHENSIVE FINALREPORT
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5. BASELINE ASSESSMENT

A thorough investigation intBDG&E6G s cur r ent s edenstng distributomnd sel ect

(138/12kV or 69/12kV) substations was conducted to provideaselin®nthe SDG&EG s
philosophies angractices This provideda reference point to which the conceptual IEC 61850
substation and the IEC 61850 lab demonstrationgd becompared. Creating this reference point
was importanfor future identification otheimpactsof IEC 61850substation design and
implementatioras well as the performance and functionality of the substation.

Several aspects ohe existingsubstationgncluding standard distribution substation electrical
drawing package, typical protection system architeancepreferred schemegsotection useases,
communications, time synchronization, and the local operator interfgeresexamined Thesewnere
included due to the anticipated changssociated witimovingtowardan IEC 6185&ubstation.

The baselinavas created from a combination of standdrawingsasbuilt drawings from existing
sites, relaysettings from existingchemesas wellas discussions witthe project team

A list of anticipated differences for a complete IEC 618Bfributionsubstatiorwas compiled
Because itvas not possible to foresee plhtentialchanges, this listvas intended as a starting point
andwas subject to change as this projerigressed During the project, the list was expandeu
can be referenced below

1 Device Changes
o Within the scope ofhe project, relays and other IEDs will be changed to IEC 61850
compliant dewies with SV and GOOSE protocols
0 Merging units will be added in the substati@rdg/with SV and GOOSE protocols
0 Additional network switches will be added to provide for sepamateess bussand
the station bus
0 Substatiorbattery banks may need to &elarged to accommodate the additional
direct currentDC) loadassociated with the MUs and network switches
o Panel meters, annunciators, and RTUs can be selected to take advantagewf the
substatiorcommunicationgietwork
1 Wiring Changes
0 Current transformer (CT) and potential transformer (Rifing of substation yard
devices will not go back to the control #ke. This wiring will be run taMUs and
kept as close to the associa@t and PTas reasonably possible
0 Test switches will be relocated from the control shelter to the substation yard with the
MUs
o0 When practical, substation yard device status and aantacts thaiverewired
back to the control shelter will be wired if#Js for transmission by GOOSE or
MMS
o Wiring to panel meters, annunciators, and RTUS can be reduced when these items
communicate over theewsubstatiorcommunicationgietwork
9 Fiber Optics Cables
o Fiber optic cables will be run from the control shelter to each dfftiein the
substation yard
o Fiber optic patch panels on both ki) side and the control shelter side will be
necessaryo facilitate testing and troubleshooting
o Fiber optic @tch cables will be required for connections between patch panels and
IEDs

COMPREHENSIVE FINALREPORT
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1 Communications Changes
0 The station will be broken up into independkrtal areanetworks (ANSs) for each
station busandprocessbus
o Protection relays will require multiple Ethernet connectiortbéstationbusandthe
applicableprocesshus
1 DocumentationChanges
0 Updates to existing standaranddrawingswill be required

COMPREHENSIVE FINALREPORT
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6. TEST CASES

This project implemented test cases in the testesy that tested the application of IEC 61850

GOOSE and SV to the identified use cases. These use cases were defined by the project team at the
start of theproject. Use cases identified were:

Breaker failure protection

Line protection

Bus potection

Transformer protection

Capacitor/reactor feeder protection

Capacitor and reactor protection

Frequency deviation protection

= =4 =8 =8 =88

Use cases were further refined into test cases as the project procEbeltastcasesvere used to
compare performance of the test system to the existing protection equifipnawings for each test
case were included in this report as Appendix A.

i For eachestcase, these drawings show ganeral substation equipment arrangement and
theapplicable lns fprocess bus #1, process bus #2, or stationwitis the case specifiEDs
highlighted

1 MUs were connected teimulatedinstrument transformei@est set/RTDSimulationinputs)
with blue solid lines that indicate the location of #iraulatednstrument transformers. The
SV streamsvere shown with blue dotted lines. From the identified MUs, these |mdd be

traced to highlighted subscribingwaeel ays. T
shown with thin black lines, whiclooldbetraed t o br own Avirtual buse
highlighted MU. cTomen escu b socnr it boi nt gtheMrdiisafedr t ual b

with a brown arrow

1 The MUs breaker control and indicatiawas indicated with a ppte arrow. Once the MU
receivedthe applicabléndication a thin black line coulde traced back to another brown
Avirtual bus o, ysa tAnothdrbeowrsaurdowssitowathe communicatgoh a
from t he alrbesltoahg sufseribingtralay

1 Red lines shoedthe transfer trip connectioretween the local and remote relays used for
line protection.

Eachtest casés described below:

Test Case #1 1 Breaker Failure Protection (50BF)

The breaker failure protection test cagsintended to simulate a typical breaker failure relay
applicationfor a 69 or 13&V breaker. Théestwasrun with one relay set consisting of the relay
receiving breaker current signals from the instrument transformers viandIEC 618509-2
process buSV. The breaker failure relay receivedeakesfailure initiate (BFI) notification by
GOOSE from the line protection relays, andgegall the bus breakers if the line breakaited to
trip. Trip and indication signals were published via GOOSE messages.

COMPREHENSIVE FINALREPORT
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TABLELBREAKER FAILIURE

TEST DESTPTION RELAY COMTRADE NAME
Breaker Fail52A Contact V1M2 07a_Breaker Fail 52A contact Fail_V1M2_52A BF
Breaker FailCurrent Loss V1M2 07b_Breaker Fail No Current Drop out V1IM2 OC BF

Test Case #2 1 Line Differential Protection (87L)

The line differential protection use casesintended to simulate primary line differential protection

on a 69 or 13&V subtransmission circuithat interconnects a typical k¥ distribution substation

to the grid. The testasrun with two relay setéA & B) eachset consistedf one relaythat

simulatedthe local relay receiving signals from the instrument transformers viahEC 61850

9-2 process buSV. The second relay simulatdte remote station relay, whiciseddirect injection
ofseconday test signal s. The | ocal relayds trip
messages.

Because modern line differential relaying depends on continuously transmitting line terminal phase
current information between relagiseach end of a linghis simulation must be performed with a
minimum of two relays in each set.

The primary goal of the testasto prove proper relay operation or restraint for a variety-abime

and outof-zone balanced and unbalanced faults, and to record the opéragedor each ifzone

fault for comparison to that expected for conventional relays using directly connected instrument
transformers. A secondary goal was to verify that relay element perforavasnet impacted by

the use of SV signals.

TABLE2LINE DIFFERENTIAL
TEST DESCRIPTION RELAY COMTRADE NAME

3phase Close In Fault  V2M2 00a_Line Differential, Close In_FLT1_3PH_V2M2_87L2A
3phase Close In Fault  Viml 00b_Line Differential, Close In_FLT1_3PH_V1M1_87L2B
SLG Close Fault V2M2 00c_Line Differential, Close In_FLT1 _SLG_V2M2_87L2A
SLG Close In Fault Vimi 00d_Line Differential Close In_FLT1_SLG_V1M1_87L2B

Test Case #3171 Line Distance and Directional Overcurrent Protection (21 &
50/51)

The line impedance and directional overcurrent protectiom@gssntended to simulatpermissive
underreaching transfetrip (PUTT) and unsupervised directional elemeatkup protection on a 69
or 138kV subtransmission circuit that interconnects pital 12kV distribution substation tthe
grid. The testvas run with two relay sets (A & B), witkachrelay receiving signals from the
instrument transformers via MlANdIEC 618509-2 process buSVs. Trip and indication signals
were published vi&OOSE messages.

Because PUTT diredtansfertrip (DTT) signals transmitted between each line terminal were
unlikely to be IEC 61850 GOOSE, and the test systasinot intended to verityuilt-in relay DTT

1 See appendix H for explanation of product codes
COMPREHENSIVE FINALREPORT
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line protection logic, a remote relay was nexquired for this test to examine operation of the relay
scheme function with IEC 61850 SV signals.

The primary goal of the testasto prove proper relay operation or restraint for a variety-abime

and outof-zone balanced and unbalanced faults,tarrécord the operating times for eackzone

fault for comparison to that expected for conventional relays using directly connected instrument
transformers. A secondary goal was to verify that relay element perforavasnet impacted by

the use of S\signals.

TABLE3LINE DISTANCE ANBBCTIONAL OVERCURREN

TEST DESCRIPTION  RELAY COMTRADE NAME
3phaseClose Ifrault V3ami 00e_Line Distance & Directional Overcurrent FLT1 3PHLV
SLGClose Ifrault Vami 00f Line DistaneDirectional Overcurrent FLT1 SLG \A3AM:

Ola_Line Distance & Directional
phase Remote End Fai V2M2 Overcurrent FLT3 3PH_V2M2 87L2A
3phase Remote End Fai V3M1 01b Line Distance & Directional Overcurrent FLT3 3PF2 V

0O1c_Line Distance & Directional
SLG Remote End Fault V2M2 Overcurrent FLT3 SLG V2M2 87L2A

SLG Remote End fault V3M1 01d Line Distance & Directional Overcurrent FLT3 SL& V

Test Case #4 1 High Voltage (HV) Bus Overcurrent Differential Protection (87B-
50/51)

The HVbusovercurrent differential protection tasaisintended to simulate the operation of thé

bus differential zone bounded by brealersbus faults. Ovecurrent differential protectiowasthe

primary form of protection fot2 kV distribution substatiolV buses so the simulation test for this
form of protection was run 9es(A&B)t Thetestvasfuh er ent
with the relays receiving signals from the instrument transformers viggdhlishing IEC 6185®-2
process buSVs. Trip and indication signalserepublished via GOOSE messages.

The primary goal of the testasto prove proper relay operation or restraint for biys faults, and to
record the operating times for each fault for comparison to that expected for ttomaerelays using
directly connected instrument transformers. A secondary goal was to verify that relay element
performanceavasnot impacted by the use of SV signals.

TABLEAHV BUS OVERCURRENFERENTIAL
TEST DESCRIPTION  RELAY COMTRADE NAME

3phase HV Bus Fault  V2M1 02a_HV Bus Overcurrent Differential FLT4_3PH_V2M1_5(

SLG HV Bus Fault V2M1 02f HV Bus Overcurrent Differential FLT4 SLG V2M1 50

Test Case #5717 HV Bus Restrained Current Differential Protection (87B)

HV bus restrained current differential protection teasintended to simulate the operationadfigh
voltage bus differential zone bounded by breakers bus faults using a restrained current differential
element. The testasrun with the relayeceiving signals from the instrument transformers viasMU
publishing IEC 6185®-2 process buSVs. Trip and indication signailserepublished via GOOSE
messages.

COMPREHENSIVE FINALREPORT
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One relay set was assigned to perform both this protecterase and overcurrent differaal
protection as thissecasewasnot currently applied toypical distribution substations.

The primary goal of the test was to prove proper relay operation or restraint for HV bus faults, and to

record the operating times for each fault for compart® that expected for conventional relays using
directly connected instrument transformers. A secondary goal was to verify that relay element
performancevasnot impacted by the use of SV signals.

TABLESHV BUS RESTRAINED

TESTDESCRIPTION RELAY COMTRADE NAME
3phase HV Bus Restrain ViM3 02c_HV Bus Restrained Current

Current Differential Differential FLT4 3PH V1M3 5051EB138
SLGHV Bus Restrained VIM3 02d_HV Bus Restrained Current
Current Differential Differential FLT4 SLG V1M3 5051EB138

Test case #6 1 HV Bus High Impedance (HIZ) Differential Protection (87B-HIZ)

The HV bus higimpedance differential protection test casesintended to simulate the operation
of ahigh voltage bus differential zone dneded by breakers for bus faults. The vegsrun with the
relay receiving signals from a summation of breaker current transformers via a{@isistar
assembly thatrives a dedicated MU publishing IEC 61882 process buSVs. Trip and indication
signals were published via GOOSE messages.

One relay was assigned to perform both this protecis@ease and overcurrent differential
protection as thissecasewasnot currently applied toypical distribution substations.

The primary goal of the tegas to prove proper relay operation or restraint for HV bus faults, and to

record the operating times for each fault for comparison to that expected for conventional relays using

directly connected instrument transformers. A secondary goal was tothetifglay element
performancevasnot impacted by the use of SV signals.

TABLES HV BUS HIGH IMPEDENICFFERENTIAL

TEST DESCRIPTION __ RELAY COMTRADE NAME
3phase HZ Bus Fault  \2W4 02b_HV Bus-BDifferential_FLT4_3PH_V2M4 5051EA138_|
SLG HZ Bus Fault V2V 02e_HV Bus-BiDifferential FLT4 SLG_V2M4 5051EA138_

Test case #7 1 Transformer Restrained Current Differential Protection (87T)

The transformer restrained currelifferential protection testvasintended to simulate the operation

of the transformer differential zone bounded by breakers for internal transformer and associated
interconnectindpus faults using a restraint overcurrent differential element. Theasstin with

two di fferent manuf a avthueack nelayéceiving signals franetthiesnstrunent &
transformers via MYpublishing IEC 6185®-2 process buSVs. Trip and indication signals were
published via GOOSE messages.

The primary goal of the testas to prove proper relay operation or restraint for transformer faults,
and to record the operating times for each fault for comparison to that expected for conventional
relays using directly connected instrument transformers. A secondary goal wefytthaerelay
element performancg&asnot impacted by the use of SV signals.

COMPREHENSIVE FINALREPORT
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TABLE TRANSFORMER RESTERIKURRENT DIFFERENT

TEST DESCRIPTION RELAY COMTRADE NAME
3phase Transformer In VoM3 06a_Transfornfeestrained Current

ZoneFault Differential FLT8 3PH V2M3 87T41A
3phase Transformer In VIM3 06b_Transformer Restrained Current
ZoneFault Differential FLT8 3PH V1M3 87T41B
2223 Z?ng(r:iagifr?ggf ' VoMV 06c_Transformer Restrained Current

) ) Differential_FLT8_3PH_V2M1_5051_7A
Differential - - - - -
gggﬁ Zienzziaglsjfr(r)gr?ter ViM3 06d_Transformer Restrained Current
Differential Differential FLT8 3PH_V1M3 5051 7B
SLG TransformeiZione VIM3 06e_Transformer Restrained Current
Fault Differential FLT8 SWGM3 87T41B

Test Case #8 1 Transformer Overcurrent Protection (50/51T)

The transformer over current protection t@asintended to simulatbackup overcurrent protection
operation foffault in a distribution transformer or interconnected bus. Theviestun with two
overcurrent relay sets (A & B), and two restrained current differential relay sets (C & D) with backup
overcurrent elements, each receiving signals from the instrument transformer ¥eEnifleC

618509-2 process buSVs. Trip and indiation signals were published via GOOSE messages.

The primary goal of the test was to prove proper overcurrent relay operation fan8llGG

transformer or associated bus faults, and to record the operating times for each fault for comparison to
that exected for conventional relays using directly connected instrument transformers. A secondary
goal was to verify that relay element performanasnot impacted by the use of SV signals.

TABLEBBTRANSFORMER OVERMNRR

TESTDESCRIPTION RELAY COMTRADE NAME

SLG Transformer Fault  Vau3 06f Transformer Ovecurrent FLT8 SLG V2M3 87T41A
3phase Transformer FaL VIMA 06g_Transformer Overcurrent FLT8 3PH V1M4 5051 7A
SLG Transformer Fault VIM4 06h_Transform@vercurrent FLT8 SLG V1M4 5051 7B

Test Case #9171 12kV Bus Partial Overcurrent Differential Protection (87B-
51P/G)

The 12kV bus overcurrent differential protection t@ssintended to simulate the operation of the
bus differential zone bounded byeakers for bus faults. Overcurrent differential proteatiasthe
primary form of protection for distribution substation buses. The test wasitlutwo different
manufact ur er s 6,withedclarglayscevingsignalé frog th8ipstrumetransformers
via MU publishing IEC 6185®-2 process buSVs. Trip and indication signals were published via
GOOSE messages.

The primary goal of the test was to prove proper relay operation or restraintdéril faults, and

to record the operatirtgmes for each fault for comparison to that expected for conventional relays
using directly connected instrument transformers. A secondary goal was to verify that relay element
performancevasnot impacted by the use of SV signals.

COMPREHENSIVE FINALREPORT
17



TABLED 12 KV BUS PARTIALERCURRENT

TEST DESCRIPTION RELAY COMTRADE NAME

04a_12kV Partial Bus Overcurrent
phase 12kV Bus Fault  V2M Differential FLT6 3PH_V2M1 5051BT 4041A
04b_12kV Partial Bus Overcurrent
Differential FLT6 3PH V1M4 5051BT 4041B
04c_12kV Partial Bus Overcurrent
Differential FLT6 SLG V2M1 5051BT 4041A
04d_12kV Partial Bus Overcurrent
Differential FLT6 SLG V1M4 5051BT 4041B

3phase 12kV Bus Fault V1IMVA4

SLG 12kV Bus Fault V2M1

SLG 12kV Bus Fault V1M

Test Case #1071 12kV Bus Restrained Current Differential Protection (87B)

Thel2kV busrestrained current differential protection testsintended to simulate the operation of
the bus differential zone bounded by breakers for bus faults using a restrained currentidifferen
element and subscriptions to a maximumsigfSV streams. The simulation test was run with the
relay receiving signals from the instrument transformers via pliblishing IEC 6185@®-2 process
busSVs. Trip and indication signals were published 8@OSE messages.

Only one relay set (MfgModel V2M3) was assigned to perform this protectisecase as it was the
only one capable of subscribinggix SV streams. This 12/ bus overall wrap has not been applied
to distribution substations yet, sioe settings will not matcthose in existingubstatios.

The primary goal of the test was to prove proper relay operation or restrdow faoltage V) bus

faults, and to record the operating times for each fault for comparison to that expected for
conventional relays using directly connected instrument transformers. A secondary goal was to verify
that relay element performanagsnot impacted by these of SV signals.

TABLEL012 KV BUS RESTRAINEIRRENT DIFFERENTIA

TEST DESCRIPTION RELAY COMTRADE NAME
3-phase 12kV Bus

05a_12kV Bus Restrained Current

RestraineBurrent Vams Differential FLT7 3PH V2M3_ 87 1241A
Differential - - - — =
SLG 12kV Bus Restraine V2M3 05b_12kV Bus Restrained Current
Current Differential Differential FLT7 SLG V2M3 87 1241A

Test Case #1117 Capacitor and Reactor Feeder Overcurrent Protection (50/51)

The reactive branch over current protectionwestintendel to simulate a fault on a capacitor/reactor
feeder in a typical 1RV distribution substation. The test was run with two relay sets (A & B), with
each relay receiving signals from the instrument transformers via alfdIEC 618509-2 process
busSVs. Trip and indication signals were published via GOOSE messages.

The primary goal of the test was to prove proper relay operation for faults on the feeder connecting
the reactive components to thek\2 bus, and to record the operating times for each fault f

comparison to that expected for conventional relays using directly connected instrument transformers.
A secondary goal was to verify that relay element performaas@ot impacted by the use of SV

signals.
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TABLEL1CAPACITORND REACTOR BANK BER OVERCURRENT

TEST DESCRIPTION RELAY COMTRADE NAME

3phase 12kV Feeder Fa: V2M 03a_Cap&Reactor Feeder Overcurrent FLT5 3PH V2M1 !
3phase 12kV Feeder Fa V1M4 03b_Cap&Reactor Feeder Overcurrent FLT5 3PH ViM4 !
SLG 12kV Feeder Fault V2M1 03c_Cap&Reactor Feeder Overcurrent FLT5 SLG V2M1 !
SLG 12kV Feeder Fault V1MA4 03d_Cap&Reactor Feeder Overcurrent FLT5 SLG V1M4 !

Test Case #1217 Capacitor Bank Unbalance Protection (59N)

Capacitor bank protection has two spedifiecases: feeder fault protection (see test case above)
which protects for a flashver or equipment internal sharircuit, and unbalance protection theds
intended to take the bank off line if too many indival capacitor unit fuses blow. This test was
intended to simulate the protective relay response to abnormal bank 3VO0 voltage due to excessive
imbalance. The testasrun with only one relay set that matches those currently instaltygical

12 kV distribution substations, but with IEC 61850 GOOSE messaging used to trip all capacitor bank
breakers and perform a lockout function to prevent the autoMalticAmperes Ractive YAR)

controls from bringing them back on ligiae existing cap banks use adwired mechanicalockout

relay to perform this functign

The primary goal of the test was to prove proper relay GOOSE sigaalitiggic operation after a
trip for imbalance.

TABLEL2CAPACITOR UNBALANCE

TEST DESCRIPTION RELAY COMTRADE NAME
Cap Unbalance V3M2 Cap 59S Trip and Lockout

Test Case #1317 Reactor Unbalance Protection (51Q)

Reactor bank protection hastwo spedifiec ases: feeder faultcproéeecdi ol
test case above) which protects fdtaah-over or equipment internal shanircuit, and unbalance

protection thatvasintended to take the bank off line if the rea¢fphave significant standing turn

to-turn faults. This teswasintended to simulate the protective relay response to atahdrank

negativesequence current (312) due to excessive bank imbalance from one or megettiim

faults. The testvasrun with only one relay set that matches those currently instaltggioal 12 kV
distributionsubstations, but with IEC 61850 G®SE messaging used to trip all reactor bank breakers

and perform a lockout function to prevent the automatic VAR controls from bringing them back on

line (the existingreactorbanks use a hardwiredechanicalockout relay to perform this functipn

The gimary goal of the test was to prove proper relay GOOSE sigrafidipgic operation after a
trip for imbalance.

TABLELI3REACTOR UNBALANCE

TEST DESCRIPTION RELAY COMTRADE NAME
Reactor Unbalance V3M2 Reactor 51Q Trip and Lockout
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Test Case #1417 Reactor and Capacitor Bank VAR Control Automation

Reactorand @pacitor bank VAR Control Automatiarse casavasintended to simulate the addition
and subtraction of capacitor and reactor elements based on VAR flow in and out of the distribution
stepdown transformer as measuradhe transformer highide(HS) connection.

This VAR control demonstration was accompkd by usinghe50/51T overcurrent relay to
measure the VAR flovandthen transmit this information, in engineering units, via GOOSE analog
values to the two automation controllers where the decision making logiowigsnented

All analog and discte GOOSE messaging was carried overstagon lus. Bank unbalance and
feeder protection trips to the automation controllers wese lahndled by GOOSE messagingge(s
Test case#12and13 above).

The simulation teswvasrun with an automation relay thanatched those currently installed in

SDG&E substations so as to reuse the existing logic settings, but with IEC 61850 GOOSE messaging
and logic changes incorporated as described above. The simulation test was run with one overcurrent
transformer overcuentrelay (V3M1) receiving signals from the instrument transformers via a MU
andIEC 618509-2 process buSVs. Trip and indication signals were published via GOOSE

messages.

The primary goal of the testasto prove proper relay GOOSE signaliagdlogic operation.

TABLELAREACTOR AND CAPARTMAR AUTOMATION

TEST DESCRIPTION RELAY COMTRADE NAME
Cap and Reactor Bank  V3M2 Cap & Reactor Bank Unbalance Protection and VAR Autom:i
Automation V3M4 Records

Test Case #1571 Line Frequency and Voltage (81, 27, and 59)

Line frequency and voltage protection test cagar®intended to simulate protective relay response
to abnormal voltages (27/59) or frequency (810/U) on ar@38kV subtransmission circuithat
interconnects typical 12kV distribution substation to the grid. The simulation teasrun with two
relay sets (A & B), witheach relayeceiving signals from the instrument transformers via &nd

IEC 618509-2 process buSV. Trip and indication signals werelpished via GOOSE messages.

Current suktransmission line protection practice does not make use of 27, 53rqgag elements,
but the interconnected distribution substations do use retgrency (81U) as part of a regional
underfrequency loagshed(UFLS) scheme incorporated into dedicatdelB relays located in each
distribution substation. Because IEC 61850 GOOSE messaging acretttitirelus provides great
flexibility in how a UFLS scheme may be implemented, it was reasonable that this scbeltde
incorporated into the backup distance line reléyisexample, with GOOSE messages transmitted
overthe station busetwork used to trip individual 12/ feeder breakers; IEC 61850 would also
allow a multilevel UFLS scheme to be implemented maut much difficulty.

The primary goal of the testasto prove proper relay operation during sustaimadsmission system
voltage or frequency deviations, and verify that relay element performasset impacted by the
use of SV signals.
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TABLELSLINE FREQUENCY ANRL.VAGE

TEST DESCRIPTION RELAY COMTRADE NAME

Under Frequency V2M2 08a_UnderFreq V2M2 87L2A
Under Frequency V3M1 08b_UnderFreq V3M1221
Under Voltage V2M2 09a_UnderVolt V2M2 87L2A
Under Voltage V3M1 09b_UnderVolt V3M1221
Over Voltage V2VR 09c_OverVolt V2M2 87L2A
Over Voltage V3M1 09d_OverVolt V3M1221
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7. CONCEPT OF OPERATIONS

The operation of an IEC 61850 substation recuarshift from conventional substatidesign
methodsn how the protective relays acquaraloginstrument transformesurrent and voltage
signalsnecessary tdetect faultsandthe control circuits tbbreakersauxiliary relays, alarm
annunciators and SCADATypically conventional substationserformedall this with copper wires
thatwererouted from the substation yaw within thecontrol shelterwhere they connect directly to
thevarious P&C equipment

The IEC 61850 substatiamith process budigitally deliversthesedigitized current and voltage
signals( i Sa mp | e dr SY ad digimlcammunicationgabling It delivers these digital
signalsby wiring thesubstation yaréhstrument transformeto MUs located inthe high voltage
equipmentontrol cabineté the substation yard. TidUs broadcasthe continuousSV signals
ontoan |IEC 61850communication networkalled aprocess busThecontrol shelteprotection
relays subscribe to thappropriateorocess busignalsand perform theiprotectivefunctionsbased on
the SV signals Therelays substitute the remotely generated measuremersigifiats thatvere
previously locally generated analogeasurementsThesemeasurements are represented in
instrument transformer primary uni$ volts and ampsefigineering unijswhich facilitateeasy use
by a multitude oP&C equipment without special programmiogdecoding

An |EC 61850protectionsystem operates much differently than in a conventional substation.

Besides the MUs,atworking equipment must also bedeaged to create at leasteprocess buand
astation bus These communication buses all8% and GOOSE messages to be transmitted to and
from the merging units and relays. High accuracy time synchronization also becomes critical so that
the devices using these digitizadalay signals can verify that thmessages amalid, and properly

align them with other SV signals before performing protection calculations

With these changes to the operation of the substation, aspects of the protection system become more
flexible and carbe reprogrammedsneededvithout the need to modify existing wiring and
infrastructure.Lockout relayfunctionscan be implemented in logic within the relays. Transfer trips,
breaker fail initiates, and interlocks can be shared between devieette networkwithout any

physical wiresand at far higher speed

With these advancesubstation networkingubsystemsecome critical to the operation of the
protective systemAccurate synchronizedhte distributionbecomes a very crucial consideration.
Without it, devices canot be sure that thaata has reached themtlnin an appropriate timeframe.

Thus @mmunicatiorbecomeritical because the transmission and receptiognexsages relies upon
the communicatiogables Ethernetswitches, andme urces. Batterpankslikewise may also
becomdargerdue to the increased number of IE&r&l data switchda the substation

Protection and Control Architecture

The proposed architecture for a typical 6%Y2substation witha process bus using SV t@ahsmit
ampere and voltage measurements frobsNb relaysvasexamined hereThis sectioralso

describé the use of GOOSE to transmit status, control, and analog values from MUs to relays, from
relays to MUs, and from relays to programmable automatiotraters.

Process Bus

The process busasused to transmit Sdatafrom the MUs that digitize the analog signals and
publish the datéo relays that subscribe to the signals. The process busaismited GOOSE

COMPREHENSIVE FINALREPORT
22



messagesontainingstatus, controland analoglatafrom MUs to relays, from relays to MUs, and
from relays to programmable automation controllers.

Multiple process busegererecommendetb manage traffic and minimize disruption in the event of
a network failure or compromisé&.hedesignof this projecincludes threeprocess bus switchefue

to the required number of portsppessus #1had two switches a single busindprovided

message transport on th&88kV side of the transformerProcesus #2 had one switch and provided
message transport for the k¥ side of the transformerTheywerearranged so that a failure of one
process bus will not compromise the overlapping protection dfigesideor low-sidebus.

Due to vendor implementation variations, several relay maodglsred two connections to the
process busThese manufacturersaychange this in future models so that only one connection to
the process busould beneeded.

Station Bus

The station busvasthe main substation network that provddke information connectivity between
substation systems aonther remotely locateslystems. For tkitest system, the station ussd IEC
61850,GO0OSEand various configuration and diagnostic protocols. stagon buslso provide
engineering acceds the various protection equipment and test sets for monitoring, control, and
configuration.

Due to the required number of portse stationbus contairedtwo switches in a singlbus. This
arrangement minimizexdetwork hardwarebut dd not provide fo system redundancyA thorough

review of the redundancy requirements should be made before an actual substation deployment is
designed.

Time Synchronization

The design included global positioning systenGP9 clock In an actual substation two clocks
would be necessary aagranged so that the overlapping protection of the H®wrSide LS) bus
would not be comprised in the event of a single time source failure.

Engineering and Maintenance Access

The poject did no exploreremote acced®r engineering anthaintenancelnternalpolicies and
NERGCH Eritical Infrastructure ProtectiorC(P) requirements would need to &viewedin order to
determine the level of protection required and the preferred method ofiagtieg capability.

Information Exchanges
Information exchanges and data flomsuld be similar to those used in the test system

Controllable Devices and Functional Specifications
This section covers the controllable devices and algorithms developelize the automation logic.

Capacitor and Reactor Bank Automation

Capacitorand reactobank VAR Control Automationtilized GOOSE analog and digital messaging
This allowed for theddition and subtraction of capacitor and/or reactor elements bas&tRofiow
in/out of the distribution stegown transformeras measured on the transforrhaggh sideconnection.
Thiswasaccomplished by using the 50/51T relay to measure the VARdaihen transmit this
information via GOOSE to the two automation cohliérs where the decisiemaking logicwas
installed. To prevent adding capacitors when reactors are on line and vice versa, intenoaging
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performed between the standalone reactor and capacitor bank automation controllers by GOOSE
messagesThe imbahnce relaysvereused to perform a lockout function when appropriate.

High Side and Low Side Lockout Relays

The lockout relays reprodudéhe functions of a traditional hardwired lockout relay scheme. To
emulate lockout relay functions, a virtual lockeataying schemwasdeveloped using latching
variables and close blocking logic within the protection relays.

Minimum Local Area Network (LAN) Communication Requirements

The minimum LAN communication requirements for a substation deploywaart bedepenént
upon the size anctiticality of the substation. Larger substatiensuld contain many more devices
and thus require a higher bandwidth LAN and possibly higher reliability requirements. Network
segregation is one way to manage traffic and improvebitty.

Additional requirements for an IEC 61850 process bus substation include:

1 At a minimum, substation LANs should support 10/100/10008Ba6€100BaseFX
multimode fiber M), and 1000Bas&X MM. This enabld Ethernet links to end devices at
100Bag-FX or 100Basel' X. It also suppodd1000BaseSX between Ethernet switches.
Providing 10/100/1000BasEX ports simplifed local engineering and technician access to
the network The availability of gigabit switches is especially important for procass b
implementation, due to the high bandwidth requirements with SV.

1 A high port density on Ethernswitchesreduces the number of switches in a substation and
lowers costs.

1 Managed switches suppedvirtual local area networkd/LANs) andmedia accessontrol
(MAC) filtering, andprovided on-board monitoring of the network.

1 Network devices that supperport level VLANs and priority configuration are required.
Both GOOSE and SV ud&/LAN and priority in their message headers. Support for these
featues increased design flexibility.

1 A wide range of media suppastrequired Typically, most network connections in an IEC
61850 systerwould use fiber and the connection types will be etaight tip 6T) or LC.
Engineering access or station bus devregjuiral Registered JackJ) 45copper
connectionsso the switcleededh number of options available to adapptoject
requirements.

1 The network must contain devices that lasditute of Electrical and Electronics Engineers
(IEEE) 1588 compliant. Devicawmay needo assume a boundary or transparent clock role to
successfully deliver IEEE 158&ecision Time ProtocdPTP Power Profile messages to
end devices or other switches.

1 Network devices should have a wide range of poweplgugptions. This redusgnventory
and minimize confusion withmultiple power supply voltages.

0 At a minimum switches should support DC supply voltag&se network will be
part of theP&C schemetherefore DC supplies will increase reliability.

0 Network devices with redundant power supplies provide another option for
increasing the reliability of the network. Network devices with @ternating
current AC) and one DC supply are available and can provide additional redundancy
in theeventof anAC outage or DC failure.
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Minimum Wide Area Network (WAN) Communication Requirements

The minimum WAN communications requirements for an IEC 61850 substation using GOOSE and
SV are unchanged from that of a typical substation. IEC 61850 process bus tredfivad typically
extend beyond the substation itself. This allows the existing WAN communication infrastructure to
remain in place until other requirements mandate a change.

Cybersecurity Considerations for Switched Networks

The following items apply t&thernet networks in general and are not specific to IEC 61850
implementatios. The following discussion provides recommended practices.

Good design practice includegbersecurityhatstarts at the design phase of any communications
network. The follaving elements associated with the Ethernet switch configuration and operation,
follow National Institute of Standards and Technol@gi5T) SP 806882r2 guidance for designing a
communications network with cybersecurity as a major component of the dedigrchitecture.
Compliance with these recommendations shoulthbdoare minimum requirements in a substation
deployment.

Network Segmentation and Segregation

Logical segmentation of communication networks provides effective risk management by
establishig domains of authority, trust, or function. Managing data flow between domains allows
more effective control of overall network traffic and provides points of isolation in the case of an
incident. Segregating a substation control network in multipleegsobus and station bus segments
provides this isolation.

The implementation dEEE 802.1Q VLANS provides the ability to logically segregate traffic
between predefined ports on switches. This reduces the traffic on any segment so only required
traffic is present. Although VLANSs are an effective method to segregate tthfficshould not be
used for security.

Disabling unused ports is a simple way to reduce the attack surface in a network. NERIZ-GIP
R1 has requirements for high and medium impaithk electric systemBES) Cyber Systems that can
be deployed on most networks. Once a port is disatoldtic cannot pass. This is a low cost option
to enhance security.

MAC Address Security

In general, Ethernet switches have the option to provid€ Mddress security, or port security, for

each physical Ethernet interface. The MAC address for the connected device is entered into the

switch configuration and prevents different devices from using the Ethernet ports on the switch. This

option helps matain a consistent configuration management baseline and reduces the chances of a

mal i ci ous device being connected to the network.
protection is not assured, but the risk reduction associated with malilgeiges and the benefits to
configuration management are attractive.

For substation deploymentsing port security on those ports dedicated to permanent devices and
leaving the laptop ports open from MAC address security, but authenticated using [EEE 80
authentications one way to enhance security

Device Passwords

All device passwords, including special passwords for field service techniaiamgcommended to
be changed from the factory default passwords. These default passwords are well known and easily

COMPREHENSIVE FINALREPORT
25



obtained byhackers Replacement passwords should use a minimum of the criteria as defined in
NERC CIR007-6 R5.5 (listed below) or the maximum supportedh®ydevice.

1 5.5.1. Password length that is, at least, the lesser of eight characters or the maximum length
supported by the Cyber Asset; and

1 5.5.2. Minimum password complexity that is the lesser of three or more different types of
characters (e.guppercase alphabetic, lowercase alphabetic, numeriealpbanumeric) or
the maximum complexity supported by the Cyber Asset.

The passwordare recommended te changed on a periodic cycle, such as every 15 calendar
months.

Devices with multilevel paswords provide increased resistance to password attacks and require
sequential access before the configuration level is reached. This pravatidittonalrecommended
level of security

Monitoring and Logging

Monitoring and logging activities are impéxee to understanding the current state of the
communications network, validating that the system is operating as intendeshsamichgthat no
policy violations or cybersecurity incidents have hindered the operation of the system. Network
security monibring is valuable to characterize the normal state ofthstation communications
networkand can provide indications of compromised systems when sigittsiee technologies fail.

For substation deploymerit,is recommenddto use on-board logging andnonitoring for project
troubleshooting that can be easily configured to senddnd®ventso a centralized logging and
monitoring server once in production.

Operational Requirements

In conclusion, an IEC 61850 substation will have additional operatieqairements compared to
current, conventionégDG&E substations. These additional requiremevesecritical to the proper
functionality of the substation protection system, and Werecritical to system safety and

reliability. These requirementeach into many areas of the substation and affect all protection use
cases. This includes virtual lockouts since the functionality for these virtual devices resides in the
protection relays themselves. LAN topology and operatiasaffected in order tgupport the
protection functions of the system. The communication syst@smot greatly affected; however, in
areas of the WAN and engineering access, the necessary studies will be required.

The changes in how the IEC 61850 substation is expectedrat®peclude:

9 Time synchronization
1 Communications
9 Batterysizing

Time synchronization is critical to protective functions since the validity of data streams is dependent
upon the merging units being synchronized to the time source. Without synchommittsirelays
will not properly receiveéhe SV streams and GOOSE messagesghich theysubscribe.

Communicatiometworls are critical and entail many different aspects. Withmaproper
communicatiometworks relays cannot receive the data they need to detect faults or to send trip
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commands. The communication system includes Ethernet cables, fiber optic cables, and networking
equipment, all of which must be operatioaatl designed with the specific tasksrimd in order to
maintain good communications.

An IEC 61850 substation will likely requiegelarger batteryDC systenthan a traditional substation.
This is due to the addition dUs and other IEDsyhich must be powered at all times so that they
can send and receive SV and GOOSE messages as requpeatéativefunctions.

As afinal note this design placesotentialCyber Assets ithe substatiogard andherefore, they
may besubject to operainal requirements dfERCcritical infrastructure protectio(CIP)
regulations.
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8. TEST SYSTEM SPECIFICATION

The systemspecificationsummarizedeachusecase anddefinedthe architecture, layout, and interface
requiremert for the test systenThe testiig phase of the project was split into two separate phases.

For the first phasehe equipment waested inthe o n t r kle usingrbd@sconventional and IEC

61850 enabled test seffhe first phase also includedkt precommercial demonstratiomwhichwas
performed while the equi Afteeastcessid grecommerdah e contr ac
demonstration of each tesise, the equipment was shipped toltlewhere it was interfaced with

the RTDS. Selecttestcases were then tested a@&ttime using the RTDS to drive the merging

units.

Rack Limitations

Excluding the test sets, allofthbe 0 j ect 6 s e qui p me neguipmenecks. thetest moun't
system was designed to limit the number of equipment racks as much as pddsitiest system

was initially mount e dposttacks. Thiemoantingdrrangeenentequidbes | ab i 1
six racks to holall of the equipment

In order to accommodate relocation of the test system to the ITépalceto be occupied by the
equipmentad tocomply with the available rack spac&hel T FPdwer Systems/RTDS Lab had
only three racks available for project demonstratiohise additionatackswould need tdbe located
i n t hBERILAOF 6 s

With the above limitations in mindhe test system was constructed with three racks of protective
devices and networking equipmehat would ultimately located in the DER Lab. The remaining
three racks woultde would be located in the Power Systems/RTDS Lalcanthin MUs, test
switchesand breaker simulatars

Electrical

Testingwasperformed in a lab environmest electrical power limits, available bus voltagesda
voltage drop constraints weobserved.Each rackvasequipped with two AC power outlet strips.
The AC load for any rdcwaslimited to 10 ampere3.he DC load availablevaslimited by the size
of the DC power suppliesThe DC power supplieseresized to provide a maximum of 1,0@@tts
to be shared betwedinree racks in thel'F Lab.

Voltages

As much as possible, thest system striveto duplicate the equipment voltages in a typiddity
substation.To this end, the DC voltage lewshs constrained tb25Vdc (DC Voltage) when
practical. 120/ac (AC Voltagewasavailable in both the ITF and tlheo n t r ke Supplefnental
sources were available to provide additional voltage levels when neSoteg the test systewas
installedin adjacent racks, wiring runs veeinheently short and line currents reesmall. For this
reason, voltage drop calculatiomerenot performed.

Networking

The equipment and design for the test systetwork and time synchronizatignovided a flexible
infrastructure to support functions for an IEC 61850 environméhné design provided various

network medium connection optionscadifferent methods for time synchronization tivatre

referenced in the IEC 61850 standard to support the various equipment used in this tesfldyestem.

test system infrastructure also demonstrated fiber solutions, which were required between equipment
located in a substation yard and in a substation control sheltirevimocess bus or station bus
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Figurel shows a portion dahe test system network and time symetization connection diagram.
The intent of this diagramvasto show various equipment capabilities and provideangor
documentinghe differentusecase scenario configurationshe full diagrancan be viewedh
Appendix C.

Fiber

To emulate aubstation to the greatest extent possimiglti-mode fibercabkes were usedThese
typically wouldextend from the control shelter to substation yard equipment.

Copper

Thestation bus, monitoringnd configuratiortablinginstalledfor the protection relaysvas
primarily copper ategory 5 Ethernet (CAT5e) cable.
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Network Capabilities

The network was designed to provide 100 megabit fast Ethernet to each end Gewceunications
between switches supported Ethernet at a speed of one giQabkito the traffic volume associated
with an IEC 61850 implementation, the netwetpportedMAC address filtering, priority
configuration, and port level VLANsEach of these items wasabled and configured as required to
ensure timely packet delivery.

Network Security

Thetess y st e mbs t hr &saated, bavingoo rknsote womrredaivityother networksThe
network equipmentedected for this project wasipplied with security features that can be enabled if
necessary.

Test Set Interface

Manuf act ur leadtiseid Ethemet ¢onfigueation ports connected tostiation bugor

engineering programming accesBhe Ethernet port, on the tesst with SV capabilitywas

temporarily connected to one of the tprmcess buaetworks depending on the use case test scenario
testing with SV message3.hestation busnterface wasised for configuration and monitoring of the
test setsAll test sets werassigned a connection point into the system networks.

Network Tools
The followingnetworktools wereused as applicabte monitor the test system environment:

1 Freeware network ptocol analyzer
1 Network monitor using IEC 61850 MMS
1 Variousmanufactureconfiguration and event viewing software
1 Manufacturembuilt-in web clients
Station Bus

The gationbuswasthe main substation network that provddke information connectivity betvea
differentprocess bues, substation systepandother corporat@hterprisdevel systems.For this test
system, thestation busised IEC 61850, GOOSE, and various configuration and diagnostic protocols.
It also providé engineering access to the varsgprotection equipment and test sets for monitoring,
control,and configuration.In addition, this networkvasconnected to an IEEE 1588 PTP master
clock toprovide time synchronization to supporting devices.

Process Bus

Theprocess busetworks were isolated from thstation bus The primary purpose of this network
wasto transfer information between the equipment MUs and devices requiring the information.

Process Bus #1

Process bu#l usel two managed switchesonfigured in a star architecéu It suppored|EEE 1588

PTP Power Profile, using asolated connection to thgdobal positioning system (GP8pck. This
process bus integrated all of the equipment required to demonstrate the use cases for the HS of the
transformer and transformprotection. The HS test cases were:

1 Test Case #1 Breaker Failure Protection (50BF)
1 Test Case #2 Line Differential Protection (87L)
9 Test Case #B Line Distance and Directional Overcurrent Protection (21 & 50/51)
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Test Case ## High Voltage (HV) Bus ®@ercurrent Differential Protection (8780/51)
Test Case #b HV Bus Restrained Current Differential Protection (87B)

Test Gase #8 HV Bus High ImpedancB®ifferential Protection (878112)

Test Gase #7 Transformer Restrained Current Differentfabtection (87T)

Test Case #8 Transformer Overcurrent Protection (50/51T)

Test Case #1b Line Frequency and Voltage (81, 27, and 59)

E R

Process Bus #2
Processus #2 usea single managed switcht supporedIEEE 1588 PTP Power Profile, using an

isolatedconnection to the GPS clocRhis process bustegratel all of the equipment required to
demonstrate the use cases for the LS of the transfoitherLS test cases were:

Test Case #9 12kV Bus Partial Overcurrent Differential Protection (88BP/G)
Test Case #10 12kV Bus Restrained Current Differential Protection (87B)
Test Case #11 Capacitor and Reactor Feeder Overcurrent Protection (50/51)
Test Case #1R Capacitor Bank Unbalance Protection (59N)

Test Case #18 Reactor Unbalance Protection (51Q

Test Case #1% Reactor and Capacitor Bank VAR Control Automation

=4 =4 =4 -8 -8 -9

Test System Time Synchronization

The synchronization of all devicés a single clockvasimportant in determining performance using

time stamps and the use of SV. For the MUs and thbgcsibbers, synchronized timeasa critical
component for publishing and subscribing SV messagash endequiredthe same time

synchronization in order to interpret the SV within the same time referdigtest systerwas

designed to provide a number of time synchronization options that meet the IEC 61850 requirements.

Therewerefour different methods for time synchronization represented in the IEC 61850 standard
thatwereimplemented in this test system: IEEE 1588 Fmfer-range instrumentation grofRI1G)-

B; simple network time protocdSNTP); and Julse per seconPFS). The selected PTP GPS

clock was anticipated to perform all test system time &yagization. This clock providedour
independenhetwork connetions thaprovided PTP and SNTP while leaving the various networks
isolated from each othelt also providd eight programmable 1PPS and IRBSutputs. These
different time source optiomgovided support for the varied manufactuaéferings for time
synchronization.

Some devicesquiral fiber optic inputs or it might have bedasired that other devices utilize a

fiber link from the GPS clock (to better model a substation with fiber connected devibes/ard).

This test sygmusel two different manufacturérs s ol ut i ons t o dhefirftor m t hi s
solution covere@quipment that had hardwired inpuis both ends, but required a fiber optic

interface. This interface wasised to time synchronize the reactor and cidgrabankP&C devices.

The second interface converted coax to fibedrices wih fiber optic time input from thelock,

which has a hardwired BNC connection.

IEEE 1588 Precision Time Protocol (PTP)

The selected clochrovided master PTP clock interéas for all of its netork interfaces.The clock
also suppoddan IEEE 1588°C37.238/D16lEEE Draft Standard Profile for Use of IEEE 1588
Precision Time Protocol in Power System Applicatiomgle of operatianThe connections between
the clock and theetwork switches, that support PTP delivery to the end devemshown in the
Test Bed Network and TienSynch Diagranmcluded in Aopendk C. Thistest systenusel the IEEE
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PC37.238 power profile for PTPLhe selected switches also neettetie IEEE 1588 compliantA
boundary or transparent clock role was assumed by the dwistltcessfully deliver IEEE 1588 PTP
Power Profile messages to end devices or other switches.

Inter-Range Instrumentation Group (IRIG-B)

Not all devicesuppored PTP, but theysupporedIRIG-B. The test system kan IRIGB un-
modulatedDC level shift)bus to provide a time source to these urilise test sets were specified
with the IRIGB input modules to synchronize events and provide time synchronizatiS for
messagesThe test system utilizedRIGB-004, which has the year information encoded in the
message.

1 Pulse per Second (1PPS)

Some MUsrequirel IPPS.The | EC 61850 user stgndaddopl&G6185H | e ment
Edition 1, known a$EC 618509-2LE, Utility Communications Architectur8JCA) International

Users Groupmplementation Guideline for Digital Interface to Instrument Transformers Using IEC

618509-2, specifies using 1PPS for MU time synahization. The test systenmcluded fiber optic

transmission equipment for this signal to provide a fiber interface to the M&lagthis fiber optic

interface mimickedield implementation requirements that place MUs in the substation yard.

Simple Network Time Protocol (SNTP)

Therewould be two uses fothe SNTP methodf time synchronizationThe firstwasto time
synchronize the V2M6 MU. This device only has the option to use SNTP for time syizetian.
The second use wésr relays V2M1, V2M2, V2M3, ath V2M4. These relays requirddPPS inputs
for SV messagesin order to maintain a synchronized timee station busnterface wagonnected to
the clocks SNTP server.

IEC 61850 Information Transfer Protocols

One of the main goals of tipeoject was the reduction in substati®&C wiring. To accomplish this,
IEC 61850 protocols were utilized whenever possible.

Manufacturing Message Specification (MMS)

The test system utilized MMS for ndime sensitive communications between individual relays and
between relays and other IEDs, sustpeogrammable automation controllers.

Generic Object Oriented Substation Events (GOOSE)

The test systenitilized GOOSE messages for time sensitive communications¥tbia to relays,
between relaysThis included messages to operate the breaker simusatdngrovide status changes
to the appropriate relays.

In addition, the test system utilized GOOSE messages to prnolid@mpere reactive/AR) data
from the simulated HS bus to the reactive automation controllers.

Sampled Value (SV)

The test system litted SV for ampere and voltage measurement communications between merging
units and relays.

GOOSE and SV Data Flow Spreadsheet

A spreadsheet was developed to identify the message requirements with publishers and subscribers
for both SV and GOOSE messagé&ontrol block parameters were developed during this stage. Both
GOOSE and SV messages require the identification of dataEsmth. GOOSE message services a
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specific purpose in the system operation; therefore, the datasets were different frotheadhe
IEC 618509-2LE documentvas used tdix the SV datasetso all of theselatasets looked the same.

Process Bus Data Flow Diagram

For eactprocess bydata flow diagrams were developedgtmw the GOOSE and SV dataMis.

These diagrams documten dat a fl ows to and from the devices,
substation equipment portion of the data flow diagram can be seen in

Figure2. The complete diagrasitan be vieweth Figurel2, Figurel3, andFigurel4.

Additional information on the multicast MAC address was included to allow rapid identification of
the data flow in a device configuration file or stiffing tetwork. SV message addresses always
start with01-0C-CD-04 and GOOSE witl®1-0C-CD-01, leaving the remaining two od¢seavailable

for configuration.
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FIGURE DETAIL OF PROCESSHBXATA FLOW DIAGRAM

Station Bus Data Flow Diagram

For thestation busa data flow diagram wakeveloped tehow the GOOSE and SV datauis.

These diagrams documedd at a f |l ows to and from the devices,
substation equipment.
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The only functiorused forthe station buswvasreactor and capacitor bank contrdlith the additional
flexibility of GOOSE messaginghe same equipment and control philosophy wWascurrently used
in the typicalreactive controsystemsvas used A HS relay publiskdthe required analog
measurement data to the controllers using GOOSE mess&#MQSE messagingasalsoused to
exchange information between the reactive bank protection equipment controllers.

Capacitor and Reactor Bank Automation

Reactorand cgacitor lank VAR Control Automationitiized GOOSE analog and digital messaging
This allowedaddition and subtraction of capacitor and/or reactor elements based on VAR flow in/out
of the distribution steglown transformer as measured on the transfokt&szonnedion. This was
accomplished by using the 50/51T relay to measure the VARdimithen transmit this information

via GOOSE to the two automation controllers where the deeisaking logic was configuredTo

prevent adding capacitors when reacteeseon line and vice versa, interlocking waerformed

between the standalone reactor and capacitor bank automation controllers by GOOSE mElssages
imbalance relays were then used to perform a lockout function when appropriate.

High Side (HS) and Low Side (LS) Lockout Relays

The lockout relays reproduced the functions of a traditional hardwired lockout relay scheme.
emulate lockout relay functions, a virtual lockeataying scheme was be developed using latching
variables and close blocking logic withime protection relaysA detailed description of the lockout
relay logic can be found in the Test System Design section.

Interfaces

Test Switches

Each MU was provided with a test switch to enable efficient connection from the test set to the MU.
Test swiches accommodated-service test plugs to minimize-véiring of the test set leadS.est
switchesalso limited personnel exposure to energized pdmrst blocks at each MU simulated a real
field installation and provide simplified test set connegtitdtthe MUs secondary current and

voltage inputs.

IEDs were supplied with fiber ports whenever possibéen available, IEDs were supplied with at
least one copper port. This simplified connection to laptops and other test/monitoring devices.

Device requirements

Relays

The protection equipment had at least coenection to therocess buandat least one connection to
thestation bus All information to and from theubstation equipment such a€®8, PT, circuit

breaker, etg.came through thprocess bumterface. Thestation busnterface was used for GOOSE
information exchange betweenocess bubays, SCADA MMS communication, and other uséke
test systenusal protection relays from thredifferent manufactums.

Process Bus Merging Units (MUs)

MUs wereconnected to thprocess buand served as the interface to the substation equipment such
as a CTs, PTs, circuit breaker, elthese MUs provided the hardwired connection for the CT, PT,
inputs, and output signaling that was digitize@mtheprocess bussing IEC 61850 SV and GOOSE.
IEDs that subscribed to this information through tipeacess busonnection also had an independent
Ethernet connection to theation busn order to move the required data between bays, substation
levd systems ocorporategnterprise level system3hese IEDs also published GOOSE messages,
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which were subscribed to by the MUs to issue trip, close or other control operations to the equipment.
The test system used merging units from five different natufers.

Software

Each IED was supplied with all of the software needed to configure and trouble shoot its
performance.

Ethernet Switch Features
The Ethernet network switchasipportedhe following features:

1 Given the expectation for advanced networking features, all switsdresnanaged.
Managedswitchesallowed for other applications such as security features, MAC filtering,
monitoring, etc.

1 Support for port level VLANS, muktast filterng, and priority configuratiowas required.
Both GOOSE and SV uses VLAN and priority in their message headers.

The switchesupporteda wide range of media and provide a high port density.

Mostof the network connectionssel fiber and the connectiaypeswereeitherstraight ip

(ST)or LC. There vererequirements for engineering accesstation bugievices thaalso
required RJ45 connections so the switch must have a number of options available to adapt to
the project requirements.

9 Gigabit switcreswereimportant, especially for therocess buess, due to the high bandwidth
requirements for SV.

1 EachswitchwaslEEE 1588 compliardndwasable to assume a boundary or transparent
clock role to successfully deliver IEEE 1588 PTP Power Profile messaged tievices or
other switches.

Time Clock

Therewerea wide rang®f optionsfor receiving time synchronization informatioA GPS clock that

can provideall four time synchronization methods listed in the IEC 61850 standard; PTPranger
Instrumentation Group, 1PPS and SN¥#&srequired.Due t o | i mitations of the
equipment all four methods were ultimately implement€lis clockalso maintaied network

isolation between each of tpeocess bues and thetation bus

Breaker Simulators

The test systerthada means of simulating the circuit breaker operation control and feedback interface
with theMUs. Dual coil latchingred y s ( ii ¢ e fuffilledtbi®requirerheatyre Hual coils
allowedfor both a trip and closeoatrol conrection and one divo Form C contactprovided the

position feedbacko both the MU andRTDS. Another advantage of these relayasthat the contact
operation and release tim@asapproximately 25 milliseconds, whietasfairly close to theoperating

times for most circuit breakers.

RTDS and COMTRADE

The necessary RTDS model was developed to allow the RTDS to be utilized during testing. An
RTDS was used to develG@OMTRADE files that could be used for all testing.
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RTDS

TheRTDS allowedreattime modeling of power system apparatus including generators, transformers,
transmission lines and power system contrdlse RTDSwasa combination of specially designed
parallel processing hardware and customized software with detailed, efficienthatgpoior

representing power system apparatus.

Closed loopedesting of protection systems washieved by interfacing the analog outputs
representing redalme currents and voltages from the power system to the analog inputs on the
protection systemTheoutputs from the protection systemereconnected to the RTDS to provide
control, such as circuit breaktripping and closing, and toonitor the internal elements in the
protection systemIn addition, digital statuses, duas circuit breaker positiawere routed back to

the protection system digital input$hrough these connections, the RTDS and the protection system
operaté as if connected to an actual power system with all of the dynamics and control actions that
typically occur.

The power systa componentsvere configured in a graphical user interface progrdime detailed
apparatus models, controls, angdut / output(l/O) configuration toolsvere all includedn the
interface programA detailed modelascreated that includktransmissioriines, ideal sources,
series capacitors, generators, transformers, circuit breakers, and instrument transfidimers
apparatus modeiserevery detailed and provide an accurate representation of the power system
response Figure3 shows a portion of themodel
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FIGURB DETAIL OF RTDS MOBHOWING TRANSFORMER FAULTS

The analog waveforms and relay resparkatwerecaptured via the RTD®&erein aCOMTRADE
format. The COMTRADE fileincludedall the current and voltages thagre being measured by the
protection system and the state of theugirbreakers via output contacts from the protection system
to the RTDS.

The simulation wasun using a 5dnicrosecond time step (2ohertzsample rate) The
COMTRADE fileswere captured at a 2,50@rtzsample rate, which provides 0.4llimecond
resolution of the relay response and changes in the state of the model.

RTDS Model

A power system model wakeveloped usinthedata supplied The data includddetailed

information on the transmission lines, protection, circuit breakers, and transformer characteristics
All transmission lines wermodeled using the parametersailed in thecircuit model provided The
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system model wasosely based oan existingsubstation and includkeone 138V bus, one
transmission line, one transformer bank, &¥2us, a 1XV capacitor bank, and a k¥ reactor
bank.

Equivalent sourcempedances erecalculated at each bus using the Network Boundary Equivalent
function inthe protectiondatabase providedAn additional transmission lineagincluded to
represent the equivalent transfer impedance betthecnvosubstatios due to thenterconnected
nature of the surrounding systeifihe sources aiaeh bus werenodeled as ideal source$his
baseline modedllowed modifications, during testing, to accommodate frequency deviation test,
voltage deviation tests, and simidait of alternaé source impedances.

COMTRADE FILES

The RTDS system produces ldawvel analog signals that can be output to an external device under
test In order to get true secondary currents and voltag@sof5120V) an amplifier wasequired

For testingathecaon t r a c t, therésultofleach RTDS simulation wasaved in the

COMTRADE format and downloaded into a relay test set, then output to the merging units at
secondary current and voltage levels.

Balanced and unbalanced faultsresimulated at eight different fault locatioffiSLTn). For each
fault location the current through all 1R8 and 12kV breakers in the simulation, as well as the
138kV and 12kV potentialsweresaved in COMTRADE formatThis arrangemenallowedthe test
sesto output any current, voltage, or combination of the two to all merging unita¢hatinder test
A detail of the RTDS model showing the transformer and faults can be séiguiia4. The full
diagram depicting theomplete system and tlspecific location of each fault (FLT1, FLT2, etis)n
Appendix B
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FIGURE SIMPLIFIED ONBNE DIAGRAM WITH EAUOCATIONS SHOWN

Foreach protective device under test, analog signals representing in zone and out of zonefaults, w
injectedinto the appropriate merging unit¥$he system responseasdocumented to verify thaach
merging unitwaspublishing the correct sampled valueeam and that the protective devices reative
and actdon the sampled values as expected.

Wetting voltage

Test systemackswere designedo that the breaker simulatoieud provide the RTDS with
simulated breaker position informatioifhe wetting volagefor the RTDSwas5 Vdc (DC Voltage).
One set of output contacts from each breaker simulesravailable to be connectdan RTDS
digital input module.These connectionsereperformedust prior tothe demonstration &elTF.

Integrated Test Facility (ITF) Evaluation

An ITF evaluation was performexs parbof this project The evaluatiotidentified the equipment
avail able at SDG&E6s I TF that was necessary
equipment that would requipgocurement to perform the testingihe project team acquired the

t

o

f

material and equipmento accommodate the test systemds racks

labs.
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9. TEST SYSTEM DESIGN

The test system wakesignedo allow testing of theequiredstudy usecases using either rglgéest

sets olRTDS lowlevel signalamplifiers. Test sets were used at ttensultand kb and the

amplifiers were used at ITWwith the RTDS. The test system was designed with test switches so that
either the test sety the amplifiers could be used to injsetcondaryamps and voltageimulation
signalsinto the merging units dhetest systemBreaker simulation was providéy latching relays
with Form C contactsThe breakesimulator relays providestatus indiation to the merging units

and to the RTDSrigure5, below, is a simplified illustration of the test system configuragtomwing

the simulated substation yard and constalter

The test system was designed with station busand twoprocess buss. Oneprocess bus

represented the devices on fI83kV bus and theecondepresentedie equipment on thi2 kV

bus This supported concurrent testing of both bug&retection elays were connected to both the

station busand theprocess bsiassociated withthe e | ay 8 s p r o tTine synclwanizatiomn ct i on
was provided by a GP@ferencedlock to ensure all theystemEDs wereoperating fronthesame

time source.This clock provided time synchronization via four protocBisecisiontime protocol

(PTP,IEEE 1588), IRIGB, 1PPS, an&NTP. Thesefour time-codeoptions were required to support

the vaying requirement®f the IEDs in the test system.
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FO [ cu
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FIGURBE SIMPLIFIED TEST SEBTDIAGRAM

For thesimplest breaker trip scenari®V traffic from an MUwaspublished to the process bus where
a relay subscribes to I8/ stream.This relay applieshe numericaldatato its builtin protection
algorithmsand when applicable, it publishes a trip messég&OOSE to thprocess busThe MU
subscribes to this message and when a trip GOOSE megasigeived it closes an output contact.
A breaker simulatorelay coilwired to theMU operates Wwen the output contact closéa/hen he
breaker simulatorelay contact, whiclvaswired to aa MU digital input opensa status chang®2A)
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wasprovided to a digital input on tHdU. In response to th82A status change, thdU publishes a
GOOSE message to theocess busThe relay subscribes to thiseaker statumessage and
performsany configuredresponse such as lighting LEDs, tagging event reports or recording
disturbance reportgurtherdetailedinformationwasincluded in the attached appendices.

Design process

The design process is summadzie Figure6 shown below.Fromthe baseline informatigthe
protection and test environment requirements were determigidg the single lineliagrams from
the identified substation, the CTs, P&and breakers required to implement the test cases were
determined.

The next step was to determine the functional requirements of the equipment and place them within
the single line of the substatioihe functional requirements also included breaker simulators, test
set injection points, and consideration for spageirements within the two labs.

With the functional requirements identifietie datarequirements for each piece of equipment, for
boththe data source and data destination, warewed. This establishethe general functional
equipment and the general data flows for the GOOSE and SV messaging.

ID Protection
Requirements

ID Operational
Requirements

Single Line with
Merging Units

:

Determine who requires
what information

Determine equipment
functional support

:

Determine
Process Bus
Configurations

Determine
Station Bus
Configurations

Determine
Time Sync
Configurations

:

Protection
Settings

Create detailed
data flows

Create detailed Network
& Time Sync designs

:

Configure equipment

FIGURB DESIGNROCESS
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The next phase was to design the infrastructure to support the IEC 61850 dystegithe
information provided by the data flows, it was determined that the test system needed two
independenprocess bwss. The independergrocess bues limited the Svraffic to approximately
six SV streams per bus leaving sufficient network bandwidth for GOOSE, PTP, and other
configuration and diagnostic software toofeparaterocess bues alsgrovidedseparation ofthe
HS bus test cases from th& bus test casewhich allowed for concurrent testing of test cases on
eachprocess bus

Thesinglestation bugreated a communications path between all the protection devices, which left
the twoprocess bues isolated from any other networkBhe station busetwork allowed for

GOOSE data exchange between all protection relagiconnectivity for device and test set
configuration.

The next phase of the design created the protection settings and detailed information for the GOOSE
and SV control blocks and @dasets.All intelligent components of the system required time
synchronization to provide accurate event time stamps and support the time synchronization
requirement for SV messagesnowing that there was a variety of implementation schemes for
receiving time synchronization information, a GPS clock that provided the four time synchronization
methods listed in the IEC 61850 standard: PTP, IRJGPPS and SNTP was specifiethe last step

was to take all of the design information and configure thepeagmt. Figure7 shows a summary of

the steps required to complete this phase of the design.

Protection & MU Settings —
ID internal variables

:

Create datasets for all
publishing IEDs

:

Create SV and GOOSE control
blocks for all publishing IEDs

:

Import SCL files from publishing IEDs
to create subscriptions

:

Complete Protection and MU configuration
by assigning subscribed dataset variables

FIGURE DEVICE CONFIGURATRROCESS
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Thefirst step in this process was to determine which internal device data points were used for each
functional data exchangé:or each of these internal data points, thereamd&C 61850 substation
configuration language (SCL), logical node data attrilege assigned for transporting GOOSE
messageskFor SV messages, all of theanufactures claimed to support the IEC 618%862LE
implementation which, if true, would fix the SV data s€his information was then entered into the
detailed data flow tableghich were used for configuring the data sets in the test system equipment.

After the data sets were created, the detailed data flow tables were used to create the GOOSE and SV
control blocks.Within these control blocks the multicast MAC address, Apgd GOOSE SV

identification (ID)were assignedAt this stage, all published GOOSE and SV messages could be
configured.

The next step was to configure all of the required subscriptiboglo this eacimanufactured s
configuration software tool outfted a device IEC 61850 IE[n{elligent electrical devide

capability descriptiorflCD), instantiated IEescription (IID),configured IEDdescription (CID) or
systemconfigurationdescription (SCD) file.These files contained all the available dataa@OSE

and SV information for a device to subscribe to théine files were then imported into the
manufactureconfiguration software tool where the subscribing device and specific data points within
the message data set were linked to the devicesahiaoints. Once this was done all of tlfigirtual

wiresd, publishednessagesnd subscription messages, were compleliefrmation exchanges

were then linkedrom merging unitgo protection relays anfilom protection relay to protection relay.

The last step was to configure the devices using this information to fulfill its primary role as defined
in the test casesThe following sections explain in greater detail for each of the major phases of the
design process.

Material Identification and Procurement

Running in parallel to the design process, and using key information from it, was the equipment

vendor selection procesBuetothgr oj ect 6 s a g g raaufasturersevithssigrifieadtu | e, m
presence in the United Sates were investigaliedddtion, compliance with the following guidelines

was required:

1 All potential product wererequired to use a ngproprietary implementation of IEC 61850
MMS, GOOSE, and SV.

Interoperability, with other manufacturérs p r owhsiecregsirement.

All potential products were required to be commercially available dtimem@roject.

The project teardentified four relay and merging unit manufactsreh third party MU
manufacturer was also identifie®equests for Information were then developed afzkilson
interviews with the four identified relay manufacturers weseducted The interviews included a
manufacturepresentation and time for questions and answEng.projectteam worked with the
manufacturers to identify the necessary products and develop the required part numbers.

In order to investigate taroperability, the mject required a minimum of two manufacturers for each
use case whenever possibl@iscussions with the manufacturersreveequired to identify the
necessary relays, merging units, GPS clock, switches and ancillary equipment/maftbgals.
information obtained from these efforts was used to guide the part number development.
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Before relay test set procurement could bgthie project teardetermine the capabilities at the ITF

and the available features from the manufactur8isce the tests would inject currents and voltages
from a traditional relay test set and the ITF testing would utilize an RTDS, a single SV vess$ set
determined to be sufficienft the end of the process, the use of rental test sets was identified to
minimize costs.The total number of test sets was determined to allow concurrent testing of several of
the use casalescribed above.

Procurement of the materials and test sets was a joint effort betfvecproject tearparties All
purchased materials and equi pment were shipped t

Preliminary Design Process

The preliminary design focused on the requiremenpetfiorm the test cases listed in the Test Cases
section of this documentJsing the single line prints for the identified substation specific protection
devices, CTs, PTs and circuits were selected for the fEltsidentified substation did not deploy
backup protection schemes, but for the purpose of including muttigheifactures in the testing,
backup schemes were deploye&&imeans of simulating circuit breaker operation control and
feedback interface with the MU was also requirBdial coillathi ng r el ays (Aice cube
fulfilled this requirement.The dual coils allowed for both a trip and close control connection and the
two form C contacts provided position feedback to both the MU and RTR& contact operation

and release time of 25iltiiseconds (ms) was fairly close to the operating times for most circuit
breakers.Test blocks at each MU to both simulate a real fieldhllston and provideasy test set
connectivity to the MUs secondary current and voltage inputs were included.

From the baseline, methods for implementing the use cases and their protection requirements were
known. The goal was to implement test cases using IEC 61850 and some of its supporting standards.
To do this every CT and PT required a MU to replace thetimadl CT and PT wiring with

published IEC 61850 SV messag&sach circuit breaker required supervision from a Mom the
baseline study the data requirements for each of the protection relays and which breakers they would
trip during a protection evémereknown.

In order to provide alearerpicture of all the publication and subscription requirements between
devices and MUs thepreadsheéh Appendix Dwas createdFigure8 shows the structure of the
matrix. The left hand side lists the protection relays at the top followed by the merging units at the
bottom. Along the topwerethe CT and PT equipment followed by the circuit breakers required to
provide the protection relays with the information and controls needed to perform their operations.
The matrix identified which MU was connected to which CT and Palso identified vinich MU
provided the trip/close controls and position feedback for each of the various circuit bré&akally.

for each of the protection relayfse matrix identified what CT and PT information they required and
which circuit breakers they needed to itoh
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SUBSTATION CTS AND PTS

CIRCUIT BREAKERS
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B VIM3_SNSIEB138(SET Bl WiM3--SWSIEEI3S [(SET B) EX138kY East Buz OQa-2 Diferential [CE 2,3 & £24-] WMz SWSEEE (SETE) YES YES YES YES YES \
SX135kY Breakar Failure [CE 2)""_ViM2__S0E2EF™" WiM2--S062EF " E3138kY Braaker Failure [CE 2™ MMz SOMEZEF"" YES YES YES YES \
12k¥ Cap Bank Sequencing Automation - . .
Contraller__'3Ma PAC_ Cap Bank ¥34 WiM4 PAC--Cop Bank w3iM4 12kV Cap Baonk S2quencing Automation Contrall WEMAFAC Cap Bank WM
12kl Bap Bank Woltage Unbalance Protection__W3MZ W3iM2 Feeder Relay--Cap Bank 532 (V0| 12kY Cap Bank Veoltage Unbalance Prataction VEMEAF eedor Ralay Cap Eank 59 [2W0) \/l U T HA r P U B I S H ES Direct Wire
Feader Relay__Cap Bank S3X[3V0) h E
\ o\ A T P— - or—
12kW Reacter Bank Sequencing Automation o . . W b V A L) b U b
Contrallar__ W34 BAC_Fenctar Bank VM4 WiM4 PAC--Renctor Bonk W 3ikid 12kW Remctor Bank Sequancing Autemation Con YZMAFAC Fic-a<kar Bank Y2M4
12k¥ Reactar Bank Yaltage Unbalance
Protection__V3M2 Feeder Relay__Renctor Bank 53 MIME Feeder Flelasy\-ll-Ftcactor Bk 530 12kV Remctor Bank Waltage Unbalunce Protection VEMEAF eedor Ralay Fic-a<tar Eank S35 (2100] Direct Wire
[3v0] (3w
12k Main Buz Overall Low Impedance Bus Diferential EMS-ET-1241 12k% Main Buz Overall Low Impedance Bus Diferential -

[Wraps CEz 10, 11,12, 14,17 & 200__VamMs__57-1241

[wraps CE= 10, 11, 12, 14,17 & 20)

12kW Reactive Feader Overcurrent [CE 17) Set
A__WEMI_SINE1-CE[Set &)

W2M--SWE-CEIP [Set &)

12kY Reactive Feeder Overcurrent [CE 7] Sat A

12kW Reactive Feader Overcurrent [CE 17) Set
E__W1M4__S0VE1-CE[Set E)

WM --SWE-CEI7 [Set E)

12kY Reactive Feeder Overcurrent [CE 7] St B

12k Main Buz Partial Owercurrent Diferential Set B
[Wraps CEs 10, 14 & 200" _viMd__SWE1-1241[Set E)™

WA --SE1-1241 [Set B

12k% Main Bus Partial Oyvercurrent Diferential Set B
[Wraps CB= 10, 14 & 20)

12k Main Buz Partial Owercurrent Diferential Set &
[Wraps CEs 10, 14 & 200" _v2MI_SWE1-1241[Set &)™

WEMA--SET-1241 [Set A

12k% Main Bus Partial Oyvercurrent Diferential Set A
[Wraps CB= 10, 14 & 20)

Merging Units

Merging Units

EME1-CEATIS A

EE1-CEAT (S E)

SdE1-12d1 (SexE)

SdE1-12d1 (SenA)

M- BR13EEY Line CE 2__W165 31

M- 63158EY Line CE 2

NViMS #1

MLIZ- B35S BUSMO M E R

GING

UNITS (MU)

M2~ G156 Bus Tie CE 3

WEME

FIGURB

IED 61850 SYSTEM GEAND SV MESSAGHRIX
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Once the matrix was completed, the subscriptions for each protesitagrfrom each of the MUs for
published SV and GOOSE messages were availdlblese data flows provided the protection relays
with the secondary current and vgigasamples needed to perform thpgotection functions and
status indication of the circuit r e a k e r s Working is fevelisethis. matrix also defined which
MUs needed to subscribe to the published GOOSE messages from the protectiowiathys
execute the trip actiongAdditionally the matrix provided a clear overview of the data flow
segregation between devices such that the network traffic could be isolated into ggpaes®

buses. Two process bues were identified and color coded in the matrix using GREENrtaress
bus#1 and RED foprocess bus2.

One of the testing goailgas to digitize the test case implementation including lock out relafth

the matrix completed, identification of which protection relays initiate the lock out and which of the
protection relays house the digital lock out logic could be determi@ede the lock out logic within

this relay was set, the only means to reset it
panel pushbuttons.

The use cases did not include any SCADA operations, but in order to demonstrate the lock out
operation oe protection relay, that would be the SCADA control interface for the circuit breakers
within aprocess byswas selectedThis logic required additional data flows (published data and
subscriptions) for initiating lock outs and blocking circuit breatese commands.

Figure 9 shows the lock out and SCADA supervisory device information added to the midsing

the base line information, identified substation single line, and the data flows developed from the MU
matrix, there was enough information to develop a preliminary deSigis. design included a

network diagram, data flow tables and protectioredeit
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PROTECTION RELAY

PROTECTION RELAY

THAT IS THE LOCK OUT

/

1HAT DRIVES THE
LOCK OUT

Equipment Protection

Protection

S50G&E
Standard Substation

Lockouts and SCADA Control IEDs

Equi t
quipmen Relay Identificafion
WiIM3-27T41 5etB £9/138-12kV Xfmr BK 41 Differential [CE7, 11 & 14)Set B YIS BT Td1Set B
LOR 26T41
, . . \ 26T41 Mast
V2M3-E7T41 Set A £8/138-12kV Xfmr BK 41 Differential [CB 7, 11 & 14)Set A VM3 B7Td Set oR R EI'5 =
elay
(ILor 86741
. . , . . . - 26E138 Master
V2M4—50/51EA138 [SET A) £9/138kV East Bus OC/Hi-Z Differential [CE 2, 3 & T)Set A W2 SOSIEATSE [SET A) Lo Rl SCADA Control 2,3,7
elay
LOR B6E138 N
WV1M3-50/51EB138 [SET B) £9/138kV East Bus OC/Io-Z Differential [CB 2, 3 & 7)Set B VM SOSIEEISE (SETE) \
LOR 86E138 PROTECTION RELAY
THAT SERVES AS THE
Wik 2—5':'_."52 BF‘.‘ E‘E.’Iiggk"i'l Breaker Failure [CB 2 :".‘ I'-'I1M2 SDIIEEBF"- SCADA I NTE R FACE
LOR 26E133
W3M4& PAC—Cap Bank W34 12kV Cap Bank Sequencing Automation Controller WaMd PAC Cap Bank W3Md4
. . LoXCAP Master
W3M2Z Feeder Relay—-Cap Bank 59X [3W0) 12kV Cap BankVoltage Unbalance Protection YIM2A Feeder Relay Cap Bank 53 [3W0] LR 59X CAP e
elay
V3M4 PAC—Reactor BankV3M4 12kV Reactor Bank Sequencing Automation Controller WIMd PAC Reactor Banlk WaM4
S8XREAC
V3M2 Feeder Relay—Reactor Bank 58% (3w0) | 12kV Reactor Bank Voltage Unbalance Protection YIM2A Feeder Relay Reactor Bank 53X (V0] | LOR 53X REAC Master LOR
Relay
12KV Main Bus Cwerall Low | d Bus Diff tizl SERIZSL
VZMI-87-1241 Sin SHEmuEre T aw Tmpecance Shs merents g7-1241 LOR 8681241 Master LOR
[Wraps CBs 10, 11, 12, 14, 17 & 20) R

FIGURE DEFINED LOCKOUT AUIADA DEVICES
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Test System Network

The equipment and design for the test system network and time synchronization provided a flexible
infrastructure to support functions for an IEC 61850 environmehé design provided various

network medium connection options and different methods fa siynchronization per the IEC

61850 standard to support the various equipment used in this test s$gteaifically, the test

system infrastructure must demonstrate fiber solutions, which will be required between equipment
located in the substation yaadd substation control shelter via the process bus.

There were many differemanufactures that could provide equipment and fulfill the requirements

for this test systemManufactureiselection included previous experience with the product,

discussion wth productmanufactures, providingamultv e ndor t est environment,
specificatios to meet the requirements for the test system.

The diagranshown in Appendix @vas the test system network and time $yanization connection
diagram The intent of this diagram was to show the various equipment capabilities and provide a
means for documenting the different use case scenario configurations.

Each network port used in this test system was assigned an IP address that was assoclaed with t
network to which it was connecte@ome of these ports werequired for testingnd somevere

required forpoint to point connection for acceds. some cases the network connecpontsdid not
supporttransmission control protocOTCP)/IP. The® ports only provided a, neoutable, layer 2

MAC interface for GOOSE and SV messaging.

There were some devices that did not support both GOOSE and SV messages on the same port.
These devices had two separate network connections to the process bus.

Station Bus

Thestation busvas the main substation network that prodittee information connectivity between
differentprocess bses, substation systems and enterprise systeanghis test system thatation

busused IEC 61850, GOOSE and various configareand diagnostic protocoldt also provided
engineering access to the various protection equipment and test sets for monitoring, control and
configuration. In addition, this network was connected to an IEEE 1588 PTP master clock to provide
time synchonization to supporting devices.

Thestation busvas the communications conduit for devtoedevice GOOSE messages allowing for
the transfer of information between isolafgdcess bs networks.|IEC 61850 MMS was used to
access SCADA, configuration ahéalth information from the various devicdswas also used to
test the system supervisory control close blocking by the digital lockouts.

Managed switches made up gtation bus These switches had a mixture of copper RJ45 and
multimode fiberconnetions to accommodate the differenanufactureconnectivity options All
network traffic usedirtual local area network1.

Process Bus

Eachprocess bugiasdesigned as a separatetworkthat wadgsolated from thestation busandthe
otherprocess busetwork. The primary purpose of this network was to transfer information between
the equipment MUs and devices requiring the informathhls typically had only a singlprocess
businterface vs. protection relays that had indepenperdess buandstation busnterfaces.Some
manufacturesdprotection relays provided independpnbcess bumterfaces, with one only
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supporting SV messages and the other only supporting GOO8t&Ermanufactures MUs provided
independenstation busnterfaces.

Thetest system used both IEC 61850 SV and IEC 61850 GOOSE protdt@process bues were

also connected to an IEEE 1588 PTP master clock to provide time synchronization to supporting
devices. The test system equipment had fiber optic options to em@atevorld solutions that would

be deployed in the fieldThe network diagram indicated the demarcation between the substation yard
equipment and the substation control shelter equipment with a dashedllinemmunications paths
crossing this line usditber optics, which would be the communications medium of choice for

process busonnectivity.

There were two independgnmtocess busetworks designed into the test system to accommodate
different test case scenarios divided between the high sidevarsidie of the transformelEach

process bubad at least four engineering access ports to be used for monitoring and device
configuration. The network and its equipment were designed to allow concurrent test case testing on
bothprocess bugl and #2.All network traffic usedrirtual local area network1.

Process Bus #1

Procesdus #1 used two managed switch#éswas configured in a star design without udmgj+
availability seamless rehdancy (HSR) oparallel redundancy protoc@®RP). This process bus
integrated all of the equipment required to demonstrate the test cases for the high side of the
transformer and transformer protectidhsupported IEEE 1588 PTP Power Profile, using an isolated
connection to the GPS clock.

Some of the devigs connected to the network did not manage all the SV and GOOSE téffen
some devices dropped packets duederaral processing uniCPU)overload condition, static MAC
filtering on some of the ports was deploydthis solved problems and relialthe affected device of
the additional burden on parsing all the messages.

Process Bus #2

Process bis #2 was a single managed swittthwas configured in a star design without using HSR or
PRP. It supported IEEE 1588 PTP Power Profile, with an isolated connection to the GPSTdiak.
process bumtegrated all of the equipment required to demonstrate the test cases for the low side of
the transformer.

To prevent the same dropped packet probkeeen omprocess bugl, static MAC filtering, as used
onprocess bugl, was deployed.

Test Set Interface

Eachtest set vasconnected via Ethernet to thation bugor engineering programming accegshe

SV capabl e test s et aiilgcomhéctedto one df theptypoocess buaesvorkse mp o r
depending on the SV message needs of the test case sc@hmasbation busnterface was used for
configuration and monitoring of the test sefdl test sets were assigned a connection pointtimto

system networks.

Test System Time Synchronization

All devices were time synchronized to a single clock to allow verification of performance using time
stamps and the use of S¥or the MUs and their subscribers, synchronized time was a critical
compament for publishing and subscribing SV messadesch end required the same time
synchronization in order to interpret the SV within the same time referd@imig test system was
designed to provide a number of time synchronization options that m&Gh&1B50 requirements.
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The selected clock supported four independent network connections to provide PTP and SNTP while
leaving the various networks isolated from each othealso provided eight programmable 1PPS

and IRIGB outputs. These different tira source options provided support for the varied
manufacturepfferings for time synchronization.

I n order to maintain the test systemdés scheme f
switch/relay racks, fiber was requireBome devices, howevenly provided support for copper time

signals. When a device required a fiber optic input, or the device required a fiber link directly from

the GPS Clock, the test system used two diffem@anrtufacturesolutions to perform this conversion.

The first ®lution covered equipment on both ends that had hardwired inputs but required fiber optic
cabling between the clock and the end devié@M1 and V8M2 were used to support the copper

inputs and provide a fiber channel between the two sets of rabtks interface was used to time

synchronize the reactor and capacitor bB&K devices. The second irrface covered devices that
required fiber optic time input from the clock®d
this interface.

IEEE 1588 PTP
The PTP connections included the connections between the clock and the network switches to support

PTP delivery to the end devic&his test system used the IEEE PC37.238 power profile for PTP.
The following PTP configuration parameters were used:

V3M5 Clock:

9 The clock identification was 10

1 Power Profile (Layer 2)

T 1step

9 Stationbus domain Oprocess bus #1 domain 1 and process#usomain 2

Ethernet Switches:

Power Profile (Layer 2)

1 step

Domain as the network requires
Transparent Clock

All ports enabled

MAC filtering enabled as required per port

=A =4 =8 -8 -8 =9

The following equipment was configured to use PTP:

V3M1 and V3M3

V7M1

V6M1

ViM1, VIM2, VIM3, V1M4
V2M5

All network Ethernet switches

= =4 =8 -8 -8 -9

IRIG-B

For the devices that did not support PTP but supported-BRliBe test system used an IRE>
unmodulatedDC level shift)signal to provide a time sourcé addition, the relay test sets were
specified with the IRI& input modules to synchronize events and provide time synchronization for
t he V10M16s IBIE-B-60d was asgdetasinclude the year information in the message.
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The following equipment was configured to use IFBG

1 All test sets
1 V1iM5 MU
1 V2M2 remote station protection relay

1PPS

For relays and MUs that required 1PPS, the test system includedgibetransmission equipment
to provide a fiber interface to the devices in the simulated substation yard.

The following equipment wasonfigured to use fiber optidPPS:

1 V2M1,V2M2, V2M3

SNTP

There were two uses for this method of time synchronizafitwe first was to time synchronize the
V2M6 MU. This device only supported SNTP for time synchronizatibime second use was for the
V2M1, V2M2, V2M3, and V2M4process busonnected protectiorelays. These relays required
1PPS inputs for SV messages.

The following equipment was configured to use SNTP:

1 V2M1, V2M2, V2M3, and V2M4process busonnected protection relays
T Va2me MU

Process bus MUs

MUs were connected to eaphocess buand served as the interface to the analdgstation

equipment such &Ts, PTs, circuit breakgretc. These MUs provided the hardwired connection for
theinstrument transformenputs and output signaling that was digitized ovelptteeess bussing

IEC 61850 SV and GOOSH: hese IEDs also flished GOOSE messages which were subscribed to
by the MUs to issue trip, close or other control operations to the equipiitemtest system used
merging units from five different manufactures.

I[EC 61850 Editions

With the multivendor environment thereare varied implementations of the IEC 61850 part
editions. A base edition to design the system around and determine if there were any compatibility
issues between thmeanufactures was requiredDuring testing and despite claims on the device
support o EC 618509-2 LE Editions 1 or 2there werémplementatiordifferences from the LE
document.In some cases this caused an incompatibility problem between SV publishers and
subscribers.The following summarizes some of these differences identified.

TheSV dataset in LE was fixed and used the data model from IEC &185%11. In Figure10the

dat aset name fAPhsMeasl1l0 and t haedatribues follovothe LE h e
document, current ABCN followed by voltage ABCNhe prefix was built using the substation

section of the SCL, identifying both the sensor and the phase.

The logical node data objects used the common data(€lB$3) SAV. The LE document defined a
fixed scaling for the fAiSVClscaleFactoro and
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[ <DataSet desc="SV Publication - IW, VY" name="PhsMeas1 "> T
<FCDA 1dInst="MUO01" prefix="IAW" InClass="TCTR" lnlnst="1" doName="Amp"
daName="instMag.i" fc="MX"/>T
<FCDA 1dInst="MUO1" prefix="IAW" InClass="TCTR" lnlnst="1" doName="Amp"
daName="q" fc="MX" /> T
<FCDA ]dInst="MUO1" prefix="IBW" InClass="TCTR" lnlnst="2" doName="Amp"-
daName="instMag.i" fc="MX" />T
<FCDA 1dInst="MUOQ1" prefix="IBW" InClags="TCTR" Inlnst="2" -doName="Amp"-
deName="q" fe="MX" />T

<FCDA IdInst="MUOL" prefix="ICW" InClass="TCTR" lnlnst="3" doName="Amp"-
daName="instMagi" fe="MX" />

<FCDA 1dInst="MUOQ1" prefix="ICW" InClags="TCTR" InInst="3" -doName="Amp"-
dzName="q" fe="MX" />

<FCDA ldInst="MUOQ1" prefix="INW" InClass="TCTR" InInst="4" doName="Amp"
daName="instMag. i" fe="MX" />

<FCDA ldInst="MUOQ1" prefix="INW" InClass="TCTR" InInst="4" doName="Amp"
dzName="q" fe="MX" /> T

<FCDA ldInst="MUO1" prefix="VAY" InClass="TVTR" InInst="1" doName="Vol"
daName="instMag.i" fe="MX" />

<FCDA 1dInst="MUOQ1" prefix="VAY" InClass="TVTR" InInst="1" doName="Vol™
dzName="q" fe="MX" />

<FCDA ldInst="MUO01" prefix="VBY" InClass="TVTR" InInst="2" doName="Vol"
daName="instMag. i" fe="MX" />

<FCDA ldInst="MUOQ1" prefix="VBY " InClass="TVTR" InInst="2" doName="Vol"
daName="q" fe="MX" /> T

<FCDA ldInst="MUO1" prefix="VCY" InClass="TVTR" InInst="3" doName="Vol"
daName="ingtMag.i" fe="MX" />

<FCDA ldInst="MUO1" prefix="VCY" InClass="TVTR" InInst="3" doName="Vol"
daName="q" fe="MX" /> hl

<FCDA ldInst="MUO1" prefix="VNY" InClass="TVTR" Inlnst="4" -doName="Vol"
daName="instMag.i" fe="MX" />T

<FCDA ldInst="MUOL" prefix="VNY" InClass="TVTR" Inlnst="4" -doName="Vol"
daName="q"-fch

T

5l

e

7l

El=nEls =

EN

FIGURHEO IEC 61859-2LE SV BTASET, EDITION 1
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Inedition2, t he fAdoName 0 logiealsnodestasfallgnessd f or t he
I ATVTROwas changed tiTCTRO
1 OA mpwas changedtd Amp Sv 0
T AVowads changed to AVol Svo

Figurell shows the model for a different LE merging unit, which has the order and dataset naming

correct but has implemented the edition 2 changes to the model.
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<DataSet name="PhsMeas1" desg="9-2LE Dataset for LD- MU01">"T

- <FCDA1dInst="MUO1" prefix="I101A" InClass="TCTR" InInst="1" doName="AmpSy"-
daName="instMag.i" fe="MX"-/>T

<FCDA 1dInst="MUO1" prefix="I101A" InClass="TCTR" InInst="1" doName="AmpSy"
daName="q" fe="MX" /> T

P ————

<FCDA 1dInst="MU01" prefix="I101B" InClass="TCTR" InInst="2" doName="AmpSv"
daName="instMag.i" fe="MX" />T

- <FCDA 1dInst="MUO1" prefix="T01B" InClass="TCTR" Innst="2" doName="AmpSy"
daName="q" fe="MX" />T

o ————

- <FCDA 1dInst="MUO01" prefix="101C" InClass="TCTR" lnlnst="3" doName="Amp3y"
daName="instMag.i" fe="MX"-/>T

- <FCDA ldInst="MUOL" prefix="T01C" InClass="TCTR" Innst="3" doName="AmpSy"
daName="q" fe="MX" />

- <FCDA1dInst="MUO1" prefix="I01N" InClass="TCTR" InInst="4" doName="AmpSy"-
daName="instMag.i" fe="MX" /=T

<FCDA 1dInst="MUO01" prefix="I01N" InClass="TCTR" InInst="4" doName="AmpSyv"
daName="q" fe="MX" /> T

T

- <FCDA1dInst="MUO01" prefix="U0OIA" InClass="TVTR" InInst="1" doName="VolSv"
daName="instMag.i" foe="MX"-/>T

<FCDA 1dInst="MUO01" prefix="U01A" InClass="TVTR" Innst="1" doName="VolSy"
daName="q" fe="MX" />

P T ——

- <FCDA 1dInst="MUO01" prefix="U01B" InClass="TVTR" InInst="2" doName="VolSv"-
daName="instMag.i" fe="MX" />T

S

- <FCDA 1dInst="MUOL" prefix="U01B" laClass="TVTR" Inlnst="2" doName="VolSv"-
daName="q" fe="MX" />T

~<FCDA 1dInst="MUO01" prefix="U01C" InClass="TVTR" lnlnst="3" doName="VolSy"-
daName="instMag.i" fe="MX"-/>T

- ~<FCDA 1dInst="MUO1" prefix="U01C" InClass="TVTR" Inlnst="3" doName="VolSv"
daName="q" fo="MX" /> T

<FCDA 1dInst="MUO01" prefix="UOIN" InClass="TVTR" InInst="4" doName="VolSyv"
daName="instMag.i" foe="MX"-/>T

<FCDA 1dInst="MUO01" prefix="U0IN" InClass="TVTR" InInst="4" doName="VolSy"
daName="q" fc="MX" T

T

P Pp——

~

E=oEas)

FIGURHEL IEC 618592 SV DAASET EDITION 2

Some of the merging unitghich weresetto publish the LE streams sent thdition2 model vs. the
edition1 model. Examples of this included:

71 Clock source in LE was to be 1PPS most devices did not acce®RS taking in its place
either or both were IRIG or IEEE 1588.There were a number of LE publishers and
subscribers which only used IRI&or IEEE 1588 for time synchronization.
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1 The SV control block in all cases matchedeldéion1 requirements for LESome
manufactures allowed the users to select anesdéect control block options to provide
additional support foedition2 SV streamsThe multicast sampled value control block
(MSVCB) for edition1 had the following structure (taken from IEC 61858 Edition 1
200404).

MsvCBNam ObjectName
MsvCBRef ObjectReference
SvEna Boolean
MsvID Visible-string
DatSet ObjectReference
ConfRev Integer
SmpRate Integer
OptFlds
refreshtime Boolean
sample synchronized Boolean
samplerate Boolean

The LE document fixed the value for some of these figkis. the protection profile which was used
in testing, the SmpRate should be 80; OptFlds: refriest could be true or false; sample
synchronized should be true; and sampke should be falselhe svID and dataseaming
conventions were defined.

The SV message buffer was also defined in the LE document but some differences in implementation
were identified. Theedition1 message buffer format, minus the header format, was structured as
follows (taken from IEC 61857-4 Edition 1 200404):

1 MsvID or UsvID- Should be a systemide unique identification.
DatSet ObjectReference datset OPTIONAIhe value was from the MSVCB.

SmpCnt Will be incremented each time a new sampling value was takies counter shall

be set to zero if the sampling was synchronized by clock signal (SmpSynch = TRUE) and the
synchronizing signal occurdVhen sync pulses were used to synchronize merging units, the
counter shall be set to zero with every sync puld®e \alue 0 shall be given to the data set
where the sampling of the primary current coincides with the sync pulse.

ConfRev The value was from the MSVCB.
RefrTm contains the refresh time of the SV buffer. OPTIONAL

SmpSynchBOOLEAN value, TRUE = SV are synchmiaed by a clock signal. FALSE = SV
are not synchronized.

SmpRate The value was from the MSVCB.

Sample [1..n] Type depends on ttaammon data clastefined in IEC 61850-3.
The LE document also defined the message buffer format as having the sviD{.scop@Rev,
smpSynch and the data (sampleBe OPTIONAL DatSet and RefrTm were not includdthe LE

stated that as |l ong as the merging unit was ti me
(Boolean). The SmpCnt should behave as specifielEld 618507-2 Edition 1.
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In edition2, there were a few changes to both the MSVCB format and attribute definitibas.
following lists these changes:

The AOptFl dso changed as foll ows:
OptFlds
ireftriensehd0 was t he same
isampled synchronized was now ignored al
compatibility

isanmpdteed was the same
fidasteat 0 was added
isecurityo was added
ASmpModo was added in order to identify t

There were a few changesddition2 toboth the SV message buffer format and attribute definitions.
The following lists these changes:

The ASmMmpSynchd has changed from Boolean to | NT8L
follows:

0= SV are not synchronized by an external clock signal

1 = SV are synchronized by a clock signal from an unspecified local area clock.

2 = SV are synchronized by a global area clock signal (time traceable).

5 to 254 = SV are synchronized by a clock signal from a local area clock identified by this

value

3; 4; 255 = Reserved valuedo not use.

The ASmpModod data object was added to communicat
MSVCB.

The biggest impact identified was that most venders claiming to have an LE edition of the SV stream

went ahea@nd implemented thedition2 def i ni t i on f This mdai that & rSengmd y n c h .
unit that was time synchronized and following the LE document would set this value to TRENE.

subscriber using thedition2 definition wouldinterpretthe value offRUE to a numerical 1 meaning

that it was not synchronized hi s was i dentified on one of the te

1 The use of GOOSE messaging between editions did not presented a prob&eonly
changes made iedition2 were to change the test field to a simulation fi&tce this was
not used in testing, thedition1 and 2 devices functioned with both messadaf of the
merging units only implementestlition2 GOOSE along with some of the protection relays.
The exception was the V3M4 which only supporggiition1. No problems were identified
in implementing GOOSE solutions for the test system but due to every device except the
V3M4 supportingedition2 we chose to create our projects baseddition 2.

1 SCL file schemes and structures changeedition2. Somemanufactured s conf i gur at i ¢
tools accepted botdition1 and 2 files while others required the user to declare the edition
at the start of a pr oj ecRomdhe chaixahetegm accept t h
determined that all of the software tools would aceeiion?2 files versedition1 files.
This was also a factor in the decision to create the projectexditaon 2 project.

TABLE 16andTablel7 show a summary of the o j editibnd £E andedition2 support for SV,
GOOSE and configuration system SCL files between the vamansifactureequipment and
software tools.These matdes summarized thmanufacturesupport for each edition based on the

COMPREHENSIVE FINALREPORT
56



option codes selected at the time of purch&3gtions may be available to revise the assessments, in
these figures, but the listed results were speciftbégroducts selected forstproject. In many

cases thenanufactures support exceeded the requirements of the specific edition even when strict
compliance was not identified.
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TABLEL6PROTECTION DEVICE 6&850 EDITION MATR
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[Wraps CBs 10, 14 & 20)****

IEC 61350 Edition 2 IEC 61850 Edition 1 Configuration Tool
Accepts both
i 1850-8 o Will use 3-2 LE
Protection Description Pratection |\ ndardSubstation| © L | g13s0.8.2: 5w | SCLFiles E1850-8-1: | BL3S0-92LE | o) pie editions(1&2) | L oth | Inputfile types
Equipment - . GOOSE SV within the same o
Relay Identification N editions?
project?
£3/138kV Line Differential Protection
NO .8CD, ICD, .ID
(cB2)sers “ i
£9/138kV Line Distance Protection [CB o, Cip
2)
' ; & i BR =T OVETTD 5CO, ICD, 1D,
ackup . D
£9/138-12kV Xfmr BK 41 Owvercurrent
Backup &
50/51-7 5etB 5CD, .ICD, .1ID
KWAR Demand & 138/59kV Bus Voltage / & ! !
Control [CB 7)Set B
£3/138-12kV Xfmr BK 41 Differential
[CB7,11& 18)setB B7T41%etB “ .ECD, ICD, .IID
£3/138-12kV xfmr BK 41 Differential JSCD, ICDy, Dy,
B7T4l5et A
(EB7, 11 & 14)SetA “ oo
£3/138kYV East Bus OC/Hi-Z Differential .5CD, ICDy, Dy,
[CB2,3&7)SetA 50/51EA138 [SETA) “ o
E9/138kV East Bus 0C/lo-Z Differential
[CB2,3&7)SetB SOfS1EB138(SETE) “ .ECD, ICD, .IID
£9/138kV Breaker Failure [CB 2)*** SO/E2BF*** “ 5CD, ICD, .ID
12kV Cap Bank Sequencing
Automation Controller Cap BankV3M4 NfA NfA ICD, .CID
YES: .CID-
12kW Cap BankVoltage Unbalance MANUAL
Frotection N/A CHANGETO N/A -IcD, .CID
ICD
12KV Reactar Bank Sequencing Reactor BankV3M2 Nja N/ ICD, CID
Automation Controller
12kV RE.EEtDI'E-EI'IkVDltEgEUI‘IbElEI‘ICE Reactor Bank 59X Nja YES N ICD, .CID
Protection [3w0)
12kW Main Bus Overall Low Impedance
.5CD, ICD, D,
Bus Differential 87-1241 YES: .CID, .ICD NO ! CIDJ !
[WrapsCB= 10,11, 12, 14, 17 & 20) ’
12kV Reactive Feeder Overcurrent [CB 5CD, .ICD, 1D,
17)seta 50/51-CB [Set A) “ YES: .CID, .ICD NO oo
12kV Reactive Feeder Owercurrent (CB YES: .5CD, .ICD,
17)setn 50/51-CB (Set B) “ o NO .ECD, ICD, .IID
12KV Main Bus Partial Overcurrent
50/51-1241 [Set YES: .5CD, .ICD,
Differential et B Bli“ (Ses IIII: ! NO 5CD, ICD, 1ID
[Wraps CBs 10, 14 & 20)**** '
12kV Main Bus Partial Overcurrent
50/51-1241 (Set .5CD, ICD, D,
Differential Set A AJf“’ fse “ VES:.CID, .ICD D “ap

COMPREHENSIVE FINALREPO

RT

59




TABLEL7TMERGING UNIT IECS81BDITION MATRIX

IEC 61850 Edition 2 IEC 61850 Edition 1 Configuration Tool
Will accept both
Will use 5-2 LE
. . - Standard 61850-8-1: . 61850-8-1: | 61850-9-2LE: " editions (1 & 2) .
Merging Units MU Equipment Sul ion Relay £ 61850-9-2: 5V SCL Files £ sv SCL Files within the same. L:;rlf botr Input file types|
itions?
Identification praoject?
MU1-63/138kV Line CB 2 VES: Sﬁz’ -ACD, NO .5CD, .ICD, I
MUZ2-65/138 BusTie CB 3 - YES: .CID YEE
MU3-65/138-12kV Xfmr BK 41 vES vES: CID ves 1cD, €D
CB7
MU4- 12KV Xfer Bus CB 11 YEE: .CID YEE .ICD, .CID
MUS- 12KV Swgr 1240 Bus Tie ) _5CD, ICD, D,
810 - YES:.CID, .ICD NO oD
MUE- 12kV Feeder CB 12 - YEE: .CID YEE .ICD, .CID
MUT-63/138-12kV Xfmr BK41 X 5CD, .ICD, D,
cB1s4 n YES:.CID, .ICD NO oo
MUZa-12kV Reactive Feeder CB ™ VES:.CID, ICD ND J5CD, .ICD, 1Dy,
17 .cio
MUBb-12kV Reactive Feeder CB VES N4
17
MUS- 12k Xfer Bus CB 11 YEE: .CID YEE .ICD, .CID
MU10-63/138-12kV Xfmr BK41 vES YES: CID ves
CB14
MU11-62/138-12kV Xfmr BK 41 X 5CD, ICD, D,
12kV Meutral CT n YES: .CID, .ICD ne cio
MU12.— £3/138KVE. Bus B7B Hi- - vES: CID ves 1cD, €ip
ZResistor
MUL3- 12KV Swer 1242 Bus Tie YES: .5CD, .ICD,
cB20 - o NO .5CD, .ICD, I
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These tables indicated that tmanufactures mostly supporteddition2 along with SV LE.Based

on this theproject planned to use tleglition2 project files. As theproject proceeded and more

details on thenanufactures 6 SV L E i mpdreaderified, invias determined that none of
themanufactuers strictly followed the LE implementation guid€his led to some potential

interoperability concernsin orderto determinghe IEC 61850 edition for thegject to use, a

comparison was performed for eaoanufactures s | EDs using a strict inter
requirements from the LE implementation guidgitht h e -AinNyo0 entry, t he it ems
could ke configured to become compliaahdTable19 show the LE agreement implementation

items on the left and to the right the tables show howntreufaturers implemented them.

Most of themanufactures had moved to implemeatition2 features while attempting to maintain
the LE compliance which was basedemfition1. Somemanufactures strictly enforced some of the
items and made changes in others in order to accommodateditth 1 and 2. The use of the
SmpSynch field in the SV message buffering and the AppID were the two most noticeablédsems.
stated above, the SmpSynch ditiim and data type were changeckitition2 and one merging unit
that strictly used the LE implementation for this field would not communicate with a protection
device that strictly used the IEC 618&@ition2 implementation.

In many cases thmanufactirers have added support for features in excess of the LE implementation

guide. For thiscaset he t abl e showed -an yletegecasessghesuch as ANO
manufactures were not strictly compliant with the LE implementation guitt®owever the

marufactures 6 products could support the requirement
added to theiproducts. Th e {#ANg 0 mdichtesyhattems so identified could be configured

to become compliant.
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TABLELBMERGING UNIT 8ZQVPLIANCE WITRLE

UCA IEC 61882 Implementation Guideline

SV Publishers

Document
Mandatory Item Mandtory Value / Format V7M1 V2M5 VM3 V1M5 V6M1
Logical Nodes LLNO YES YES YES YES YES
LPHD YES YES YES YES YES
INNATCTR1 YES YES YES YES YES
INnBTCTR2 YES YES YES YES YES
INnCTCTR3 YES YES YES YES YES
INnNNTCTR4 YES YES YES YES YES
UnnATVTR1 YES YES YES YES YES
UnnBTVTR2 YES YES YES YES YES
UnnCTVTR3 YES YES YES YES YES
UnnNTVTR4 YES YES YES YES YES
Logical Nodes data ¢Z ggzned in IEC 61880& NO;)OLIstes YES NO NOe(;Jlses NOeOlIstes
DataSet xxxXxMUnn/LLNO$PhsMeay NG ed2 YES YES NG ed2 NG ed2
DS MemberRef INNATCTR1.Amp NO ed2 YES YES NO ed2 NO ed2
INnBTCTR2.Amp NO ed2 YES YES NO ed2 NO ed2
INnCTCTR3.Amp NO ed2 YES YES NO ed2 NO ed2
INNNTCTR4.Amp NO ed2 YES YES NO ed2 NO ed2
UnnATVTR1.Vol NO ed2 YES YES NO ed2 NO ed2
UnnBTVTR2.Vol NG ed2 YES YES NO ed2 NO ed2
UnnCTVTR3.Vol NO ed2 YES YES NO ed2 NO ed2
UnnNTVTR4.Vol NO ed2 YES YES NO ed2 NO ed2
grsdgllremberRef Datal Ordered as shown above YES YES YES YES YES
gg\S/SCommon data | instMag.i: INT32 YES YES YES YES YES
sVC.scaleFactor: FLOATS
;/%?tg;c;r current and .01 for VES VES VES VES VES
sVC.offset: FLOAT33
Always 0 YES NO any YES YES YES
Multicast Sampled | xxxxMUnn/LLNO$MSVCB(
Value Control Block NG any YES NG any YES YES
(MSVCB) Name
-NoASDU 1 YES YES YES YES YES
- OptFldssecurity FALSE YES YES YES YES YES
- OptFldsdataset FALSE YES YES YES YES YES
MsvID XXxxMUnnO1 NG any YES NG any NG any NG any
SmpRate 80 YES YES YES YES YES
OptFldsrefresiiime | TRUE/FALSE YES YES YES YES YES
- samplesynchronize¢ TRUE YES YES YES YES YES
- sampleate FALSE YES YES YES YES YES
Clock Source 1PPS +lusec accurac
optical inrljut y YES N?SL;ESEE N%IIIIE?ITS;SS NO IRIB YES
Nominal frequency | 50 or 661z
YES YES YES YES YES
Physical Layer 100BaseFX ST or-Rior
100BaseTX R5 NO LC NO LC NO LC NO LC NO LC
AppID Shall always Be4000
NG any NG any NG any NG any NG any
Quality IEC 61833 | attribute "derived" BOOLE
extended YES NO YES YES NO
Message Buffer Shall behave as specified i
SmpSynch IEC 618502 ed1 NO Strict NO Strict ed2 o . 41 oo NO Strict
ed2, must b¢ YES must be =2 ed? mods ed2, must b
=2 (global) (global) =2 (global)
Message Buffer Shall behave as specified i
SmpCnt IEC 618502 ed1 YES YES YES YES YES
Calculation Neutral current and / or vol
YES YES YES YES YES
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TABLEL9PROTECTION DEVICBH S®MPLIANCE WITR BE

UCA IEC 61882 Implementation Guideline Document SV Subscribers
V2M1 ViM1
V2M2 V1iM2
Mandatory Item Mandatory Value / Format V2M3 Vam1i VIM3
V2M4 V1iM4
LDName xxxxMunn N/A N/A N/A
Logical Nodes LLNO N/A N/A N/A
LPHD N/A N/A N/A
INNATCTR1 N/A N/A N/A
INnBTCTR2 N/A N/A N/A
INnCTCTR3 N/A N/A N/A
INnNTCTR4 N/A N/A N/A
UnnATVTR1 N/A N/A N/A
UnnBTVTR2 N/A N/A N/A
UnnCTVTR3 N/A N/A N/A
UnnNTVTR4 N/A N/A N/A
Logical Nodes data As defined in IEC 618%0& 73 edl N/A N/A N/A
DataSet xxxxMUnn/LLNO$PhsMeas1 N/A N/A N/A
DS MemberRef INNATCTR1.Amp N/A N/A N/A
INnBTCTR2.Amp N/A N/A N/A
INnCTCTR3.Amp N/A N/A N/A
INNNTCTR4.Amp N/A N/A N/A
UnnATVTRL1.Vol N/A N/A N/A
UnnBTVTR2.Vol N/A N/A N/A
UnnCTVTR3.Vol N/A N/A N/A
UnnNTVTR4.Vol N/A N/A N/A
DS MemberRef Data Order Ordered as shown above
SAV Common data Class instMag.i: INT32 N/A N/A N/A
sVC.scaleFactor: FLOATG21 for current
and .01 for voltage N/A N/A N/A
sVC.offset: FLOAT23ways 0
N/A N/A N/A
Multicast Sampled Value Control E xxxxMUnn/LLNO$MSVCBO01
(MSVCB) Name N/A N/A N/A
-NoASDU 1 N/A N/A N/A
- OptFldssecurity FALSE N/A N/A N/A
- OptFldsdataset FALSE N/A N/A N/A
MsvID XxxxMunn01 N/A N/A N/A
SmpRate 80 N/A N/A N/A
OptFldsrefreshime TRUE/FALSE N/A N/A N/A
- samplesynchronized TRUE N/A N/A N/A
- sampleate FALSE N/A N/A N/A
Clock Source 1PPS +lusec accuracy optical input NO IEEE NO (IEEE
YES (Strict) 1588 & IRIG
B 1588)
Nominal frequency 50 or 60 H
YES YES YES
Physical Layer 100BaseFX ST or-RlTor 100BaseTX4%]
YES NO LC NO LC
AppID Shall always Be4000 YES must bg NO Does no| NO Does no
0x4000 matter matter
Quality IEC 61833 extended attribute "derived" BOOLEAN
N/A N/A N/A
Message BuffesmpSynch Shall behave as specified in IEC-6-285d1
NG Any NG Strict NG Any
value greate ed2, must b{ value greateg
than 0 is O =2 (global)| than O is OK
Message BufesmpCnt Shall behave as specified in IEC-B28&d1
N/A N/A N/A
Calculation Neutral current and / or voltage
N/A N/A N/A
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Data Flows

GOOSE and Sampled Value Data Flow Spreadsheet

Thedocuments shown in Appendixdentain the data flow informatidior process bus #1, process
bus #2 and thestation bus Each SV and GOOSE message required a multicast MAC address
ApplIDs, and message K This gpreadsheet was created to identify the message requirememts and
establishthe publishers and subscribers.

The following figureqTable2Q Table2], Table22 Table23 Table24 andTable25 provide a sample
of the information contained in this appendikhe purpose of these figuremsto orientate the
readeron their use and structur@hereadershould reference thattache appendicefor up to date
information on the data flows.
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TABLE2ODATA FLOW TABLEVCONTROL BLOCK

Process Bus #1 Sampled Value (SV) Messages

SmpRate
. Measurement and Control VLAN- P Dataset index
IEDname Publishing IED . Voltage Current MAC Address VLAN ID App ID (hex) (sample/ MsviD Dataset Name
points PRIORITY 1
cycle)
) 69/138KV Line CB 2
MU1- 69/138kV Line CB B B ) B PhA_Amps.
MU1 CB2 Line Side CT, west bud PT 115V - 700 ratio 5A - 400 ratio 01-0C-CD-04-00-00 1 4 0x4000 80 MUL_CB2 VIM3 PhsMeasl . .
2_VIM5#1 instMag.i
- and CB2 If0
69/138kV
MU2- 69/138 Bus Tie CB BusTieCB3 . N PhA_Amps.
MU2_CB3_V3M3 115V - 700 ratio 5A - 400 ratio 01-0C-CD-04-00-01 1 4 0x4000 80 MU2_CB3_V3 PhsMeasl . .
- - 3_V3M3 West Bus CT, west bus PT - - instMag.i
and CB3 I/O
69/138-12kV Xfmr BK 41
Main CB 7
MU3- 69/138-12kV Xfmr BK 41 " . N PhA_Amps.
MUZ_4 CB7 11 V7ML Xfmr Side CT, 12kV Swgr 115V - 700 ratio 5A - 400 ratio 01-0C-CD-04-00-02 1 4 0x4000 80 MU3_MU0101 PhsMeasl . .
-- - = CB7 VI/M1#1CKT1 N - instMag.i
1241 Unit 17 Bus PT
100:1and CB7 /O
12kV Xfer Bus CB 11, 12kV
MU4- 12kV %fer Bus CB B ) B PhA_Amps.
MU3_4 CB7_11_ V7ML Swgr 1241 Unit 17 Bus PT 120V - 100 ratio 5SA - 400 ratio 01-0C-CD-04-00-03 1 4 0x4000 80 MU4_MU0201 PhsMeasl N .
-- - = 11_V7M1#1CKT 2 B - instMag.i
100:1, CB Unit 11 1/0
69/138-12kV Xfmr BK41
MU7- 69/138-12kV Xfmr BK41 | CB 14 Xfimr Side CT, 2kV . N PhA_Amps.
MU7_CB14_V2M5 . 115V - 700 ratio 5SA - 400 ratio 01-0C-CD-04-00-06 1 4 0x4000 80 MU7_CB14 V2 PhsMeasl N .
- - CB 14 V2M5 Swgr 1241 Unit 17 Bus PT - - instMag.i
100:1, CB Unit 14 1/0
MU11- 69/138-12kV Xfmr BK 41| 69/138-12kV Xfmr BK 41 . N PhA_Amps.
MULL_T4INEU_V2ZM5 120V - 100 ratio 5A - 400 ratio 01-0C-CD-04-00-10 1 4 0x4000 80 MULL_T41IN_V2 PhsMeasl = .
- - 12kV Neutral CT_V2ZM5 12kV Neutral CT, noIf0 - - instMag.i
MU12- 69/138kV E. Bus 87B Hi- 69/138kV E. Bus 87B . N PhA_Amps.
MU12_HIZ_V3M3 . ~ N 115V - 700 ratio 5A - 400 ratio 01-0C-CD-04-00-11 1 4 0x4000 80 MU12_HIZ_V3 PhsMeasl . .
- - Z Resistor_V3Mm3 Hi-Z Resistar, no I/0 - - instMag.i

Table20showsthe information required to program the SV control block parameter in the mergingTiggable documents thiest
section of the data flow documént SV messages.

One woulddetermine the requiredV settings for a particular devidy starting inTable20 (in the lefmostcolumn of any roywand

reading across the table throufible21 andTable22. This information would be input into the IEDs as required. |&ige format
version of the full table in Append& would normally be uset identify the SV data for entry into the devices. GOOSE data would be
similarly identified inTable23, Table24, andTable25.
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TABLE21DATA FLOW TABLEV/DATASET

SV Control Block and referenced dataset information

SmpRate
P Dataset index | Dataset index | Dataset index | Dataset index | Dataset index | Dataset index | Dataset index | Dataset index | Dataset index | Dataset index | [
(samplef MsvID Dataset Name
1 2 3 4 5 6 7 8 9 10
cycle)
PhA_Amps. PhB_Amps. PhC_Amps. NEUT Amps. PhA Volts- PhA Volts-
30 MUL_CB2_V1M5 PhsMeas1 - i PhA_Amps.q T i PhB_Amps.q e i PhC_Amps.q i | MEUT Amps. g i i
instMag.i instMag.i instMag.i instMag.i Vol.instMag.i Vol.g \
PhA_Amps. PhB_Amps. PhC_Amps. NEUT Amps. PhA Volts- PhA Volts-
20 MU2_CB3 V3 PhsMeasl = ) PhA_Amps.q T ) PhB_Amps.q o ) PhC_Amps.q ) . NEUT Amps. g ) .
- = instMag.i - instMag.i - instMag.i - instMag.i Vol.instMag.i Vol.q \
PhA_Amps. PhB_Amps. PhC_Amps. NEUT Amps. PhA Volts- PhA Volts-
80 MUZ_MUO0101 PhsMeasl o= ) PhA_Amps.q o= ) PhB_Amps.q T ) PhC_Amps.q ) . NEUT Amps. g ) .
- instMag.i - instMag.i - instMag.i - instMag.i Vol.instMag.i Vol.q \
PhA_Amps. PhB_Amps. PhC_Amps. NEUT Amps. PhA Volts- PhA Volts-
80 MU4 MU0201 PhsMeasl = ) PhA_Amps.q T ) PhB_Amps.q o ) PhC_Amps.q ) . NEUT Amps. g ) .
- instMag.i - instMag.i - instMag.i - instMag.i Vol.instMag.i vol.g \
Pha_Amps. PhB_Amps. PhC_Amps. MEUT Amps. Pha volts- Pha volts-
30 MU7_CB14_ V2 PhsMeas1 - i PhA_Amps.q T i PhB_Amps.q e i PhC_Amps.q i | MEUT Amps. g i i
instMag.i instMag.i instMag.i instMag.i Vol.instMag.i Vol.q \
PhA_Amps. PhB_Amps. PhC_Amps. NEUT Amps. PhaA Volts- PhA Volts-
30 MU11_T41N_V2 PhsMeas1 i i PhA_Amps.q i i PhB_Amps.q i i PhC_Amps.q i | MEUT Amps. g i i
instMag.i instMag.i instMag.i instMag.i Vol.instMag.i Vol.g \
PhA_Amps. PhB_Amps. PhC_Amps. NEUT Amps. PhA Volts- PhA Volts-
30 MU12_HIZ V3 PhsMeasl . ) PhA_Amps.q . i PhB_Amps.q . i PhC_Amps.q . A NEUT Amps. g ) .
- = instMag.i - instMag.i - instMag.i - instMag.i Vol.instMag.i Vol.q \

Table21shows the dataset contents arsdocated to the right of the columns showiTable2Q The IEC 6180-9-2LE document fixed the
SV datast so all of these datasetereidentical
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TABLE22DATA FLOW TABLEVSUBSCRIBING DEVICES

Subscribing IEDs
V2Ma- ViM3--
V2ZM2**--871-2 | VIM1**--871-2 V2M1--50/51-7 | V1M4--50/51-7 |V1M3--87T41 Set | V2M3--87T41 Set Vim2--
1dex 16 ViM1--21-2 50/51EA138 (SET | 50/51EB138
Set A SetB Set A SetB B A A) (SETB) 50/62BF

s-Vol.g

s-Vol.g YES (IW & VY)

s-Vol.g YES (IX & VZ)

s-Vol.g

s-Vol.g

s-Vol.g

s-Vol.g

Further to the right, iTable2lone encounterhelast sectionywhichwas shown inTable22 This sectionndicated which devices
subscribel to the various SV messages.
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TABLE23DATA FLOW TABLEQGDSE CONTROL BLOCK

Heatbeat
. Measurement and VLAN- App ID ) ) Control Block Name Datase
Summary Use IEDname Publishing IED ) MAC Address VLAN ID Min Trime (ms) Rate, Max Dataset Name
Control points, etc. PRIORITY (hex) N and GolD
time (ms)
CT TL138XX Breaker 2
- MU1- 69/138kV Line CB Line Side CT; PT 138kV GGIO1.
Breaker Position MU1_CB2 01-0C-CD-01-00-00 1 a 0x0000 4 500 BRK2 _MU1 CB2 527
- 2 VIMS #1 West Bus PT; Breaker2 - - stval {
1/0 5
CT Bus Tie Breaker 3
. MU2- 69/138 Bus Tie CB West Bus CT ANM.II
Breaker Position MU2_CB3_V3M3 01-0C-CD-01-00-01 1 a4 0x0001 4 1000 BRK3_MU2 CB3_52A
- - 3_V3Mm3 PT 138kV West Bus PT - - 14,Indl
BREAKER 31/0 (Input
CT Breaker 7BK 41
Transformer Side CT CTRL/E
- MU3- 69/138-12kV Xfmr BK B
Breaker Position MU3_MU4 CB7_11_W7M1 PT 12kV Unit 17 Bus PT 01-0C-CD-01-00-02 1 a4 0x0002 20 1000 BRK7_MU3 MU3_STATUS |101.1n¢
- - - 41CB7_VVIMLIH#LCKT 1 - - _
- 100:1 (cB7
BREAKER 71/0
CT 12kV Unit 11 Trans
Bus Side CT CTRL/E
", MU4- 12kv Xfer Bus CB )
Breaker Position MU3_MU4 CB7_11 V7M1 PT 12kV Unit17 Bus PT 01-0C-CD-01-00-03 1 4 0x0003 20 500 BRK11_MU4 MU4_STATUS | 10L.In¢
11 VIM1#1CKT 2
- 100:1 (CBL
BREAKER Unit 111/0
CTRL/E
. MU3 & MU4 CB7 & CB 11- MU3_MU4_FASTGOOSE )
Breaker Position MU3_MU4 CB7_11 V7ML ALLSTATUS INPUTS 01-0C-CD-01-00-39 1 a4 0x0027 1 1000 - - Diginput 101.1n¢
- - T 1_V7M1#18&2 _FIXED [c87
i

Table23showedthe GOOSE messages which were arranged similarly to the SV mes$agefitst section contagdall the GOOSE

control block parameters required to program the devices.
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TABLE24DATA FLOW TABLEODSE DATASET

GOOSE Control Block and referenced dataset information

Control Block Name

Dataset Name

Dataset index

Datasetindex

Dataset index

Dataset index

Dataset index

Dataset index

Datasetindex

Dataset index

Dataset index

Dataset index

Dataset index

Datasetindex

and GolD 1 2 3 4 5 6 7 8 9 10 11 12
GGIO1.5PC501. |GGIOL.5PCSOL.
BRK2_MUL g2 52 | o | | e | e e e e e e e
- - stVal (Input1-| g (Input 1-
52a) 52a)
ANN.IN2GGIO ANN.IN2GGIO ANN.IN2GGIO
ANN.IN2GGIO | ANN.IN2GGIO ANN.IN2GGIO ANN.IN2GGIO ANN.IN2GGIO
BRK3_MU2 CB3_52A 14,Ind02.stVal 14,Ind03.stval 14, Indod.stval | | - | e e e
- = 14,Ind0L.stval | 14,Ind0l.g ~"|14,Indo2.q (VT ~"|14,Ind03.q (VT |14, Indod.g (VT
(VT Fuse Fail . (VT Fuse Fail . (VT Fuse Fail )
({Input 1- 52a) | (Input 1- 52a) Fuse Fail A} Fuse Fail B) Fuse Fail C)
A) B) q)
CTRL/BININGG | CTRL/BININGG | CTRL/BININGG | CTRL/BININGG | CTRL/BININGG | CTRL/BININGG | CTRL/BININGG | CTRL/BININGG
CTRL/BININGG | CTRL/BININGG 10LInd3.stVal | 10LInd3.qg |I10LInd4.stval| 10LIndd.g [10LlInd5.stVal 101.Ind5.q 101.Ind6stVal 101.Ind6.g
CTRL/BININGG | CTRL/BININGG
BRK7_MU3 MU3_STATUS |101.Ind1.stval 101.Ind1.q OLind2.stval | 10LInd2 (CB7 1241 (CB7 1241 (CB7 1241 (CB7 1241 (CB7 1241 (CB7 1241 (CB7 1241 (CB7 1241
(CB7 524) (CB7 52A) : ’ : A UNIT 17 PT UNIT 17 PT UNIT 17 PT UNIT 17 PT UNIT 17 PT UNIT 17 PT UNIT 17 PT UNIT 17 PT
PHA FUSE) PHA FUSE) PHBE FUSE) PHB FUSE) PHC FUSE) PHC FUSE) MNEU FUSE) MEU FUSE)
CTRL/BININGG | CTRL/BININGG | CTRL/BININGG | CTRL/BININGG | CTRL/BININGG | CTRL/BININGG | CTRL/BININGG | CTRL/BININGG
CTRL/BININGG | CTRL/BININGG 101.Ind9stVal 101.Ind9.q |101.Ind10.5tVa| 101.Ind10.q (IO1.Ind1l.stVa| 101.Indll.q |IOl.Ind12stVal| 101.Ind12.q
CTRL/BININGG | CTRL/BININGG
BRK11_MU4 MU4_STATUS |10L.Ind7.stVal 101L.Ind7.q |0LInds.stval| 10Linds (CB111241 (CB111241 1(CB111241 (CB111241 1 {CB11 1241 (CB111241 (CB111241 (CB111241
.Ind8.stVa .Ind8.
(CB1152A) (CB1152A) 4 UNIT 17 PT UNIT11PT UNIT11PT UNIT 11 PT UNIT 11 PT UNIT 11 PT UNIT11PT UNIT11PT
PHA FUSE) PHA FUSE) PHB FUSE) PHB FUSE) PHC FUSE) PHC FUSE) MEU FUSE) PNEU FUSE)
CTRL/BININGG | CTRL/BININGG | CTRL/BININGG | CTRL/BININGG CTRL/BININGG | CTRL/BININGG | CTRL/BININGG | CTRL/BININGG
CTRL/BININGG 101.Ind3.stVal | 101.Ind4.stval | 101.Ind5.5tVal | 101.Ind6stVal [CTRL/BININGG 101.Ind9stval [101.Ind10.5tVa|101.Ind11.5tVa |101.Ind12stval
MU3_MU4_FASTGOOSE ) CTRL/BININGG CTRL/BININGG
- - Diglnput 101.Ind1.stVal (CB71241 (CB71241 (CB7 1241 (CB7 1241 101.Ind7.5tval (CB111241 1{CB111241 1{CB111241 (CB111241
FIXED 101.Ind2.5tval 101.Ind8.stval
- (CB7 52A) UNIT 17 PT UNIT 17 PT UNIT 17 PT UNIT 17 PT (CB1152A) UNIT 17 PT UNIT 11 PT UNIT11PT UNIT11PT
PHA FUSE) PHB FUSE) PHC FUSE) NEU FUSE) PHA FUSE) PHB FUSE) PHC FUSE) NEU FUSE)

Table24shows the dataset contertisat werdocated to the right of the columekown inTable23 Each GOO& message served a
specific purpose in the system operatiotherefore the datasets were different from each other.
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TABLE25DATA FLOW TABLEGDSE SUBSCRIBING [mHA38

Subscribing IEDs Subscribing Merging Units
MU3-69/138- [ MU&- 12kV Xfer
MU2-69/138 MU7-69/138-12kV  |MU11-65/138-12kV | MU12- 65/138KVE.
ndex| vamz**-87L2 V2M1-50/51-7 Set | VIM4-50/51-7 Set V2M4-50/51EA138 | V1M3-50/51E8138 MU1-63/138kV Li 12k Xfmr BK 41 BusCB
e VIM1®*-87l-25etB|  V3M1-21-2 f‘ B"E' VIM3-87T41Set B | V2M3-B7T41 Set A !SF‘?N [ssﬁal V1M2-50/62BF oz {rmsnm BusTieCB | ° o w;mn " vll:mn Xfmr BK41 CB XfmrBK 41 12KV Bus 37B HI-Z
= 3.v3M3 1 k2 14 V2M5 Neutral CT_V2ZM5 | Resistor_V3M3

Further to the righin Table24, one encounteithe last sectionyhich wasshown in Table25 This section indicatedthich devices
subscribe to the various GOOSE messages.
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Process Bus Data Flow Diagram

Figurel2 andFigure13 show the data flow diagranfigr process bus #1 and process #2s

respectively. The data flow diagrams provide a graphic representation of the data flow tables

presented in the previous sectidrhe diagrams show alhe GOOSE and SV data flows for each

process buto and from each device connected togtezesshuand t he devicebs rel a
substation equipmeniThe diagranwasintended to provide an understanding of the purpose of the

data flow angprovides information to link it to the data flow spreadsheet.

Additional information on the multicast MAC address was useful for quickly identifying the data

flow in a device configuration file or to analyze captured traffic on the netwvkmessage

addresses always start with-0C-CD-04 and GOOSE with 6QC-CD-01 leaving the remaining two

octets available for configuratioror this project, the fifth octet was not used and set to 00, so, for
simplicity; the diagram only displays the value for the& [actet. The octets used hex numbers but in

order to make the messages easier to identify, the MAC address were sequentially increased so as to
appear to be using base 10 numbéys.an example, the addresses jumped frofAQLD-01-09 to
01-0C-CD-01-10without using A, B, C, D, E or F in the last hex space.
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Station Bus Data Flow Diagram

Figurel4 shows the data flow diagram for teation bus This data flow diagram provided a graphic
representation of the data flow tables presented in the previous sédteniagram showed ahé

GOOSE data flows for thetationbug o and from the devices and the
substation equipmeniThe diagram was intended to provide an understanding of the purpose of the

data flow and provided information to link it to the déitav spreadsheet.

The only function using thstation busvas the reactor and capacitor bank contfidiis was the same
equipment and control philosophy as was currently usttkiproject tear systems with the added
flexibility of GOOSE messagingThe V3M1 published the required analog measurement data to the
V3M4 controllers using GOOSE messaging. GOOSE messaging was also used to exchange
information for the bank protection equipment which included the V3M2 protection relays and the
V3M4 controlles.
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Phase One Initial System Integration and Configuration

Throughouthis project, a product code was assigned to each prodimse codewere used to
obfuscate the manufacturidentity and modehumbers othe products utilized in the test system.
This code wa described il\ppendix H.

This section covers the integration of the test system compon&titsis point in the process,

V e n d o s eqipinént haplistarrived and was not included in the initial system check dbe
goal of the first phase of the testing was étedmine if the equipment would support the critical
GOOSE and SV operations.

Vendor V2 Equipment

Vendor V2 sent two engineers to provide support during the three day testing exersis@mary,

the vendor 6s repr esent aotectionegetaysweubscribe o any af thé feur t 0 g ¢
vendor merging units: Vendors V1, V3, V6, or V¥he following summarizes the integration and

results with the V2M1 relay:

9 This protection relay successfully published and subscribed to the V2M6 I/O menifing
MU8B_CB17_V2M6. The breaker simulator was successfully tripped and closed.

9 This protection relay successfully published and subscribed to the V2M5 merging unit
MUS5_CB10_V2M5. The breaker simulator was successfully tripped and closed.

 Thismanufacturef s equi pment attempted to subscrib
V2M1l protection relay from their V2M5 mer
successful.Many different configuration changes and system reconfigurations were
done in order to atteph to solve the problemThe following summarizes these
attempts:

o Validate that the V2M5 was synchronized to the PTP GPS Clock, which was
confirmed. Change the IRIEB time input into the V2M1 protection relay from IEEE
1588 PTP to a diredPPS signal ahvalidate it was time synchronize@his did not
make a difference.

0 The vendor used their SV sniffing tool to determine that the V2M5 was publishing a
validate steam. No problems were detected.

o The vendor suggested that the AB and CD network conneatimuid not be on the
same subnet IP addredBoth were required to be connected to the process bus
because this vendor only supports SV from one port and GOOSE from the other.
This configuration was changed without resolution.

0 The network sniffing toolvas using to determine that the correct SV control block
parameters were being transmittéithe correct control block was being sent but the
time sync indication from the V2M5 indicated it was in local time, not using an
external source.

0 This vendor madenany configuration changes to include multicast MAC addresses,
AppIDs, datasets, etclhis did not make a difference.

o0 This vendor checked teerify that the license on the device supported the IEC 61850
functions. They found the licenses were correct.
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0 This vendor requested a direct fiber point to point connection with their V2M5
merging unit to eliminate the existing process bus netw®drks was done with no
change noted.

1 The V3ML1 could not subscribe to the V2M5 merging unit eitfdre error on th&3M1 was
a time sync errorAll other merging units presented a value of 2, meaning global time
traceabl e synchronization in the AsmpSyncho
local time. A subscriber will not use the stream if it has lost gldioae but it was confirmed
that the V2M5 was synchronized to the PTP cloEke problem may be in IEC 61850
edition implementation. IEC 618832 Edi ti on 1 specified the fAsm
value with A00 meaning no dsynmECEIg59%E2 and A10
Edition 2 specified the AsmpSyncho as:

0 0= SV are not synchronized by an external clock signal.
1= SV are synchronized by a clock signal from an unspecified local area clock.
2= SV are synchronized by a global area clock signal ftiaoeable).

o O O

5 to 254= SV are synchronized by a clock signal from a local area clock identified by
this value.

0 3:;4;255= Reserved valugdo not use.

1 The IEC 6185M-2LE document was based edition 1 but most vendors have mixed
edition implementations fmsing only on the dataset, sample rate, and naming conventions
from the LE documentThe network sniffing tool SV decoder was usingétiion 2
definitions of the AsmpSyncho but editonvas pos:
definition. This was thought to be why the V3M1 would not use the V2M5 SV stream, if it
used theedition2 definition (that the time synchronization was bad when in reality it was
good).

0 The vendor attempted to subscribe using their V2M1 protection relay to the other
vendor merging unit streams but each failed like the V2M5.

T The V6M1l1 CID file would import into the this
IEC 61850 component of the software was opened and then closed, it wrote over the MAC
address, ApplDs for bbtthe GOOSE and SV control blocKEhe software reset the values
to the first allowable valuesThis vendor agreed to investigate this behavior.

T This vendorés merging units MU5 and MUl1l1l wer
publishing. Both had thedcal time sync indication in the stream.

This vendor had a system working at their corporate office, which they were using to compare

settings and system configurationtofineo j ect 6 s t elswas bmased an thimmwoskad u p .

system that this vendoequested the various changestopheo j ect 6 s test system in
their equipment to work with the V2M5 SV streaione of the changes worked, nor did the

vendords equi pment work on the othesystemendor 6 s me

The plan was to ship the V2M5 and V2ML1 IEDs back to the factory so that the vendor could work on
them at their factoryTheir current working system was being used for another customer and could
not be shipped atthe timd@. h i s v e n dhgnedissplarinéddol redurnd¢o implement their

findings.
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Vendor V3 Equipment

The team tested the V3M3 merging units and the V3M1 protection rélay following summarizes
the results of the integration.

1 The team configured the V3M3 MU12_HIZ_V3M3 mergingt and determined that it was
publishing the proper GOOSE and SV messages.

T This relay was able to successfully subscrib.
metering points.Preliminary checks using the test set software, V3M3 and V3M1 metering
functions showed that the streams were being transmitted and received correctly with no
errors.

1 These devices controlled and received feedback using GOOSE to and from the V3M3
MU12_ HIZ_V3M3 merging unit and V3M3 with a test bit. (The MU12_HIZ V3M3 merging
unit did not have a connected breaker simulator in the test system).

1 A second SV stream in the V3M3 using the XZ metering points from the V2M5 MU5
merging unit was configuredrlhis first produced a configuration revision mismatch error
which was correctednd then produced a time sync error which was covered in the Vendor
V2 section.

1 Configuration of the MUSA_CB17_V6M1 merging unit was attempted, but a CID file
schema error in the V3M6 software appeared when attempts to load the new CID file, into the
relay, were made The V6ML file loaded correctly in the V3M6 software and allowed the
data object to map into the V3M3 but the file would not load into the deVice.
investigation was covered in the Vendor V6 section, and a successful download was
achieved.

1 Configuration of the V7M1 MU9_10_CB11_14 V7M1 merging unit SV stream into the XZ
metering points was attempted but it was unsuccessful.

1 The VM3 MU12_ HIZ V3M3 merging unit stream was then removed from the WY
metering points and mapped only the V7M1 MU9 @811 14 V7M1 merging unit SV
stream. This worked with no problems.

1 TheVv7M1MU9 10 CB11 14 V7M1 merging unit stream was then removed from the WY
metering points and mapped only the MU8SA CB17_ V7M1 merging unit SV stréhrs.
changeworked with no probles andavoided the V7M1 CID file problem with the V3M6
software by using the V3M7 softwardhe V3M7 SV setting overrode the V3M6 settings
and did not require the import of an IEC 61850 information exchange file.

1 An attempt to add a secondestm using ta V3AM3 MU12_HIZ_V3M3 merging unit to the
XZ metering points was made but this did not work.

1 Vendor V3 merging units MU12, MU6 and MU2 were configured and tested for proper SV
and GOOSE publishing.

This problemwasreported to the vendor.

Vendor V6 Equipment

There was only one V6M1 merging unit in the test systéhe V6M1 did not have any control and
was only used as a SV merging unite following observations were from the integration of the
V6ML.:
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1 The V6ML1 was configured and it was determined thatcttrrect GOOSE and SV published
messages were being sent out onto the process bus.

1 The V6M2 configuration software did not export an IEC 61850 ICD or CID Tilee
manufacturer provided a XML template, which required manual input of the proper
information from the configuration files into a XML fileProblems arose with both the
V2M8 and V3M6 software when using this fil&hese problemprevented testing of the
GOOSE and SV message subscriptioAfter a number of attempts to correct the file it was
determined that the template provided had too many problems td fixe V7 M16s wor ki
CID file was then modified to match the V6MThis effort succeeded and the file was
successful with other third party device configuration tools.

1 The V3M1 successfullysubscribed to the 8A_CB17_V6M1 merging unit by using the V3M7
vs. the V3M6 software which removed the CID file problem.

1 The V6ML1 time source was changed to PTP from the {BI€&nnection.This changdreed
up the fiber connected IRIB that provided timeo the V3M2 capacitor and reactor bank
relays. The fiber converter was determined to be unable to drive all five units.

9 After the time source change MU8BA_ CB_V6ML1 was once again subscribed to the V3M3
relay to make sure there was still good time synt¢Herstream.Everything worked fine.

Vendor V7 Equipment

The V7M1 merging units were received just as the testing started but they were still installed and
prepared in time for this integration effoithe following were observations from the effort:

1 Thefirst unit that was poweredp would not publish any GOOSE or SV messagesas
then configured as the MU3_4 CB7_11 V7M1 merging ufiite equipment successfully
took the configuration and all diagnostics and logs showed no errors but the unit was still not
publishing any messages. It was determined that the unit did have the latest firfineare.
manufacturer was contacted, they sentstdme firmware, and suggested that the unit be re
flashed.The manuf act ur er 6 s s buytheaesults wene ancharggede depl o
leaving the equipment in the same state.

1 The second unit was then powengal This unit did publish GOOSE and SV stmea It was
then reconfigured to match the MU9_10_CB11_14 V7M1 settings in steps, checking after
each download that the unit was still publishiigyentually the unit was fully configured
with the exception of the Ethernet ports IP addresfhsseaddresseswvere left at the default
values.

9 It was determined that the SV stream was correct and the V3ML1 protection relay was able to
subscribe to it.

1 Given that the MU9_10_CB11_14 V7M1 unit worked using the default IP addresses the
configuration of the MU3_4_B7_11 V7M1 merging unit was changed back to the default
IP addressesThe unit then successfully published GOOSE and SV messages.

1 If the SVid name was put in as per fireject documentdyut the stream could not be read
without errors.Once the name wahorten by four characters, the streams worked properly
with the subscribersAll four V7M1 unit SVid names were changed.

91 All four of Vendor V7 merging units MU3, MU4, MU9 and MU10 were configured and
tested successfully for proper SV publishing.
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Test Equipment

The team was able to configure the relay test sets to use thaIRW&rface in order to run time
synchronized testsThe team was able to run a COMTRADE file play back through the relay test sets
and capture the secondary injection resufthen compared, these results matched the expected
results and it was determined that the test system was working properly.

Network Equipment

The test system network equipment and configuration performance exceeded the requirements for this
test systemDuring the initial testing, up to nine SV streams ran over a single process bus along with
IEEE-1588 PTP, 10 active GOOSE messages, and configuration adtess. were no performance

issues noted and no delay in configuration and monitoring access ovetwioekn

Phase Two System Integration and Testing Results

This section coveretthe second phasetegration and initial testingThe phase onéesting identified
problems with V2M1, V2M2, V3M3, and V2M4 relays when subscribing to any merging unit
includingthe V2M5. It was also determined that the V2M5 SV stream could not be subscribed to by
the V3ML1 even though it could subscribe to the remaining three models of mergingmuoitder to
perform this testing a number of devices were removed from fesifed network interfaceFor

this testing these devices were returned back to their assigned networks.

There was also a problem with the V3M3 not subscribing to a seconaeaivhst

Vendor V3 Equipment
The following observaéentons on this vendorés equi

9 Concerning the problem with the second V3M1 stream not working, all the files and
configurations were gathered and sent to the manufactliner manufacturer followedp by
telephone and the situation was discusSdte manufacturer did not see any reason for the
lack of errors and the relay still indicated that it was subscribed to the stfdwnfiollowing
was determined:

0 The V3M1 was configured for both PTP and IRB30 allow for consideration of
redundancy optias. It was assumed that the PTP would be the dominant source over
IRIG-B but what the V3M1 always defaults to the IRBEource. The manufacturer
suggested that the IR was disconnected and the relay was reconfigured to use
PTP. Upon completion, theecond SV stream started workinbhe manufacturer
later informed the team that there was an additional IR K&tting to configure.
Under the global settings, time and date management, there was a8 Het@ng.
When this was s e forthepurgosesaltbedSV tinhing, V3 M1,
considered itself to be unde-Binpiiti ocal 0 t i
Setting this to the AC37. 1-BSignaltwogldbali ng ch
time (C37.118 is the standard ®ynchro phasaveasurenents for Power Systems).
The manufacturer used this to tie into the SV subscriptions for time synchronization.
Verification showed that the V3M1 time source switched to HBIGThe status of
the metering values for the first and second SV streamshwasonfirmed.Once
changed t o n-Bnécted tb B1®IRIB sighal,ro@h SV subscriptions
performed successfully with two streams using both PTP andBRIG

o Itwas identified that V3M1 did not have error indication when a stream was dropped.
Only the ACOM SVO0O command showed the stat
manual checking.
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o This unit had a time differential field which was unused if locally synced but if global
sync was in place it indicated a time val@&obal sync was requirashenusing
more than one SV stream.

1 The V3M1 sent both-phase voltage and MVA metering values to both V3M#sequired
both the voltage from MU1 and the current from MU3 in order to calculate these metering

values. Since MU1 was not operating yetittoe st t hi s GOOSE interface
temporarily directed to VY and itds current
IX.

1 Using the test set injection into MU3 and the metering calculation in the V3M1 it was
determined that the M3V4s wereceiving the correct voltage and MVA values via GOOSE.

T Because of Vendaomenttyhiagedshe ApplD $etdd00 forealjSVi r e
messages, V3M1 subscriptions wergagted and no problems were identified.

Vendor V7 Equipment
The following changewere made to the V7M1 units:

1 MU9_MU10 was temporarily placed gmocess bugl for testing. Thisrelocationrequired a
change to the PTP domain to one from twWie PTP settingvasthenchanged back to two
and the fiber connection movedpmcess bug2. Checks were then performed to make sure
the PTP was synced up properly

Vendor V6 Equipment
The following changes were made to the V6M1.:

1 V6ML1 was temporarily placed grocess bu#l for testing, whichliequired a change to the
PTP domain to one from twdlhe PTP settingvasthenchanged back to two and the fiber
connection moved tprocess bug2. Checks were then performed to make sure the PTP was
synced up properly

Capacitor and Reactor Bank Control System

The capacitor and reactor bank control system wereaaddisted o V3M2 protection relay and a
V3M4 automation controller. The concept was for the V3M2 to provide protection and the V3M4 to
provide the logic that controls the insertion and reahof the capacitor or reactor bank stagéke
V3M4 received the bus voltage and MVA metering data from both the VAMPLand V1M450/51

7 Set B protection relayduring this phase of the testing Vendor V1 relays were not available but
V3M1 was runnig with two steams. The V3M3 units were fully configured and tested in the lab
using one of the data streams from the V3Mhe test used both the secondary injection test sets to
inject current and voltage into the merging units subscribed to by thd VBhese values, through
logic calculations, were then passed to the V3M4 using GOOSE messaging.

The team found and corrected a number of problems with the logic, and in the end was able to
demonstrate that changes made at the test set correctly leahtihe proper number of capacitor and
reactor banks.

Vendor V1 Equipment

The remaining Vendor V1 equipment arrived and the team worked on assembly and installation into
the racks.This work was in preparationfora/n dor V10s scheduled site vis
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1 The irstallation for the V1M5s was complete@/hile working on the Vendor V2 solution it
was identified that V1M5 was also streamingpoacess bugl. Its AppID was 4000 and
MAC address was 00 which was the proper configuration for MAJfifth stream was adied
to the V2M3 87T41 buit would not subscribe tothe streatd.s i ng t he manuf actur
browser it was determined that the stream was set for 50 hertz which caused the stream to be
dropped.

T The SymSync field indicat eBkigraml ontheltimessigmaf 1 #Al o
fiber input. The unit would not accept a 1PPS signal without the unit carafiigpn tools on
site. Thiswuldb e accompl i shed with Vendor V16s engin

Vendor V2 Equipment

This manufacturer found a working solution and returned the shipped equipment back to Theslab.
manufacturer also sent an engineering team to re
investigation and what needed to be changed in order to ge¢dgment running in the test

system. The following summarizes the meeting andast results:

1 The manufacturer found two problems, the first we theV2M1, V2M2, V2M3, and
V2M4 protection relays strictly adhetéo the LE document stating thatlg an AppID of
4000 could be usedl'he device rejeedany SV stream thatidinot have an ApplD of 4000.
This was the only setting that was noet chang
site testing.

1 TheV2M1, V2M2, V2M3, and V2M4 relays wilacceptboth IRIGB (hardwired input) and
1PPS (fiber input).The device however, requirddPPS when SV stream synchronization
was required per the LE documeithi s was attempted during the
but since the ApplID was not set t000,the SV subscriptions did not work.

1 Once the ApplD for the V2M5 MU11 merging units and both of the V7M1 MU3 and MU4
were changed to 4000, SV subscriptions were succedgiutonfirm a different relay,
V2M3 87T41 Set A, was used to perform the teSisis relay successfully subscribed to all
three streams with no errorjection of currents and voltages into all three merging units
and showed that the metering functions on the V2M3 87T41 Set A were accurately indicating
the correct metering values.

Phase three system integration and testing results

The primary purpose for this testing session was to work with the Vendor V1 engineer to get the
Vendor V1 equipment and software working within the test system. The following summarized the
findings:

1 MU1 V1MS5 was configured per the data flow diagraithe followingitemswere identified:

0 The V1M5 did not support 1PPS on the time source fiber input, only-BRI did
not support IEEE 1588ither, so the IRIGB fiber signal was used.

o No configuration peameter waswailableto tell the MU to calculate the In and Vn
values when there was no connection availablee LE document states this and
adds a fAnderivedo bi tThisparaneteexistedwradltihe v f or t
other merging units andef all reporedi d er i ved 0 o nTheViM5didn and \
not.

o With the unitdéds web page interface, it w a
syncing to the IRIE signal.
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0 Thesenexttwo points indicate that the unitdhéully switched from publishing an SV
LE message to an edition 2 SV message.

A The network sniffer could not parse out the SV message using the LE
decoder.It was suspected that when the unit was configureddition 2, it
used aredition2 message bufferot anedition1 based LE message buffer.
This put additional fields in the message that the network sniffer could not
decode.

A The ASymSynco field was no | onger BOOL
message indicatedt published aredition2 v al ue ba.f A206 gl o

0 Attempts to subscribe thé MU1 stream from the V3Mrkelay were unsuccessful.
The PDU length error indicated by the V3M1 was the same error type shown in the
network traffic capturewhichindicatedthatthe SV message had the additefition
2 fields. The additional edition 2 fieldsould not be processed by the V3M1 relay.

1 The V2M2 87L set A relay was then subscribed to the MU1 stream and had no problems. The
SV stream values and synchronization were successful.

The V1M5 merging unit, unlike all the others, completely changed its mode of operation when the
unit was configured asdition1 oredition2. For full SV LE compatibility one must configure the
unit asedition1. As configured iredition2 the MU publibededition2 message buffer with the
additioral fields that werenonLE. It also changed how it published the SymSync field from the
BOOLEAN edition 1 definition to the INEdition2 definitions. The current overwhelming system
support was foedition2 having vendors offexdition2 GOOSE and files while still using SV LE
based oredition1. Having the V1M5 being one or the other presented a problem when integrating it
into the systemThe following captures some of the high level problems:

91 If one keft the V1M5 akdition2:

0 The V3M1 would not subscribe to the V1M5 SV strearhis was due to the way
that V3M1 examined the SV message and finding an additional field that it cannot
understand.The V3M1 dropped the stream at this point.

0 TheV2M1, V2M2,V2M3, and V2M4 relays would subscribe to the V1IM5 SV
stream. They reacted differently by not analyzing the entire message and accepting it
even though it had an additional field.

0 The Vendor V1 relays would subscribe to the V1M5.

o0 AllIEC 61850 files weren edition2 format and transferred between the various
vendor tools.Both V2M8 and V1M9 tools only accepted the edition ffi@seth
project edition in use at the time, whislasedition2.

1 If one changed the V1M5 MU back éalition 1:

0o The IEC 61850 féé format for the VAIM5 MU would need to be modified to look like
anedition2 file in order to use it in both the V2M8 and V1M9 configuration tools.

0 The V3M1 would still not be able to subscribe to the SV streBynchanging the
MU configuration toedition1 the SymSync field would change to BOOLEAN which
would publish a true fA10 valedédonfand good t
LE documents.The V3M1 only interpregtdthis field asedition2, whichmeant that
theV3ML1 thought that the MU was onlgdally time synchronized with no global
synchronization.With this indication it would not synchronize with multiple SV
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streams.This situationwould be siniar to the V2M5 which published SymSync in
edition1. The V3M1 would not be able to subscribeeither of these merging units.

With both cases still resulting in no communications with the V3M3 and both allowing for good SV
communications with both the Vendor V1 and Vendor V2 relays, the best course of action was to
keep theprojectin edition2. A solution must be found to test the V3Mdthout using the V1M5 or
V2M5 merging units.

V1M5 PDU Length Problem

Out of the box, V1M5 published SV messages which could be subscribed to by the V2M1, V2M2,

V2M3, V2M4, and V3Mlrelays. The SV messages werauihd to be configured as 50 Hz and would

not work in the relays but a good SV subscription was establishesldefault factory settings were

IEC 618509-2 edition1,50 Hz.1 t was al so noted that the ASymSyn
followed theedl BOOLEAN definition.

Figurel5shows a network capture of the SV message from the V1M5 without any configuration
changes.The team wasable to sacessfully subscribe to this SV stream less the 50 Hz problem.
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No. Time Source Destination

i N0

Pr

4 Frame 3: 125 bytes on wire (1008 bits), 125 bytes captured (1008 bits) on interface @
Interface id: @ (\Device\NPF_{D45686F@-@D3D-4B7@-8375-404A3CBCFBB1})
Encapsulation type: Ethernet (1)
Arrival Time: Jul 28, 2017 ©7:09:35.573790008 Mountain Daylight Time

[Time
Epoch
[Time
[Time
[Time

shift for this packet: ©.0800000000 seconds]

Time: 1501247375.573790000 seconds

delta from previous captured frame: ©.000095000 seconds]
delta from previous displayed frame: ©.000095000 seconds]
since reference or first frame: ©.000096000 seconds]

Frame Number: 3
Frame Length: 125 bytes (1000 bits)
Capture Length: 125 bytes (10@@ bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:sv]
[Coloring Rule Name: Broadcast]
[Coloring Rule String: eth[@] & 1]
4 Ethernet II, Src: SiemensE_©1:d@:f3 (b4:b1:5a:01:d@:f3), Dst: Iec-Tc57 04:00:00 (091:0c:cd:04:00:00)
Destination: Iec-Tc57_04:00:00 (01:0c:cd:04:00:00)
Source: SiemensE_@1:d@:f3 (b4:bl:5a:01:d@:f3)
Type: IEC 6185@/SV (Sampled Value Transmission (@x88ba)
4 TEC6185@ Sampled Values
APPID: @x4000
Length: 111
Reserved 1: @x@000 (@)
Reserved 2: 9x@000 (@)
4 savPdu
noASDU: 1
4 seqASDU: 1 item
4 ASDU
svID: SIEMENSMU@101
smpCnt: 3799
confRef: 1
smpSynch: none (@)
4 PhsMeasl
value: @
» quality: @x@0e0eee0, validity:
value: @
quality: ox00000000, validity:
value: 925
quality: @x@0000000, validity:
value: @
quality: ©x@0000000, validity:
value: -190
' quality: 0x@e000000, validity:
value: 7000
» quality: ox00000000, validity:
value: 10@@
quality: ©x00000000, validity:
value: @

gOOd, source: process

good, source: process

good, source: process

good, source: process

gOOd, source. process

gOOd, source: process

good, source: process

quality: @ , validity: good, source: process

@2

Process Bus 1072817 good mu1l

FIGURES VIM5 OUT OF THE BS¥XMESSAGE

After the V1M5 was configured and set for IEC 61850 Edition 2, the behavior chahigechetwork

anal yzer picked up an error t he PDU

edition2 definitions which was expectésteFigure16).

on

|l ength
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....... 1 .iee vees veee «... = IG bit: Group address (multicast/broadcast)
4 Source: SiemensE_01:d@:f3 (b4:bl:5a:01:de:f3)
Address: SiemensE_01:d@:f3 (b4:bl1:5a:01:d@:f3)
amee waBbseen v+ +sass .... = LG bit: Globally unique address (factory default)
e@ taee seee csue enms = IG bit: Individual address (unicast)
Type IEC 61850/SV (Sampled Value Transmission (@x88ba)

APPID: @x4000
Length: 112
Reserved 1: 0x0000 ()
Reserved 2: 0x0000 (9)
4 savPdu
noASDU: 1
4 segASDU: 1 item
4 ASDU
svID: MUL_CB2_6MUS@5
smpCnt: 2459
confRef: 1
smpSynch: global (2)
4 PhsMeasl
value: -5000
quality: @x@e00ee00, validity: good, source: process
value: @
b quality: @x@eeeee00, validity: good, source: process
value: -5000
quality: 0x@@ee0000, validity: good, source: process
value: -5000
quality: ©0x00000000, validity: good, source: process

value: 3468
I quality: @x@0000000, validity: good, source: process
value: -350@

b quality: @x@e000000, validity: good, source: process
value: -3500

quality: 0x@@@@0000, validity: good, source: process
value: @

quality: @x@0000000, validity: good, source: process

4 [Expert Info (Error/Protocol): Internal error, zero-byte SV PDU]
[Internal error, zero-byte SV PDU]
[Severity level: Error]
[Group: Protocol]

2010 ©0 70 00 00 00 @0 60 66 80 01 @1 a2 61 30 S5 8@
9020 @e 4d 55 31 5f 43 42 32 5f 36 4d 55 38 3@ 35 82
90380 ©2 @9 9b 383 04 @1 85 @1 e2 37
2040 ec 78 00 00 00 20 00 00 00 00
0258 ec 78 00 00 00 ff ff ec 78 20 o0 @0

388

40
o0 ff
e

FIGURHEG V1IM5 SV MESSAGE ARTEONFIGURATION

The PDU length error was unexpectdhe V3ML1 relay also detected this problem and would no
longer subscribe tthe SV streamFigure17 showedthat it too found a PDU length problem.
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# 192.168.200.68 - PuTTY = B R

Level 2

=>>C0M SV

TEST SV Mode: OFF
SIMULATED Mode: CFF
SV Subscription Status

MultiCastAddr Ptag:Vlian AppID smpSynch Code Network Delay (ms)

01-0C-CD-04-00-00 : 4000
SV ID:
Data Set:

N
o
=
a
It
)
=
@
"]
=
£
Y
Y
L
2

01-0C-CD-04-00-02 : 4000
SV ID:
Data Set:

%]

SMPSYNC MISMZ NA

=>3

FIGURAE7 V3M1 RELAY ERRORTBNE VIM5 SV STREAM

Explanations wer needed for why the V1M5 SV message and behavior differed between setting the
unit up as amdition1 device vs. ardition2 device.An explanation on why there was a PDU

Length error after configuring the merging uniettition2 vs. the default configuration SV message
was requested.

File Import Problem into V1M8 Tool

The next set of testing was to have Vendor V1 relays subscribe to the other vendor merging units.
The following documented the results:

1 The V7M1 merging unit waconfigured into the V1M8 configuration todlhe IEC 61850
CID file generated by the V7M1 tool imported correctly into the V1M8 tddle V7M1 SV
streams were successfully subscribed from both MU3 and MU4 to a Vendor V1 relay.

1 The team attempted to imp the CID file for the V2M5 MU but ran into an import error
showing some missing informatioithe V1M9 software wanted to see the attributes for
ASmpRate, 0 ARiIi gVal 0 a n dlIftlietelfields Weael ndt inthe fdem t h e
the V1M8 softwae filled in a zero value and created an er@nce this missing setting error
was created, the V1M8 file could not be saved and there was no way to manually enter the

require data fields.

The same problem was found when attempting to add the V3M3 and Yr&vhing unit CID files.

Vendor Vl1relays must be able to subscribe to SV and GOOSE messages from the V2M5, V3M3, and
V6M1 merging units to complete our planned protection testing schetugsently Vendor V1

relays can only subscribe to the V7M1 and \BLMerging units.
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Figurel8is a view of the V1M8 software used to program the Vendor V2 SWe. SM\AID
showed MU13 was a V1M#ierging unitand the MU5 was a V2M5 merging unit. When importing,

MUS errors were received with the zeroed data fields.

T —————

File View Settings Help
Sub Net | Signas. | Network | Meta Data | Documentation | Syne |
| | | cnMap  AppiD  SMVAD ConfRev IED LD LN LNClass  DOName DAName DASmpleType DASze SmpRate RtgVal ClipVal
'E’;Ziﬁ:z;; 1 4000 |MU13_CB20_MUD101 1 MU13_CB20 Mot TCTR1 |TCTR  |AmpSv |instMagi |INT32 4 4800  |2.00000 [40,000.00
- 2 4000 | MU13_CB20_MUO1O1 1 MU13_CB20 MUo1 TCTR2 |TCTR  |AmpSv  |instMagi |INT32 4 4800 200000 |40.000.00
3 4000 | MU13_CB20_MUD101 1 MU13_CB20 MUo1 TCTR3  |TCTR  |AmpSv  |instMagi |INT32 4 4800 200000 |40.000.00
4 4000 | MU13.CB20_MUO101 1 MU13_CB20 MUD1 TCTR4 |TCTR  |AmpSv  |instMagi |INT32 4 4800 200000 [40.000.00
Merging Units 5 4000 | MU13_CB20_MUD101 1 MU13_CB20 MUO1 TVIRI [TVIR  |VolSv |imstMagi |INT32 4 4800 1200000 |24,000.00
N | ¢ 4000 | MU13_CB20_MUO101 1 MU13_CB20 MUO1 TVIRZ |TVIR  |VolSv  |instMagi |INT32 4 4800 1200000 |24,000.00
MUz R 7 4000 | MU13_CB20_MUO101 1 MU13_CB20 MUo1 TVIR3 |TVIR  |VolSv  |instMagi |INT32 4 4800 1200000 |24,000.00
MUs_Muto 8 4000 |MU13_CB20_MUO101 1 MU13_CB20 MU0t TVIRE |TVIR  |VolSy  |istMagi |INT32 4 4800  [12.00000 |24,000.00
9 4004 | MU5_CB10_ABB 100 |T_REF615 MUo1 TCTR1 |TCTR  |Amp insthagi | INT32 4 0 0.00 000
10 [4004 | MU5CB10_ABB 100 |T_REF615 Muo1 TCTR2  |TCTR  |Amp insthagi | INT32 4 0 0.00 000
Client PB Module 1 4004 |MU5_CB10_ABB 100 T_REF615 Mot TCTR3 |TCTR  |Amp instMagi | INT32 4 0 000 0.00
12 4004 | MU5_CB10_ABB 100 |T_REFs15 MUo1 TCTR4 |TCTR  |Amp instMagi | INT32 4 0 000 000
13 (4004 |MUSCBI0_ABB 00 |T_REFE15 Muot VIR VIR |Vol nsthlagi | INT22 4 0 o [
14 |4004 |MU5CB10_ABB 100 | T_REF615 Muo1 TVIR2 |[TVIR |Vl instMagi | INT32 4 0 000 000
15 |4004 | MU5_CB10_ABB 100 |T_REF615 MUO1 TVIR3 |TVIR  |Vol instMagi | INT32 4 0 0.00 000
16 lsons (s cein ame 10 |1 mereis i nres e ! shani |INT 4 0 oo 0o
Severty Message
/A Cip-Setting is missing
€@  Missing Setting Clipin TCTR;
i, Clip-Settingis missing
€  Missing Setting Clipin TCTR
A\ Cip-Setting is missing
€@  Missing Setting Clipin TCTR;
) Clip-Setting is missing
€@  Missing Setting Clipin TCTR
A\ Cip-Setting is missing
€@  Missing Setting Clipin TCTR;
Ay Cip-Settingis missing
€  Missing Setting Clip in TCTR
A\ Cip-Setting is missing
€@  Missing Setting Clipin TVTR;
1, Clip-Setting is missing
€  Missing Setting Clip in TVTR;
A\ Cip-Setting is missing
€  Missing Setting Clipin TVTR
/%, Clip-Setting is missing
€@  Missing Setting Clip in TVTR;
A\ Clp-Settings missing
FIGURHES V1MS8 FILE IMPORT BRR
The data attribute AsmpRatedo found in the Measur
field inthe standardT he st andard al so defined the value of

per nominal periodOnly in the case of direct currentssgms was the value represented as the

number of samples per seconthe V1M8 software required this optional field and converted the

value to a sample per second valiite software was also looking for the system frequency value,
wi R and TICTR lbgical odes which was also an optional field in the CID file.

AHzZ Rt g o

The

ARt gvVal o
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i V R tdafadobject found in the TVTR Voltage transformer logical nodies data ol®ct provided

the rated voltage and was also an oisettings data object in the standaffithe program looked at

AVRt go

The

imaxVal

t he

Dat a

0

AClipVal o

dat a

coul

d

not

be

di

rect

y

0 b j e vottagd transfareher llogical hold&his dat dlfect provided
the rated current and was also an oplise#ings data object in the standard.

found
at t analbguetsetting cornmoul datia casetwhieh was 8signed to

A ARt g 0 bdtlthe@VTR dng BCER logical nodesThis field, too, was optional.

Figure19 showedthe error generated after importing V2M5 to a working filenggioth V1M5 and
V7M1.
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Uo101 [1 MU13_CB20 MUo1 TCTR3  |TCTR  |AmpSv |instMagi | INT32 4 4800  |2.00000 |40.000.00
Uo101 1 MU13_CB20 Mol TCTR4 |TCTR  |AmpSv instMagi | INT32 4 4800  |2.00000 |40.000.00
Uo101 [1 MU13_CB20 MU0l TVIRT | TVIR  VolSv  jinstMagi |INT32 4 4800 1200000 |24,000.00
Uo101 1 MU13_CB20 MUo1 TVIR2 |TVIR  |VolSv [instMagi | INT32 4 4800 1200000 |24,000.00
Uo101 [1 MU13_CB20 MUo1 TVIR3 | TVIR  VolSv  instMagi | INT32 4 4800 1200000 |24,000.00
Uo101 1 MU13_CB20 MUo1 TVIR4 |TVIR  |VolSv [instMagi | INT32 4 4800 1200000 |24,000.00
B |100 | T_REF615 MUo1 TCTR1 [TCTR  |Amp instMagi | INT32 4 0 0.00 0.00
B [100  |T_REF615 Mol TCTR2 |TCTR  |Amp instMagi | INT32 4 0 0.00 000
B [100  |T_REF615 MUo1 TCTR3 | TCTR  |Amp instMagi | INT32 4 0 0.00 0.00
B |100  |T_REF615 MUo1 TCTR4 |TCTR  |Amp instMagi | INT32 4 0 0.00 0.00
B 100 |T_REF615 Mol TVIR1  |[TVIR |Vl instMagi | INT32 4 0 0.00 000
B |100  |T_REF615 MUo1 TVIR2 |TVIR |Vl instMagi | INT32 4 0 0.00 0.00
B 100 |T_REF615 MUo1 TVIR3 |TVIR |Vl instMagi | INT32 4 0 0.00 000
B [100  |T_REF615 MUo1 TVIR4 |[TVIR  |Vol instMagi | INT32 4 0 0.00 0.00

1 MUS_MU10 Mol TCTR1 |TCTR  |AmpSv |instMagi | INT32 4 4800  |2,00000 |100.000.00
[1 MUS_MU10 MUo1 TCTR2 |TCTR  |AmpSv |instMagi | INT32 4 4800  |2.00000 |100.000.00
1 MUS_MU10 Mol TCTR3 |TCTR  |AmpSv |instMagi  INT32 4 4800  |2,00000 |100.000.00
[1 MUS_MU10 MU0l (3% |}o00.00  [100.000.00
1 MUS_MU10 Mol [2.000.00 |200,000.00
(1 MUS_MU10 Muot Could not write bix file C:\Users\SDGE2\Documents\SDGE Local\Lab Test 2.000.00 | 800,000.00
3 MUS_MUTO MU Configurations\Process_Bus_2\7sj85_5051_4041 PB201\device.pcf 200000 |800.000.00
[1 MUS_MUT0 MUo1 [2.000.00 |800,000.00

1 {1 MU3_MU10 MU02 .000.00 | 100,000.00

1 [1 MUS_MUT0 MUG2 000.00  {100.000.00

i [1 MUS_MUT0 MUD2 [TctR3 [TCTR |AmpSv  |imstMagi | INT32 4 T4800  |200000 |100000.00

4 s M0 a0 P Tetos  TeTn e ean T 2 sonn  |aoonnn  lannannnn

FIGURHY9 V1IM8 SAVE ERROR
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Figure20 showedthat the V7M1 merging unit providghese optional IEC 61850 data fields.

MU3 MU4 - Data Model - MUOL = UD1ATVTRL

UOIATVTR1 Voltage transformer

MName Description Value
3 m Beh Behaviour
» [ valsy Voltage (ssmpled value)
4 [0 vRig Rated voltage 12000 V
» [ setMag [SP]  The value of an analogue setting or set point 12000 ¥
L3 m units [CF] Units of the attribute(s) representing the value of the data Vv
¥ B minVal I[CFl  Defines together with maxVal the setting range for ctlVal (CDC INC, BSC, ISC), setVal (CDCIN... 1V
» B maxval [CFl  Defines together with minVal the setting range for ctiVal (CDC INC, BSC, ISC), setVal (CDCIN... 1000000 V
» [ stepSize [CFl  Defines the step between individual values that ctiVal (CDC INC, APC, BAC), setVal (CDCING)... 1V
E m HzRtg Rated frequency 60 Hz
» [ setMag [SP]  The value of an analogue setting or set point 60 Hz
L3 m units [CF] Units of the attribute(s) representing the value of the data Hz
¥ B minVal [CFl  Defines together with maxVal the setting range for ctlVal (COC INC, BSC, ISC), setVal (CDCIN... 50Hz
» B maxval [CFl  Defines together with minVal the setting range for ctiVal (CDC INC, BSC, ISC), setVal (CDCIN... 60 Hz
» [ stepSize [CFl  Defines the step between individual values that ctiVal (CDC INC, APC, BAC), setVal (CDCING)... 10Hz
4 m Rat Winding ratio of an instrument transformer/transducer 100
4 m setMag [SP]  The value of an analogue setting or set point 100
m f [SP]  Floating point value 100
¥ B minVal [CFl  Defines together with maxVal the setting range for ctlVal (COC INC, BSC, ISC), setVal (CDCIN... 1
» B maxval [CFl  Defines together with minVal the setting range for ctiVal (COC INC, BSC, ISC), setVal (CDCIN... 10000
» [ stepSize [CFl  Defines the step between individual values that ctiVal (CDC INC, APC, BAC), setVal (CDCING)... 0.1
4 m FuFail TVTR fuse failure
m stVal [5T] Status value of the data

FIGUREO V7M1 DATA MODEL

Figure21 showedthe V2M5 data model for the TCTR logical node having no optional data fields.
The V3M3 and V6M2 merging units also only had the mandatory data fields required by the standard.

REF615_MUY » Data Model = MUQ1 = IDIATCTR1

IDIATCTR1 Current transformer

Marne Description Value
4 E Mod Mode on
4 E Beh Behaviour on
3 E NamPlt MName plate
4 E Amp Current of a non-three-phase circuit
4 m instMag [MX]  Magnitude of the instantaneous value of a measured value
m i [MX]  Integer value
4 m q [MX]  Quality of the attribute(s) representing the value of the data
el m sWC [CF]  S5caled value configuration
[ scaleFactor [CF] 0.001
B offset [CF]

FIGURER1 V2M5 MERGING UNITAMODEL

The V1M8 software tool, which was required to program the Vendor V2 SVs, required that the
vendor implement optional IEC 61850 data fields within their merging uAisolution must be
found by tle vendor to fix this problem.
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Time Synchronization to the VIM5

The V1M5 documentation and configuration tools used the terms PPS an@ liRt&changeably.

The time synchronization configuration only listed IRBGut did reference PPS in other locations

It was determined that the unit will only synchronize ifIRBG was connected to the
source input.The unit would not time synchronize if the output from the GPS clock was 1PPS.

Neutral Current and Voltage Calculation Problem

TheUt i Il ity Communications Architectureds | mpl emen
Instrument Transformers using IEC&&D-9-2, known as IEC 61859-2LE, stated that if the neutral

current and/or voltage were not measured the merging unit must taltidae values as a sum of the

phase valuesThe document then required an additional indication in the quality field to show that

t he val ues Whswas resalvedrin PhaselFive below.

Phase Four System Integration and Testing Results

The pimary purpose for this testing session was to work with the Vendenyineer to get the
manufacturerdés equi pment and Shefindingafollew. wor ki ng wi

Denial of Service to V2M1, V2M2, V2M3, V2M4

Discovered issue with internent receipt of GOOSE messages by Vendor V2 relays, particularly the
V2M3 (87T41A) relay. The team ontactedhefactory representative with relay front panel

screenshotdHigure22), a network traffic capture, and exported the device settings files in order to
troubleshoot the problem.

LIARMING

ALARM

DoSStatus

Quota

IPFackRecHorm

IFPackRecFoll

IFPackDisc

HonIPFPackRecHorm 5
NonIPPackRecFPoll 2588
HonIPFackDisc 6114

2017-B8-08 20:28:49 [$superUser  [object

FIGURE2 V2M3 FRONT PANELADISY MESSAGE

After contact and discussions with the factory, the intermittent GOOSE message receipt issue was

traced to thelenial of servicdDOS) logic builtin to the relay Ethernet port#\ denial of service

situation typically exists when tmetwork trafficexceedstheCP UG s abi | i tTgelatge pr oc e s
amount of GOOSE and SV traffic was causing the fmilOS protection to activate, blocking the

receipt of GOOSE messages by the relays.

The DOS issue was corrected by setting up MAC address filtenirige process bus #1 and process
bus #. No further intermittent receipt of GOOSE messages was detected.
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V7M2 Analog Data Set Error

Identified V7M2 MU configuration software bug, where one could not import CID file from V3M3
relay. The ug caused allofthev ai | abl e GOOSE datasets to fAndisapf
rendering them inaccessible.

After contact with the manufacturer, it was determined that the bug was due to the analog GOOSE
dataset present in the V3M3 CIV.7M1 MUs could not process ClDOlés which contain analog
GOOSE datasets.

</DataSet>
<DataSet dgsg="Transformer Bank 41 MVA data" name="Bank 41 MVA">
<FCDA ldInst="MET" prefiz="MET" InClass="MMXU" lnInst="1" doName="PhV" daName="phsi.instCVal.mag.f" fc="Mx" />
<FCDR 1dInst="MET" prefix="MET" InClass="MMXU" InInst="1" doName="PhV" daName="phsA.g" fc="MX" />
<FCDA ldInst="MET" prefiz="MET" InClass="MMXU" lnInst="1" doName="PhV" daName="phsB.instCVal.mag.f" fc="Mx" />
<FCDR 1dInst="MET" prefix="MET" InClass="MMXU" InInst="1" doName="PhV" daName="phsB.g" fg="MX" />
<FCDA ldInst="MET" prefix="MET" InClass="MMXU" 1nInst="1" doName="PhV" daName="phsC.instCVal.mag.f" fc="Mx" />
<FCDR 1dInst="MET" prefix="MET" InClass="MMXU" InInst="1" doName="PhV" daName="phsC.g" fg="MX" />
<FCDA 1dInst="ANN" prefix="PMV" InClass="GGIO" lnInst= oName="AnIn aName="instMag. ="MX" />
1d " " Fix=" " 1ncL " "oy nyn g " 01" 4 "y £n vy
<FCDA 1dInst="ZNN" prefix="PMV" InClass="GGIO" InInst="3" doName="AnIn01" daName="qg" fg="MX" />
<FCDR ldInst="ANN" prefix="FMV" InClass="GGIO" InInst="3" doName="AnIn02" daName="instMag.f" fc="MX" />
<FCDR 1dInst="2NN" prefix="PMV" InClass="GGIO" lnInst="3" doName="AnIn02" daName="g" fg="MX" />
<FCDR 1dInst="ZNN" prefix="PMV" InClass="GGIO" lnInst="3" doName="AnIn03" daName="instMag.f" fg="MX" />
<FCDA 1dInst="ANN" prefiz="PMV" InClass="GGIO" lnInst="3" doName="EnIn03" daName="g" fg="MxX" />

FIGURE3 ANALOG DATASET EXAMP

Figure23is the analog dataset from the V3@ file which the V7M2 software could not import.
This was not a Aproblemd with the CID (this was
that the V7M2 software could not import analog GOOSE datasets.

v2Ml1, Vva2M2, V2M3, and V2Wh4ubschangt GOOSEO and

V2M1, V2M2, V2M3, and V2M4 relay issue with V7MI]
subscmption, whichcaused issues with the V2M1, V2M2, V2M3, and V2M4 ability to subscribe to
other datasets from V7M1.

Removing t he #fFas tfronGtieQ3MVELOV2M2uMREIZ; and \W2M4 relays
corrected the issugeeFigure24).

GOOSE Communicat...61850 Configuration|
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MU3_4_CB7_11.Ethemet_1.CTRLLLNO.BRK11_MU4 [ ] El (@] OO0 E|E|E [ O e
MU3_4_CB7_11.Ethemet_1.CTRLLLNO.BRK7_MU3 [ ] ] O OE|E|E|E ] O E
MU3_4_CB7_11.Ethemet_1.CTRLLLNO.FastGOOSET [ ] O Oo|m| | e [ oo |
FIGURRAV 7 M1 MU o0 F DEBTRSEFOOSEOG
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A software bugvas identified V2M8 that prevented publishers unsubscribing from some V7M1 MU
datasets After unsubscribing, saving the V2M8 file, and reopening it, all V7M1 datasets were
automatically resubscribed.

The issue was resolved by deleting the V7M1 MU dewvicenfthe V2M8 software, ramporting the
device CID file, and subscribing to only the desired V7M1 GOOSE datasets.

V2M1 Internal Blocking

When a simulated three phak2kV busfault was injected into the2M1 87-1241A relay the relay
did not respondorrectly. While troubleshooting the Vendor V2 relay, it was discovered that all
protective functions were receiving an internal blocking signal.

The issue was resolved when one of the MUs affiliated with the V2MIR8TA was found to have
an incorrect SV Apld value (x4005 instead of x400Q\fter changing the Appld to x4000, all
internal protection blocks were removed.

Miscellaneous ltems

9 Correctedanissue with duplicate GOOSE dataset MAC addresses for the
AiMU2 CB3_ V3M30 pmaeess bugknetwank. t h e

1 Found an issue in the GOOSE control block for the V2M1 (5051 _EA138) HIZ 138 kV bus
differential relay. V2M8 software would overwrite the GOOSE control block information
(App ID, MAC address, etc.) with default values, which caused problethdtvei GOOSE
messaging.

0 Issue was deemed to be the result of the internal dataset processing by the software.
Corrected issue by deleting andareating the GOOSE control block from scratch.
1 MU3_CB7: no status/control being displayed on the front oV/2id1 EA138 relay

0 Issue was solved by updating the MU3_CB7 programmingtidy thatthe
published GOOSE dataset contained the correct attributes, tirapading the
MU3 CB7 fACI Do file into the V2M7 software

1 MUL1_CB2: no status received on the V2M1, V2W2M3, and V2M4 relaysControl to
MU was active from V2M2 87L2A, but not from V2M1 EA138.

0 l ssue was solved during Vendor V16s secon
below.

0 MU13_CB20: receiving breaker status indications, but unable tocgericbls to MU
from V2M1, V2M2, V2M3, and V2M4 relays.

A Issue was solved by using the same process as described above.

Distance Protection Trips

9 At fault location 1]ine differential and zone distance trigereissued by Vendor V1 relays,
butthe distanceelement protection did not piakp in V2M1, V2M2, V2M3, and V2M4
relays.

1 At fault location 2, Both Vendor V2 and Vendor V1 relaysgdgon line differential fora
remotethree phaséault.

1 Vendor V2 and Vendor V1 relays did not trip for a remote SL®&.fathe COMTRADE
fault waveforms did not look correct upon inspection.
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1 Both Vendor V2 and Vendor V1 relays tripped on line differential for remotdihedault.

1 V2M2 87L protection for fault locations 1 through Roted that V2M2 distance protection
would pickup for closein faults, but not remote faults.

o Distance elements were having issues detecting both phase and ground faults using
the simulated COMTRADE files.

0 Issue partially resolved by increasing the local source strength in the RTDS model.

0 Issue with phase distance elements was resolved by adjusting the pickups to values of
secondary ohms (the manufacturer had previously indicated that the values should be
in primary ohms)

0 Issue with ground distance elements was resolved by disconnectimepitine!
current Al NO portion SV DataStream, recei
internal programming in the V2M1, V2M2, V2M3, and V2M4 relayjidie V1M5
MU was not transmitting a neutral/residual current value to the V2M1, V2M2,
V2M3, and V2M4 relayshence the neutral/residual current channel was being
continuously written to a value dath AO0. 0O
stream in the project file and reapplying it to the relagowed the V2M1, V2M2,
V2M3, and V2M4 relays to intertig calculate residual ground currents from the
measured phase currents, resulting in correct distance element operation.

1 V1M5 MUs werestill unable to receiveingle pointcontrols issued by the various Vendor
V2 relays. Contacted both manufacturers, btill waiting on feedbackV1M5 MUs appear
to only be controllable by the ASMPPTRCO tri
relay, which was the only device configured to control the V1M5 MU).

Phase Five System Integration and Testing Results

The primary purpose for this testing session was to work with the Vendor V1 engineer to resolve the
out standing configuration issues and get this me
the test systemThe following summarizethe findings:

1 Singlepoint TRIP/CLOSE commands sent to V1IM5 MUs from the V2M1, V2M2, V3M3,
and V2M4 relays were neininctional. Vendor V1 began by troubleshooting the issue with
V1M5 MUs not receiving singkpoint commands correctlyThe factory representative spent
several hours troubleshooting the V1M5 MUs using a network traffic analyzer and the MUs
online diagnostic toolsNo errors were found in the relay or MU configurations, the V1M5
MUs simply could not interpret the published datasets

o Finalresolution:issuas r el ated to problems in the h
exported from the V2M8 softwareCorrected the issue by manually modifying the
Ai. ClIl Do files exported from the V2M8 softw
imported into the V1IM9 softwarePrevios | y, #A. 1 CDo files create

V2M8 software had been used to attempt to set up the GOOSE subscriptions.
1 The 138 kV breaker failure protection (V1M2 relay) was-famctional.

Troubleshooting the 138 kV breaker failure protection (V1M2) inedlverification tlat the
breaker failure initiatednd the breaker status were being received correctly via GORNGE.
issues were found in the existing programming.

o Final resolution: The factory representative adjusted some of the breaker failure set
points and the breaker failure protection was tested and found to work correctly.
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Developed Algorithms

Two algorithms were developed during test design phase. Theserethe reactive bank automation
and the bus lockout functiohese algorithms did notgviously exist and were developed
specifically for this project.These functionsvereessential to certain protection schemes and while
legacy devices may have these functions included, they were easily configured in the testidevices
to the versatilenature o EC 61850GOOSE messaging

Capacitor and Reactor Bank

Capacitor and reactor bank VA®ntrol automationvas a specific use case that demonstrated the
power of GOOSE analog and digital messaging and can eliminate thegspoint digitalsignalng
currently used irexisting distribution substation applications.

This use case included tWAR automation controllers, teansformer overcurremelay (50/51T)

and tworeactive bankmbalance protection relays. It was important to note that tioenztion
controllersdé6 options were anticipated to be the
addition of the IE@G1850 GOOSE option. Thsmilarity allowed the majority of the existing logic

settings to be reused.

The50/51T relay providetioth of the automation controllers with analog GOOSE messages
representinghe transformer VARIemand measuradthe high side of theetminal Thisfacilitated
addition and subtraction of capacitor/reactor elemienisinimize transformer VAR demanaind in
turn regulate bus voltageThis scheme was designed to allow up to 351 Trelays to transmit the
GOOSE analog VAR values to the automation controllers. Automatic hwewlogicwas included
to switch between the sources to prevetdyfailure or maintenancérom disturbing the automatic
reactance control scheme.

One automation controller was dedicated to controlling the capacitor bank stages, wdeletice
was dedicated to the reactor bank. The logic to evaluate VARSs outside thelthvess located in
the automation controllers.

To maintain the interlock functionality, both automation controllers exchanged their respective stage
statuses with each other usstgtion busSOOSE messages. Thus the capacitor bank automation
controller possessed information on the transfommgr sideVARs as well as the reactor stage

statuses. Likewise, the reactor bank automation controller possessed information on the transformer
HSVARs as well as the capacitor stage statuses. Both automation controllers utilized this
information to decide when to open and close stages while ensuring that the two banks would not
Afight each othero. Thi s s i mpuntdall efechh eanter bank hi bi t e
Afstepd switches were open, and did the same for
Remote monitoring and control of the banks by SCADA could be done utilizing thestatina bus

connection, eliminating the existing discrete statusamtrol wiring to the6sCADA RTU. GOOSE
messagin@lsoprovided bank unbalance and feeder protection trips to the automation consmllers

as to trip all stegswitches open and lockout operation for mainten#megleshooting

A numerical relaywith GOOSE messaging, wagludedwhich replacel the existingcapacitor bank
electromechanicaloltageunbalance relay. Térelayimplemented a software lockout scheme as
opposed to the electromechanical lockouhe standardesign A second numerical &y
performedthe equivalent unbalance protection function for the reactor bank using a negative
sequence overcurrent elemelthen either relay detected anbalancecondition, it latched a
lockout in the relay. This condition was continuously $snGOOSEto the associateloank
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automation controller until the lockout was reset. Upon ptadiaGOOSEstatus that the lockout
asserted, the associated automation controller tripped all four stadjése main breaker abtbcked
closing of until the lokout condition was cleared. grogrammedi L 0 ¢ k 0 u pushRigos ent 0
each bank imbalance protectiaiay cleared the lockout condition.

Bus and Transf olookeutReliaysi r t ual 0

Theselockout relays programmed in the test system were designed to reproduce the functions of a
traditional hardwiredbuslockout relay scheme. In a traditional hardwired lockout relay scheme,
copper wiringwasused to transmit trip and block close signaterfra centralizeeélectromechanical
lockoutto the breakers associated with a particular zone of protection. Commercially available
lockout relays provided the flexibility to trip and block close multiple breaker units, initiated by one
or several proteote relay trips. To emulate lockout relay functions in the test system, a virtual
lockoutrelaying scheme wamplementedising latching variableslose blocking logiand GOOSE
messaging ithetest systenprotection relays. Other than the reactive backout functiors

described aboveéhree virtual lockout relays wesémulatedn the test system:

9 138kV bus differential lockout (8&A138)
9 138/12kV transformer differential lockout (8641A)
1 12kV bus differential lockout (88.241A)

The developmentf the virtual lockout relays for the test system involved three main steps: selecting
protective devices to house each virtual lockout relay, programming the virtual lockout relay
schemes, and establishing GOOSE subscriptions to implement trip and Ibkekunctionality.

1 Protective device selection
Three protective devices were selected, one to house each of the virtual lockout relays
described above. All virtual lockout logic was implemented using V2M3 and V2M4 relays.
These relays were selectechtmuse the virtual lockout relay schemes because these devices
were the earliest available for test system development. To simplify the scheme, pushbutton
close commands were programmed only in the relays designed to house the virtual lockout
relay schemes

0 The V2M4 50/51 EA138 relay was selected to house th&k¥3aus differential
virtual lockout relay 8@A138. This relay provided close pushbutton functionality
for all 138kV circuit breakers, as well as a virtual lockout relay reset pushbutton.

0 TheV2M3 87T41A relay was selected to house the 138X fansformer
differential virtual lockout relay 841A. This relay provided close pushbutton
functionality only for its 12XV low-side main breaker, as well as a virtual lockout
relay reset pushbutton

0 The V2M31241A relay was selected to house th&\tbus differential virtual
lockout relay 861241A. This relay provided close pushbutton functionality for all
12 kV circuit breakers, as well as a virtual lockout relay reset pushbutton.

Virtual Lockout Relay Programming

Each virtual lockout followed a similar programming approach. A set of trip initiate conditions for
each virtual lockout were used to control a latch variable within the relays. An example of the
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lockout logic for the V2M1 50/5EA138 relaywasincluded inFigure25below. For this example,
the lockouttrip conditions resulted frorthe following:

1 Assertion of any igh-impedancédus differentiaprotection condition

9 Assertion of a pase lowimpedance bus differential protectioondition

9 Assertion of a gound lowimpedance bus differential protectioandition

These protection trips controlled a lockout latch vdeiatesettable only by front panel pushbutton.

Selected Lockout
Conditions

PROT TRIP FUNC BLOCK

CB_TRIP
TRIP IN
PROT TRIP OUT
SET
PROT LOCKOUT

LOCKOUT
RESET
CB_TRIP ——mMM LOCKOUT
SSEA138_RST_,_ Virtual LockoutLatch

Variable

FIGURRS5 V2M4 50/51 EA138 RELLOCKOUT PROGRAN@G/I

POTF_I1_TRIP
HZPDIF_I2_TRIP
HZPDIF_I3_TRIP
EFPIOC[1]_TRIP

GOOSE Implementation of Virtual Lockout Trip and Block Close Functionality

The virtual lockout latch variables tripped and blocked close for all associated biesdtieipating
in the lockout schemeVirtual lockout latch variables were converted to GOOSE messages by the
protective relay and transmitted ovbe process buas part of the GOOSE dataset. Block close
conditions were compiled for each brealisrequired for the application. These block close
conditions included:

1 Thevirtual lockout latch variables

9 All local protection relay trips

1 Any adjacent protection relay trips

Examples of the virtual lockout trip and block close functionality routed via GOOSE messages
provided inFigure26 below for the V2M1 50/51 EA138 relay. In the example, thek\88us
differential virtual lockout latch variable was used to block close for all associated breakers.

An external virtual lockout latch variable was transmitted via GOOSE from the V2M3 87T41A relay
to the V2M3 50/51 EA138 relay to block close conditions for dinéytransformer primary breaker
Front panel pushbutton close commands from the V2M1 50/5B&Adlay were blocked until all of

the associated block close conditions were eliminated.

COMPREHENSIVE FINALREPORT
97



B138_TRIP_CB2

Block Close for Adjacent
Protection Trips

87L2A_TRIP

21-2_TRIP

; S BLK_CLOSE_CB2

PROT TRIP OUT
87L2B_TRI

PROT LOCKOUT

21-2_BF_LOCKOUT

BLK_CLOSE_CB3
50_62BF_LOCKOUT B 1238_TRIP_CBSj>‘ _ _

BLK_CLOSE_CB7

Block Close from
Transformer Virtual Lockout ‘r\
\ EB138_TRIP_CB7 —J
WI—L/
FIGURRG6 V2M4 50/51 EA138 REBLOCK CLOSE PROGRANG

Interoperability

Investigation into interoperability wake most challengingxperiencavhen designing the test
system Although the tility CommunicationgArchitecturelnternational Users Group (UCAIlug)
issued an implementatiguide in 2006, theecentadvent ofedition2 created interoperability issues
as the manufacturers migratedhte revised standard

It was noted that even though manufacturessretd support for IEC 61858-2LE (Light Edition) in
bothedition 1 or 2, tlere were differences from the LE document. It appeared that manufacturers
picked what they determined were the important aspects of the LE document and only implemented
those in theiedition 2 products. In some cases this caused an incompatibilitygonditween SV
publishers and subscribers.

Most of the manufacturers moved to implemadition 2 features while attempting to maintain the
LE compliance withedition 1. Some manufacturers strictly enforced some of the items and made
changes in others in order to accommodate éditton 1 and 2. The use of the SmpSynch field in
the SV message buffering and the SV ApplD were the two most noticeable items. The @mpSyn
definition and data type was changeeudilition 2. One merging unit strictly used the LE
implementation for this field and it did not work with a protection device that strictly used the IEC
61850Edition 2 implementation.

The use of GOOSE messagimgtween editions did not present a problem, and the ease in setting up
relay logic for these signals with the current manufacturer softwargneasyimprovedover
experiences from just a few years a@ionfiguration software included function blockgedtly tied

tothe IEC61850 configurations, which could beused to quickly build relay logic functionghe

only modificationmade inediton2 was t o change the Atest fieldo t
was not utilized in the test systemorFhe test systenedition 1 and 2 devices could function with

both message types. It was determined that half the merging units had only implestitiote &

GOOSE along with some of the protection relays. The exception wesapheitor and reactor
automation controllers which only supportedition 1 GOOSE. There were no problems in
implementing GOOSE solutions for the test system but since etlegy device supportesition 2,

the projects was based edition 2
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SCL file schemes and structui@sanged iredition 2. Some manufactursdconfiguration tools
accepted botkdition 1 and 2 files whil@thers required that the edition be declared at the start of a
project and would then onbcceptdiles from the declared edition. From the madg in TABLE 16
andTablel7, it was determined that all of the software tools would acdifion 2files versis

edition 1 files, which greatly impacted thiecision to create thagject as amdition 2 project.
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10. TEST PROCEDURES

Thedemonstratiomplan was developed to ensure that each test case and its associated tests were
performed and documentedesk case plan development was based on traditional relay testing plans.
For each test casa description of the case was includedéscribe the test configuration and

success criteriaTest setup conditions describethe relays under test and the feion functions to

be evaluated.

The source of theelaysettingsis then described and the relevant portion of the RTDS medel
indicated. This section10also describghow the trip and close signadsere transmitted. Finallythe
test case performance teatedescribed with individual actions for each st€&aptured wave forms
digital pdnt statusesind contact operatiorese illustrated using COMTRADE plots and a graphical
event analyzer These filesllustratethe raw data that was used to populate the results within the
plan. Also includeds a summary of all the operating times &ach fault simulation.

Each test case was carefully designed to emulate real world scemégiesthe configuration and

setupof individual test casesereexamined in detailRelay protection settings and systeoitage

and current characteristiogere explained. Finally, the raw performance data resulting from the
simulation by the test set, which was extracted from the protection relayanalyzed.These files
were included in Appendix F.

Performance tests demonstrate proper operation of shéaed setupndrelay settings, and record
performance result data for ttest casg Tripping of circuit breakera/as simulated by latching
relays connected to MU digital output€ritical timing and observed element operatieas recorded
andincluded in Appendix G.

Test Case #1 1 Breaker Failure Protection (50BF)

Relay Test Setup Conditions and Requirements

1. Thetestvas per f or med on o merformancebrfeakdnitune nueneribas hi g h
relay.
a. The selected relay evaluateds
i. Mfg./Model V1M2 breaker failure/control relay

2. Backupline distancg21) anddirectionalovercurrenprotection(50/51) element performance
was evaluated in a separaést caséest from breaker failure so as to produce distinct results
for the protectiortestcaseanalysis.

3. Distance and directionalvercurrentlement settings matetithose installed in thiglentified
substationrelays as much as possible.

4. Forprecommercial demonstratipan RTDS model of thddentified substation, using
equivalents to represethe system beyond the remetéstatiorbuseswas used to generate
COMTRADE data files for each line node for playbackéhaytest sets The secondary
current and voltage playback signalere connected to the appropriate MUs and relay analog
inputs COMTRADE resultsfor this test are included ippendix F withthefile names
described in Sectiof.

5. Trip andclose signals to the breakavere via GOOSE messages to the appropriate MUs,
and the breakemsere simulated by latching relay®rogrammable pushbuttons on the
protective relaysvere configured to simulate manual trip and close logic to represent panel
mounted control switches.
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Test Case Voltage and Current Injection from Relay Test Sets

1. MU1 (69/138KkV line CB 2)
a. Mfg./Model V1M5
b. CTR=400T
c. PTR=700T (W. hs)

50BF Performance Test§Mfg./Model V1M2)
1. Simulate a 3LG fault closi to the breaker by COMTRADE playback injection with CB 2
breaker current not dropping out and record the following:

Download event record from each relay

Fault Initiation Time: 6:10:7.110 PM**

50BF Relay FaltiRecorder Initiation Time: 6:10:7.116 PM

50BF GOOSE BFI Received Time:  6:10:7.116 PM (50BF element pickup)
Relay 50BF Trip Time: 6:10:7.496 PM

CB 2 52a Open Detected Tim6:10:7.561 PM
CB 7 52a Open Detected Tim6:10:7.550 PM
CB 3 52a Opeetected Time:6:10:7.547 PM
Comments: 62BF set @ 0.417s (25 cycles)

TS@ToooTe

2. Simulate a 3LG fault close to the breaker by COMTRADE playback injection with CB 2
breaker 52a status contact not dropping out and record the following:

Download event record froeach relay

Fault Initiation Time: 6:19:01.110 PM

50BF Relay Fault Initiation Time: 6:19:01.116 PM

50BF GOOSE BFI Received Time:  6:19:01.116 PM (50BF element pickup)

Relay 50BF Trip Initiation Time: 6:19:01.496 PM

CB 2 52a Open Detected Tim6:19:01.%1 PM

CB 7 52a Open Detected Tim6:19:01.550 PM

CB 3 52a Open Detected Tim6:19:01.547 PM

Comments: 62BF set @ 0.417s (25 cycles)

e

**Note: All times listed in the reporverein GMT, whichwas the master simulations teststem
setting

Test Case #2 1 Line Differential Protection (87L)

Relay Test Setup Conditions and Requirements

1. The tests were performen two different manufacturg@rhigh-performance numerical line
differential relays that also incorporated backup impedance and direcii@raurent
tripping elements.The selected relays to be evaluated were:

a. SetA1 Mfg./Model V2M2
b. SetBi Mfg./Model V1M1

2. Backupline distance (21) and directiomafercurrenprotection(50/51) element performance
was evaluated in a separate test case testlinerdifferential(87L) so as to produce distinct
results for protection test case analysis.

3. Differential protection communications was via an industry standard IEEE C84.RB
channel that connected the local and remote simulation relays via amodé{MM) fiber-
optic jumper. As the communications channel effect on relaying performance was not under
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study, a direct fibeoptic connection without multiplex or transmission delay was assumed
for the test.

4. Differential element settings matethithose intalled in the identified substation relays as
much as possible.

5. For precommercial demonstratipan RTDS model of the identified substation, using
equivalents to represent the system beyond the remote substation buses, was used to generate
COMTRADE dataifes for each line node for playback by relay test s€he secondary
current and voltage playback signals were connected to the appropriate MUs and relay analog
inputs COMTRADE results for this test are included in Appendix F with the file names
descibed in Sectior®.

6. Trip and close signals to the breakers were via GOOSE messages to the appropriate MUs,
and the breakers were simulated by latghielays. Programmable pushbuttons on the
protective relays were configured to simulate manual trip and close logic to represent panel
mounted control switches.

Test case voltage and current injection from relay test sets
1. MU169/138KkV Line CB 2)for local relays
a. Mfg./Model V1M5
b. CTR=400T
c. PTR=700T (Wbus)

2. Direct mnnection to 8tA andB remote relays
Set A 87L Performance Tests (Mfg./Model V2M2)

1. Simulate a 3LG fault behind the local 87L Set A by COMTRADE playback injection and
record the followig:
a. Local Relay 87L Element Restrained? (Yes/No)Yes
b. Local Relay 87L Element Restrained? (Yes/No)Yes
c. Comments: Nonei proper operation, no event records triggered in local relay

2. Simulate a 1LG fault behind the local 87L Set A by COMTRADE playligjekction and
record the following:
a. Local Relay 87L Element Restrained? (Yes/No)Yes
b. Local Relay 87L Element Restrained? (Yes/No)Yes
c. Comments: Nonei proper operation, no event records triggered in local relay

3. Simulate a 3LG fault closim to thelocal 87L Set A by COMTRADE playback injection and
record the following:

a. Download event records from the relays at each line end

b. Fault Initiation Time: 9:52:00.532 PM

c. Local Relay 87L Trip Initiation Time: _ 9:52:00.543 PM
d. Remote Relay 87L Trip Initiationie:_9:52:00.543 PM
e
f.

Local Relay 52a Open Detected Time:9:52:00.565 PM
Comments: True subcycle relay operation

4. Simulate a 1LG fault closia to the local 87L Set A by COMTRADE playback injection and
record the following:
a. Download event records fromefrelays at each line end
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Fault Initiation Time: 10:14:30.534 PM

Local Relay 87L Trip Initiation Time: _10:14:30.549 PM
Remote Relay 87L Trip Initiation Time:10:14:30.545 PM
Local Relay 52a Open Detected Time:10:14:30.565 PM
Comments: True subcyclerelay operation

~oao0o

5. Simulate a 3LG fault behind the remote 87L Set A by COMTRADE playback injection and
record the following:
a. Local Relay 87L Element Restrained? (Yes/No)Yes
b. Local Relay 87L Element Restrained? (Yes/No)Yes
c. Comments: Nonei proper operabn, event triggered by overreaching distance

protection

6. Simulate a 1LG fault behind the remote 87L Set A by COMTRADE playback injection and
record the following:
a. Local Relay 87L Element Restrained? (Yes/No)Yes
b. Local Relay 87L Element Restraingfas/No). _Yes

c. Comments: Nonei proper operation, event triggered by overreaching distance
protection

Set B 87L Performance Tests (Mfg./Model V1M1)

1. Simulate a 3LG fault behind the local 87L Set A by COMTRADE playback injection and
record the following:
a. Local Relay 87L Element Restrained? (Yes/No)Yes
b. Local Relay 87L Element Restrained? (Yes/No)Yes
c. Comments: Nonei proper operation, no event records triggered in local relay

2. Simulate a 1LG fault behind the local 87L Set A by COMTRADE playback iojeethd
record the following:
a. Local Relay 87L Element Restrained? (Yes/No)Yes
b. Local Relay 87L Element Restrained? (Yes/No)Yes
c. Comments: Nonei proper operation, no event records triggered in local relay

3. Simulate a 3LG fault closia to the local 87LSet A by COMTRADE playback injection and
record the following:
a. Download event records from the relays at each line end
b. Fault Initiation Time: 7:05:00.492 PM
c. Local Relay 87L Trip Initiation Time: _7:05:00.517 PM
d
e
f.

Remote Relay 87L Trip Initiation Time:7:05:00.519 PM
Local Relay 52a Open Detected Time:7:05:00.567 PM
Comments: 1.4 cycle relay operationthis wasslow for a highkend 87L relay

4. Simulate a 1LG fault closi to the local 87L Set A by COMTRADE playback injection and
record the following:
a. Download event records from the relays at each line end
b. Fault Initiation Time: 6:55:30.492 PM
c. Local Relay 87L Trip Initiation Time: _ 6:55:30.515 PM
d. Remote Relay 87L Trip Initiation Time:6:55:30.523 PM
e. Local Relay 52a Open Detected Time:6:55:30.569 PM
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f. Comments: 1.4 cycle relay operationthis wasslow for a highend 87L relay

5. Simulate a 3LG fault behind the remote 87L Set A by COMTRADE playback injection and
record the following:
a. Local Relay 87L Element Restrained? (Yes/No)Yes
b. Local Relay 87L Elemnt Restrained? (Yes/No): Yes
c. Comments: Nonei proper operation, no event records triggered in local relay

6. Simulate a 1LG fault behind the remote 87L Set A by COMTRADE playback injection and
record the following:
a. Local Relay 87L Element Restrained? (Né®):_ Yes
b. Local Relay 87L Element Restrained? (Yes/No)Yes
c. Comments: Nonei proper operation, no event records triggered in local relay

Test Case #3 1 Line Distance and Directional Overcurrent Protection (21 and
50/51)

Relay Test Setup Conditions and Requirements

1. The tests were performen two different manufacturg@rhigh-performance numerical line
differential relays that also incorporate backup impedance and direati@ralirrent
tripping elementsThe selected relays to be evaluated were:

a. SetA - Mfg./Model V2M2
b. SetBi Mfg./Model V3M1

2. Linedistance (21) andirectionalovercurrenprotection (50/51) element performance was
evaluated in a separate test case test from line differ@ifia) so as to produce distinct
results for protection téesase analysis.

3. Distance and directionalvercurrenelement settings matched those installed in the identified
substation relays as much as possible.

4. For precommercial demonstratipan RTDS model of the identified substation, using
equivalents to repeent theslectricsystem beyond the remote substation buses was used to
generate COMTRADE data files for each line node for playback by relay testhets.
secondary current and voltage playback signals were connected to the appropriate MU analog
inputs. COMTRADE results for this test are included in Appendix F with the file names
described in Sectiof.

5. Trip and close signals to the breakers weaeGOOSE messages to the appropriate MUs,
and the breakers were simulated by latching rel®yegrammable pushbuttons on the
protective relays were configured to simulate manual trip and close logic to represent panel
mounted control switches.

Test Case Voltage and Current Injection from Relay Test Sets

1. MU1 (69/138 kV Line CB 2) for Set A
a. Mfg./Model V1M5
b. CTR=400T
c. PTR=700T (Wbus)

2. MU2 (69/138 kV Tie CB 3) for Set B
a. Mfg./Model V3M3
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b.
c.

CTR= 400T
PTR= 700T (W. bs)

3. MUS3 (69/138 kV BK41 CB 7) for Set B

a.

b.

C.

Mfg./Model V7M1
CTR=400T
PTR= 700T (W. hs)

Set A (21, 50, 51) Performance Tests (Mfg./Model V2M2)

1. Simulate a 3LG fault behind the breaker by COMTRADE playback injection and record the
following:

a.
b.

Relay Zone 1, 2, and 3 Forward 21P Elements Restrailved”™o): Yes

Comments: Nonel proper operation, no event records triggered in relay

2. Simulate a 1LG fault behind the breaker by COMTRADE playback injection and record the
following:

a.
b.
c.

Relay Zone 1 and 2 Forward 21G Elements Restrained? (Yes/NoY.es
RelayZone 1 Forward 50G and 51G Elements Restrained? (Yes/Nes
Comments: Nonel proper operation, no event records triggered in relay

3. Simulate a 3LG fault closi to the breaker by COMTRADE playback injection and record
the following:

@roooow

Download eventecord from the relay (the previous 87L test may besexl)
Fault Initiation Time: 9:52:00.532 PM

Relay Fault Initiation Time: _ 9:52:00.532 PM

Relay Zone 1 Forward 21P Trip Initiation Time: 9:52:00.542 PM

Relay Zone 2 and 3 Forward 21P Element PickiYfga/No) :Yes

Local Relay 52a Open Detected Time:9:52:00.576 PM

Comments: True subcycle relay operation

4. Simulate a 1LG fault closi to the breaker by COMTRADE playback injection and record
the following:

= R

Download event record from the relay (theyioeis 87L test may be 1a@sed)
Fault Initiation Time: 10:14:30.534 PM

Relay Fault Initiation Time: _ 10:14:30.534 PM

Relay Zone 1 Forward 21G Element Trip Initiation Time:10:14:30.542 PM
Relay Zone 2 Forward 21G Element Pickup? (Yes/No): Yes

Relay Zonel Forward 50G Element Trip Initiation Time: 10:14:30.549 PM
Relay Forward 51G Element Pickup? (Yes/No):Yes

Relay 52a Open Detected Time: 10:14:30.562 PM

Comments: True subcycle relay operation

5. Simulate a 3LG fault at the remote bus by COMTRADE pdayinjection and record the
following:

a.

b
c.
d.
e
f.

Download event record from the relay (the previous 87L test may-tosecd
Fault Initiation Time: 8:05:30.495 PM

Relay Zone 2 and 3 21P Pickup Time: 8:05:30.563 PM

Relay Zone 1 Forward 21P Element Restrain@@2/No): _Yes

Relay Zone 2 Forward 21P Trip Initiation Time: 8:05:30.766 PM
Relay Zone 3 Forward 21P Trip Initiation Time: 8:05:31.063 PM

COMPREHENSIVE FINALREPORT

105



g.
h.

Relay 52a Open Detected Time: 8:05:30.787 PM

Comments: Relay detected high SIR and switched in automatic SIR filtériinis
filtering added about 55ms of extra delay to the-2ld#Pement operation as compared
to the SeB performancdor the same faultThe actualnetworkin this locationhas

this actual codition as confirmed with therovided circuitmodel, so the relay acted
appropriately to improve securit21P2 delaywas200ms and 218 delaywas

500ms

6. Simulate a 1LG fault at the remote bus by COMTRADE playback injection and record the
following:

T TSe@TmoooTw

Download event record from the relay (the previous 87L test may e

Fault Initiation Time: 11:59:40.500 PM

Relay Zone 2 and 3 21G Pickup Time:11:59:40.518 PM

Relay Zone 1 Forward 21G Element Restrained? (Yes/Négs

Relay Zone 2 Forward 21G Prinitiation Time: _11:59:40.721 PM

Relay Zone 3 Forward 21G Trip Initiation Time:11:59:41.021 PM

Relay Zone 1 Forward 50G Element Restrained (Yes/NoY:es

Relay Forward 51G Element Trip Initiation TimeNo Operation

Relay 52a Open Detected Time: 11:59:40.744 PM

Comments:Re | ay 6 s gr oovercurrediglementwas notralald to detect
the 1L G fault due to marginal ground source behind relay, and almost equal
magnitude currents in the diaulted phases at almost the same phase a8§® as
thefaulted phase due to nearby isolated ground sources which probably lowered the
negativesequence polarizing voltagiehis behaviorwasnot a process bus issue but
a simulation corner casf.heactualnetworkin this locationhas this actual condition
as confirmed with therovided circuitmodel and demonstrates that numerical relay
settings should always incorporate alternate fault detecting elements.

Set B 21, 5(and 51 Performance Tests (Mfg./Model V3M1):

1. Simulate a 3LG4dult behind the breaker by COMTRADE playback injection and record the
following:

a.
b.
c.

Download event record from the relay
Relay Zone 1, 2, and 3 Forward 21P Elements Restrained? (Yes/Xes:
Comments: Nonel proper operation, no event records triggered layre

2. Simulate a 1LG fault behind the breaker by COMTRADE playback injection and record the

following:
a. Download event record from the relay
b. Relay Zone 1 and 2 Forward 21G Elements Restrained? (Yes/NoY.es
c. Relay Zone 1 Forward 50G and 51G Elemétestrained? (Yes/No):Yes
d. Comments: Nonei proper operation, no event records triggered in relay
3. Simulate a 3LG fault closm to the breaker by COMTRADE playback injection and record
the following:
a. Download event record from the relay
b. Fault InitiationTime:_14:43:08.476*
c. Relay Fault Initiation Time: __ 14:43:08.470
d. Relay Zone 1 Forward 21P Trip Initiation Time: 14:43:08.473
e. Relay Zone 2 and 3 Forward 21P Element Pickup? (Yes/Ke$ :
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f. Local Relay 52a Open Detected Time:14:43:08.496
g. Comments: Timing from SER report

***Note : Some relays reported tinusing a24 hour format. To simplify comparistretween this
section andhe filesin Appendix F, th&4 hour time formatvasutilized here to match the files in
Appendix F.

4. Simulate a 1LG faulktlosein to the breaker by COMTRADE playback injection and record
the following:

a. Download event record from the relay

b. Fault Initiation Time: 16:58:19.511

c. Relay Fault Initiation Time: _ 16:58:19.511

d. Relay Zone 1 Forward 21G Element Trip Initiation Time: 16:58:19.515

e. Relay Zone 2 Forward 21G Element Pickup? (Yes/No): Yes

f. Relay Zone 1 Forward 67G1 Element Trip Initiation Timel6:58:19.518

g. Relay Forward 51G Element Pickup? (Yes/No): Yes

h. Relay 52a Open Detected Time: 16:58:19.543

i. Comments:67G1 pickupslower than Z1G due to unigue phasor situation described
above

5. Simulate a 3LG fault at the remote bus by COMTRADE playback injection and record the
following:

Download event record from the relay

Fault Initiation Time: 3:28:13.466 PM

Relay Zone 2 21P Ekup Time: 3:28:13.478 PM

Relay Zone 1 Forward 21P Element Restrained? (Yes/N¥Egs

Relay Zone 2 Forward 21P Trip Initiation Time: 3:28:13.680 PM

Relay 52a Open Detected Time: 3:28:13.703 PM

Comments: Subcycle relay 21P operation; Zone 2 timer s#tZ00ms delay. This

rel ayo6s pvasvefyompmessivec e

@~oooow

6. Simulate a 1LG fault at the remote bus by COMTRADE playback injection and record the
following:

Download event record from the relay

Fault Initiation Time: 5:25:09.503 PM

Relay Zone 2 21®ickup Time: 5:25:09.515 PM

Relay Zone 1 Forward 21G Element Restrained? (Yes/Nogs

Relay Zone 2 Forward 21G Trip Initiation Time: 5:25:09.714 PM

Relay Zone 1 Forward 50G Element Restrained (Yes/NoYes

Relay Forward 51G Element Trip Initiation Tém 5:25:09.626 PM

Relay 52a Open Detected Time: 5:25:09.651 PM

Comments:Thi s r el ay 6 s oyarcarremebmettinadea difficubtyn a |

detecting the remote bus ground fault unlike SeSAbcycle relay 21G operation;

Zone 2 timer setfor20@s delay.Thi s r el ay Gasvepyempressivema n c e

e

Test Case #4 1 High Voltage (HV) Bus Overcurrent Differential Protection (87B-
50/51)

Relay Test Setup Conditions and Requirements

1. The selected relays to be evaluated were:
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2.

4.

a. SetA - Mfg./Model V2M1
b. SetB - Mfg./Model V1M3

Overcurrentifferential element settings matched those instalethe identified substation
relays as much as possible.

For precommercial demonstratipan RTDS model of the identified substation, using
equivalents to represent tekectricsystem beyond the remote substation buses was used to
generate COMTRADE data files for each line node for playback by relay tesThets.

secondary current and voltage playback signals were connected to the appropriate MU analog
inputs. COMTRADE results for this test are included in Appendix F with the file names
described in Sectiof.

Trip and close signals to the breakers wéaeGOOSE messages to the appropriate MUs,

and the breakers were simulated by latching rel&ysgrammable pushbuttons on the
protective relays were configured to simulate manual trip and close logic to represent panel
mounted control switches.

Test Case Voltage and Current Injection from Relay Test Sets

1.

2.

3.

MU1 (69/138 kV Line CB 2)
a. Mfg./Model V1M5
b. CTR=400T
c. PTR=7®T (W. kus)

MU2 (69/138 kV Tie CB 3)
a. Mfg./Model V3M3
b. CTR=400T
c. PTR=700T (W. bs)

MUS3 (69/138 kV BK41 CB 7)
a. Mfg./Model V7M1
b. CTR=400T
c. PTR=700T (W. lus)

Set A 87B50/510vercurrent Differential Performance Tests (Mfg./Model V2M1)

1.

Simulate a clos@n 3LG fault on the transmission line by COMTRADE playback injection
and record the following:

a. Relay 87B50/51 Restrained? (Yes/No)¥es

b. Comments: Nonei proper relay operation

Simulate a closén 1LG fault on the transmission line by COMTRADE playback injection
and record the following:

a. Relay 87B50/51 Restrained? (Yes/No)¥es

b. Comments: Nonei proper relay operation

Simulate a 3LG fault on theV bus by COMTRADE playback injection and record the
following:

a. Download event record from the relay

b. Fault Initiation Time: 2:55:00.495 PM

c. Relay Fault Initiation Time: _ 2:55:00.500 PM
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d. Relay 87B50P Trip Initiation Time: 2:55:00.500 PM
e. Relay Longest 52a @m Detected Time:2:55:00.528 PM
f. Comments: Excellent sukcycle operation

4. Simulate a 1LG fault on the HV bus by COMTRADE playback injection and record the
following:
a. Download event record from the relay
b. Fault Initiation Time: 3:34:11.504 PM
c. Relay Faultnitiation Time: _ 3:34:11.509 PM
d
e
f.

Relay 87B50/51Trip Initiation Time: _ 3:34:11.509 PM
Relay Longest 52a Open Detected Tin%34:11.535 PM
Comments: Excellent sukcycle operation

Set B 87B50/510vercurrent Differential Performance Tests (Mfg./Model V1M3)

1. Simulate a 3LG fault on the transmission line by COMTRADE playback injection and record
the following:
a. Relay 87B50/51 Restrained? (Yes/No)¥es
b. Comments: Nonei proper relay operation

2. Simulate an SLG fault on the transmission line by COMTRADE pladybgection and
record the following:
a. Relay DifferentialOvercurrenRestrained? (Yes/No)Yes
b. Comments: Nonei proper relay operation

3. Simulate a 3LG fault on the HV bus by COMTRADE playback injection and record the
following:
a. Download event record from the relay
b. Fault Initiation Time: 3:55:00.500 PM
c. Relay Fault Initiation Time:__3:55:00.504 PM
d
e
f.

Relay 87B50P Trip Initiation Time: 3:55:00.504 PM
Relay 52a Open Detected Ting55:00.534 PM
Comments: Excellent sukcycle operation

4. Simulate an SLG fault on the HV bus by COMTRADE playback injection and record the
following:
a. Download event record from the relay
b. Fault Initiation Time: 4:10:00.495 PM
c. Relay Fault Initiation Time: _ 4:10:00.503 PM
d
e
f.

Relay 87B50G Trip Initiation Time:4:1000.503 PM
Relay 52a Open Detected Tin2e10:00.533 PM
Comments: Excellent sukcycle operation

Test Case #5717 HV Bus Restrained Current Differential Protection (87B)

Relay Test Setup Conditions and Requirements

1. The selected relay to be evaluated were:
a. Mfg./Model V1M3
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2. Existing distribution substations and standards did nobusecurrendifferential protection
for this application, so settings did not match those installed in the identified substation
relays; typical industry standard settings werdiagdp

3. Forprecommercial demonstratipan RTDS model of the identified substation using,

equivalents to represent tekectricsystem beyond the remote substation buses was used to

generate COMTRADE data files for each line node for playback by relasetssi he

secondary current and voltage playback signals were connected to the appropriate MU analog

inputs. COMTRADE results for this test are included in Appendix F with the file names
described in Sectioé.

4. Trip and close signals to the breakers were via GOOSE messages to the appropriate MUs,

and the breakers were simulated by latching rel®ysgrammable pushbuttons on the

protective relaysvere configured to simulate manual trip and close logic to represent panel

mounted control switches.

Test Case Voltage and Current Injection from Relay Test Sets

1. MUL1 (69/138 kV Line CB 2)
a. Mfg./Model V1M5
b. CTR=400T
c. PTR=700T (W. hs)

2. MU2 (69/138 kV Tie B 3)
a. Mfg./Model V3M3
b. CTR=400T
c. PTR=700T (W. hs)

3. MUS3 (69/138 kV BK41 CB 7)
a. Mfg./Model V7M1
b. CTR=400T
c. PTR=700T (W. bs)

87B Restrained Current Differential Performance Tests (Mfg./Model V1M3)

1. Simulate a closén 3LG fault on the transmission line BOMTRADE playback injection
and record the following:
a. Relay DifferentialOvercurrenRestrained? (Yes/No)Yes
b. CommentsNonei proper relay operation

2. Simulate a clostn 1LG fault on the transmission line by COMTRADE playback injection
and record théollowing:
a. Relay DifferentialOvercurrenRestrained? (Yes/No)Yes
b. CommentsNonei proper relay operation

3. Simulate a 3LG fault on the HV bus by COMTRADE playback injection and record the
following:
a. Download event record from the relay
b. FaultInitiation Time; 3:55:00.500 PM
c. Relay Fault Initiation Time: _ 3:55:00.504 PM
d. Relay 87B Trip Initiation Time3:55:00.504 PM
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e. Relay 52a Open Detected Ting55:00.534 PM
f. Comments: Excellent sukcycle operation

4. Simulate a 1LG fault on the HV bus by COMTREBIlayback injection and record the
following:
a. Download event record from the relay
b. Fault Initiation Time: 4:10:00.495 PM
c. Relay Fault Initiation Time: _ 4:10:00.503 PM
d
e
f.

Relay Trip Initiation Time: 4:10:00.503 PM
Relay 52a Open Detected Tin2e10:00.533 PM
Comments: Excellent sukcycle operation

Test Case #6 17 HV Bus High Impedance Differential Protection (87B-HIZ)

Relay Test Setup Conditions and Requirements

1. The selected relay to be evaluated was:
a. Mfg./Model V2M4

2. Existing distribution substations asthndards did not use higinpedance differential
protection for this application, so settings do not match those installed in the identified
substation relays; typical industry standard settings were applied.

3. Forprecommercial demonstratipan RTDS modeof the identified substation, using
equivalents to represent the system beyond the remote substation buses was used to generate
COMTRADE data files for each line node for playback by relay test 3éis.secondary
current signals from the breakers boumgcthe differential zone were summed together in the
model and the output of this summation was connected to the MU analog input.
COMTRADE results for this test are included in Appendix F with the file names described in
Section6.

4. Trip and close signals to the breakers were via GOOSE messages to the appropriate MUs,
and the breakers were simulated by latching rel®ysgrammable pushbuttons the
protective relays were configured to simulate manual trip and close logic to represent panel
mounted control switches.

Test Case Voltage and Current Injection from Relay Test Sets

1. MU12 (69/138 kV Line CB 2, CB3, CB7 summed externally in gfHmpedane (H Z)
resistor assembly made by Mfg. V2)
a. Mfg./Model V3M3
b. CTR= Special Setting based on chosen resistor sétseg relay settings
documentation
c. PTR=700T (W. hs)

87B-HI1Z High Impedance Bus Differential Performance Tests (Mfg./Model V2M)

1. Simulate 83LG fault on the transmission line by COMTRADE playback injection and record
the following:
a. Relay 87BHIZ Restrained? (Yes/No): Yes
b. Comments: Test smulated by direct MU current injection from F6150e as resistor
assembly was not available
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2. Simulate a 1LGault on the transmission line by COMTRADE playback injection and record
the following:
a. Relay 87BHIZ Restrained? (Yes/NoQ): Yes
b. CommentsTest $mulated by direct MU current injection from F6150e as resistor
assembly was not available

3. Simulate a 3LGault on the HV bus by COMTRADE playback injection and record the
following:
a. Download event record from the relay
b. Fault Initiation Time: 3:35:24.653 PM
c. Relay Fault Initiation Time:__ 3:35:24.656 PM
d
e
f.

Relay 87BHIZ Trip Initiation Time: 3:35:24.656 PM

Relay 2a Open Detected Time: 3:35:24.680 PM
CommentsTestsimulated by direct MU current injection from F6150e as resistor
assembly was not available; relay saylwle performance

4. Simulate a 1LG fault on the HV bus by COMTRADE playback injection and recerd th
following:
a. Download event record from the relay
b. Fault Initiation Time: 3:36:42.554 PM
c. Relay Fault Initiation Time:__ 3:36:42.557 PM
d
e
f.

Relay 87BHIZ Trip Initiation Time: 3:36:42.557 PM

Relay 52a Open Detected Time: 3:36:42.581 PM
CommentsTestsimulated ly direct MU current injection from F6150e as resistor
assembly was not available; relay saylwle performance

Test Case #7 1 Transformer Restrained Current Differential Protection (87T)

Relay Test Setup Conditions and Requirements

1. The selected relays te evaluated were:
a. SetAi Mfg./Model V2M3
b. SetBi Mfg./Model V1IM3

2. Transformer restrained differential current element settings matched those installed in the
identified substation relays as much as possible.

3. Forprecommercial demonstratipan RTDS model of the identified substation, using
equivalents to represent tekectricsystem beyond the remote substation buses was used to
generate COMTRADE data files for each line node for playback by relay testbets.
secondary current and vaffe playback signals were connected to the appropriate MU analog
inputs. COMTRADE results for this test are included in Appendix F with the file names
described in Sectio.

4. Trip and close signals to the breakers were via GOOSE messages to the appropriate MUs,
and the breakers were simulated by latching rel&ysgrammable pushbuttons on the
protective relays were configured to simulate manualanid close logic to represent panel
mounted control switches.

Test Case Voltage and Current Injection from Relay Test Sets

1. MU3 (69/138 kV BK41 CB 7)
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112



a.

Mfg./Model V7M1

b. CTR=400T

C.

PTR= 700T (Wbus)

2. MU4 (12 kV BK41 CB 11)

a.
b.
c.

Mfg./Model V7M1
CTR=400T
PTR= 100 (12kV busg

3. MU7 (12 kV BK41 CB 14)

a.
b.
c.

Mfg./Model V2M5
CTR=400T
PTR=100T {2kV bug

Set A 87T Transformer RestrainedOvercurrent Diff. Performance Tests (Mfg./Model V2M3)

1. Simulate a 3LG fault on theigh voltage buby COMTRADE playback injection and record
the following:

a.
b.

Relay DifferentialOvercurrenRestrained? (Yes/No)Yes
Comments: No operation for out of zone fault

2. Simulate alL.G fault on thehigh voltage bupy COMTRADE playback injection and record
the following:

a.
b.

Relay DifferentialOvercurrenRestrained? (Yes/No)Yes
Comments: No operation for out of zone fault

3. Simulate a 3LG faulin the transformer zoney COMTRADE playback injection and record
the following:

S@me o0 Ty

Download event record from the relay

Fault Initiation Time: 8:23:30.48 PM

Relay FaultickupTime: 8:23:30.488 PM
Relay50P Triplnitiation Time; 8:23:30.46 PM
Relay87U Trip Initiation Time:8:23:30505PM
Relay87RTrip Initiation Time;8:23:30515PM
RelayLongest52a Open Detectéfime:_8:23:30516 PM
Comments: Excellent operation

4. Simulate a 1LG fault ithetransformer zoney COMTRADE playback injection and record
the following:

@roooow

Download event record from the relay

Fault Initiation Time: 9:00:30.494 PM

Relay FaultickupTime: 9:00:30494PM
Relay50G Triplnitiation Time:9:00:30.503 PM
Relay87RTrip Initiation Time:9:00:30519PM
RelayLongest52a Open Detected Timed:00:30523PM
Comments: Excellent operation
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Set B 87T Transformer RestrainedOvercurrent Diff. Performance Tests (Mfg./Model V1M3)

1. Simulate a 3LG fault on theigh voltage buby COMTRADE playback injection and record

the following:
a. Relay DifferentialOvercurrenRestrained? (Yes/No)Yes
b. Comments: No operation for out of zone fault

2. Simuate allL.G fault on thehigh voltage bupy COMTRADE playback injection and record
the following:
a. Relay DifferentialOvercurrenRestrained? (Yes/No)Yes
b. Comments: No operation for out of zone fault

3. Simulate a 3LG faulin the transformer zoney COMTRADE playback injection and record
the following:

Download event record from the relay

Fault Initiation Time: 9:23:30468 PM

Relay FaultickupTime: 9:23:30.518 PM

Relay50P Triplnitiation Time; **No Operation

Relay87U Trip Initiation Time:**No Operation

Relay87RTrip Initiation Time;**No Operation

RelayLongest52a Open Detected Tima\/A

Comments:* * Rel ay restrained due to fdABad Qual:

Stream. Thiswasa possible ICD/CID configuration issue with the process b

communications module.

~PoTToTp

4. Simulate a 1LG fault ithetransformer zoney COMTRADE playback injection and record
the following:

a. Download event record from the relay

b. Fault Initiation Time: 10:00:30.40 PM

c. Relay FaulickupTime: 10:00:30.520 PM

j.  Relay50G Triplnitiation Time;**No Operation

d. Relay87RTrip Initiation Time:**No Operation

e. RelayLongest52a Open Detected Tima\/A

f. Comments:* * Rel ay restrained due to ABad Qual.
Stream. Thiswasa possible CID/ICD configation issue with the process bus
communications module.

Test Case #8 1 Transformer Overcurrent Protection (50/51T)

Relay Test Setup Conditions and Requirements

1. The tests were performd®n four relays frontwo different manufactureriof high-
performance nmericalovercurrentelays. The selected relays to be evaluated were:
a. SetA1 Mfg./Model V2M4
b. SetBi Mfg./Model V1M4
c. SetCi Mfg./Model V2M3
d. SetDi Mfg./Model V1IM3

2. Overcurrenelement settings matched those installed in the identified substation relays as
much as possible.
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3. Forprecommercial demonstratipan RTDS model of the identified substation, using
equivalents to represent tekectricsystem beyond the remote substatiases was used to
generate COMTRADE data files for each line node for playback by relay tesThets.
secondary current playback signals were connected to the appropriate MU analog inputs.
COMTRADE results for this test are included in Appendix F whtnfile names described in
Section6.

4. Trip and close signals to the breakers were via GOOSE messages to the appropriate MUs,
and the breakers were simulated by latching rel&ysgrammable pushbuttons on the
protective relays were configured to simulate manual trip and close logic to regasel
mounted control switches.

Test Case Voltage and Current Injection from Relay Test Sets

1. MU3 (69/138 kV BK41 CB 7)
a. Mfg./Model V7M1
b. CTR=400T
c. PTR=700T (Wbus)

2. MU11 (BK41 Neutral)
a. Mfg./Model V2M5
b. CTR=600T
c. PTR= Not Used

Set A (50/51)Performance Tests (Mfg./Model V2M4)

1. Simulate a transformer 3LG fault by COMTRADE playback injection and record the
following:
a. Download event record from the relay
b. Event Initiation TimeB8:23:30.488 PM
c. Relay 50P Trip Initiation Time8:23:30.498 PM
d
e

Relay52a Open Detected Tim@:23:30.508 PM
Comments: Excellent sukcycle operation

2. Simulate a transformer 1LG fault by COMTRADE playback injection and record the
following:
a. Download event record from the relay
b. Event Initiation Time9:00:30.494 PM
c. Relay 5N Trip Initiation Time:9:00:30.504 PM
d
e

Relay Open Detected Time: 9:00:30.514 PM
Comments: Excellent subcycle operation

Set B (50/51) Performance Tests (Mfg./Model V1M4)

1. Simulate a transformer 3LG fault by COMTRADE playback injection and record the
following:
a. Download event record from the relay
b. Event Initiation Time9:23:30.492 PM
c. Relay 50P Trip Initiation Time9:23:30.502 PM
d. Relay Longest 52a Open Detected Tin#23:30.512 PM
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e. Comments: Excellent sukcycle operation

2. Simulate a transformer 1Lfault by COMTRADE playback injection and record the
following:

a
b.
c.
d
e

Download event record from the relay

Event Initiation Time210:00:30.505 PM

Relay 50N Trip Initiation Time10:00:30.516 PM

Relay Longest 52a Open Detected Tin0:00:30.528 PM
Comments: Excellent sukcycle operation

Set C (50/51) Performance Tests (Mfg./Model V2M3)

1. Simulate a transformer 3LG fault by COMTRADE playback injection and record the
following:

PoOoTO

Download event record from the relay

Event Initiation Time8:23:30.488 PM

Relay ®P Trip Initiation Time:8:23:30.496 PM
Relay 52a Open Detected Tin823:30.516 PM
Comments: Excellent Operation

2. Simulate a transformer 1LG fault by COMTRADE playback injection and record the
following:

a
b.
c.
d
e

Download event record from the relay

Event Iniiation Time;9:00:30.494 PM

Relay 50N Trip Initiation Time9:00:30.503 PM
Relay 52a Open Detected Ting00:30.519 PM
Comments: Excellent Operation

Set D (50/51) Performance Tests (Mfg./Model V1M3)

1. Simulate a transformer 3LG fault by COMTRAREyback injection and record the
following:

a
b.
c.
d
e

Download event record from the relay

Event Initiation Time9:23:30.488 PM

Relay 50P Trip Initiation Time**No Operation

Relay Longest 52a Open Detected TiméfA

Comments* * Rel ay restraihed daeatbafnfBat
Stream Thiswasa possible ICD/CID configuration issue with the process bus
communications module.

2. Simulate a transformer 1LG fault by COMTRADE playback injection and record the
following:

PO TR

Download event record from thelay

Event Initiation Time10:00:30.470 PM

Relay 50N Trip Initiation Time**No Operation

Relay Longest 52a Open Detected Timé/A

Comments* * Rel ay restrained due to ABad
Stream Thiswasa possible CID/ICxonfiguration issue with the process bus
communications module.
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Test Case #9171 12 kV Bus Partial Overcurrent Differential Protection (87B-
51P/G)

Relay Test Setup Conditions and Requirements

1. The selected relays to be evaluated were:
a. SetA1 Mfg./Model V2M4
b. SetBi Mfg./Model V1M4

2. Differential overcurrenelement settings matched those installed in the identified substation
relays as much as possible.

3. Forprecommercial demonstratipan RTDS model of the identified substation, using

equivalents to represent the system beyond the remote substation) buses, was used to generate

COMTRADE data files for each line node for playback by relay test 3éis.secondary

current and voltage plaack signals were connected to the appropriate MU analog inputs.
COMTRADE results for this test are included in Appendix F with the file names described in
Section6.

4. Trip and close signals to the breakers were via GOOSE messages to the appropriate MUs,
and the breakers were simulated by latching rel®ysgrammable pushbuttons on the
protective relaysvere configured to simulate manual trip and close logic to represent panel
mounted control switches.

Test Case Voltage and Current Injection from Relay Test Sets

1. MU5(12kV Tie CB 10)
a. Mfg./Model V2M5
b. CTR=400T
c. PTR=100T(12kV bus)

2. MU10(12kV BK41CB 14)
a. Mfg./Model V7M1
b. CTR=400T
c. PTR=100T(12kV bus)

3. MU13 (12 kV Tie CB 2D
a. Mfg./Model VIM5
b. CTR=400T
c. PTR=100T(12kV bus)

Set A 87B50/510vercurrent Differential Performance Tests (Mfg./Model V2M4)

1. Simulate 3LG fault in the transformer by COMTRAPERyback injection and record the
following:
a. Relay 87B51 Restrained? (Yes/No)es
b. Comments: No operation for out of zone fault, no event reports generated

2. Simulate an SLG fault in the transformer by COMTRADE playback injection and record the
following:
a. Relay 87B51 Restrained? (Yes/No)es
b. Comments: No operation for out of zone fault, no event reports generated
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3. Simulate a 3LG fault on the 12 kV bus by COMTRADE playback injection and record the
following:

Download event record from the relay

Faut Initiation Time: 2:51:00.203 PM

Relay Fault Pickup Time: 2:51:00.207 PM

Relay 87B51P Trip Initiation Time: 2:51:01.541 PM

Relay Longest 52a Open Detected Tin#®51:01.569 PM

Relay 51 element operated with the expected time delay? (Yestds):

Commens:_87B-51P Element hsinversetime delay

@roooow

4. Simulate an SLG fault on the 12 kV bus by COMTRADE playback injection and record the
following:
a. Download event record from the relay
b. Fault Initiation Time: 3:14:09.501 PM
c. Relay Fault Pickup Time: 3:14:09.506 PM
d
e
f.

Relay 87B51P/G Trip Initiation Time: 3:14:11.206 PM

Relay Longest 52a Open Detected Tin%14:11.229 PM

Relay 51 element operated with the expected time delay? (Yestés):
g. Comments:87B-51P/G Elements have inverSme delay

Set B 87B50/510vercurrent Differential Performance Tests (Mfg./Model V1M4)

1. Simulate 3LG fault in the transformer by COMTRADE playback injection and record the

following:
a. Relay 87B51 Restrained? (Yes/No)es
b. Comments: No operation for out of zone fault, no eventaep generated

2. Simulate an SLG fault in the transformer by COMTRADE playback injection and record the
following:
a. Relay 87B51 Restrained? (Yes/No)es
b. Comments: No operation for out of zone fault, no event reports generated

3. Simulate a 3LG fault ohe 12 kV busby COMTRADE playback injection and record the
following:

Download event record from the relay

Fault Initiation Time: 7:52:30.536 PM

Relay Fault Pickup Time: 7:52:30.541 PM

Relay 87B51P Trip Initiation Time: 7:52:31.893 PM

Relay Longest 528pen Detected Time7:52:31.906 PM

Relay 51 element operated with the expected time delay? (YesH¥s):

Comments: 87B-51P Element has inversiene delay

@roooow

4. Simulate an SLG fault on the 12 kV bus by COMTRADE playback injection and record the
following:

Download event record from the relay

b. Fault Initiation Time: 4:14:09.502 PM

c. Relay Fault Pickup Time: 4:14:09.508 PM

d. Relay 87B51P/G Trip Initiation Time: 4:14:11.218 PM

e

f.

o

Relay Longest 52a Open Detected Timt14:11.236 PM
Relay 51 element operated with #nected time delay? (Yes/NoYes
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g. Comments:87B-51P/G Elements have inverime delay

Test Case #1071 12 kV Bus Restrained Current Differential Protection (87B)

Relay Test Setup Conditions and Requirements

1.

2.

4.

The selected relay to be evaluateas
a. Mfg./Model V2M3

Thetypical existing distribution substations do not currently usstrainecvercurrent
differential protection for this applicatipalthough it was shown on the standard drawings
so settings id not match those installed in theentified substatiomelays.

For precommercial demonstratipan RTDS model of thielentified substation, using
equivalents to represent the system beyond the resub&tatiorbuseswas used to generate
COMTRADE data files for each line node for playbacké&haytest sets The secondary

current and voltage playback signelere connected to the appropriate MU analog inputs.
COMTRADE results for this test are included in Appendix F with the file names described in
Section6.

Trip andclose signals to the breakevsre via GOOSE messages to the appropriate MUs,
and the breakemsere simulated by latching relay®rogrammable pushbuttons on the
protective relayswere configured to simulate manual trip and close logic to represent panel
mounted control switches.

Test Case Voltage and Current Injection from Relay Test Sets

1.

MUS5 (12kV Tie CB 10)
a. Mfg./Model V25
b. CTR=400T
c. PTR=100T(12kV bug

MUG6 (12kV FeederCB 12)
a. Mfg./Model V3M3
b. CTR=240T
c. PTR=100T(12kV bug

MUS8 (12 kV Cap Feeder CB L7
a. Mfg./Model V6M1 and Mfg./Model V216
b. CTR=240T
c. PTR=100T(12kV bug

MU9 (12kV Transfer BusCB 11)
a. Mfg./Model V7M1
b. CTR=400T
c. PTR=100T(12kV bug

MU10(12kV BK41 CB 14)
a. Mfg./Model V7M1
b. CTR=400T
c. PTR=100T(12kV bug
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6. MU13 (12 kV Tie CB 2D
a. Mfg./Model VIM5
b. CTR=400T
c. PTR=100T(12kV bug

87B Restrained Current Differential Performance Tests (V2M3)

1. Simulate a 3LG fault on th@éap/Reactor feeddry COMTRADE playback injection and
record the following:
a. Relay87B TripRestrained? (Yes/No)Yes
b. Comments: No operation for out of zone fauhio event reports generated

2. Simulate a closén SLG fault on theCap/Reactor feeddry COMTRADE playback irgction
and record the following:
a. Relay87B TripRestrained? (Yes/No)Yes
b. Comments: No operation for out of zone fautio event reports generated

3. Simulate a 3LG fault on tHeV bus by COMTRADE playback injection and record the
following:
a. Download evenrecord from the relay
b. Fault Initiation Time: 9:41:39.@0 PM
c. Relay FaultickupTime: 9:41:39.093 PM
d
e
f.

Relay87B Trip Initiation Time;9:41:39101PM
RelayLongest52a Open Detected Timed:41:39136PM
Comments: Excellent HiSpeed Operatioh 3.4 cyclesfault application to clear

4. Simulate a SLG fault on the.V bus by COMTRADE playback injection and record the
following:

a. Download event record from the relay

b. Fault Initiation Time: 10:03:34.81 PM

c. Relay Fault Initiation Time:__ 10:03:34100PM
d. Relay87B Trip Initiation Time;10:03:34.094 PM
e
f.

RelayLongest52a Open Detected Timel0:03:34132PM
Comments: Excellent HiSpeed Operatidn3.1 cycles fault application to clear

Test Case #1171 Capacitor and Reactor Feeder Overcurrent Protection (50/51)

Relay Test Setup Conditions and Requirements
1. The tests were performden two different manufacturghigh-performance numerical feeder
relays that incorporated natirectionalovercurrentripping elementsThe selected relays to
be evaluated were:
a. SetAi Mfg./Model V2M4
b. SetBi Mfg./Model V1M4

2. Overcurrenelement settings matched those installed in the identified substation relays as
much as possible.

3. Forprecommercial demonstratipan RTDS model of the identified substation, using
equivalents to qeresent the system beyond the remote substation buses, was used to generate
COMTRADE data files for each line node for playback by relay test 3éis.secondary
current playback signals were connected to the appropriate MU analog iRgststs for
this test are included in Appendix F with the file names described in Séction
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4. Trip and close signals to the breakers were via GOOSE messagesappribgriate MUs
and the breakers were simulated by latching rel&ysgrammable pushbuttons on the
protective relays were configured to simulate manual trip and close logic to represent panel
mounted control switches.

Test Case Voltage and Current Injection from Relay Test Sets

1. MUS (12 kV CB17)

a.

Mfg./Model V6M1 and Mfg./Model V2M6

b. CTR=240T

C.

PTR= 100T {2KV bu9

Set A (50/51) Performance Tests (Mfg./Model V2M4)

1. Simulate a 12 kV feeder 3LG fault downstream of Breakkebyl COMTRADE playback
injection and record the following:

@~oooow

Download event record from the relay

Fault Initiation Time: 3:34:11.454 PM

Relay Fault Pickup Time: 3:34:11.504 PM

Relay Trip Initiation Time: 3:34:11.508 PM

Relay 52a Open Detected Tin%34:11.528 PM

Relay Element Tripped50P

Comments: Feeder too short for 51P operation

2. Simulate a 12 kV feeder 1LG fault downstream of Breaker 17 by COMTRADE playback
injection and record the following:

a
b.
c.
d
e
f.

g.

Download event record from the relay

Fault Initation Time: 8:10:00488PM

Relay FaultickupTime: 8:10:00.538 PM
Relay Trip Initiation Time: 8:10:00.83PM
Relay 52a Open Detected Tin&10:00.52PM
Relay Element TrippedOP and 50G

Comments: Feeder too short for 51P/G operation

Set B(50/51) Performance Tests (Mfg./Model V1M4)

1. Simulate a 12 kV feeder 3LG fault downstream of Breaker 17 by COMTRADE playback
injection and record the following:

@~eoooow

Download event record from the relay

Fault Initiation Time: 4:34:11.498 PM

Relay Fault Pickug@ime: 4:34:11.506 PM

Relay Trip Initiation Time:  4:34:11.515 PM

Relay 52a Open Detected Tinze34:11.545 PM

Relay Element Tripped0P

Comments: Feeder too short for 51P operation

2. Simulate a 12 kV feeder 1LG fault downstream of Breaker 17 by COMTRg&mback
injection and record the following:
a. Download event record from the relay

b.

Fault Initiation Time: 4:39:41.080 PM
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Relay Fault Pickup Time: 4:39:41.088 PM
Relay Trip Initiation Time: __ 4:39:41.089 PM
Relay 52a Open Detected Tin?e39:41.112 PM
Relay Element Tripped0P and 50G

Comments: Feeder too short for 51P/G operation

@~eoao

Test Case #1217 Capacitor Bank Unbalance Protection (59N)

Relay Test Setup Conditions and Requirements

1. The test was per f or me-gderfasnmnce mumericabfeedef relay thatr er 6 s
incorporated zersequence overoltage elements (59N)T'he selected relay to be evaluated
was:
a. Mfg./Model V3M2

2. 3Vpovervoltage element settings matched those installed in the identified substation relays as
much as possible.

3. Forprecommercial demonstratidresting, a static test plan was developed for the relay test
set. The secondary voltage signal was directlyramted to the relays analog inputs.
COMTRADE results for this test are included in Appendix F with the file names described in
Section6.

4. Trip andclose signals to the breakers were via GOOSE messages to the capacitor bank
automation controller, and the breakers were simulated by latching réleygrammable
pushbuttons on the protective relays were configured to simulate manual trip and étose log
to represent panel mounted control switches.

Test Case Voltage and Current Injection from Relay Test Sets

Merging unitswere not used for this simulation test ag/és unlikely that the factorpuilt capacitor
bankwould ever use merging units and caatiple relays since the wiringas all factory installed
and the assembly shipped as onegsgembled unit to the job site.

59N Performance Tests (Mfg./Model V3M2)

Simulate a capacitor bank g¥vervoltage condition by relay voltage injection and record the
following:

1. Download sequential evesriecorder (SER) and event recorder (ER) from the protective
relay and associated reactor and capacitor bank automation controllers for the tests
Event hitiation Time: 16:08:46.024

Relay Trip Time:16.08.46.528

Relay 59N element operated with the expected time delay? (Ye¥B®):

Relay 59N element tripped and locked out all capacitor breakers? (Ye¥B®):
Capacitor automation controller cannot opefdackedout breakers? (Yes/NoY.es
Comments: 0.5 Sec 59N element definitene delay

NooarwN
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Test Case #1317 Reactor Unbalance Protection (51Q)

Relay Test Setup Conditions and Requirements

1. The test was per f or me-gerfamnmance mumaraifeeden relaychatu r er 6 s

incorporated negativeequence (3) overcurrenelements (59Q). The selected relay to be
evaluated was:
a. Mfg./Model V3M2

2. 3lyovercurrenkelement settings matched those installed in the identified substation relays as
much as possible.

3. Forprecommercial demonstratidesting, a static test plan was developed for the relay test
set. The secondary current signals were directly connected to the relays analog inputs.
COMTRADE results for this test are included in Appendix F with therfdenes described in
Section6.

4. Trip and close signals to the breakers were via GOOSE messages to the reactor bank
automation controller, and the breakers were simulated by latching réleygrammable
pushbuttons on therotective relays were configured to simulate manual trip and close logic
to represent panel mounted control switches.

Test Case Voltage and Current Injection from Relay Test Sets

Merging unitswere not used for this simulation test ag#sunlikely tha the factorybuilt reactor
bankwould ever use merging units and compatible relays since the wiaagall factory installed
and the assembly shipped as oneggsembled unit to the job site.

Test Case Performance Tests

Test cas@erformance testsereintended to demonstrate proper operation of the test bedassdup
relay settings, and to record performance result data for thetsitdyase Tripping of circuit
breakeravas simulated by latching relays connected to MU digital outpQtgical timing and
observed element operatiams recorded.

51Q Performance Tests (Mfg./Model V3M2)
Simulate a reactor bankz.3lvercurrencondition by relay current injection and record the following:

1. Download SER and ER from the protective relay and associzdetbr and capacitor bank
automation controllers for the tests

Event Initiation Time:15:36:35.014

Relay Trip Time:15:36:35.735

Relay 51Q element operated with the expected time delay? (Ye¥am):

Relay 51Q element tripped and locked out all readmteakers? (Yes/No)Yes

Reactor automation controller cannot operate loakgdbreakers? (Yes/No): Yes
Comments:510Q Element has invergine delay

NoasrwN

Test Case #1417 Reactor and Capacitor Bank VAR Control Automation

Relay Test Setup Conditions and Requirements

1. The test was performed with two automation controllers that match the existing installations,
and incorporate both GOOSE digital and analog signallige selected automation relay to
be evaluated was:
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a. Mfg./Model V3M4

2. Thetestwas performeddu ng o ne ma n-peffancahce numeriGaserchrierg h
relay to measure and signal VAR flow data via GOOSE analbigis. relay was used to line
impedance andvercurrenprotection (see Line Distance and Directional Overcurrent Test
Case above),ut was mapped to MU3 which was transformer primary breaker CB7. The
selected relay to be used was:

a. Mfg./Model V3M1

3. Automation controller logic settings matched those installed in the most recent capacitor and
reactor bank installations as much as possible.

4. Forprecommercial demonstratidasting, a static test plan was developed for the relay test
set because RTDS simulation files would be too large for the relay test sets for what was a
slow operating control function (switching in/out reactors and ctgaciould never be
performed quickly in regulatory control applications to avoid voltage instability and excess
wear on the breakersY.he secondary current and voltage simulation signals from the test set
were connected to the appropriste) analog inpts. SERresults for this test are included in
Appendix F with the file names described in Secon

5. Trip and close signals to the breakers were via GOOSE messages to the reactor bank
automation controller, and the breakers were simulated by latching réleygrammable
pushbuttons and tgets on the protective relays and automation controllers were configured
to simulate manual trip and close logic to represent panel mounted control switches and panel
status lamps for the breakers.

Test Case Voltage and Current Injection from Relay Test Sets

1. MUS3 (69/138 kV BK41 CB 7)
a. Mfg./Model V7M1
b. CTR=400T
c. PTR=700T (Wbus)
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Capacitor and Reactor Bank Automation Performance Tests (Mfg./Model M 1 and V3M4)

1. Starting from a reset position with the 51Q and 51N relay lockouts reset, and no capacitor or
reactor bank simulated breakers closed, apply a VAR flow into the transformer above the
threshold switching point (+1.8 MVAR):

a.
b.
c.
d.

e.

Did capacitor bank controller add a cap within the expected time delay? (Yes/No):
Yes

Did reactor bank controller add operate2¢$Mo): No

Did proper breaker status indicators indicate? (Yes/N@s

Can additional cap steps be added if VAR flmasmaintained above threshold for
programmed delay time? (Yes/NoYes

Comments: Delays set faster than actual installations to sg®demonstration

2. Starting from the last capacitor step added state, apply a VAR flow out the transformer above
the threshold switching pointl(.8 MVAR):

a.
b.
c.
d.

e.

Did capacitor bank controller remove a cap within the expected time delay?
(Yes/No)Yes

Did reacte bank controller add operate? (Yes/NdJo

Did proper breaker status indicators indicate? (Yes/Ne@s

Can additional cap steps be removed if VAR flmasmaintained above threshold
for programmed delay time? (Yes/NoYes

Comments: Delays set fasteghan actual installations to speed lab demonstration

3. Continuing with the capacitor step removal action keep applying a VAR flow out the
transformer above the threshold switching poibi§ MVAR):

a.

b.
c.
d.

e.

f.

Did capacitor bank controller remove all caps withingkpected time delay?
(Yes/No)Yes

Did reactor bank controller start adding reactor steps after the capacitor breakers
were all opened and with the expected delay time? (YesN&s:

Did proper breaker status indicators indicate? (Yes/N@&s

Can additioal reactor steps be added if VAR flavasmaintained above threshold

for programmed delay time? (Yes/NoYes

Can the reactor bank controller add all the reactance steps in the specified time delay
period, one at a time? (Yes/N&es

Comments: Delays sefaster than actual installations to speed lab demonstration

4. Apply a VAR flow into the transformer above the threshold switching point (+1.8 MVAR):

a.

b.

Will the reactor bank controller remove all reactance steps within the expected time
delay until thecapacitor and reactevereback at the original starting point of no
reactance correction applied? (Yes/NoXes

Comments: Delays set faster than actual installations to speed lab demonstration

5. Demonstrate manual cap and reactor bank operation:

a.

b.

C.

d.

Will each controller manually add and subtract reactance steps under pushbutton
command? (Yes/No)Yes

Will the reactor bank controller block adding capacitor steps while any reactor step
breakeravereclosed? (Yes/No): Yes

Will the capacitor bank controller blk@adding reactor steps while any capacitor step
breakersvereclosed? (Yes/No): Yes

Comments: Delays set faster than actual installations to speed lab demonstration
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6. Download SER from each bank controller that records the actions above for the psbject te
record.

Test Case #1571 Line Frequency and Voltage (81, 27, and 59)

Relay Test Setup Conditions and Requirements

1. The tests were performed on two different manufactaregs-performance numerical line
relays that incorporated under/over voltage and frequency elenTdrgsselected relays to be
evaluated were:

a. SetA - Mfg./Model V2M2
b. SetBi Mfg./Model V3M1

2. Voltage (27/59) and frequency (8irptection element performamavere evaluated in a
separate test case test frine differential (87L), dstance (21), andvercurren{50/51) test
cases due tthe typical time delay used with these protective elements

3. Forprecommercial demonstratidesting, simulation of 27, 58nd 81U events ere
performed by use of a relay test set with-pregrammed static test plaBecause relay
elements used for tripping on voltage or frequency were delayed far longer than fault
protection elements, an RTDS simulation generated COMTRABR/&s too large to use
for playback testingCOMTRADE results for this test are included in Appendix F with the
file names described in Sectién

4. Trip and close signals to the breakeese via GOOSE messages to the appropriate MUs,
and the breakers were simulated by latching rel®yegrammable pushbuttons on the
protective relays were configured to simulate manual trip and close logic teseeppanel
mounted control switches.

Test Case Voltage and Current Injection from Relay Test Sets

1. MUL (69/138 kV Line CB 2) for Set A
a. Mfg./Model V1M5
b. CTR=400T
c. PTR=700T (Wbus)

2. MUZ2 (69/138 kV Tie CB 3) for Set B
a. Mfg./Model V3M3
b. CTR=400T
c. PTR=700T (W. hbs)

3. MU3 (69/138 kV BK41 CB 7) for Set B
a. Mfg./Model V7M1
b. CTR=400T
c. PTR=700T (W. bs)

Set A (27, 59, 81U) Performance Tests (Mfg./Model V2M?2)

1. Simulate a 138 kV undeltage condition by COMTRADE playback injection and record
the following:
a. Download event record from the relay
b. Event Initiation Time4:33:20.002
c. Relay Pickup Time: 4:33:20.014
d. Relay 27 Trip Initiation Time: 4:33:21.017
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e. Relay 27 Elements operated with the expected time delay? (Yesds):
f. Relay recorded the correct voltagegnaude? (Yes/No)Yes
g. Comments:1.0sec programmed element delay

2. Simulate a 138 kV overoltage condition by COMTRADE playback injection and record the
following:

Download event record from the relay

Event Initiation Time4:30:50.994

Relay Pickup Tme:_4:30:50.014

Relay 59 Trip Initiation Time: 4:30:51.017

Relay 59 Elements operated with the expected time delay? (Yesh&y:

Relay recorded the correct voltage magnitude? (Yes/Mek

Comments: 1.0sec programmed element delay

@~oooow

3. Simulate a 13&V underfrequency condition by COMTRADE playback injection and record
the following:

Download event record from the relay

b. Event Initiation TimeB8:33:35.944

c. Relay Pickup Time: 8:33:36.144

d. Relay 81U Trip Initiation Time8:33:36.644

e

f.

o

Relay 81U Elements opted with the expected time delay? (Yes/NGds
Relay recorded the correct system frequency? (Yes/Nes3.
g. Comments:0.5sec programmed element delay

Set B (27, 59, 81U) Performance Tests (Mfg./Model V3M1)

1. Simulate a 138 kV undemltage conditioby COMTRADE playback injection and record
the following:

Download event record from the relay

Event Initiation Time210:27:26.981 AM

Element Pickup Timet0:27:27.017 AM

Relay 27 Trip Initiation Time: 10:27:27.184AM

Relay 27 Elements operated with th@ested time delay? (Yes/Nojes

Relay recorded the correct voltage magnitude? (Yes/Mek

Comments: 10 cycle (166.7mg)rogrammed element ldgy.

@~oooow

2. Simulate a 138 kV overoltage condition by COMTRADE playback injection and record the
following:

Download event record from the relay

Event Initiation Time210:04:30.98AM

Element Pickup Timet0:04:31.016 AM

Relay 59 Trip Initiation Time: 10:04:31.183 AM

Relay 59 Elements operated with the expected time delay? (Yesds):

Relay recorded the correaltage magnitude? (Yes/No)es

Comments: 10 cycle (166.7mg)rogrammed element delay

@~oooow

3. Simulate a 138 kV unddrequency condition by COMTRADE playback injection and record
the following:
a. Download event record from the relay
b. Event Initiation Time1057:35.542AM
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Element Pickup Timet0:57:35.559 AM

Relay 81U Trip Initiation Time10:57:36.059 AM

Relay 81U Elements operated with the expected time delay? (Ye¥h®):
Relay recorded the correct system frequency? (Yes/Me3.

Comments: 0.5 sec programmed element delay

@~eoao
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11. TEST RESULTS AND DATA ANALYSIS

Theanalysisof test results andataandthe methoalogy for thedevelopment of findingare
discussed belowAfter the testing was completggilach of the items identified in thestplan were
reviewed andssigned to an engineer fmalysis

Measurement and Verification

Theprojectteamprovidedmetrics forthe performance of their traditional hardwired protective relay
system. The primary measurement of interest was the protection system operation time. This time
was measured from the initiation of the fault conditionil the relay received status that the breaker
simulator had operated’hese valuewsere used to compare therformance of the IEC 61850
protection and control schemedentified in the use case® the traditionaP&C schemes This
information was readily obtained from thedlayevent recorderand COMTRADE waveform capture
capabilities in the relaysSeeAppendix Ffor COMTRADE graphical analysis

Interoperability was more subjective. In general, the interoperability requirements werenyet if
two devices could communicate via GOOSE and SV. The fact that the test sastele to
simulate allthe ug casesvas evidence that interoperability was achieved.

Impacts on Existing Substation and Transmission Protection

The mainprotectionconceris that were identified in this project wespeal and reliability. The
following items addresthese concerns.

Reliability 7 Protection

Protection withEC 61850 SVperforms no differentlghan a hardwired instrument transformer
application of protection relaysThe realifferencesverein how the instrument transformer signals
reacledthe relays ansveremappedo the protective elements within the relays themselves.

As far as performance under faulted conditions, simulations performed as part of the study showed
that there was little if any impact by going to fully digital CT and PT analog data stse@pliedoy

MUs. Modern numerical relay manufacturers already perform analog to digital conversion at
sampling rates equal toabeused in MUs.Whether the relay operates with locally produced

digitized analog data, or from a remote MU, makes little differém¢iee protectiomperformance

The potential for a slight additional delay in transmission and reception of remote SV dapsals

exist, but itcouldbe minimized with googrocess budesign nethodologyto avoid any possility

of excessive data latendye to packet collisions

In this study, relay performance observed during testing far exceeded any requirements that would be
expected for application in a distribution substation interconnected teteasismission system.

This findingwasin line with expectations of replacing eting devices with new devices that have

the same obetterfunctionality.

Reliability T Communications

This section considers the reliability of the baseline system vs. the SV and GOOSE implementation

for the transportatio of CT/PT measurements and binary interlock signals. Reviewing how analog
CT/PT and binary signals currently get to the protection relays using the base case system design, one
finds the following major components:

1 Substation equipment providing thiginal source:
o CT and PT measurement apparatus
0 Breaker and disconnect switahxiliary (AUX) position contacts
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0 Breaker and disconnect switch trip and close coils inputs
9 Signal transport:
0 Hardwired pointto-point signal cables
o0 Terminal blocks at various lationsin the signal path
0 At leastone test switch for test signal injection and trip circuit blockingach
protective relay
91 Protection relays:
o CT and PT inputs and signal conditioning circuits
0 Binary inputs and signal conditioning circuits

Using IEC61850 changes some of the major components and adds additional ones as follows:

1 Substation equipment providing the signal source:
o CT and PT measurement appasat
0 Breaker and disconnect switch AUX position contacts
0 Breaker and disconnect switch trip andsd coils inputs
o0 |EC 61850 source merging unit with:
A CT and PT inputs and signal conditioning circuits
A Binary inputs and signal conditioning circuits
A Network Interface Controller
A At least one test switch for test signal injection and trip circuit blocking
9 Signal transport:
0 Fiber optic cable
0 Process bus Ethernet network switch(es)
A NOTE: Using gorocess bublSR network eliminates the network switch(es)
9 Protection relays:

o Network Interface Controller

1 IEC 61850 addgan additional IED at thsignalsource while moving the inputs and signal

conditioning circuits from the protection relay to the field installed merging unit. Given that

fully tested hardwired installations are generally very reliael@ability might be reduced by

having a single nrging unit provide the information to multiple protection relays. However,
IEC 61850 does not eliminate the standard practice for overlapping zones of protection for

backup failure, and with its additional features, it progictntinuous odine monitorng and
alarming for signal failures that a typical hardwifegIC system does not. The IEC 61850

method may add a single point of failure with the merging unit, but with proper design, the

potential loss of reliabilitgould bemitigated.

1 The multiple coppr wires handling individual signalgerereplaced by a single fiber optic
cable, which interfaakat the merging unifprocess bukthernet network switch, and the
protection relayith a single network interface controller on each end of the fiber optic

cables that comprise this path. However, including signal path redundancy to an IEC 61850

systemwasvery easy andairly cost effective, andll equipment used in this study bhd
this capability

1 The base systemdinot depend oanaccurate GPS sowed time synchronizatiothatan
IEC 61850 slution requires.

1 Having a test switch at each merging waitild havean increased possibility of test contacts
being left open or placed in the wrong position due to its location in the field equipment.
This problem also exigidwith the base system, bilite base system ditbt have the
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capability to monitor and alarm failure of these signals continuously like an IEC 61850
system.

The IEC 61850 method can be just as reliable, if not more reliable, than a hardwired protection
system, buit does introduce additional single points of failmich need to be mitigated. The IEC
61850 solution provides maibyilt-in redundancyptionssuch as dual merging units, network
redundancy using PR&hd/orHSRand the flexibility of adding additional protection relays to
improve reliability.

Speed of Operations

One interesting finding of protection performance identified during this studyhwids not caused

by the application of IEC 61850 SV, was-& fins penalty in protection element operating times that
wereobserved when test results from application specific and sofitedirged relays were

compared. Sof t war e swerbmangiratlyslover tofoperaie whem geadnted r e | ay
with the same fault simulation as the application specific relays and when the same protection

elements were compared. Because software defined relalgkbe configured in a multitude of

ways with a lage set of potential protection elements to choose frontatieof optimizing

protection opmating timesvasmade more difficult for theelay desigrengineer

For most protection applications, other thaexta high voltageEHV) or where grid stabily would

bea concern, the observed difference in operating tinmegd make little if any practical difference

and the flexibility of a software defined relay may be of great advantage. Software defined relays do
impose a greater time requirement upanpihotection engineer to configure and set them, which
should be considered before deciding to apply them; better configuration softwaigotogls

forwardwill alleviate this issue.

Impacts on Existing Substation Systems and Equipment

The main substatioand equipment impacts associated witHEBC 61850 implementatiowerethe
need folEC 61850 capable protective relays, requirements for additional equipment to be installed in
the field, and impacts to control building equipment.

The protective relaythat SDG&E currently use do not havelEC 61850 capabilities or if they do, the
capabilitiesarelimited to GOOSE and MMS Based on currently availadleC 61850 compatible
devices SDG&E would need to adopt different manufacturers and relay types itestibstation
standards to implemeHEC 61850 withprocess bufunctionality.

Additional equipment wuld need to be instadd in the substation yard for an IBEC850 application

that utilizes sampled values. Merging units need to be installed inrthegaipment cabinets which

will also require CT/PT test switches, a fiber optic patch panel, DC poweanax(@d source for test
equipment. Additionally, breaker control switches, local/remote switches, and other types of control
switches mayeed tdoe moved from the contrahelterto the equipment cabinets or duplicated in the
equipment control cabinets for use when testing. Either the yard equipment control enclosures need
to be sized to accommodate this additional equipment or separatakmeacdnclosuresvould be
requiredto house the new equipment.

For the controthelter additional communication equipment such as Ethernet switchssbe
installed for thdEC 61850 system. Depending on heguipmentvaslocatedwithin the racks, this
may rejuire additional rack space. Typicadlgditionalrack spaceould bemade available when
moving from a handired solution to a IEC 61850 solution, so this available spaasuld be utilized
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for the additional Ethernet switches. A larger battery system in the cehéitérwasalso
anticipated due to the additional DC load from Ethernet switches and merging units.

Impacts on System Operations

If the IEC 61850 systernwaslimited to within the substation anidl properly integrated witthe

SCADA equipment, there should be little apparent change from a system operations perspective. The
mainimpact to system operations woltdd any changes made to the location of control switches

within the sistation. Operational procedures may need to be updated if control switthes

moved from the contrahelterto the equipment cabinets. Even withIBC 61850 implementation,
thereshouldstill be breaker control capability in the contsblelterwheter it is physical control

switches oprogrammablgush buttons on the protective relays.

Maintenance Impacts

The biggest impact from a maintenance perspective will be protective relay testing. If merging units
wereinstalled in thesubstatioryard, relg technicianswould need to setip test equipmerat that
location. Test switchesor these MUs wouldbe in the equipment cabinets as well.

If additionaltest switchesveredesired in the control sheltdor isolation of protective relays from

trip circuits and close circuitgheywould need to be addeduring testing elaytechniciansvould
need to put the protective retan afitest modé which will communicate to other protective relays to
not take action based on received GOOSE messages for trip and close commands.

Costs

Theprojectteam performed aost comparison between the traditioR&C scheme andneusing
IEC 61850 GOOSE andVS This estimate calculatighe installed costs of the items thaiwid no
longer be required with therocess budesign and compadéhat to the costs for the additional
equipment with one possibpEocess budesign.

Estimate Assumptions

1 This estimate omlincludead the installation costs for the difference between the legacy design
and theprocess budesign

1 The estimate assumdtat MUswerelocated in thesubstation yard highioltageequipment
control enclosuresyith relays in the control shelter

1 The eiimate assumethat12kV relays and MUsverelocated infactory constructed metal
cladbreakerassemblies

1 Wiring between MUs/relays and equipment terminal blocks remains so theseewests
excluded from the estimate

9 Test switches will be required in tfield equipment but thesgerealready a part of the
legacy desigrso there vasno additional material included for these

1 Each field wiring rurwas assumed to stat the field equipment anglasrun to the Control
Shelter and terminated. An additiomah of cablevasrequired to conned¢tom the
marshalling cabinetswcoming terminal block#o the panels in the control shelter

Labor and control cable costs were obtained ftloenproject team
Current quotes were obtained for legacy IEDs

Prices on othemiscellaneous items were obtained from previonagects

COMPREHENSIVE FINALREPORT
132



1 Impacts to ancillary systems were not studied (Arc FlRghbus short circuit interrupting
capability, etc)

9 Costs of therocess bulEDs were those obtained during the material acquisition phase for
the test system

1 Improvements in Engineerirgjficiencywere not tabulatedrece theywere anticipated tbe
highly dependet on each wutilityés | keoweachiltyf | EC 6185
allocates its workforce

1 These costarerebased on one possible design. Thisigiecould be optimized to reduce
these costs

The costs for the items that would no longer be required for the legacy design were calculated. They
wereshown inTabl26 These costs would reduce the substation overall cost.

TABLE26COSTS FOR TIMES NINGER REQUIRED FERBACY DESIGN

COST EACH
QUANTITY DEVICE TYPE DESE.FAT;ON/ DELIVERED TC EXTENDED PRICE
SDG&E
7 Meter 1,725.00 12,075.00
6 Ethernet Switch 2,623.00 15,738.00
2 GPS Clock 1,700.00 3,400.00
2 Relay 5,418.00 10,836.00
2 Relay 13,530.00 27,060.00
10 Relay 4,193.00 41,930.00
2 Relay 6,685.00 13,370.00
1 Relay 6,115.00 6,115.00
1 Relay 5,800.00 5,800.00
8 Relay 3,917.00 31,336.00
2 Relay 8,435.00 16,870.00
2 Automation 2,700.00 5,400.00
Controller
2 Serial Cable 40feet 41.92 83.84
1 Serial Cable 7fed 32.00 32.00
1 Serial Cable 3fed 21.00 21.00
1 Serial Cable 10fed 12.06 12.06
1 Serial Cable 7fed 11.00 11.00
1 Serial Cable 15fed 14.71 14.71
1 Serial Cable 30fed 22.66 22.66
1 Serial Cable 5feet 28.00 28.00
37 Control Cable 1,305feet 0.74 965.70
14 Control Cable 480feet 1.42 681.60
7 Control Cable 320feet 2.77 886.40
11 Control Cable 1,090feet 1.10 352.00
17 Control Cable 1,910feet 1.80 576.00
5 Control Cable 550fedt 3.27 1,046.40
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DESCRIPTION/

COST EACH

QUANTITY DEVICE TYPE DETAILS DELIVERED TC EXTENDED PRICE
SDG&E
20 Control Cable 4,000feet 2.00 640.00
7 Control Cable 1,400feet 3.69 1,180.80
89 Terminal Blocks 12 position 31.01 2,759.89
32 Shorting blocks 12 position 44.20 1,414.40
4,048 Terminal Lugs Ring tongue 0.61 2,469.28
4,048 Labels Package of 200 29.65 600.12
60 Battery Cells, 365AH 490.35 29,421.00
1 Charger Charger 4,431.00 4,431.00
1 Battery Rack 11N SZEtIiSeTIC rate 3,003.00 3,003.00
659 Labor Install labor 83.68b/hr. 55,145.12
Total 237,579.86

The costs for thadditionalitems that would be required with theocess budesign were then
calculated. Thewereshown inTable27. These costs add to the cost of the overall substation.

TABLE27COSTS FORDDITIONAL ITEMS RERED FOR PROCESS BIESIGN

COST EACH
QUANTITY DEVICE TYPE VENDOR CODE DELIVERED TO EXTENDED PRICE
SDG&E
7 Panel meter N/A 350.00 2,450.00
2 GPS Clock V3M5 4,970.00 9,940.00
8 Ethernet Switch V4AM1 9,388.00 75,104.00
21 MU V3M3 5,695.00 119,595.00
11 Relay V3M1 9,170.00 100,870.00
2 Aé’éz:'r‘(‘;tl'é’r” V3M4 2,700.00 5,400.00
2 Relay V3M2 2,835.00 5,670.00
13 Relay V2M1 11,825.00 153,725.00
2 Relay V2M2 11,488.00 22,976.00
3 Relay V2M3 12,970.00 38,910.00
4 Fiber Plant N/A 389.60 1,558.40
60 Battery N/A 832.65 49,959.00
1 Charger N/A 6,704.25 6,704.25
2 Battery Rack N/A 3,093.30 6,186.60
Total 599,048.25

The reader can see that ffrecesdusinitial installation costs are significantly greater than the costs
estimated for the legacy desigimitial material costs are a primary driver for this cost increase.
Some of theeasons for this cost increase are listed below:
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1 All SV relay and mergig units are early generation equipment. The manufacturers are
currentlycharginga premiunfor these relayas the technology is implemented in their most
capable numerical relays

The addition of IEC 61850 protocols tdays currentlyincreases cost

SV requires MUdo be installedn all theequipmentin thesubstation yardhat is associated
with theprocess bus

1 Process bs adds a significant amount of DC load todh®unt allocated fdP&C. This is
due totheadditional Ethernet equipment and MUs. In this estimat®&f@ load increased
by approximately 170%. This increase in load requiredgetddC plant to supply the load

Despite the increase in initialaterialcoss, it wasanticipated thaprocess bsimaterial costs will
reduce as adoption rates increase and the equipment becomes more common. But even with a
significant decrease in material costs, IEC 61850 regjadditionalP&C infrastructure to support

the equipment for process busnplementatn. This will likely remain a cost increase when
compared to the legacy design.

The labor cos associated with th@rocess busnplementatiorwerereduced significantly. Thiwas
primarily due to theeduction inwiring. However, this cost reductiomasnot as significant as the
increase in material costs.

Future savingsvereanticipated tmffset these costs as the engineering effadreducedy
leveragingutility specific standards and templatesich wereless complexSubstation apparatus
could be specified to include factory installation of MUs, further driving down cdstsrent

industry estimates suggest that IEC 61850 wititess busan reduce engineering time by as much
as 75%. In addition, futuubstation additions and changell iequire significantly less effort and
cost as much of the new work would be implemented in software.

Finally, IEC 61850 prepares the utility for a digital future that sulbport features and applications
thatare only starting to become availabl&hese could includadditional diagnostic features and
self-test capabilities.

Taking the long view, itvould be conceivabl@at relays will only be available from manufacturers

with IEC 61850 features and no hardwired connections in the ne2® y2arsmuch like what has

occurred with the transition to numerical relays from electromechanical and static models. This
technology transitiomasdriven not only by improved features and capabilities, but the

semi conductor manuf acacontinuetgshdrtendhe graductjoid Iespareoh d e n c y
critical components.

Pros and Cons

Like any new endeavor, migrating to an IEC 618&8cess buP&C scheme includes benefits and
drawbacks. This section identifies some of these items.

Pros

Wiring

A very significant advantage to IEC 618&@sreduction in hard wired control circuigsd its
attendant complexity All of this complexitygets moved t@onfiguring theprotective relays and IEC

61850 communications between devices. Obviously, this savesiog,werminating, labelingand
reduces the chances of wiring errtotsalso reduces fabrication time and expense for protection
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panels and reduces construction and testing time at the substation. With the reduction in field wiring,
the required timeni the field for installation and testing of protection panels could be reduced from
weeks to days.

CT Performance

One big advantage with SV protectismasthat current and potential siglisweretransmitted across

theprocess busetwork in primary engineig units, allowing maximum CT and PT ratios to be

used without compromising accuracy or impacting signal fidelity and internal protective relay setting
limitations. This has an obvious advantage with impedance relaying, where protection settings

develod in secondary unitseredependent on the instrument transformer connected ratios, where
CTsweref requently tapped down to bring the maxi mum
fixed setting range. Becauseofamultat i o CT 6 s p o o pedarmaeck (8atutation)ata g net i
lower ratios avoiding reduced tapgasa great advantage. With the move towards SV, future relays

couldbe set in primary units, eliminating a major issuexistingprotection methodology

Semantic Model

IEC 61850 providea semantic modeior standardized structured datachangebetween devices

This allows for standardbject model nange Thus the data becomes visible without configuration,
which enables seffescription of the IEDs. An IEC 61850 protocol browserlmansed to view the
capabilities of an IEC 61850 device even before the devasplacedin service athe substation.

The schema also allows the configuration files to be standardized into IEC 61850 file types. These
file types can be used to suppoonfiguration and engineering efforts.

GOOSE

By its nature high speed GOOSE messaga®ideal for relay to relay and relay to MU message
transfer. It allovedfor supervision of the link due to its periodic retransmission propeieslies
of GOOSE timing haveidentified that it typically performfar fastethan hardwired I/Qwhichwas
limited by the time to close electromechanical contagtithin the industry, GOOS®&ascurrently
fairly mature and a GOOSE application would be an ideal candidaae fearly implementatien
Currently, the IEC 61850 standard development temensworking on an implementation of
GOOQOSE for substation to substation control communication.

Sampled Values

SV messages separate the sampling of analog valueshfedmoalculation and metering. They allow
analog values to be measured one time and shared among applications. Not only doesehis reduc
wiring effort and time, ilsoallowsfor consistent high quality data with a minimum of infrastructure
and the time twerify calibration during routine maintenance

Engineering Effort

Engineers will be able to test protective system developmertasielab environmenwhile
developing settingbefore theyweredeployedn an actual suttation. This will reduce scheaul
pressureand errors It will also allowP&C schemes to béeveloped as standatemplates which will
significantly reduce future deployment time and improve quality.

Interoperability

One of the most significant goals of #i&C 61850 Standandasintergperability. If consistently
implemented, itvould allowlEDs from different manufacturers eommunicateexchangelata,and
make use ofhe information. It would simpify the design, consiction, implementation,
commissioning, testing, and m#&enancef P&C systems in substation#llowing users to select
anymanufactured s  d, apply itwéth any othemanufactured s  d, @nd becassured that the
devices would interoperate would be an enormous benefit to the industry and all users.
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Lockout relays

At the request of thproject teamlockout relay functionality was implemented witlt@rtainrelays.

This allowed theoroject teantob et t er vi sual i ze the way that a
perform. While this was not a unigue benedisociaté with anlEC 61850P&C scheme, idoes
demonstrate the capability of advanced numerical relays. The adoption of this type of lockout
relaying would eliminate traditional hardwired lockout relagtambersome wiring argimplify the
NERCPRGO05 testing.

Cons

Limited Interoperability at this Time

The drawbacks to IEC 61850 fibre project eamincluded limitations of the current industry

technology across manufacturers, the need for modifications to current standards and practices, and
the required trainingf personnkfor the large technology shift. The results of this study showed that
not all relay manufacturers support sampled valuasciompletelyinteroperable manner. Some

ma n u f a adauysweerlsodnucteasier to learn and configutteanothesi an important
consideration during the selecprocess Furthermore, interoperability across relay manufacturers
wasinconsistent. This study found that IEC 61&0technologiesvere still developing in the

industry and further developments needed foconsistentnteroperability between relay

manufacturers.

Migration Process

This EPIG-2, Projectl served as a technologgmonstratiomnd feasibility study. r this case
adopting IEC 6185@rocess buappears feasible. The next step inghecess would be to determine
a precise list of the exact functions and features of IEC 61858 EHa&E would like to adopt. This
list should include those functions and features that were beyond the scope of this project.

SDG&E now has the opportunity evaluate their current standards and determine how they can be
modified to accommodate future technologies like IEC 61850. This could include:

1 Provisioning future rack/panel space to accommodate the additional communication
equipment that will beequired in the control shelter

1 Increasing the size of control cabinets in transformer, breakers, and other equipment so that
the addition of merging units and associated equipmegbe easily installed

9 Verification thata standardontrol shelter sizeam accommodate the larger battery system
required for an IEC 61850 application

1 Development of a training program around IEC 61850 to cover the technology itself, testing,
and operations

1 Identification and implementation of small pilot applicatigio devéop experience with IEC
61850. Implementation of the capacitor/reactor automation logic would be a very achievable
project that would alloBDG&E to gainvaluableexperigice in a low risk manner

1 Development of a larger pilot project to test the technolodylirsubstation implementation
This pilot project should serve as the basis for developing new standards for station drawings,
relay settingsSCADA, and communication configurations. A dhsubstation located in
close proximity to anaintenanceenter would be an ideal candidate for this type of pilot
project
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1 TherelaysirSDG&E6 s st andar ds do n o tproeessbusapabiittsy have |
This means that new standard drawing paels, relay configurations, and define new
equipment standards for IEC 61850 applications will need to be creategrofée team
may even have to switch to different protection philosophies and suppliers when
implementing IEC 61850. An examphasthehigh-impedance bus differential relay applied
on some transmission buses. This application would still require a significant amount of CT
wiring, in the field to a central summing point, for conversion of the anajpglsi into a
MU readable signal

1 Curenty IEC 61850is not used extensively iIBDG&ES s s u b fdoptibni obIECs .
61850will mean new technology for the protection and substation design engineers to learn
and develop expertise around. Furthermore, field support personnel, such ag®pacht
relay technicians, will also experience the technology change. For operising,
procedures will have to be modified to fit the new technology. As an example Mid®n
wereinstalled in field devices for SV and GOOSE, some testing willl hede performed at
the breakers and transforméosated in the substation yatidstead of in the aiconditioned
control shelter.
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12. KEY FINDINGS

Based on a review of the pcemmercial demonstration test results and execution of the test system
designand relay setting£C 61850 configuratiog) the followingkey findingswere developed

T

Multi-vendor interoperabilitys not universafor the products tested in this proje@&ecause
theseinitial integration effors weresignificant future implementigons should benefit from
these experiences.

Use oflIEC 61850SV didnot impact relay performance, as compared to a direct hardwired
solution, as long as throcess busetworkwascorrectly designed and utiligenanaged
switches for MAC address filterirmgnecessary.

o Other than the obvious wiring and data communications advantages that IEC 61850
GOOSE and SV have over conventional hardwired relay installations, protection
settings and schemes did not change asthEC 61850 process bus installation, as
basic protection conceptfdchot change.

All SV basedestcasesvaluated were able to be implemented W&G 61850process bus
The technologevaluatedvasat a point where itouldbe applied to utility priection
applications, assuming careful attention to equipment selection for compatibility.

GOOSE messagesiccessfullyeplacel traditional hard wire status and control wiriimgthe
project Analog valueshatwere embeddedithin GOOSE data sgtsuccessfullycontrolled
areactiveautomation applicatian

IEC 61850process busompatible relays and merging usitere still so newthatthe
manufacturem@technicalsales representativegere only generally familiar with application
and configuration.One should xpect toinitially spend a considerable amouneofjineering
time on resolvingdEC 61850process busonfiguration issueandlocating manufacturestaff
that will be able to provide the required engineering support

Manufacturers have nobalesced arounlly interoperable S\wptions IEC 618509LE
still has a large potential for differences that allows manufactieqspment to meet the
standard, yet not work with each other without a large amount edissrdeffort

IEC 61850GOOSE/MMS messagingasstable with good interoperability between different
manufacture@equipment. Configuration toolgerefairly easy to learn and use.

Relay manufacturedglocumentation, as far as implementing an SV applicatves lacking
and many critical itemean be expectei be discovered only by eensive communication
with the manufacturen® learn unpublished information and facts.

SV compatible relays require tibapabilityto subscribe to at least S8 channels, withthe
ability to internally map the variousltage and amperagignals to the proper protection
elements without limitationsf the technologyvasto maximize itpotentialto replace
hardwited equipment Theovercurrenbus differential use case provenis fact

MUs should support, at a minimum, a buiitSER for GOOSE /O troubleshooting. Bttt
capability to implement basic Boolean logic amdeRwould bevery desirable features too.
Some of the test system MUs supported Boolean,lagiER, anda time stamped SER

MUs should integrate analog inputs with digital inputs and outputs isioed panel

mounted enclosure for easy field installation in yard apparatus such as transformers and
circuit breakers. Only two manufactss@MUs evaluatd in this studywere close toneeting
this requirement.
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T Only one manufacturerds MU used in the study
manufacturers relays evaluated in the study. MUs generally woekgavell with relays
built by the same manufacture

1 Manuf a cdlay and ¥ cdnfiguration softwapackages werstill a fiwork in
progres® One maj or relay manufactureds software e
to work with, with multiple norintegrated applicationsyhich required direcassistance by
t he manufacturero6s st af f. Thislevel of oo;mplexitweould he con-
not beacceptablén an implementatiorenvironment Other relay manufacturessoftware
packages were fairly user friendly and intuitivEhe majority of the issues encountered
during configuratiorwere eventually resolved with assistance froomieen uf act ur er s 0
support staff.

1 Ethernetswitches necessary to integrate all the part®dE& 61850SV substation have a
power demand significalgthigher than the relays and MUs themselwelsichcould impact
station battery sizing and should not be ignored.

1 The network and time synchronization system proposed for the test system provided a broad
range of support t o cakingandtimdsyncltwanizatioous vendor
interfaces. It also provided the quantities and types of equipment to simulate the required
process bus architectures and fiber implementation that would occur in a real substation
installation.

1 The initial materialcoss of a substation designed with IEC 61850 GOOSE and SV P&C was
calculated to bgreater than the initiahaterialcosts of a traditional P&C substation.

1 Somema n u f a adaysreguire different ports for SV and GOOSE signals intended for
the samgrocessusconnection.This was a disadvantage that must be rectified in future
models because it impacts the ability to connectetays to both thetation andprocess
buses provide a port for dedicated maintenance access

1 Theresults supporttep r o j EPtCivadusproposition in that th€&C scheme evaluated
wasanticipated to be at least as reliable, if not moratesm the existingegacy P&Cscheme.
Although the initial costs of B&C scheme as described in this project may be highegsdt
anticipated that the egoing costs will be reduced.

f Thepr oj ect 6s goals to investigate interoperabi
performance were achieved

0 The interoperability determinatiomas successful. Although interoperability was not
universally achievedor all of the devices, enough interoperability veahievedo
allow for testing of all of the protectiamsecases identifie¢h the project scope

o0 Performanceof the protection relays using an IEC 6185C scheme wergerified
to equal or exceed the performance requirenmgsattsy theproject eam

IEC 61850 Implementation Challenges

Transitioning protection design philosophy from using direct CT/PT and I/O connections to each
protection relay to using IEC 61850 GOO&td SV still presents many challenges.

The first challenge would be to design the infrastructure that would serve as the signal transport
medium, replacing the hardwired copper cable. Process bus design and equipment assignment was an
important first stp which drove parts of the network equipment specification. The manufacturers had
different limitations on how the equipment could interface with the process bus which introduced
network complexity and interoperability issues. Another important compoeguited by IEC
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61850 SV was time synchronization. A mix of time synchronization requirements was identified
from the various manufacturers included in this project, which covered the entire list of methods
called out in the standard. The test systegigieteam found a GPS clock source that could support
all of these time source types and provide network isolation between the various networks.

With the release of edition 2, for many of the IEC 61850 parts, new challenges arose in determining

which editon to use for the project. In a single manufacturer solution this would generally not be a

problem but with a mukmanufacturer project, it was vital that all of the manufacturers function

together under the same SCL model, SV and GOOSE edition. Herfuttallenge in choosing the

edition was that most manufacturers were still only providing SV using the UCA International Users
Group (UCAlug), Al MPLEMENTATI ON GUI DELI NE FOR DI
INSTRUMENT TRANSFORMERS USING IEC 6188B2 0 ( L E) ased ondBC 618%9-2b

Edition 1. A mix of implementations with both edition 1 and edition 2 functions were identified and

that added an additional degree of difficulty for the test system implementation.

Another challenge was providing the correct SCL file type and edition necessary to import into other
manufacturersé configuration tool s. The manuf ac
exporting the SCL file type, edition, and providiogtional information that was required by other
manufacturer configuration tools. In some cases, manual modifications to the SCL files, to allow
proper information exchanges, was required. There were numerous character length limitations for
the variousGOOSE and SV parameter settings which, when exceeded did not produce any errors
within the configuration tool. These problems could only be found with the identification of an
unrelated problem and working backwards to determine the cause, includiivgt@@pbf a network
analysis tool. The lack of builh error checking in the configuration tools required significant
additional testing to determine the root cause of problems. Some confusion was idaittifate
manuf act ywhere gpara¢ sofivaile packages were useddach type of configuration task

In some cases it was not clear how to link the information betweesntiveare packagesAppendix

H contains a list of observations identified during configuration and testing. ThimBsanticipated

to provide assistance to the engineers responsible for device configuration in future projects.

Protection and merging unit electrical and protection settings were very similar to what was required

for the base systems. Some of thegxtibn relays still had some setting requirements around CT

and PT ratios, which seemed redundant given that the merging units provided primary values for the
samples. This and other settings such as the reference SV stream were different from what the
protection engineers were used to but once done, the settings were the same as they have done before.

Testing was another challenge. Thealepment of new procedures toseire the infrastructure was
working correctly was followed by the execution of thietpction scheme testing. Good
documentation was the key to success and much effort was expended to develop proper dataflow
tables and diagrams to communicate all the virtual wiring, GOOSE, and SV used in the system
between the various members of the exystonfiguration team. These documents along with the
networking and time synchronization diagrams provided the base information to create the testing
procedures, and will be crucial when performing actual implementations.

All IEC 61850 implementationshallenges were easily solved during the initial equipment selection
process and design. Like the traditional design methods, determine the equipment to use, identify
which IEC 61850 functions to implement, and determine how the user can work out soltrares
complete the challenges associated with the first project will be minimized.
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13. CONCLUSIONS

Upon review of thelemonstratiorfindings, the following conclusiorare made

T

The results of thiproject were very encouraging. SV ba&&IC werefound to be
equivalent or better than the legacy hardwired solufionthe use cases identifietEC
61850 did not dgrade and in some cases impropeotection, control and automation
schemes

SV messages were more flexible than the existing traditivardwirel P&C system.

GOOSE messages were more flexible and faster than the existing traditional lhRE«ire
system.

IEC 61850 SV and GOOSE increased P&C system flexibility and provided opportunities for
new P&C schemes due to digitization of theteys

Although not yet universal, substant&V interoperability was identifiedit was anticipated
that interoperabilit will only improve with time.

Theinteroperability results of this project should be of interest fpadéintialusers of SV.
Theprojectfindings should assist manufacturers with ti8kimplementationso as to
improve interoperability. These results should also azdigters ofEC 61850 withthe
selection and evaluation of future manufacturer product offerings.

Oncethdeamwass uf f i ci ently experienced with the
configuration time decreade Configuration templates would be especially valuable in this
regard.

The project provided oppimitiestol ear n mor e about Idpdbites 1 8506

and v entedoperabiliby.
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14. RECOMMENDATIONS

The project team recommends that SDG&E continue to explore commercial adoption of IEC 61850
applications within its substations. The project findings and conclusions show that, although care is
required in the selection of products, the currently avalai@rging units and relays are sufficiently
mature to support interoperability between vendors. In addition, the protection performance of the
test systenis equivalent to hardwired legacy P&C systems.

The project team further recommends that an SDG&&neonications laboratory be developed to
support future work and training. This laboratory would include a capability to-opékture

substation communications infrastructure to validate their performance before actual deployment in
substations. Althougthis laboratory woulthave a focusn IEC 61850it would alsosupporttesting

of other communications technologesd standards

With the completion of the future work items, discussed in the next section, the project team
recommends that pilgirojects be initiated to gain experience with IEC 61850. Potential pilot

projects could include a GOOSE based 12 kilovolt (kV) capacitor control scheme using existing
installed hardware, or a three breakek@9P&C scheme. These pilot projects couldobecursors

towards development of a larger project to test the technology in an actual substation. A pilot project
will serve as the basis for developing new standards for station drawings, relay settings, SCADA and
communication configurations. A subtsba located in close proximity to a maintenance center

would be an ideal candidate for this type of pilot project because of the training opportunities it
provides.

An IEC 61850 design implementation will differ greatly from current hardwired state afrthand
issues such as maintenance, testing and training, must be addressed while embarking on the first
implementation of this technology.

SDG&E should make the results of this EPIC project available to the various standards bodies
associated with IE€1850i especialllEC Technical Committee 57, Working Group 10.

Future work

The followingfuture work items represent valuable netép options in the adoption of a full IEC

61850 substation. These items would allow the user to gain valuable expeiitnite IEC 61850
standard. Eacitemwas sized such that a small team of two to three subject matter experts could be
identified and assembled to research and develop the necessary components in a relatively short
period of time.

Network Optimization

In accordance with the project teambébs direction,
necessary to complete the testing. Although basic ‘1t filtering was configured, configuration

items did not include advanced networking features or agdiion. For an actual substation

implementation consideration should be given to additional network design and optimization.

Suggested items of particular interest may include VLANS, priorities, and-casltfiltering.

Remote Access

In accordancewith he pr oj ect teambs directi on, remote acec
that the project team was investigating this capability as part of a separate project. Internal policies

and NERC CIP requirements would need to be investigated in ordetaionine the level of

protection required and the preferred method of achieving this capability.
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Redundancy

Redundancy was a broad topic that covers many disciplines. It can include protection design, local
network design, and WAN design. Currently gneject team has a protection philosophy that

provides a degree of redundancy. This philosophy could be combined with local networking to
achieve the degree of redundancy necessary t o me
protection redundzy requirements with network redundancy could yield synergies and provide

significant benefits.

SCADA

The projectbs scope did not include exploration
Each of these items presents an opportunity tdamenwith the IEC 61858&C developed in this

project to enhance the current design and lower costs.

1 Individual panel meters were a standard of the current substation design. The relays included
in this project included large LCD screens, which coulddesl to display local metering.
Another option could include staradone displays that were connected to serial ports on the
relays. Other options could be explored to balance features and costs.

9 A station data concentrator, RTU, or gateway that supfEPOSE messages and/or MMS
would enable the project team to further reduce station wiring. Multiple products were
currently available that support this solution. An engineering study and lab test of these
products would enable the project team to idgratif acceptable product.

1 Similarly, the current use of panel annunciators could be modified to eliminate the serial
communications driven annunciators. GOOSE messaging was a potential opportunity to
further reduce wiring within the substation.

SV Implementations

This project utilized IEC 618506-2, Edition 2 for SV. Many interoperability issues arose from
inconsistent design choices between manufacturers concerniaditiba 2 implementations. IEC
published standard 618®&0in 2016. This standard piides guidance on the digital interface for
instrument transformers. It would be worthwhile to investigate products that have implemented this
standard to determine if interoperability would be improved.
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15. POST-PROJECT TECHNOLOGY TRANSFER

The project tearmwill submit presentations and papers to major conferences and/or journalse Th
submissionsgnclude, butarenot limited tq the annual EPIC Symposium.

The availability of this report on the SDG&E EPIC websitps://www.sdge.com/epiwill be
widely announced.

A PowerPoinpresentation will be developed and used to aid in engaging the stakeholder groups
within SDG&E. This presentation will also aid in coordination with external stakeholders in IEC

61850.
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16 METRICS AND VALUE PROPOSITION :

Metrics:

The following metrics were identified for this project. Given the proof of concept nature of this EPIC
project, these metrics are forward looking to prospective adoption 061B80 standards.

The main protection concerns that were identified in this project were speed and reliability. The
following items address these concerns.

Potential energy and cost savings

Due to saving on the engineering efforts of the design procegslE€61850 equipment, which can
be reflected to the price of energy for ratepayer.

The main saving comes from the integrated engineering tools that makes it easier to design the
substation and test the equipment before deployment, which is hard to awiweaadits istime
consuming using the current legacy systems.

Economic benefits
Maintain/Reduce operations and maintenance costs

IEC 61850 digital equipment all®reasier maintenance and debugging of the equipment
using advanced embedded software tools.

The labor costs associated with the process bus implementation were reduced significantly.
This was primarily due to the reduction in wiring.

Improvements in system operation efficiencies and adding automation features

Operation efficiency can be imprayeising IEC 61850 equipment especially with the new
peerto-peer communication feature, which allows major improvements of operations, and
more equipment can be monitored and operated to reduce the cause of outages and improve
the efficiency. This also @iv more automation in the substation and things like triggering

CAP banks and Vditge regulators can be improved.

Value proposition:

The purpose of EPIC funding is to support investments in R&D projects that benefit the electricity
customers of SDG&E, PG&E, and SCE. The primary principles of EPIC are to invest in technologies
and approaches that provide benefits to electric ratepay@m®inoting greater reliability, lower

costs, and increased safety. As discussed and summarized below, this project met all three of the
EPIC primary principles: reliability, lower cost, and safeitydtwo of the EPIC secondary principles
were applied.

Primary principles

1 Reliability:
The new equipment performed all the protection schemes in current substations with a
faster initiation time and more operation capabilities.
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The new digital system allaeasy add and integration of a new equipment without a
need of running new wires every time a new IED is added to the network

Lower cost:

Although the current equipment cost for the new merging units is higher nevertheless, the
long run cost is lower due to saving on engineering efforts and desigartaneducing

the labor cost for wiring in addition to the added operating features.

Safety:
Reducing the number of wiring reduces the cause of fire due to a short in wires or a
failure since the substation raakses fiber optic

Due to peeto-peer communican feature now you can disconnect lines in case of a
failure automatically which avoid the human delay that can cause damage to the network
and the grid.

Secondary principles

1 Safe, Reliable & Affordable Energy Sources:
As mentioned earliewith peerto-peer communication, utilitmetworks can perform new
safety features that is not available in the current substatioich makes it safter and
more reliable
9 Efficient Use of Ratepayers Monies:
Saving money in distribution due to the new technologies eatdifes would result in
lower distribution and maintenance cost and that can be reflected to the ratepayers energy
cost. This can be accomplished using the new engineering tools that comes with IEC
61850 new equipment and the new peer to peer communigétharut a need to run
manycables between equipméntthe substation
Primary Principals Secondary Principals
Safe, -
. Low-Emission| Reliable & . Sl
L Lower Loading . Economic Use of
Reliability Safety Vehicles/ | Affordable
Costs Order : Development, Ratepayers
Transportation| Energy .
Monies
Sources
\Y \Y \Y V V
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APPENDIX A - TEST CASE DATA FLOW DIAGRAMS

Thetest case data flodiagramscontainedn this appendix illustrate the flow of information and
which relays and merging units are associated with the t#ssecases that deal with particular
conditions, such as the phases of a faunot illustrated. Even though the diagram shewll
memging units and relays, only the merging units and protection relays wirehincluded in the test
areshaded with a blue background and gray chadshes.IEC 61850 SV messageaseindicated
with dotted blue linesGOOSE messageseindicated with std black lines. SV and GOOSE
message hameseindicated near the transmitting devicgrrows on SV and GOOSE messages
indicate a devicavas subscribing to that message.
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Process Bus #1 Data Flow Test Case2: Line Diff
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Process Bus #1 Data Flow  Test Case 3: Line Distance
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Process Bus #1 Data Flow

Test Case 4: HS Bus OC
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Process Bus #1 Data Flow

Test Case 5:HS Bus Diff
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